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Message by the Principal
Digitalisation is the killing switch which acts as both survivor and destroyer. With
response to various economic offences, cyber scams, financial frauds arouse due to the
progress in cyber and digitalisation, Department of Arts and Commerce of the college
decided to point out pros and cons of digitalisation and incepted an idea to organise a state
level conference on the same topic. Economic offences can be defined as a kind of offences
which are carried out with the help of internet, digital equipments, innovative ideas and
secret information to loot ones money by the fraudsters. Cyber security can be defined as
the body of technologies, processes and practices designed to protect networks, computers,
programs and data from attack, damage or unauthorized access. Digitalisation fostered way
to diversified merits and demerits in commercial, academic and socio-cultural assimilation.
Digital created menace and deceptive space may prove as biggest disaster in future.
Honourable Prime Minister of India, Narendra Modiji rightly twitted on 8th April, 2014, “On
Aadhaar, neither the Team that I met not PM, could answer my Qs on security threat it can
pose. There is no vision, only political gimmick”. Hence, the college hopes that the daylong
interaction on the theme, ‘Cyber crimes: A Threat to the dream of Digital India’ could prove
to be most useful to make life of the masses compatible to the threat ahead.
Dr. G. R. Pathade,
Principal,
Haribhai V. Desai College, Pune-2.
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ABSTRACT
In this paper we have discussed the different ethics in the cyber crime. Cyber Security
plays an important role in the field of information technology.Securing the information have
become one of the biggest challenges in the present day. Whenever we think about the
cyber security the first thing that comes to our mind is ‘cyber crimes’ which are increasing
immensely day by day. Various Governments and companies are taking many measures in
order to prevent these cyber-crimes. Besides various measures cyber security is still a very
big concern to many. This paper mainly focuses on challenges faced by cyber security on the
latest technologies .It also focuses on latest about the cyber security techniques, ethics and
the trends changing the face of cyber security. World Wide governments, police departments
and intelligence units have started to react. Initiatives to curb cross border cyber threats are
taking shape. Indian police has initiated special cyber cells across the country and have
started educating the personnel. This article is an attempt to provide a glimpse on cyber
crime in India. This article is based on various reports from news media and news portal.
Keywords –Cyber Security, Cyber-Crime, Cyber Ethics, Vishing and Phishing, Hacking

Introduction:
Today man is able to send and receive any form of data may be an e-mail or an audio
or video just by the click of a button but did he ever think how securely his data id being
transmitted or sent to the other person safely without any leakage of information?? The
answer lies in cyber security. Today Internet is the fastest growing infrastructure in everyday
life. In today’s technical environment many latest technologies are changing the face of the
mankind. But due to these emerging technologies we are unable to safeguard our private
information in a very effective way and hence these days’cyber-crimes are increasing day by
day. Today more than 60 percent of total commercial transactions are done online, so this
field required a high quality of security for transparent and best transactions.
Cyber-crime is not an old sort of crime to the world. It is defined as any criminal
activity which takes place on or over the medium of computers or internet or other
technology recognised by the Information Technology Act. Cyber-crime is the most
prevalent crime playing a devastating role in Modern India. Not only the criminals
are
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causing enormous losses to the society and the government but are also able to
conceal their identity to a great extent. There are number of illegal activities which are
committed over the internet by technically skilled criminals. Taking a wider interpretation it
can be said that, Cyber-crime includes any illegal activity where computer or internet is
either a tool or target or both.
Ethics can be viewed from two angles, normative and prescriptive. First, ethics refers
to well-based standards of right and wrong that prescribe what humans ought to do, usually
in terms of rights, obligations, benefits to society, fairness, and specific virtues. Ethics, for
example, refers to those standards that impose the reasonable obligations to refrain from
rape, stealing, murder, assault, slander, and fraud. Ethical standards also include those that
enjoin virtues of honesty, compassion, and loyalty. And, ethical standards include standards
relating to rights, such as the right to life, the right to freedom from injury, the right to
choose, the right to privacy, and right to freedom of speech and expression. Such standards
are adequate standards of ethics because they are supported by consistent and wellfounded reasons.
Secondly, ethics refers to the study and development of personal ethical standards,
as well as community ethics, in terms of behavior, feelings, laws, and social habits and
norms which can deviate from more universal ethical standards. So it is necessary to
constantly examine one’s standards to ensure that they are reasonable and well-founded.
Ethics also means, then, the continuous effort of studying of our own moral beliefs and
conduct, and striving to ensure that we, and our community and the institutions we help to
shape, live up to standards that are reasonable and solidly-based for the progress of human
beings.
Definition
Cyber-crime:Cyber-crime is a term for any illegal activity that uses a computer as its primary
means of commission and theft. The U.S. Department of Justice expands the definition of
cyber-crime to include any illegal activity that uses a computer for the storage of evidence.
The growing list of cyber-crimes includes crimes that have been made possible by
computers, such as network intrusions and the dissemination of computer viruses, as well
as computer-based variations of existing crimes, such as identity theft, stalking, bullying and
terrorism which have become as major problem to people and nations.
Characteristics of Cyber Crime:
1. People with specialized knowledge
2. Geographical challenges
3. Virtual World
4. Collection of Evidence
Cyber ethics: Cyber Ethics are grounded in the notion of responsibility (as free moral agents,
individuals, organizations, and societies are responsible for the actions that they take) and
accountability (individuals, organizations, and society should be held accountable to others
for the consequences of their actions). In most societies, a system of laws codifies the most
significant ethical standards and provides a mechanism for holding people, organizations,
and even governments accountable.
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“Ethics are moral standards that help guide behavior, actions, and choices.”
Computer crime:Parents, teachers, non-profits, government, and industry have been
working hard to protect kids online. However, we also need to think about protecting the
Internet from kids who might abuse it.
The Department of Justice categorizes computer crime in three ways:
1. The computer as a target * attacking the computers of others (spreading viruses is
an example)
2. The computer as a weapon * using a computer to commit "traditional crime" that we
see in the physical world (such as fraud or illegal gambling).
3. The computer as an accessory * using a computer as a "fancy filing cabinet" to store
illegal or stolen information.
The world of Internet today has become a parallel form of life and living. Public are
now capable of doing things which were not imaginable few years ago. The Internet is fast
becoming a way of life for millions of people and also a way of living because of growing
dependence and reliance of the mankind on these machines. Internet has enabled the use
of website communication, email and a lot of anytime anywhere IT solutions for the
betterment of human kind. Internet, though offers great benefit to society, also present
opportunities for crime using new and highly sophisticated technology tools. Today e-mail
and websites have become the preferred means of communication.
Cyber Space-Cyber Crime:
Cyber space is a collective noun for the diverse range of environments that have arisen
using the Internet and the various services. The expression crime is defined as an act, which
subjects the doer to legal punishment or any offence against morality, social order or any
unjust or shameful act. The "offence" is defined in the Code of Criminal Procedure to mean
as an act or omission made punishable by any law for the time being in force. Cyber crime is
a term used to broadly describe criminal activity in which computers or computer networks
are a tool, a target, or a place of criminal activity and include everything from electronic
cracking to denial of service attacks. It is also used to include traditional crimes in which
computers or networks are used to enable the illicit activity.
Traditional Crime – Cyber Crime:
Computer crime mainly consists of unauthorized access to computer systems data
alteration, data destruction, theft of intellectual properly. Cyber crime in the context of
national security may involve activism, traditional espionage, or information warfare and
related activities. Cyber crimes have been reported across the world. Cyber crime is now
amongst the most important revenue sectors for global organized crime. Because of this,
the potential risks associated with malware have risen dramatically. Unlike in traditional
crimes, the Information Technology infrastructure is not only used to commit the crime but
very often is itself the target of the crime. Pornography, threatening email, assuming
someone's identity, sexual harassment, defamation, SPAM and Phishing are some
examples where computers are used to commit crime, whereas viruses, worms and
industrial espionage, software piracy and hacking are examples where computers become
target of crime.

8
There are two sides to cyber crime. One is the generation side and the other is the
victimization side. Ultimately they have to be reconciled in that; the number of cyber crimes
committed should be related to the number of victimizations experienced. Some crimes
may not result in any victimization, or at least in any measurable or identifiable
victimization. The obvious effect of cyber crime on business is the evolving threat landscape.
'The motive of the attacks has changed over time. Earlier, the intent of the attacker was to
gain fame although the motivation was criminal. Cyber crime economics are too compelling
to subside.
Cyber Crime Variants:
There are a good number of cyber crime variants. A few varieties are discussed for
the purpose of completion. This article is not intended to expose all the variants. The
readers are directed to other resources.
4.1 Cross Site Scripting:Cross-site scripting (XSS) is a type of computer security
vulnerability typically found in web applications which allow code injection by
malicious web users into the web pages viewed by other users. Examples of such
code include HTML code and client-side scripts. An exploited cross-site scripting
vulnerability can be used by attackers to bypass access controls.
4.2 Inappropriate e-mails: Just as it is illegal to threaten, harass or stalk others in
person, e-mail should be no exception for these acts. E-mail can create a shield of
anonymity for the computer user, making communication seem less impactful. Upon
first becoming acquainted with e-mail use, children should learn proper
communication "tone." Additionally, kids can be exploited by e-mail scams that
might lure them into illegal activities that involve hacking, distribution of counterfeit
products and the like.
4.3 Hacking:"Hacking" is a crime, which entails cracking systems and gaining
unauthorized access to the data stored in them. Illegal entry into a computer system
can create a virtual avalanche of destruction, causing serious consequences.
Computer viruses are infiltrating computers systems across the country at an everincreasing rate. If a virus were disable the computer network of a hospital, it could
shut down medical instrumentation systems that control life support and monitoring
functions-all of which could cost a patient his or her life. Almost every sector of the
economy -- from transportation and financial transactions to emergency services and
power distribution -- depends on computers. Disruption of any or all of these
operations can result in consequences ranging from monetary losses to catastrophic
loss of life.Here is a short list of great hackers of the world.
4.4 Cyber stalking:Cyber stalking is use of the Internet or other electronic means to stalk
someone. This term is used interchangeably with online harassment and online
abuse. Stalking generally involves harassing or threatening behavior that an
individual engages in repeatedly, such as following a person, appearing at a person's
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home or place of business, making harassing phone calls, leaving written messages
or objects, or vandalizing a person's property.
4.5 Phishing and Vishing:In computing, phishing is a form of social engineering,
characterized by attempts to fraudulently acquire sensitive information, such as
passwords and credit card details, by masquerading as a trustworthy person or
business in an apparently official electronic communication, such as an e-mail or
aninstant message.The motive behind phishing is that people will share their credit
card information, passwords, bank account numbers and other information thinking
that they are sharing their information to the legitimate organization but in real they
are sharing their information with bogus website or organization which is going to
steal their money. Vishing is also alike phishing; it is the criminal practice of using
social engineering and Voice over IP (VoIP) to gain access to private .personal and
financial information from the public for the purpose of financial reward. The term is
a combination of “voice” and phishing. Vishing exploits the public’s trust in landline
telephone services, which have traditionally terminated in physical locations which
are known to the telephone company, and associated with a bill-payer. The victim is
often unaware that VoIP allows for caller ID spoofing, inexpensive, complex
automated systems and anonymity for the bill payer. Vishing is typically used to steal
credit card numbers or other information used in identity theft schemes from
individuals.
4.6 Bot Networks:Computers get linked to Bot Networks when users unknowingly
download malicious codes such as Trojan horse sent as e-mail attachments. Such
affected computers, known as zombies, can work together whenever the malicious
code within them get activated and those who are behind the Bot Networks attacks
get the computing powers of thousands of systems at their disposal. Attackers often
coordinate large groups of Bot-controlled systems or Boot networks, to scan for
vulnerable systems and use them to increase the speed and breadth of their attacks.
Trojan horse provides a backdoor to the computers acquired. Boot networks create
unique problems for organizations because they can be remotely upgraded with new
exploits very quickly and this could help attackers pre-empt security efforts.
4.7 Cyber Squatting:Cyber squatting is the act of registering a famous domain name and
then selling it for a fortune. This is an issue that has not been tackled in IT act 2000.
Indian Crime Scene:
The major cyber crimes reported, in India, are renunciation of services, defacement of
websites, SPAM, computer virus and worms, pornography, cyber squatting, cyber stalking
and phishing. Given the fact that nearly $ 120 million worth of mobiles are being lost or
stolen in the country every year, the users have to protect information, contact details and
telephone numbers as these could be misused. Nearly 69% of information theft is carried
out by current and ex-employees and 31% by hackers. India has to go a long way in
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protecting the vital information. Symantec shares the numbers from its first systematic
survey carried out on the Indian
 Net Security scene: The country has the highest ratio in the world (76%) of outgoing
spam or junk mail, to legitimate e-mail traffic. India's home PC owners are the most
targeted sector of its 37.7 million
 Internet users: Over 86% of all attacks, mostly via 'bots' were aimed at lay surfers
with Mumbai and Delhi emerging as the top two cities for such vulnerability.
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Abstract
We can’t live without computer systems today. As technology advances, more and more
parts of life are becoming digital. On the consumer side, while there are a lot of benefits
that are
being enjoyed due to this digital revolution, what remains hidden is the risks that we are
exposed
to. IT security is something that is critical for the survival of businesses. Indeed, today
governments are also focusing on bolstering digital security, since some nations are being
accused of systematically organizing hacking.
The increasing adoption of digital life brings with it many security challenges. Ethical
hacking is one of the solutions in the toolkit of cyber security. This paper presents:
Concept of ethical hacking
Need and importance of cyber security
Challenges arising due to cyber security breaches and hacking
The state of Ethical hacking today
Key words : Cyber security, Ethical hacking and challanges
Concept:
A hacker is someone who finds and exploits vulnerabilities or weaknesses in computer
systems. Usually, hacking is associated with mal-elements within society or with criminal
activity, since the exploitation of weaknesses is used for illegal gains. Any organization which
uses computer systems is vulnerable to such attacks.
An ethical hacker, on the other hand, is someone who is employed by an organization, to
identify the same vulnerabilities, so that the organization can solve those vulnerabilities and
stop
illegal hackers. Thus, the job and skills of ethical and unethical hackers are similar to a large
extent. Both are experts in computer systems, networking and IT security. Both are
interested in
finding out the weaknesses present in an organization’s IT setup.
Where they differ is what happens after such vulnerability is found. Ethical hackers
report them back to the organization. They may even help in bolstering the security, such
that the
vulnerability no longer exists. Unethical hackers illegally profit from the knowledge of such a
vulnerability- financially or otherwise. Thus, the ethical hackers job is to think along the lines
of
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unethical hackers, second-guess them and fix organizational weaknesses.
If one imagines a fortress, then an unethical hacker is someone who is trying to get into
the fortress. Even though there might be hundreds of guards patrolling the perimeter, a
single
weak point can allow the hacker in. An ethical hacker is someone who tries to search for all
such
weak points, and then work to seal these weak points.
The need for Ethical hacking:
Today, no organization can survive without relying on computers. They have become the
backbone of every company. In the last 30 years, we have seen a proliferation of businesses
that
are almost entirely IT based. From Google to IBM to Indian IT companies like Infosys – IT is
the entirety of their business: from their products or services to their competitive
advantage.
Even for businesses that sell physical goods or services, the reliance on IT is tremendous.
From
the manufacturing in the factory, to the distribution, to sales and the after sales service – IT
tools
are used ubiquitously across every chain within the company. As IT penetration and IT
integration within businesses increases, so does the need for IT security.
About five decades back, physical security was all it took to protect a firm’s assets. The
job of physical security could be done by unskilled or semi-skilled security personnel. The
theft
of information took place within the premises and hence was localized. However, when it
comes
to security of IT systems, there is a requirement of a highly skilled personnel – equally skilled
as
the personnel who have built the systems in the first place. Also, the hacker can do his job
from a
faraway location. Example – a hacker in China could hack an Indian organization, and sell the
proceeds to a Pakistani organization. This throws up a jurisdictional challenge for law
enforcement authorities. How can Indian authorities convict and prosecute a cross-border
crime?
Additionally, access to IT systems has now proliferated to most individuals in an
organization. A newly joined employee also has access to information systems within the
organization. Hence, the number of access points that a hacker can target are now manifold
and
increasing every year. This also means that all of the employees who are working with the
organization need to be trained in the basics of cyber-security. An untrained individual can
compromise the entire organization.
There are also allegations of state sponsored hacking in critical industries(1) like Defence
manufacturing. Defence industries are a key differentiator of hard muscle power for
countries.

13
Hence, firms in critical areas can be targeted by nation organized cyber espionage, to gain
access
to critical data that would help the domestic industries.
Increasing complexity of IT systems is also a challenge that organizations have to face.
Often, organizations deploy multiple systems, each working in their own silos. When further
digitization occurs, all of these systems are made to work with one another – something
that the
organization had not thought of while implementing these systems. For example, a sales
force
management system and a sales report generating system might be separate, but linked to
each
other through a third patching system. Each of these systems, plus each of these integration
points presents an opportunity to be exploited. What this also means is that organizations
have to
deal with an increase in complexity as time goes by.
Hardware upgradation is another aspect that organizations have to deal with. Hardware
vendors have a planned obsolescence that changes the underlying hardware structure. This
means that every new hardware upgrade is a potential opportunity for hackers.
Organizations are
forced to go through hardware upgrades to keep up, and hence forced to accept some level
of
security threats.
Transmission of vulnerabilities across the ecosystem is another problem area. If there is a
software vendor that supplies to hundreds of other organizations, any vulnerability in that
software cascades down to other organizations. For example, if there is security
vulnerability in
Adobe Acrobat PDF reader, then that affects not just Adobe, but hundreds of different
organizations. Also, the critical part is that each of these organizations may need to take
individual action in order to secure themselves.
The various challenges that hacking presents can be summarized as follows:
1. Requirement of highly skilled personnel
2. Non-localization of criminal activity
3. Jurisdictional challenges
4. Proliferation of IT access to a large number of employees, leading to larger number of
touch-points to hack
5. State sponsored hacking against critical industries
6. Increasing complexity of IT systems
7. Continuous hardware up-gradation leading to changing hardware systems
8. Transmission of vulnerabilities across the eco-system
All of the above means that cyber-security represents serious risks to businesses across
the globe. From various reports, the following has been gathered:
1. 59% of Asian businesses faced a business interrupting threat, at least once a month as
per a Telstra report in 2017. (2)
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2. A 2017 study commissioned by cyber security firm CGI and conducted by Oxford
Economics found that UK companies’ share prices fell by an average of 1.8 per cent
on a permanent basis following a severe breach. This meant a typical FTSE 100 firm
is worse off by an average of £120m after a breach.(3)
3. Billions of Dollars are lost each year on repairing the systems hit by cyber attacks (4)
4. Cybercrime can threaten the very existence of organizations. It has been estimated
that half of the small businesses that suffer a cyber attack go out of business within
six months as a result (5)
5. Even small businesses like wine shops, dentist offices and community centers have
been affected by cyber attacks.(6)
Thus, cyber security is a serious concern for businesses. With the challenges that are
being faced by businesses in cyber security, there is a need for ethical hacking as well. An
ethical
hacker is one who will review all the security, and point out flaws, if any. He or she will
figure
out whether the security system is adequately protected.
Ethical hacking today:
The advent of ethical hacking happened with the increasing use of computers. One of the
earliest cases is that of the
According to some reports, there is a projected talent crunch of 1.5 million people in
cyber security by 2022(7). India alone is supposed to have a requirement of 4.7 lakh cyber
security professionals.(9)
To become an ethical hacker, it is a necessity to be well versed in programming
languages (C, C++, Perl, Java, Python etc). One might need to go beyond to acquire
knowledge
of assembly languages, hardware and networking requirements, and existing security
protocols.
There are also some certified courses that one can do like Certified Ethical Hacker (CEH) and
EC-Council Certified Secure Programmer (ECSP) & Certified Information System Security
Professional (CISSP).(8)
Some companies like IBM are preferring a different route – prioritizing knowledge, skills
and willingness to learn - over degrees.(7)
Apart from private businesses, opportunities are also present in government entities.
After all, government entities can also require an equal or higher level of cyber security.
Indeed,
it has been reported that the Pentagon is also involved in developing ethical hacking
standards
today.(10)
Conclusion:
Cyber Security is a requirement that going to be a growing concern for businesses and
governments alike. Thus, it is an upcoming part of the economy. Considering the pace at
which
we are digitizing our lives, it is imperative for us to focus here. There is a pressing need for
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young students, government, businesses and policy think thanks to come together and build
a
successful cyber security industry in India
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The Internet is one of the fastest-growing areas of Information and communication
technologies (ICTs). ICT Vital and the trend towards digitization is continues growing. The
demand for Internet and computer connectivity has led to all modern services depends on
the use of ICTs. The development of new technologies is focused not only consumer
demands in western countries but also developing countries benefit from new technologies.
The availability of long-distance wireless communication technologies and computer
systems people in developing countries should have easier access to the Internet and
related products and services. Internet-based communication and phone services are
growing faster than landline communications. The availability of ICTs and new networkbased services offer a number of advantages for society in general, especially for developing
countries such as e-government, e-commerce, e-education, e-health and e-environment etc.
Online identity theft and the act of capturing personal information via the Internet for
criminal purposes is now one of the main threats.
The introduction of ICTs has led to the development of the modern concept of the
information society. This development of the information society offers great opportunities.
Unhindered access to information can support democracy, as the flow of information is
taken out of the control of state authorities. Technical developments have improved daily
lifestyle of the people. However, the growth of the information society is accompanied by
new and serious threats. Attacks against information infrastructure and Internet services
now have the potential to harm society in new and critical ways. Online fraud and hacking
attacks are just some examples of computer-related crimes that are committed on a large
scale every day. The financial damage caused by cyber crime is reported to be enormous.
Cyber security and cyber crime are issues that cannot be separated; it is an
interconnected interrelated and interdependent environment. In 2010 UN General
Assembly resolution on cyber security addressed cyber crime as one major challenge in the
world. Cyber security plays an important role in the development of information
technology, as well as Internet services. Cyber security and protecting critical information
infrastructures are essential to each nation’s security and economic well-being. Making the
Internet safer and protecting Internet users has become integral to the development of new
services as well as government policy. At the national level, this is a shared responsibility
requiring coordinated action related to prevention, preparation, response and recovery
from incidents on the part of government authorities, the private sector and citizens. At the
regional and international level, this entails cooperation and coordination with relevant
partners. The formulation and implementation of a national framework and strategy for
cyber security thus requires a comprehensive understanding. The development and support
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of cyber security strategies are a vital element in the fight against cyber crime. The
legal, technical and institutional challenges posed by the issue of cyber security are global
and far reaching, and can only be addressed through a coherent strategy taking into account
the role of different stakeholders and existing initiatives, within a framework of
international cooperation.
Cyber crime begins by defining the terms “computer crime” and “cyber crime”.
“Cyber crime” is narrower than computer related crimes as it has to involve a computer
network. Computer-related crimes cover even those offences that bear no relation to a
network, but only affect stand-alone computer systems. During the 10th United Nations
Congress on the Prevention of Crime two definitions were developed. Cyber crime in a
narrow sense (computer crime) covers any illegal behavior directed by means of electronic
operations that target the security of computer systems and the data processed by them.
Cyber crime in a broader sense (computer-related crimes) covers any illegal behavior
committed by means of, or in relation to, a computer system or network, including such
crimes as illegal possession and offering or distributing information by means of a computer
system or network. One common definition describes cybercrime as any activity in which
computers or networks are a tool, a target or a place of criminal activity.
Everyday communications depend on ICTs and Internet-based services. The
dependence of society on ICTs is not only limited to the western countries also Developing
countries. More than 3 billion people are now using the Internet, according to the United
Nations agency that oversees international communications. The number of Internet users
has increased from 738 million in 2000 to 3.2 billion in 2015, according to a new report from
the International Telecommunication Union. Internet users. As of June 2017, 51% of the
world's population is on internet. With the growing number of people connected to the
Internet, the number of targets and offenders increases. The increasing number of Internet
users causes difficulties for the law-enforcement agencies because it is relatively difficult to
automate investigation processes.
Only basic equipment is needed to commit computer crimes. Committing an offence
requires hardware, software and Internet access. With regard to hardware, the power of
computers is growing continuously. There are a number of initiatives to enable people in
developing countries to use ICTs more widely. Criminals can commit serious computer
crimes with only cheap or second-hand computer technology – knowledge counts for far
more than equipment. The date of the computer technology available has little influence on
the use of that equipment to commit cyber crimes. Committing cyber crime can be made
easier through specialist software tools. Offenders can download software tool designed to
locate open ports or break password protection. The most common methods criminals can
use to access the network fairly anonymously are public Internet terminals, open (wireless)
networks, hacked networks and prepaid services without registration requirements.
Law-enforcement agencies are taking action to restrict uncontrolled access to
Internet services to avoid criminal abuse of these services. The use of public Internet
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network requires the identification of users. However, there are arguments against
such identification requirements. Although the restriction of access could prevent crimes
and facilitate the investigations of law-enforcement agencies, such legislation could hinder
the growth of the information society and the development of e-commerce. It has been
suggested that this limitation on access to the Internet could violate human rights. The
Internet also needs to be governed by laws, and lawmakers and law-enforcement agencies
have started to develop legal standards necessitating a certain degree of central control.
The Internet was originally designed as a military based network. It was not originally
designed to facilitate criminal investigations or to prevent attacks from inside the network.
Today, the Internet is increasingly used for civil services. With the shift from military to civil
services, the nature of demand for control instruments has changed. The absence of control
instruments makes cyber crime investigations very difficult. The investigation and
prosecution of cyber crime presents a number of challenges for law-enforcement agencies.
It is vital not only to educate the people involved in the fight against cybercrime, but also to
draft adequate and effective legislation.
Proper legislation is the foundation for the investigation and prosecution of
cybercrime. However, lawmakers must continuously respond to Internet developments and
monitor the effectiveness of existing provisions, especially given the speed of developments
in network technology. Historically, the introduction of computer-related services or
Internet-related technologies has given rise to new forms of crime, soon after the
technology was introduced. It takes time to update national criminal law to prosecute new
forms of online cyber crime. The main challenge for national criminal legal systems is the
delay between the recognition of potential abuses of new technologies and necessary
amendments to the national criminal law. This challenge remains as relevant and topical as
ever as the speed of network innovation accelerates. Many countries are working hard to
catch up with legislative adjustments. In general; the adjustment process has three steps:
adjustment to national law, identification of gaps in the penal code, and drafting of new
legislation.

Ref: Understanding cybercrime: Phenomena, challenges and legal response, September 2012
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===================================*****===================================
Introduction :The technological development in recent years has completely transformed the
appearance of the business, government and social activities in the country.
The information and communication technology has made our life much easier in the
21 st century. It is a fact that the word ICT has become the password of our day- today
life. It is very difficult to imaging our daily life without internet. It has almost become
the fourth basic need of the compatriots. You can book railway tickets from mobile,
pay bills instantly, perform online shopping etc. These are possible only due to
advancement in technology of Internet.
Information technology has blessed us with many comforts, luxuries and various
means of entertainment. The use of Internet has lots of advantage.But the bouquet
comes with several threats also. A person can fall prey to online payment fraud, may
lose his/her confidential stuffs on social networks due to revenge with someone etc.
These kind of malicious activities done on Internet are broadly acknowledged as
Cyber Crime.
Cyber Crimes:Cybercrimes can be defined as the unlawful acts where the computer is used either
as a tool or a target or both. This is general term that covers crimes such as phishing,
spoofing, DoS (Denial of Service) attack, credit card fraud, online transaction fraud,
cyber defamation, child pornography, kidnapping a person using chat rooms, stalking
a person using Internet as medium, unauthorized access to computer system, cyber
terrorism, creation and distribution of virus, spamming etc.
Cyber Crimes in India:In India, at least one cyber-attack was reported every 10 minutes in the first six
months of 2017. In 2017, as per the Indian Computer Emergency Response Team
(CERT-In), 27,482 cases of cybercrimes have been reported across the world. These
include phishing, site intrusion, virus, and ransomware. A total of 1.71 lakh
cybercrimes were reported in India in the past three-and-a-half years.
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India stands 11 th in the ranking for cybercrimes in the world, constituting 3% of the
global cyber-crimes.
Information Technology Act:2000
Because of the exponential growth in the
number of cybercrimes; the Indian parliament
had passed a law pertaining to cybercrimes
“Information Technology Act, 2000” on October
17th, 2000. This act deals with the technology in
the
field of e-commerce
e-governance, e
banking as well as penalties and punishments in
the field of cybercrimes. The said act has been
amended depending on the necessity. The
recent amendment was made in 2008.
Information Technology Act Bill, 2016 is under consideration of the parliament;
which will further empower the government to curb cybercrimes in an effective
manner.
Typeof cyber crimes:Cybercrimes can be classified into the following :1. Cyber crimes against person
2. Cyber crimes against property
3. Cyber crimes against government
4. Cyber crimes against society
1. Cyber crimes against person :
In this category crime is committed against a person
using
electronic service as a medium. Below are some offences
that
comes
under this category :
a. Cyber stalking : The term stalking means unwanted or obsessive attention by an
individual or group towards another person. Cyber stalking refers to threat that is
created through the use of computer technology such as Internet, e-mails, SMS,
webcams, phones calls, websites or even videos.
b. cyber crime Hacking : This means gaining unauthorised access over computer
system with the intent of personal gain or misuse. It generally destroys the whole
data present in computer system. Screenshot 2 shows message that hacker can post
once your system is compromised.
c. Cracking : Cracking refers to digitally removing the copyright protection code that
prevents copied or pirated software from running on computers that haven’t been
authorised to run it by the vendor of the software. The person who carries out this
task if called as Cracker.
There is difference between Hacker and a Cracker. Hacker uses their knowledge to
find the flaws in the security of systems whereas Cracker uses their knowledge to
break the law.
d. Defamation : It involves action of damaging the good reputation of someone
using computer or electronic service as medium. For eg., Posting vulgar message
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and/or photos about a person on his/her social network profile such
as Facebook, twitter etc.
e. Online fraud : This refers to acts of stealing confidential details of victim such as
banking credentials using phishing sites and thereafter withdrawing money from
victims account, online lottery scams such as Nigeria lottery scams.
f. Child pronography : This involves the use of electronic device and services to
create, distribute or access materials that sexually exploit minor children. For
eg., Recording heinous act done with child on mobile device and distributing on porn
site.
g. Spoofing : The term spoofing means imitate something while exaggerating its
characteristic features with some personal gain or profit. Spoofing of user identity
can be described as a situation in which one person or program successfully
masquerades (means pretending to be someone one is not) as another by falsifying
data. Spoofing can be done using email or SMS or WhatApp. For eg.,Constantly
mailing a person claiming from bank and requesting banking credentials.
2. Cyber crime against property :
In this category crime is committed against property of person using electronic
service as a medium. Below are some offences that comes under this category :
a.Transmitting virus : A computer virus is a malware program that reproduces
itself into another computer programs, disk drive, files or booting sector of hard
drive. Once this replication of so-called virus is succeeded the areas affected are
termed as “infected”. Hacker generally transmit virus to target system using email
attachment as medium. When victim opens the attachment (which is infected with
virus) this virus gets replicated throughout the system and thereby slowing down
your system.
b. Cyber Squatting : The term squatting means unlawfully occupying an uninhabited
place.Cyber Squatting is where two or more persons claim for the same Domain
Name or any service available on Internet such as Facebook profile etc. The hacker
claims that he/she had first registered the name before other person or he/she is the
owner for twitter handle.
c. Cyber Vandalism : Vandalism refers to action involving deliberate destruction or
damage of public or private property. Cyber vandalism means destroying or
damaging the data when a network service is unavailable.
For eg., The Tribune of Pakistan had reported in November 2012 that hackers (group
named as ‘eboz’ in Pakistan) replaced Google’s Pakistan logo with a picture of two
penguins walking up a bridge at sunset.
d. Intellectual Property Crimes : Intellectual property
are intangible property that is the result of creativity such
as copyrights, trademark, patent etc. Intellectual Property
Right (IPR) crime is any unlawful act by which the owner is
deprived of his/her rights completely or partially. These
are the most common offence occurring in India and
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includes software piracy, infringement of patents, designs, trademark, copyright,
theft of source code etc.
3. Cyber crime against government :
In this category crimesare committed against government by using Internet facilities.
Below are some offences that comes under this category :
a. Cyber Warfare : Cyber warfare is Internet-based conflict that involves politically
motivated attacks on information and its related systems. It can disable official
websites and networks, disrupt or even disable essential services such as Internet
connection, steal or alter classified data such as Sensex details on official website,
and cripple financial systems such as blocking payment gateways.
b. Cyber Terrorism : Cyber Terrorism is politically motivated use of computers and
information technology to cause severe disruption or widespread fear amongst
people.
For eg., the recent example of 2015 Dimapur mob lynching rape accused is due to
outspread of message on chatting app called Whatsapp amount locals of Dimapur
district in Nagaland.
4. Cyber crime against society at large :
An unlawful activity done with the intention of causing harm to the cyberspace that
can affect entire society or large number of persons. Below are offences that comes
under this category:
a. Online Gambling : The term gambling means involving in activities that allows
chance for money. Online gambling is one of the most lucrative businesses that is
growing today in the list of cybercrimes in India. It is also known as Internet
gambling or iGambling. The
cybercrime
incident
such
as online
lottery
scam (particularly those of Nigeria lottery scam), online jobs i.e. work from remote
location etc.
b. Cyber Trafficking : The term trafficking means dealing or involving in trade
activities that is considered to be illegal and is prohibited by cybercrime law. Cyber
Trafficking refers to unlawful activities carried out using computer and/or computer
services. For eg., selling kidnapped child to human trafficking group using WhatsApp
as medium.
Laws Pertaining to Cybercrimes in India:Cybercrimes are increasing day-by-day due to extensive use of Internet by people. In
order to deal with this, Government of India (GoI) has imposed Information
Technology Act, 2000 which was enacted with prime objective to create an enabling
environment for commercial use of Information Technology.
There are several different offences related to Internet that have been considered to
be punishable under the IT Act and the IPC (Indian Penal Code). An extract of this act
is illustrated below :
1. Cyber crimes under the IT Act :
 Section 65 : Tampering with computer source documents
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 Section 66 : Hacking with computer systems, data alteration
 Section 67 : Publishing obscene information
 Section 71 : Penalty for misrepresentation
 Section 72 : Breach of confidentiality and privacy
 Section 73 : Publishing false digital signature certificates
Note : Section 66 A has been removed.
There is one such incident related to section 68A happened recently. A 21-year-old
Palghar (district in Maharashtra which is nearby to Virar) girl was arrested on 19
November, 2012 for posting a message on Facebook that criticizes the shutdown in
Mumbai due to funeral of Bal Thackeray (former chief of Shiv Sana political party in
Maharashtra).
Also her friend was arrested for “liking” the post. Initially they were arrested under
Section 295 A of Indian Penal Code (IPC) that stands for hurting religious sentiments
and Section 66 A of Information Technology Act, 2000. However, later a local court
dropped all charges against the girls.
2. Cyber crimes under IPC and special laws :
 Section 503 IPC : Sending threatening messages by email
 Section 499 IPC : Sending defamatory messages by email
 Section 500 IPC : Sending abusive message by email
3. Cyber crimes under the special acts :
 NDPS (Narcotic Drugs and Psychotropic Substances) Act : Online sale of
drugs
 Arms act : Online sales of arms and ammunitions
Conclusion :In view of the increasing number of cybercrimes and the limitation of the law
enforcement agencies to curb them, it becomes imperative for the citizens to stay
away from the situations that lead to such crimes. The police, banks and other
authorities regularly issue guidelines through newspapers and other media on how to
protect oneself from cybercrimes. It is the duty of the netizens to follow the same
and use the information technology for the betterment of our life.
References :1. http://www.india.com/news/india/27482-cases-of-cybercrimes-reported-in20172. www.educba.com/cyber-crime-in-india/
3. Source :- Symantec Survey – 2017
*****
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ABSTRACT:
MADHURI SARWADE *
Cyber-crime is a global problem. There are no boundaries i.e. territorial jurisdictions.
One literate male or female can become victim. Everyone’s favorite kids, youngsters,
adolescents, old aged. Mobile is youngsters ‘dil ki dhadkan’ now. Mostly busy in chatting.
There are incidences even on railway track that accidents took place.
We are living is modern era. Were we would prefer that our children go and use
internet. It is challenging how much time they are spending. No doubt it helping but, if it is
about knowledge gaining it’s ok. Negative never should overcome. How to balance is our
job. This is great challenge
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Space which is virtual image. It doesn’t exit. You just created in the form of chips on
internet server, it doesn’t occupy space. In war, here no air no water, no land this war is
called cyber war. You can use this technology in better way otherwise within a
second/minute you will destroy. Mostly children’s are downloading music, pictures when
harry potter was released just within four hours is on internet.
It is also violating our life, our bedroom while going to sleep; mostly we check emails.it is taking towards end. It is a big threat, as extensive use of internet is rapidly
increasing and I.T. enabled services. There is need of special reward that will help. Harsh
punishment is needed.
* Assistant Professor in Pune District Education Association’s Law College,
Hadapsar, Pune .
A) INTRODUCTION :
The latest development of Information technology 1 and electronic media has emerged
as one of the most prominent technology which has revolutionary effect on people’s life all
along the world. Inventions, discoveries and technologies widen the scientific horizons but
also pose new challenges for legal world.
Information technology brought about by computers, internet and cyber space has
also posed new problems in jurisprudence. But there has been widespread growth of these
crimes today and has become a matter of global concerns and pose a serious challenge for
law enforcement agencies in the new millennium. These crimes are so peculiar that it can be
committed anonymously far away from the victim without being physically present there.2
Cyber criminals have also a cutting edge and a major advantage because they can
use the computer technology to a nicely and inflict damage without any risk of being caught.
Crimes today is an international problem and has no national boundaries and cyber
terrorists can even collapse the economic structure of a country. It is cyber-attack which has
grown in gigantic proportion and has become a top threat so the fear of cyber insecurity is
today the topmost threat, while terrorist attack has become second.
Moreover cyber-crime is not a matter of concern for India only but it is a global problem
and therefore the world at large has to come forward to curb this menace. Further
complicating cyber-crime enforcement is the area of legal jurisdiction. Like pollution control
legislation, one country cannot by itself efficiently enact laws that comprehensively address
the problem of the internet crimes without cooperation from other nations. While the
major international organizations like the OECD and G-8 are the seriously discussing cooperative schemes, but many countries do not share the urgency to combat cyber-crimes

1 Britannica Concise Encyclopedia defines ‘technology’ as the application of knowledge to the practical aims of
human life. http://www.answers.com/library
2 An Introduction to Cyber Laws,”By J.P. Mishra, Central Law Publications, First Edition., 2012
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for many reasons. Though the issue of jurisdiction in cyber space cannot be settled
spontaneously, but still a global effort in this direction is the need of hour. 3
A) CYBER CRIMES: A BIRD EYE VIEW
Literally the term cyber-crime is a misnomer and the concept is not defined anywhere.4
It is inflicted
•
•
•
•

Against Individual
Against individual property,
Against organization
Against society at large
While terrorist attack has become second.
B) CHALLENGES POSED BY CYBER-CRIMES
Cyber space does not recognize geographical boundaries. This has proved boom to the
delinquents who perform illegal activities on the internet without any fear of being
identified or located.
Lack of knowledge of actual working of internet on the part of law enforcement agencies
further complicates the matter.5
The challenges posed by cyber-crimes are classified as:
• Legal challenges: which are dependent on the statutory provisions to be used as a
tool to investigate and control the cyber-crimes.
• Operation challenges: require a cohesive well trained and well equipped force of
investigations operating and co-coordinating at national and international level.
• Technical challenges: thwarting the efforts of law enforcement agencies ability to
catch and prosecute the online offenders.
C) CYBER MENACE: THE BULGING DIMENSIONS:
Nobody had anticipated that one day development of internet, a great opportunity of
communication and data transfer could also become curse for the mankind in a number of
ways and internet could be misused for criminal activities.
Cyber-crime is a matter of great concern in todays networked world.6.
D) DIFFERENT TYPES OF CYBER-CRIMES AND MENACE:
To appreciate the extent and scope of the menace of cyber, there is need to elaborate
various types of cybercrimes.
1) Unauthorized access: Unauthorized access to computer systems or networks means any
person who secures access or attempts to secure access to a protected system. To
elaborate, we are living in a modern world. We would prefer our children use internet, but
3 Indian Bar Review, Vol XL (2) 2013
4 Indian Penal Code, By prof. N.V. Paranjape, Central Law Publications, First Edition, 2010
5 Dr Amita Verma’s , “cyber-crimes and Law”- Central Law Publications, 1st edition 2009, pg55.
6 Ibid
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at the same we are watching, amount of time spend by them no doubt it is helping but
negative never should overcome how to balance is our job.7
Hacking 8 : - Hacking means unauthorized access to computers. Those individuals engaged
in hacking activities have been termed hackers. 9
Hacking is very broad term.10 Hacking may amount to breaking the security system
of a website, changing the database or even going to the extent of damaging the system by
using programmers. It causes irreparable damage to computer system. Hacking is
penetration of computer system illicitly by unauthorized users.
No computer system in the world is completely protected from hacking and every
system in the world can be hacked.
Hacking 11 has already become a major problem in India. There have been instances
of Indian websites allegedly being hacked by Pakistani hackers. Sometimes back, hackers
inserted a link to a pornographic website from the website of SEBI. Hacking is simple to
execute and thus the vulnerability of websites is even greater. There are websites, which
specialize in hacking and are virtual schools which teach methods of hacking. 12 Many
incidences such as first time website of C.B.I. hacked, then Rajasthan Sachivalaya’s library
and in Jaipur more than 100 sites hacked by hackers.13 For a simple example anybody who
access mobile, without your permission and with bad or malicious intention is a crime.
National Crime Beaurao record said that there is 200% to 300% rise in such crimes and
Maharashtra is no.1. Hacking is the nothing but without your permission, deliberately,
stealing information like entered computer, now stealing data,14 stealing programmers,
stealing viruses can make new track or road, with this may suffer financial loss. Many times
talk time can be steeled by hackers. Once they know password like putting data of Rs. They
can put 100Rs. And remaining amount in their account.15
Illegal access is hacking and for that punishment 16 in Information Technology Act,
2000 17 as well in Indian Penal Code,1860.18
7Lectures on cyber-crime in Delhi H.C. by Adhivakta Parishad on 10/2/2012.
8Hacking can be formally defined as either a successful or unsuccessful attempt to gain unauthorized used
or unauthorized access to a computer system.
9 Jargon Dictionary traces the origin of the term ‘hacker’ to someone who makes furniture with an axe and
the term has been used for the first time in 1960’s.
10 Ibid
11 Webster’s Dictionary defines the term hacker as a computer enthusiast who enjoys learning everything
about a computer system or network and through clever programming, pushing the system to its highest
possible level of performance.
12 ‘Cyber-crime creates demand for network’ at http://www.infowar.com
13 Times of India, ‘Yahoo pressed to explain how 500million accounts we hacked. Pune 24/9/2016, pg.18.
Col.2-4.
14 Lokmat, ‘don’t give what’s up information to Face-Book”, Edn. Pune sat. 24/9/2016, pg.9, col.7-8.
15 News channel, ‘ sahadri-sakhi’, law and security programmed. Guest by Adv. Mali.
16 Sec. 43 (A) gives punishment of imprisonment up to 3 years or with fine which may extend up to 2 lakh
or both.
17 Chapter XI Sec. 66 of IT Act, 2000 defines hacking with computer system.

18 In IPC punishment of 3 years or fine of 2 lakh or both and section 420 is applicable.
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‘Ethical hackers’ are there. The word itself is not correct. Now there is a course of
‘ethical hacking’. As these people get some written consideration for them in form of
money. As he is who, knows the details evidences of computer. In short he is expert. He is
skilled computer users. He knows the loopholes in computer system.
But regarding ethical hacker American is giving attention, but in India, we are
neglecting. As there is a need to keep data of these, from where they did course, whether
they are trained. Otherwise it may intend to engage criminal activity. As in pune CBI
arrested a boy. He was hacker. Still case is going on.as this is bailable offence within 2 or 3
days they are free. Again they do the same.
As per law, in no books hacking i.e. ethical hacking course allowed. Mostly it has
been seen unethical use of knowledge.
2. Cyber Stalking: - It involves following a person’s movements across the internet by
posting message on the bulletin boards frequented by the victim, entering the chat-room
frequented by the victim.
3. E- mail bombing: - refers to sending a large amount of emails to the victim resulting in the
victims email account or mail server crashing.
4. Cyber pornography: - Spreading .obscene material by using digital or electronic devices.
5. Internet Time Theft: - This connotes the usage by unauthorized persons of the internet
hours paid for by another person.
6. Data diddling ;- this kind of attack involves altering the raw data just before it is
processed by a computer and then changing it back after the processing is completed.
7. Salami Attack:- Those attacks are used for the commission of financial crimes. The key is
here is to make the alteration so insignificant that in a single case it would go completely
unnoticed e.g. A bank employee inserts a program into bank’s servers, that deducts a small
amount from the account of every customer.
8. Logic Bomb:- These are dependent programs. This implies that these programs are
created to do something only when a certain event occurs.e.g.some viruses may be termed
logic bombs because they lie dormant all through the year and become active only on a
particular date.
9. Virus /Womb attack:- Viruses are programs that attach themselves to a computer or a
file and then circulate themselves to other files and to other computers on a network. They
usually affect the data on a computer, either by altering or deleting it. Worms, unlike viruses
do not need the host to attach themselves to.
10. Trojan Attacks:- A Trojan as this program is aptly called, is an unauthorized program
which functions from inside what seems to be an authorized program, thereby concealing
what it is actually doing.
11. E- mail Spoofing and web Spoofing: - A spoofed email is one that appears to originate
from one source but actually has been sent from another source. This can also be termed as
E-Mail forging.
12. Sale of illegal Articles: - wrong material is circulating in market.
13. Denial of Service:- This involves flooding computer resources with more requests than it
can handle. This cause the resources to crash thereby denying authorized users the service
offered by their sources.
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14. Credit Card Fraud:- This would include cheating, credit card frauds, money laundering
etc.19
15. Cyber Terrorism: - The destructive application of technology by the criminals may affect
the life of a nation in a manner and on a scale that may be just enough to terrorize the
entire nation or to challenge the safety of the nation. Two incidents particularly deserve our
attention. Attack on Red Fort (Dec. 22, 2000) 20 on 9 pm., Attack on Parliament (13 Dec.
2001)
E) CYBER CRIMES: - THE JUDICIAL RESPONSE
The issue of cyber-crime in India is primarily dealt with by Information technology Act,
2000, the Indian Penal Code, 1860, The Code of Criminal Procedure 1973, The Bankers Book
Evidence Act and The Indian Evidence Act 1872 etc.21
The Information Technology Act and the amended Indian Penal Code prescribe various
penalties and offences. However it is not only the IT Act that covers cyber-crimes. A large no
of cyber-crimes are actually dealt with by the IPC.22
The seminar conducted in the presence of Justice Altamas Kabir Judge SC of India, who is
also chairman of cyber law enforcement Committee, highlighted the statistics of cybercrimes cases.
There has been little litigation or judicial response to cyber-crimes so far in India and this
will be a challenge for judicial decisions on cyber-crime in near future. There has been a
landmark judgment on domain dispute in case of Rediff Communication Ltd. V. Cyber booth
and another, 23 similarly in Yahoo Inc. v. Akash Arora and another 24 also the issue of
domain name is entitled.
Main development has been India’s first successful cyber-crime conviction in February.
Asif Azim’s case matter reported to CBI and he was convicted under section 418,419, and
420 of Indian Penal Code.
The case of Yahoo, Inc. v. Akash Arora was the first case where an Indian court
delivered its judgment relating to domain names.
G) INDIAN SCENERIO:Cyber Crime is a big threat to India’25 online population which loses billions for
internet fraud every year, but when it comes to reporting such cases very few seem to come
forward.
Cyber Crimes are a new class if Crimes rapidly increasing due to extensive use of
internet & IT enabled services. India is ranked 5th in the worldwide ranking countries
affected by Cyber Crime a report by the Security and Defence Agenda.26

19 The Times of India, Friday, Sept. 23, 2016, “caller dupes plumber of $1 L in debit card fraud.” Article by
Asseem Sheikh
20 Mohd Arif @ Ashfaq v. State of NCT of Delhi
21 LawZ, Vol.7. No.12 issue 76, Dec.2007. “Cyber Conspiracy or abetment to be treated as Actual Crime.
22 Ibid
23 AIR 200 Bom 27
24 1999 PTC (19) 210 (Delhi)
25 Bombay Attacks (2008)
26 “Cyber Crime: A threat to Indian Society, Article on http:// papers.ssrn.com/5013/papers. Abstract _id
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There are many drawbacks which prevent cybercrimes from being solved in India.
Modernization of police force of India is need of the hour. We need Modern police forces
that can easily deal with latest technology of electronics and social networking. Where the
possibilities of related Crimes and its misuses is to be aware well in advance. 27 They should
take lead in awareness programmer in the general public. Because with growing cases of
cyber-crimes in India, people are finding themselves helpless as they are unable to get
justice in a timely and proper manner.
Government has special reward Package for providing information about hackers.
The irony is that cyber-crime is new age crime and there is no specific law or
punishment is penned in Constitution. Most of the defence lawyers are criminal lawyers
and their expertise in cyber-crime is limited. The seriousness of offence is most of the cases
is quite minor, such as hacking some rivals website, blog or e-mail, money transfer by
hacking banks, hacking Government sites and Misusing official website data like heinous
crime is rarely traced. Cyber Crime on the rise, but not all cases getting reported by
people.28
Rate of Conviction of those accused of committing cyber-crimes is low but need to
fight the threat posed by such offences as it harms the national Security. 29
There are many drawbacks; the law enforcement agencies in the country are not
well equipped and knowledgeable enough about cyber-crime. There is immense need for
training the law enforcement agencies. 30
Very few cities have cyber-crimes cells. Under the IT Act, the relevant officer entitled
to investigate a cyber-crime is a deputy superintendent of police, but most DSP’s are not
well equipped to fight cyber-crime.31 There is also lack of dedicated cyber-crime courts in
the country where expertise in cyber-crime can be utilized. People need to be encouraged
to report the matter to the law enforcement agencies with full confidence and trust 32 and
without the fear of being harassed.
Further, the law enforcement agencies dealing with cyber-crime need to come up
with an extremely Net savvy and friendly image. In fact it would do India proud if the law
enforcement agencies here followed the example set by the Federal Bureau of Investigation
in the US and went all out to strengthen the confidence of the people and companies who
report cyber-crimes to them 33
IT Act 2000 passed in India, is illustrated of the prevailing confusion in the area of
jurisdiction.34 In the Context of the Internet.35

27 http”//www.gadgeeetsnow.com/technews/governmenttaking steps to curb cyber-crimes in India/.’ Tue
sept.20,2016 updated 11.22Am IST
28 Sneha Shah, “leslie.d@livemint.com posted, on Mon, Dec.19, 2011. 12.53 AM IST.
29 “Government taking steps to curb cyber-crimes in India”, on Jul 19, 2016. 2.50PM. IST.
30 “Computer Crime Research Center (CCRC), http://www.crime_research.org/news/2003/02/mess/703.htm
31 Ibid
32 Ibid
33 Ibid
34 Section 1 (2) of IT Act, 2000
35 Narhari v. Pannalal AIR 1977 SC164, Lalji Raja and Sons v. Firm Hansraj Nathuram AIR 1971 SC 974.
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How India plans to fight the menace of cyber-crime, there is always a big question mark
over India. India was considered well equipped and slow when it came to tracking cybercrime.
IT solutions today have paved to way to an world internet, business, networking and
e-banking budding a solution to reduce cost, change sophisticated economic affair to more
easier, efficient, speedy time saving methods of transaction. IT was passed in 2000 and
amended in 2008, it had many advantages as it gave legal recognition to electronic records,
transaction authentications and certification of digital signatures, prevention of computer
crimes etc. but it was inflicted with several drawbacks like it does not refer to the protection
of IPRS, domain name cyber-squatting so this inhibit the corporate bodies to invest in IT
infrastructure, however Cryptography is new phenomenon to secure sensitive information.
H)

CONCLUSION AND SUGGESTION
To conclude, the Creativity of human mind cannot be checked by any law, so
-Prevention,
-Precaution,
-Protection,
-Preservation and
-Perseverance really holds the key to tackle the problem efficiently. Here are
some of the suggestions:
• Absence of international law has complicated the issue because different
countries have their National approach to control, regulate and prevent it.
• There must be a Comprehensive International Convention to take Cognizance.
• International Cyber Tribunals need to be constituted to punish the cyber
offenders.
• Laws have to be very strict.
• Law enforcement will get. Machinery has to associate with professionals and
experts in the field.
• Computer Crime Complaint Centers should be established at district level.
• Lack of expertise
• Computer illiteracy and rampant piracy are factors which contribute to a apathy.
• There must be public education programmer in prevention cyber-crimes.
• Requirement of cyber courts should be a top priority.
• Urgent need for model legislation to tackle the growing influence of Cyber Crime.
• Present IT has several drawbacks the punishment prescribed is only 3yrs. So the
country needs to update laws and make punishment harsher.
• The present Law is toothless to determine terrorist groups to combat crimes.
• And finally an eye to eye approach is required to check the Menace.
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Introduction
Crime is a socially interrelated phenomenon. The progress of technology has produced
new socio-economic and political problem in the society. Today Computers have
transformed
the modern society beyond expectations in last three to four decades. The Computer
technology
has made it possible to have access to all corners of the world while sitting in a room. Cyber
crime is the most widespread crime playing a disturbing role in Modern India. Not only the
criminals are causing massive losses to the society and the government but are also able to
conceal their individuality to a great extent. Cyber crime is an unmanageable evil having its
foundation in the misuse of growing dependence on computers in modern life. Cyber Crime
is
defined as any criminal activity which takes place on or over the medium of computers or
internet or other technology recognized by the Information Technology Act. In wider sense,
Cyber crime includes any illegal activity where computer or internet is either a tool or target
or
both. It is a medium which is never-ending and immeasurable. Whatsoever the good
internet
does to us, it has its dark sides too.1 Some of the newly emerged cybercrimes are cyberstalking,
cyber-terrorism, e-mail spoofing, e-mail bombing, cyber pornography, cyber defamation etc.
Some conventional crimes may also come under the category of cybercrimes if they are
committed through the medium of computer or Internet.
Nature of Cyber Crime
The concept of cyber crime has gained rapidity and we are facing great threat of its
impact on world society. The human society is become susceptible to cyber crime due to
more
and more dependence on technology. Cyber crime becomes a global phenomenon. Thus,
the
global aspect of cyber crime is made it difficult to handle and dealt with. Sometimes cyber
crimes are also known as borderless crimes because Jurisdiction is one aspect which is very
difficult to determine in transnational transaction over the internet. There was
uncontrollable
uncertainty when courts were subjected to questions pertaining to jurisdiction law and were
unable to decide the proper forum to entertain cases involving cyber crime as the
cyberspace or
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virtual world is borderless if we compare it with physical world and that is why it is very
difficult
to control cybercrime. The law applicable to the territory is not advanced enough to
regulate the
cyber crime as their nature is far different from the existing crime.
1 Prof. R.K.Chaubey, “An Introduction to Cyber Crime and Cyber law”, Kamal Law House,
2012
Classification of Cyber crime
There are many types of cyber crime existing in the system; broadly we can classify them
in to four major categories as discussed below:
1. Cyber crime against individuals
2. Cyber crime against Property
3. Cyber crime against Organization
4. Cyber Crime against Society.
1. Against individuals
Cyber-crimes committed against persons include various crimes like transmission of
child-pornography, cyber porn, harassment of a person using a computer such as through
email,
fake escrow scams. The trafficking, distribution, posting, and dissemination of obscene
material including pornography and indecent exposure, constitutes one of the most
important
Cyber-Crimes known today. The potential harm of such a crime to humanity can hardly be
explained. Cyber-harassment is a distinct Cyber-crime. For example,
Harassment via E-Mails: This is very common type of harassment through sending letters,
attachments of files & folders i.e. via e-mails. At present harassment is common as usage of
social sites i.e. Facebook, Twitter, LinkedIn etc. increasing day by day.
Cyber-Stalking: It is expressed or implied physical threat that creates fear through the use
to
computer technology such as internet, e-mail, phones, text messages, webcam, websites or
videos.
Defamation: It involves any person with intent to lower down the dignity of the person by
hacking his mail account and sending some mails with using vulgar language to unknown
persons mail account.
E-Mail Spoofing: A spoofed e-mail may be said to be one, which misrepresents its origin. It
shows it’s origin to be different from which actually it originates.
SMS Spoofing: Spoofing is a blocking through spam which means the unwanted uninvited
messages. Here a offender steals identity of another person in the form of mobile phone
number
and sending SMS via internet and receiver gets the SMS from the mobile phone number of
the
victim. It is very serious cyber-crime against any individual.
Carding: It means false ATM cards i.e. Debit and Credit cards used by criminals for their
monetary benefits through withdrawing money from the victim’s bank account. There is
always
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unauthorized use of ATM cards in this type of cyber-crimes
Cheating & Fraud: It means the person who is doing the act of cyber-crime i.e. stealing
password and data storage has done it with having guilty mind which leads to fraud and
cheating.
Child Pornography: In this cyber-crime defaulters create, distribute, or access materials that
sexually exploit underage children.
2. Against Property
The second category of Cyber-crimes is that of Cyber-Crimes against all forms of
property. These crimes include computer vandalism (destruction of others’ property) and
transmission of harmful viruses or programs. For example,
Intellectual Property Crimes: Intellectual property consists of a bunch of rights. Any
unlawful act by which the owner is deprived completely or partially of his rights is crime.
The
most common type of IPR violation may be said to be software piracy, infringement of
copyright, trademark, patents, designs and service mark violation, theft of computer source
code,
etc.
Cyber Squatting: It involves two persons claiming for the same Domain Name either by
claiming that they had registered the name first on by right of using it before the other or
using
something similar to that previously. For example two similar names i.e. www.yahoo.com
and
www.yahhoo.com
Cyber Vandalism: Vandalism means deliberately damaging property of another. Thus cyber
vandalism means destroying or damaging the data or information stored in computer when
a
network service is stopped or disrupted. It may include within its purview any kind of
physical
harm done to the computer of any person. These acts may take the form of the theft of a
computer, some part of a computer or a peripheral or a device attached to the computer.
Hacking Computer System: Hackers attacks those included Famous Twitter, blogging
platform by unauthorized access/control over the computer. Due to the hacking activity
there
will be loss of data as well as computer system. Also research especially indicates that those
attacks were not mainly intended for financial gain too and to diminish the reputation of
particular person or company.
3. Against Organization
The third type of Cyber-crimes classification relate to Cybercrimes against
organization. Cyber Terrorism is one discrete kind of crime in this kind. The growth of
internet has shown that the standard of Cyberspace is being used by individuals and
groups to pressure the international governments as also to terrorize the citizens of a
country. This crime obvious itself into terrorism when a human being "cracks" into a
government or military maintained website.
4. Against Society
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In this category forgery, cyber terrorism, web jacking, polluting the Youth
through Indecent, Financial Crimes, Sale of Illegal Articles, Net Extortion, Cyber
Contraband, Data Diddling, Salami Attacks, Logic Bombs types of crime is included.
Forgery currency notes, revenue stamps, mark sheets etc can be forged using computers
and high quality scanners and printers. Web Jacking hackers gain access and control
over the website of another, even they change the content of website for fulfilling
political objective or for money.
Impact of cyber crime
Crime is a forceful and relative phenomenon and subjected to the relative sociopolitical
& economical changes occurring in existing system of society. Cyber crime causes an impact
over teenager, youth, Private industry, consumers and also on sociopolitical riders. These
days a
most terrible fear in teenager’s eyes is Cyber Bullying. Cyber Bullying is a fear when person
receives threats, negative comments or negative pictures or comments from other person.
Cyber
Bulling can be done through chatting, instant messaging etc. Online social networking
websites,
text messages and emails provide users with an effective, quick way to communicate with
people
all over the world. Teens in particular spend hours online every day, on computers or
personal
electronic devices. Sexual solicitation is a growing concern for youth who use forms of cyber
communication. It may occur in chat rooms or on social networking sites. Sexual solicitation
occurs when an adult or peer tries to engage in an online sexual relationship. A teen may be
asked to disclose personal information, view pornography or discuss something sexual
online.
Teens should be cautious in posting suggestive photos online and talking to strangers in chat
rooms.
Conclusion
It is now clear that the increment in technology cybercrime increases. To curb cyber crime,
Parliament of India passed Information Technology Act, 2000. But this Act is not sufficient to
completely eliminate cyber crime. Cyber crime has high potential and thus creates high
impact
when it is done. It is easy to commit without any physical existence required as it is global in
nature. Technology is always a double-edged sword and can be used for both the purposes
–
good or bad. Mostly, educated mass commit cyber crimes, so there is a need to know about
principles and computer ethics for their use in proper manner. Hence it required that rulers
and
law makers to ensure that technology grows in a healthy manner and is used for legal and
ethical
business growth and not for committing crimes.
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First of all, anytime you use the prefix cyber, you’re talking about something
somebody is doing online. In other words, there has to be a modem or networking involved
somehow. Motion is
always involved. Anything related to the Internet falls under the
cyber category when online. Besides being a prefix it’s also a verb, not a noun. So plugging
in some 3D game and donning your goggles to go ‘cyber’ doesn’t count. There’s always
action, motivation, movement and interaction when you cyber. To cyber means that you are
constantly exchanging information, lots of information, and you are constantly using
technology to the max. You are doing both at the same time exchange of information
technology is to cyber
The term ‘cybercrime’ is a misnomer. This term has nowhere been defined in any
statute passed or enacted by the Indian parliament. The concept of cybercrime is not
radically different form the concept of conventional crime. Cybercrime is the latest and
perhaps the most complicated problem in the cyber world. “Cybercrime may be said to the
species, of which, genus is the conventional crime, and where either the computer is an
object or subject of the conduct constituting crime”. ‘Any criminal activity that uses a
computer either as an instrumentality, target or a means for perpetuating further crimes
comes within the ambit of cybercrime’. Cybercrime has virtually no boundaries and may
affect every country in the world.
Not everything computer-related is cybercrime, and not everything computerrelated is computer crime. A person using a stolen telephone code to make free calls, even
though the number is processed by a computer, is engaging in toll fraud, not computer
crime. A person who embezzles $300 from the ATM of a company they work for still
commits embezzlement, not cybercrime. The use of computers as incidental to another
offense is not cybercrime. There are plenty of laws on the books already to classify many
types of cybercrime. One way to do this involves thinking along the lines of asset forfeiture,
or whether computers make up the fruits or instrumentalities of crime.
CLASSIFICATION OF CYBERCRIME BASED ON ROLE OF COMPUTER IN CYBER CRIME:
1] COMPUTER AS TARGET
2] COMPUTER AS TOOL
3] COMPUTER AS INCIDENTAL
4] COMPUTER AS ASSOCIATE
1] COMPUTER AS TARGETThis kind of activity is the wrongful taking of information or the causing of damage to
information. There is a wide range of criminal activities in which target is a computer or data
residing in it. Targeting a computer just to obtain unauthorized access is the hallmark of
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hacking, and the most serious criminal offense here is theft of information, followed by
maliciousness, mischief, and wayward adventuring. Bypassing a password protected website
to avoid payment would be theft of services, and foreign intelligence break-ins would be
espionage. These are all familiar types of crimes, but hacking is typically done in furtherance
of a larger scheme since the hacker wants to exploit all computational and encryption
capabilities of a hacked system in order to weave through related computer systems. A list
of specific offenses in this category might include:
1. Arson (targeting a computer center for damage by fire)
2. Extortion (threatening to damage a computer to obtain money)
3. Burglary (break-ins to steal computer parts)
4. Conspiracy (people agreeing to commit an illegal act on computer)
5. Espionage/Sabotage (stealing secrets or destroying competitors’ records)
6. Forgery (issuing false documents or information via computer)
7. Larceny/Theft (theft of computer parts)
8. Malicious destruction of property (destroying computer hardware or software)
9. Murder (tampering with computerized life-sustaining equipment)
10. Receiving stolen property (accepting known stolen goods or services via computer)
2] COMPUTER AS TOOL:
The kind of activity involves modification of a traditional crime by using the Internet
in some way. The traditional analogue here is fraud. In this category of computer crime, the
computer is not essential for the crime to occur, but it is related to the criminal act. This
means that the crime could occur without the technology, however, computerization helps
the crime to occur faster, permits processing of greater amounts of information, and makes
the crime more difficult to identify and trace. Here the processes and not the contents of
the computer files facilitate the crime. A list of specific offenses in this category might
include:
1. Internet fraud (false advertising, credit card fraud, wire fraud, money laundering)
2. Online child pornography.
3. Internet sale of prescription drugs and controlled substances (smuggling, drug control
laws)
4. Internet sale of alcohol (liquor trafficking)
5. Internet gambling (internet wagering laws, lottery laws, illegal gambling businesses)
6. Online securities fraud (securities act violations)
7. Counterfeiting (use of computer to make duplicates or phonies)
8. Cyberbullying (posting rumors or someone’s altered private messages or photos online)
3] COMPUTER AS INCIDENTAL:
In this types of crimes is not essential. Crime could occur without computer but use of
computer helps the crime to occur faster, permits processing of greater amount of
information and makes the crime more difficult to identify and trace. The advantages of the
cyberspace allow the criminals more sophistication and global reach. For example ,the ever
repeating Nigerian Money Laundering Scan in which unsuspecting individuals from countries
like India are made to pay significant amount as administrative charges for facilitating
transfer of hung amounts from Nigeria, with a promise of a generous cut of the bounty.
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4] COMPUTER AS ASSOCIATE:
Software piracy is an ideal example types of crimes. It is only because there is a ready
market due to large number of computers, that software piracy takes place. In this type of
cybercrimes, technological growth essentially creates new crime targets. Counterfeiting,
copyright violations, theft of computer accessories, piracy in audio and video markets etc.
are some examples of this type of crimes. As the Internet and computers increase their
presence in the global society, this type of cybercrimes is expected increase phenomenally
over the coming years.
CLASSIFICATION OF CYBERCRIME BASED ON PERPETRATORS:
1] INSIDERS AND OUTSIDERS 2] HACKERS
1] INSIDERS AND OUTSIDERS: Insiders Threats: The disgruntled insider is the principal source
of computer crime. Some studies indicate that nearly 75% of the cybercrimes are committed
by the insiders like employees. It may range from using the organization computer for
personal purposes to causing serious damage to the system by some disgruntled employee.
Almost every organization face the problem of computer abusers who use their time to surf,
chat or do other personal, things, whereby the productivity is affected. Every organization
has them, and here are some of the signs:
1. Missing computer supplies when the employee is around
2. Missing software when the employee is around
3. Numerous logon sessions, some attempts under different name
4. Sloppy password management
5. Unusual internet in computer system printout
6. Mixes personal equipment with company equipment
Outsider Threats: Hackers are the most common group in this category. Their typical age is
between 14 &19, and they are generally part of the cyberpunk subculture. Hacking for illicit
financial gain has been increasing, and less-skilled “script kiddies” are increasing in number.
The FBI
Uses the following typology to classify outsider threats:
1. Industrial espionage- theft of proprietary information or trade secrets.
2. Terrorism- attempts to influence or disrupt U.S. policy.
3. National intelligence- attempts by foreign governments to steal economic, political
or military secrets.
4. Info warfare- cyber-attacks by anyone on the nations
Infrastructure to disrupt economic or military operations.
2] HACKERS: A computer hacker, as the oxford dictionary defines, is a computer enthusiast
who gains unauthorized access to a computer or network. But there is more to it than mere
enthusiasm and gaining access. Hackers consider themselves something of an elite, though
one to which new members are gladly welcome. At the heart of cybercrime are the hackers.
This people are the ones with the skills to commit the crimes, and an interesting way to look
at them is to focus upon the lifestyles and personalities of hackers.
Typology of Hackers:
i] Pioneers- those who are fascinated by evolving technology & explore it without knowing
exactly what they are going to find.
ii] Scamps- hackers with a sense of fun who intend no overt harm.
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iii] Explorers- hackers motivated by a delight in breaking into computer system. The more
geographically distant, or more secure the target it, the greater the delight.
iv] Game players-those who enjoy defeating software or system protection, with hackers
seen as a sort of game itself.
v] Vandals- those who cause damage for no apparent gain.
vi] Addicts-nerds who are literally addicted to hacking and computer technology.
vii] Playpen- in which the computer is seen as a toy.
viii] Fairland- where cyberspace is an unreal world where wrong cannot be done.
ix] Tool box- in which the computer is just a way to get other things done.
x] Cookie jar- with the computer as a place to go borrow things now and again.
xi] War game- where hostile feeling are vented against machines rather than people.
Reference-1. Journal of the Indian law Institute-Jan-Mar 2013,vol.55
2.Abhaya Shelkar,Cyber law,publisher-Nasik law house,2008
3. Parag Diwan & Shammi Kapoor,Cyber & E-Commerce Laws,Bharat Publishing
house,Delhi,2000
4. N.C. Jain, Cyber crime, publisher-Allahabad Law Agency,2008
5. Dr.k.sita Manikyam, Cyber crimes, publisher-hind law house,Pune,2009
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Introduction
Internet crime is crime committed on the Internet, using the Internet and by means of the
Internet. With the evolution of the Internet, along came another revolution of crime where
the perpetrators commit acts of crime and wrongdoing on the World Wide Web. Internet
crime takes many faces and is committed in diverse fashions. The number of users and their
diversity in their makeup has exposed the Internet to everyone. Some criminals in the
Internet have grown up understanding this superhighway of information, unlike the older
generation of users. This is why Internet crime has now become a growing problem in the
United States. Some crimes committed on the Internet have been exposed to the world and
some remain a mystery up until they are perpetrated against someone or some company.
The different types of Internet crime vary in their design and how easily they are able to be
committed. Internet crimes can be separated into two different categories. There are crimes
that are only committed while being on the Internet and are created exclusively because of
the World Wide Web. The typical crimes in criminal history are now being brought to a
whole different level of innovation and ingenuity. Such new crimes devoted to the Internet
are email “phishing”, hijacking domain names, virus immistion, and cyber vandalism. A
couple of these crimes are activities that have been exposed and introduced into the world.
People have been trying to solve virus problems by installing virus protection software and
other software that can protect their computers. Other crimes such as email “phishing” are
not as known to the public until an individual receives one of these fraudulent emails. These
emails are cover faced by the illusion that the email is from your bank or another bank.
When a person reads the email he/she is informed of a problem with he/she personal
account or another individual wants to send the person some of their money and deposit it
directly into their account. The email asks for your personal account information and when
a person gives this information away, they are financing the work of a criminal.
Cybercrime is evolving as a serious threat. Worldwide regulatory authorities have started to
react. Initiatives to control cross border cyber threats are taking shape. Indian police has
initiated separate cyber cells at all major locations in the country as well as started
educating the personnel. Introducing the cyber law in India supports to lessen the
cybercrimes to some amount, through cyber law many people get arrested and they are
now behind the bars but the rate of occurrences leaves significant impact on the society.
Cybercrime security system requirements are continuously increasing everyday as crimes
rate is swelling.
Information Technology & Physical Infrastructure
The Indian economy is highly dependent on IT infrastructure. India is putting more stress on
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the IT infrastructure in recent years. Indian IT industry is growing at a tremendous pace.
Output of India's software industry has reached $16 billion. In connection to this scenario,
millions jobs for professionals mainly at the support level have been produced with the rise
of software industry. Core proficiencies and strengths of IT services in India have exerted
valued investments from key countries. IT infrastructure is not only essential in businesses
and organizations straight associated to economic movement but also playing an
increasingly significant role in households as well as in government crucial sectors like
healthcare and education. The IT industry has also formed considerable demand in the
Indian education segment, specifically for engineering and computer science. The Indian IT
and IT enabled services industry is divided into four major sectors - Software products and
engineering services, business process management, IT services and hardware. The Indians
are known to be tech savvy, using a large number of devices with different types of
advanced technologies. Though, infrastructural support for its tech savvy citizens is not
pervasive. It is awkward that today home users have access to more secure encryption
standards compared to government. The speed of India's development has rendered its IT
infrastructure olden and inefficient. Towards successful prevention of cyber terrorism acts,
India has to first look at its outdated hardware and IT policies to healthier place itself in
protection against progressively increased sophisticated attacks.11 Department of
Electronics and Information Technology (DeitY), Ministry of communications and IT,
Government of India has also initiates various activities towards improvement of eInfrastructure. These activities involve;
1. National Policy on Universal Electronic Accessibility - The policy recognizes the need to
eliminate discrimination on the basis of disabilities and to facilitate equal access to
Electronics & ICTs.,
2. Information Technology Investment Region (ITIR) - The major investment for creation of
infrastructure will be from Public-Private Partnerships. Government of India has accepted
base for formation or advancement of exterior linkage infrastructure in the ITIR.
Society in India
India is a country with ample population in terms of youth, strong dependence ratio,
thriving investments and savings rates. The outlook of development of India is henceforth
positive, but India still has long term issues to deal with. Some of the challenges comprise
extensive poverty, insufficient physical infrastructure and deficiency of nonagricultural jobs.
These issues affecting the social infrastructure and equilibrium in the country as citizens are
limited from further fulfilling their social needs. Adding to such disequilibrium, lack of
schools, colleges as well as universities is another significant reason for the deficiency of
well-directed exposure to the cyber world. Although the government is trying to construct
more amenities in many areas, they are only focusing on certain areas called "Special
Economic Zones" i.e. SEZs. Inequalities and deficiency of education have given birth to
unaware and untrained citizenship where understanding of cybernetics is limited. Hence,
ignorance puts India’s social fabric in greater menace to cyber terrorism attacks as the
population would be easily threatened by ruses. Sanjay K. Singh in his paper on “Information
Technology in India: Present Status and Future Prospects for Economic Development” stated
that to elevate the position of socially and economically lean segment of the society, the
government needs to make IT accessible to them. Superior endeavor should be made to
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build up usage of IT in countryside India. It is necessary to make valued capital investments
in rural areas without any altruistic reason, at least because of a willingness to get into a
domestic emerging market that has been virtually untouched so far. The industry along with
the central and the state governments should now view at taking IT services to villages. It
must be recollected that without access to the IT, the rural people can be caught in a
poverty noose triggered by the digital divide. At present e-governance is widely
implemented as well as most of the government schemes have offered online. Knowledge
of IT needs to be increased among the population to a greater extent via all possible means,
so that normal people be able to start using it to get social and economic advantage.
Challenges
While analyzing the trends for the top risks that affect Corporate India, it emerges that the
risks of 'Corruption, Bribery and Corporate Frauds', 'Strikes, Closures & Unrest', 'Political &
Governance Instability',' Crime' and 'Information & Cyber Insecurity' remain the top five
risks. There are some variations in perception of risks in some industries due to the typical
nature of work. The risk of information insecurity in India has risen with an exponential rise
in cyber-attacks/crimes in 2013. A total number of 308,371 websites, of which 78 belonged
to the Indian government, were hacked between 2011 and 2013. As per the findings of the
Computer Emergency Response Team (CERT), 12,693 websites were defaced and hacked in
the second quarter of 2013 . In 2013, India witnessed an 11 per cent increase in ransom
ware and identity theft followed by a 9 per cent increase in phishing attacks. While 56 per
cent internet users reportedly experienced some form of online bullying, online stalking,
online hate crimes or other forms of online harassment, 63 per cent of Smartphone users in
India have experienced some form of mobile cybercrime. Just like 2012, India, in 2013, has
been ranked among the world's top five countries for highest number of cybercrimes. The
average cost per cybercrime victim increased from USD 192 in 2012 to 25 USD 207 in 2013.
The year 2013 also saw the emergence of the power of social media and its ill effects in the
form of online rumors. The Muzaffarnagar riots in 2013 and Bangalore cyber terror attack in
2012, which led to mass exodus and displacement of thousands, have showed that social
media can be easily misused. The trend of online gaming and online trading in virtual
currencies like Bitcoins has gained ground in 2013 without any legislative and regulatory
sanctions.
Conclusion
According to National Crime Record Bureau, India, statistical information there is continuous
growth in the cybercrimes in India. Every year several cases are reported under various
categories. To understand escalation of cybercrimes in India, researchers chose to analyze
the impact of cyber security by exploring various types of crimes under IT act and IPC in the
period of 2002-2013. Though most of the incidences were unreported due to unawareness
and other reasons like defamation. Roots of cybercrime lie in technology and critical
infrastructure. Number of internet users is continuously increasing and with this growth risk
of several types of crimes is also amplified. Cybercrimes are varying in its nature due to
enhancement in technologies. Despite the fact that there is no agreed definition of the
cybercrime, cybercrime is unavoidable. Few classifications of such crimes may look like the
traditional crimes however many of them are recognized as different kinds of crime and to
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be handled in a different way. Technology-based crimes have been developing with the
passage of every day and they need to be solved with utmost priority. These crimes never
restricted to computers but other electronic devices are made like financial transaction
machines, tele-communication equipments etc. Due to diversified nature it is difficult to
identify the cyber security problems which lead to unawareness on security issues. The
proliferation in registering the cybercrimes under various sections of IT act and IPC shows
the severity of such cyber threats however most of the cases were still unreported because
of various reasons. Considering this scenario security and awareness training model towards
public security needs to be developed.
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Introduction
Internet crime is crime committed on the Internet, using the Internet and by means of the
Internet. With the evolution of the Internet, along came another revolution of crime where
the perpetrators commit acts of crime and wrongdoing on the World Wide Web. Internet
crime takes many faces and is committed in diverse fashions. The number of users and their
diversity in their makeup has exposed the Internet to everyone. Some criminals in the
Internet have grown up understanding this superhighway of information, unlike the older
generation of users. This is why Internet crime has now become a growing problem in the
United States. Some crimes committed on the Internet have been exposed to the world and
some remain a mystery up until they are perpetrated against someone or some company.
The different types of Internet crime vary in their design and how easily they are able to be
committed. Internet crimes can be separated into two different categories. There are crimes
that are only committed while being on the Internet and are created exclusively because of
the World Wide Web. The typical crimes in criminal history are now being brought to a
whole different level of innovation and ingenuity. Such new crimes devoted to the Internet
are email “phishing”, hijacking domain names, virus immistion, and cyber vandalism. A
couple of these crimes are activities that have been exposed and introduced into the world.
People have been trying to solve virus problems by installing virus protection software and
other software that can protect their computers. Other crimes such as email “phishing” are
not as known to the public until an individual receives one of these fraudulent emails. These
emails are cover faced by the illusion that the email is from your bank or another bank.
When a person reads the email he/she is informed of a problem with he/she personal
account or another individual wants to send the person some of their money and deposit it
directly into their account. The email asks for your personal account information and when
a person gives this information away, they are financing the work of a criminal.
Cybercrime is evolving as a serious threat. Worldwide regulatory authorities have started to
react. Initiatives to control cross border cyber threats are taking shape. Indian police has
initiated separate cyber cells at all major locations in the country as well as started
educating the personnel. Introducing the cyber law in India supports to lessen the
cybercrimes to some amount, through cyber law many people get arrested and they are
now behind the bars but the rate of occurrences leaves significant impact on the society.
Cybercrime security system requirements are continuously increasing everyday as crimes
rate is swelling.
Information Technology & Physical Infrastructure
The Indian economy is highly dependent on IT infrastructure. India is putting more stress on
the IT infrastructure in recent years. Indian IT industry is growing at a tremendous pace.
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Output of India's software industry has reached $16 billion. In connection to this scenario,
millions jobs for professionals mainly at the support level have been produced with the rise
of software industry. Core proficiencies and strengths of IT services in India have exerted
valued investments from key countries. IT infrastructure is not only essential in businesses
and organizations straight associated to economic movement but also playing an
increasingly significant role in households as well as in government crucial sectors like
healthcare and education. The IT industry has also formed considerable demand in the
Indian education segment, specifically for engineering and computer science. The Indian IT
and IT enabled services industry is divided into four major sectors - Software products and
engineering services, business process management, IT services and hardware. The Indians
are known to be tech savvy, using a large number of devices with different types of
advanced technologies. Though, infrastructural support for its tech savvy citizens is not
pervasive. It is awkward that today home users have access to more secure encryption
standards compared to government. The speed of India's development has rendered its IT
infrastructure olden and inefficient. Towards successful prevention of cyber terrorism acts,
India has to first look at its outdated hardware and IT policies to healthier place itself in
protection against progressively increased sophisticated attacks.11 Department of
Electronics and Information Technology (DeitY), Ministry of communications and IT,
Government of India has also initiates various activities towards improvement of eInfrastructure. These activities involve;
1. National Policy on Universal Electronic Accessibility - The policy recognizes the need to
eliminate discrimination on the basis of disabilities and to facilitate equal access to
Electronics & ICTs.,
2. Information Technology Investment Region (ITIR) - The major investment for creation of
infrastructure will be from Public-Private Partnerships. Government of India has accepted
base for formation or advancement of exterior linkage infrastructure in the ITIR.
Society in India
India is a country with ample population in terms of youth, strong dependence ratio,
thriving investments and savings rates. The outlook of development of India is henceforth
positive, but India still has long term issues to deal with. Some of the challenges comprise
extensive poverty, insufficient physical infrastructure and deficiency of nonagricultural jobs.
These issues affecting the social infrastructure and equilibrium in the country as citizens are
limited from further fulfilling their social needs. Adding to such disequilibrium, lack of
schools, colleges as well as universities is another significant reason for the deficiency of
well-directed exposure to the cyber world. Although the government is trying to construct
more amenities in many areas, they are only focusing on certain areas called "Special
Economic Zones" i.e. SEZs. Inequalities and deficiency of education have given birth to
unaware and untrained citizenship where understanding of cybernetics is limited. Hence,
ignorance puts India’s social fabric in greater menace to cyber terrorism attacks as the
population would be easily threatened by ruses. Sanjay K. Singh in his paper on “Information
Technology in India: Present Status and Future Prospects for Economic Development” stated
that to elevate the position of socially and economically lean segment of the society, the
government needs to make IT accessible to them. Superior endeavor should be made to
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build up usage of IT in countryside India. It is necessary to make valued capital investments
in rural areas without any altruistic reason, at least because of a willingness to get into a
domestic emerging market that has been virtually untouched so far. The industry along with
the central and the state governments should now view at taking IT services to villages. It
must be recollected that without access to the IT, the rural people can be caught in a
poverty noose triggered by the digital divide. At present e-governance is widely
implemented as well as most of the government schemes have offered online. Knowledge
of IT needs to be increased among the population to a greater extent via all possible means,
so that normal people be able to start using it to get social and economic advantage.
Challenges
While analyzing the trends for the top risks that affect Corporate India, it emerges that the
risks of 'Corruption, Bribery and Corporate Frauds', 'Strikes, Closures & Unrest', 'Political &
Governance Instability',' Crime' and 'Information & Cyber Insecurity' remain the top five
risks. There are some variations in perception of risks in some industries due to the typical
nature of work. The risk of information insecurity in India has risen with an exponential rise
in cyber-attacks/crimes in 2013. A total number of 308,371 websites, of which 78 belonged
to the Indian government, were hacked between 2011 and 2013. As per the findings of the
Computer Emergency Response Team (CERT), 12,693 websites were defaced and hacked in
the second quarter of 2013 . In 2013, India witnessed an 11 per cent increase in ransom
ware and identity theft followed by a 9 per cent increase in phishing attacks. While 56 per
cent internet users reportedly experienced some form of online bullying, online stalking,
online hate crimes or other forms of online harassment, 63 per cent of Smartphone users in
India have experienced some form of mobile cybercrime. Just like 2012, India, in 2013, has
been ranked among the world's top five countries for highest number of cybercrimes. The
average cost per cybercrime victim increased from USD 192 in 2012 to 25 USD 207 in 2013.
The year 2013 also saw the emergence of the power of social media and its ill effects in the
form of online rumors. The Muzaffarnagar riots in 2013 and Bangalore cyber terror attack in
2012, which led to mass exodus and displacement of thousands, have showed that social
media can be easily misused. The trend of online gaming and online trading in virtual
currencies like Bitcoins has gained ground in 2013 without any legislative and regulatory
sanctions.
Conclusion
According to National Crime Record Bureau, India, statistical information there is continuous
growth in the cybercrimes in India. Every year several cases are reported under various
categories. To understand escalation of cybercrimes in India, researchers chose to analyze
the impact of cyber security by exploring various types of crimes under IT act and IPC in the
period of 2002-2013. Though most of the incidences were unreported due to unawareness
and other reasons like defamation. Roots of cybercrime lie in technology and critical
infrastructure. Number of internet users is continuously increasing and with this growth risk
of several types of crimes is also amplified. Cybercrimes are varying in its nature due to
enhancement in technologies. Despite the fact that there is no agreed definition of the
cybercrime, cybercrime is unavoidable. Few classifications of such crimes may look like the

48
traditional crimes however many of them are recognized as different kinds of crime and to
be handled in a different way. Technology-based crimes have been developing with the
passage of every day and they need to be solved with utmost priority. These crimes never
restricted to computers but other electronic devices are made like financial transaction
machines, tele-communication equipments etc. Due to diversified nature it is difficult to
identify the cyber security problems which lead to unawareness on security issues. The
proliferation in registering the cybercrimes under various sections of IT act and IPC shows
the severity of such cyber threats however most of the cases were still unreported because
of various reasons. Considering this scenario security and awareness training model towards
public security needs to be developed.
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Introduction
Cybercrime is the latest and perhaps the most complicated problem for the cyber
world. The Indian Law has not given any definition to the term ‘cybercrime’. In fact, the
Indian Penal Code does not use the term ‘cybercrime’ at any point even after its
amendment by the Information Technology (amendment) Act 2008, the Indian Cyber law.
“Cyber terrorism is the premeditated, politically motivated attack against information,
computer systems, computer programs, and data which result in violence against property,
government and people at large.” OR "Acts those are punishable by the Information
Technology Act". In India Information Technology Act, 2000 deals with the cybercrime
problems. It covers following areas— commercial transactions online, use digital signatures
defined various cybercrimes, electronic commerce. Following are the few examples of
cybercrime Hacking, Spreading computer virus, Phishing, Identity theft, Internet fraud,
Malicious Software, Cyber warfare, Domain hijacking, SMS Spoofing, Voice Phishing and
Cyber trafficking.
India and Information Technology
India is trying to implement the Digital India project to the best of its capabilities. The
success of Digital India project would depend upon maximum connectivity with minimum
cyber security risks. This is also a problem for India as India has a poor track record of cyber
security. According to Home Ministry statistics, as many as 71,780 cyber frauds were
reported in 2013, while 22,060 such cases were reported in 2012. There have been 62,189
incidents of cyber frauds till June 2014. There has been an annual increase of more than 40
per cent in cyber-crime cases registered in the country during the past two-three years.
In India Information Technology Act 2000 deals with the cybercrime activities
/problems. It has both positive and negative aspects as well. Therefore amendment is done
in Rajya Sabha on Dec 23rd of 2008.this act was renamed as information
technology(Amendment ) act 2008 and referred as ITAA 2008.
According to Section: 43 of ‘Information Technology Act 2000’, If any person without
permission of the owner or any other person who is in charge of a computer, -accesses or
uses a computer system or disrupts, degrades, or causes disruption to intension of
damaging whole data then a person shall be punishable. If there is any failure in protecting
the data/ information then a company which provides protection shall be liable to pay
compensation to victims.
More recent versions of Cybercrime is considered one the most dangerous threats
for the development of any state; it has a serious impact on every aspect of the growth of a
country. Government entities, non-profit organizations, private companies and citizens are
all potential targets of the cyber criminal syndicate. Cyber criminals are no different than
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traditional criminals in that they want to make their money as quickly and easily as
possible. Cybercrime prevention can be achieved fairly quickly and in a cost-effective
manner the prevention of cyber criminal activities is the most critical aspect in the fight
against cybercrime. It’s mainly based on the concepts of awareness and information sharing.
A proper security posture is the best defense against cybercrime. Every single user of
technology must be aware of the risks of exposure to cyber threats, and should be educated
about the best practices to adopt in order to reduce their “attack surface” and mitigate the
risks.
Security Guidelines and Good Practices
Below mentioned security guidelines and good practices may be followed to
minimize the security risk of cybercrime: Firstly, By updating the computers: keeping
computers current with the latest patches and updates. One of the best ways to keep
attackers away from computer is to apply patches and other software fixes when they
become available. By regularly updating compute, one can block attackers from being able
to take advantage of software flaws (vulnerabilities) that they could otherwise use to break
into your system. While keeping your computer up-to-date will not protect you from all
attacks, it makes it much more difficult for hackers to gain access to your system, blocks
many basic and automated attacks completely, and might be enough to discourage a lessdetermined attacker to look for a more vulnerable computer elsewhere. choose strong
passwords and keep them safe passwords are a fact of life on the internet today—we use
them for everything from ordering flowers and online banking to logging into our favorite
airline Web site to see how many miles we have accumulated. The following tips can help
make online experiences secure Selecting a password that cannot be easily guessed is the
first step toward keeping passwords secure and away from the wrong hands. Strong
passwords have eight characters or more and use a combination of letters, numbers and
symbols (e.g., # $ % ! ?). One should avoid using password as: login name, anything based on
personal information such as last name, and words that can be found in the dictionary and
shall select strong, unique passwords for protecting activities like online banking.
Secondly, to keep passwords in a safe place and try not to use the same password
for every service one use online. Thirdly, to change passwords on a regular basis, at least
every 90 days. This can limit the damage caused by someone who has already gained access
to your account. If you notice something suspicious with one of your online accounts, one of
the first steps you can take is to change your password. Fourthly, protecting computers with
security software, several types of security software are necessary for basic online security.
Security software essentials include firewall and antivirus programs. A firewall is usually
computer's first line of defense-it controls who and what can communicate with computer
online. One could think of a firewall as a sort of "policeman" that watches all the data
attempting to flow in and out of computer on the Internet, allowing communications that it
knows are safe and blocking "bad" traffic such as attacks from ever reaching your computer.
The next line of defense many times is your antivirus software, which monitors all online
activities such as email messages and Web browsing and protects an individual from viruses,
worms, Trojan horse and other types malicious programs. More recent versions of antivirus
programs, such as Norton Antivirus, also protect from spyware and potentially unwanted
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programs such as adware. Having security software that gives one control over
software one may not want and protects them from online threats is essential to staying
safe on the Internet.
Fifthly, protecting personal information, Exercise caution when sharing personal
information such as name, home address, phone number, and email address online. To take
advantage of many online services, one will inevitably have to provide personal information
in order to handle billing and shipping of purchased goods. Sixthly to keep an eye out for
phony email messages. Things that indicate a message may be fraudulent are misspellings,
poor grammar, odd phrasings, Web site addresses with strange extensions, Web site
addresses that are entirely numbers where there are normally words, and anything else out
of the ordinary. Additionally, phishing messages will often tell one that you have to act
quickly to keep one’s account open, update security, or urge to provide information
immediately or else something bad will happen. seventhly, Not to respond to email
messages that ask for personal information. Legitimate companies will not use email
messages to ask for personal information. When in doubt, contact the company by phone or
by typing in the company Web address into Web browser. Don't click on the links in these
messages as they make take one to fraudulent, malicious Web sites.
Eighthly, to pay attention to privacy policies on Web sites and in software. It is
important to understand how an organization might collect and use one’s personal
information before sharing it with them. Ninthly, to guard one’s email address. Spammers
and phishers
sometimes send millions of messages to email addresses that may or may
not exist in hopes of finding a potential victim. Responding to these messages or even
downloading images ensures one will be added to their lists for more of the same messages
in the future. Also be careful when posting your email address online in newsgroups, blogs
or online communities. Online offers that look too good to be true usually are. The old
saying "there's no such thing as a free lunch" still rings true today. Supposedly "free"
software such as screen savers or smileys, secret investment tricks sure to make you untold
fortunes, and contests that you've surprisingly won without entering are the enticing hooks
used by companies to grab your attention. And finally, Review bank and credit card
statements regularly: The impact of identity theft and online crimes can be greatly reduced
ifuser can catch it shortly after their data is stolen or when user gets symptoms. Regularly
check bank and credit card’s statements. Now, many banks and services use fraud
prevention systems that call out unusual purchasing behavior.
Conclusion
To conclude it is cleared from the previous studies and records that with the
increment in technology cybercrimes increases. Qualified people commit crime more so,
there is need to know about principles and computer ethics for their use in proper manner.
Cybercrime and hacking is not going away, if anything it is getting stronger. By studying past
incidents, we can learn from them and use that information to prevent future crime. Cyber
law will need to change and evolve as quickly as hackers do if it has any hopes of controlling
cybercrime. Law must also find a balance between protecting citizens from crime, and
infringing on their rights. The great thing about the internet is how vast and free it is. Will it
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be able to remain the same way while becoming tougher on criminals? Only time will
tell. There will always be new and unexpected challenges to stay ahead of cyber criminals
and cyber terrorists but we can win only through partnership and collaboration of both
individuals and government. There is much we can do to ensure a safe, secure and
trustworthy computing environment. It is crucial not only to our national sense of wellbeing, but also to our national security and economy. Yet India has taken a lot of steps to
stop cybercrime but the cyber law cannot afford to be static, it has to change with the
changing time.
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Abstract :
Today, in recent times, where the world is getting closer through network, the
crime is also on rise. The computers have been for stealing computers and also for criminal
activities. Recently, internet technology development has created a platform for substantial
increase in these activities. Thus, an emerging area of criminal behaviour over the computer
network is seen predominantly. Cyber crimes are broadly categorised into three groups.
First is Crime against individual: Any crime related to single individual such as Identity theft,
Hacking, Cyber Fraud are called individual cyber crimes. Second one is Property cyber
crimes, are the crimes where the assets of the organisation are intentionally damaged or
the assets are used to commit cyber crimes. Third is Government related cyber crimes are
the crimes where the government is the target. In such cases Government websites can be
hacked, fear of insecurity and panic is spread among citizens; Cyber terrorism is also a major
threat to Government. Thus, by adopting certain effective detection methods show how
cyber criminals make use of system vulnerabilities for different types of cyber attacks and
what precautionary methods could be used to prevent these criminal activities for safe and
secured internet browsing.
Keywords: Network, Cyber Crime, Identity Theft, Hacking, Cyber Fraud, Cyber
Terrorism.
Introduction:Any criminal activity that involves a computer or the computer network is
called a cyber crime. Thus , user’s constant vigilance is very essential to control cyber
crimes. There are different types of cyber crimes. The most common types are as follows1. Identity Theft: This can be classified as individual cyber crime. The personal
information of the user is at risk. It mainly occurs when internet is used for online
cash transactions, financial and banking transactions. In this type of cyber crime, the
criminal accesses person’s bank details, credit or debit card information, unique
identification numbers of customers for his/her own benefits. It can result in major
financial loss and even loss of user’s credibility. Also the privacy of individual is
invaded.
Thus the basic principle ‘confidentiality of individual information’ is violated.
2. ATM Fraud: This crime is recently on rise in our country. This type of fraud can
include any deliberate criminal technique which involves the use of ATM to obtain
something of value.
3. Malicious Software: This software is internet based software or programs that are
used to disrupt a network. The software is used to gain access to a system to gather
sensitive information or data or causing damage to software present in the system.
4. Software Piracy: Software piracy is unauthorised copying, developing multiple
copies of software, audio or video data file without considering the permission of the
manufacturer or the originator. Copyright is a type of Intellectual Property Right

54
(IPR) law, that includes protection to patents, trademarks, intangible creations of
human intellects.
5. Hacking: Hacking is an attempt to use computer system or private network to gain
unauthorised access or control over computer network system for illegal purpose.
6. Spyware: It is a software that aims to gather information about a person or
organisation without their knowledge, that may send this information to another
entity without the consumer’s consent or that asserts control over a device without
the consumer’s knowledge. This can violate the end-user‘s privacy and cause other
damages.
7. Spams : These are unwanted emails sent repeatedly to individuals, especially in the
form of advertisement. The emails are more likely to contain virus, links to other
spyware or malicious software.
8. Phishing: This activity is often carried through emails. The user is asked to reveal
personal information such as passwords, credit card numbers, etc. Under the
disguise of reputed and trustworthy companies. It is an example of social
engineering technique used to deceive user’s and exploit weakness in current web
security.
9. Cyber Terrorism: It is the use of internet to conduct violent acts that result in, or
threaten loss of life or significant harm, in order to achieve political gains through
intimation.
10. Bitcoin fraud: Bitcoin is type of electronic cash used worldwide for payment system.
It is first decentralised digital currency used for peer to peer and transaction
payment without any intermediary. However, bitcoin related scams are on rise.
Many users across the world have complained of being fruaded by the schemes
dealing in digital currency. Thus, user’s constant vigilance is very essential in such
circumstances.
11. Celluar Crime: Cellular or mobile phones are used as a tool for cyber crimes. Mobile
phones could be used for identity theft, phishing and spamming. With the
development of mobile technology, it has given an opportunity to increase the
crimes.
Reasons of Cyber Crime:
1. Lack of knowledge of end user: The most common reason of cyber crime is lack of
knowledge of how the computer network is being used. Also they are ignorant of
working of the website for online transaction. They do not have the basic knowledge
of internet as well as computer network. Thus leading to become a victim of any
fraud or cyber crime.
2. Criminal Psychology: The end user’s criminal behaviour is one of the cause of cyber
crime. Unfortunately there is no single scientific reason for these crimes. It is
essential to study the criminal behaviour to understand the offenders of the crime.
3. Easy Money: In recent days the trend for earning easy money has increased. People
often invest in different online schemes without any initial knowledge. Users also
receive prize winning messages from fake websites leading to online frauds.
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Security Measures:
True cyber security is preparing for what’s next, not what was last. It
is essential to know how do criminals think, what do they think, it helps to predict their
future actions and assist in investigations.
User should have constant vigilance while using internet. They should
be computer literate. They should not share information such as passwords, card details,
OTP, etc with unknown user or website.
Use of firewall is also essential while using internet. It is also necessary to
know whether secured protocols are being used while internet browsing.
Use of digital signature, digital certificate for online transaction can help
to make it more secured. Security audit can also be conducted frequently for systematic
evaluation of the security of company’s information system.
Government is also setting up Anti Cyber Crime co-ordination centres for
cyber forensic laboratory and training for police officials to reduce the cyber crimes.
Conclusion:
Thus cyber security is not responsibility of single user. It is co-ordinative act
of all the type of users in the network to keep network and information secured leading to
successful online transactions.
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CYBER CRIMES: A THREAT TO CYBERSPACE
By RohitBokil36
===================================*****===================================
Introduction
Invention of the computer is one of the most important inventions of the 20th century. The
invention made the human life easy but it also raised certain issues. The computer was
designed to make human life easier and provide access to information. In the initial phases
of development of the computer, it was only limited to arithmetical calculations. It took
several years to make it usable for other functions such as entertainment, shopping etc. But
the invention of the computer also raised important issues. One of the major issues is
cybercrimes.
In modern times, when everything from washing machines to nuclear reactors is being run
on computers, cyber crime has assumed great significance. Cyber crimes are not
fundamentally different from traditional crimes. Most of the cyber crimes involve elements
of traditional crimes such as, theft, forgery, defamation. But the major differences between
the cyber crimes and traditional crimes are,cyber crimes happen in cyberspace whereas
traditional crimes happen in tangible space such as land. In cyber crimes, computers are
either used as tools or as targets or as both. But the traditional crimes are not limited to the
use of computers. In traditional crimes variety of tools are used to commit crimes.
Whether the world is prepared or not, cyber crimes are becoming a staple of criminal
activities. As Internet and computer technology continues to develop, so too will the
methods and means of cyber crimes. Moreover, given the low cost and wide availability of
computers, as well as the ability to operate them anonymously, cyber crimes make for an
attractive method of crime.
What is Cyberspace ?
The rapid development in communication sector has opened up a new space in the world
called ‘cyberspace’. It is not natural but is created by humans. The concept of cyberspace is
relatively new. It is interesting to note that the word cyberspace came into existence much
prior to the internet. It came into existence when the computer was still in its infancy. The
word was originally used in science fiction.
One way to understand the concept of cyberspace is to understand its contents. Mainly
cyberspace is comprised of all the computerized networks in the world and their connecting
points and their control mechanism of commands that pass through these networks. But it
does not mean that cyberspace only includes the internet. It also includes other computer
networks which cannot be accessed by the internet. So cyberspace comprises of following
things. The infrastructure which includes hardware parts such as integrated circuits, storage
devices, fiber optic cables etc. Secondly, it involves software programs. And thirdly it is the
data which is created by the machines and which is stored.
On this basis, what follows is an operative working definition of “cyberspace”: interconnected networks of information technology infrastructures, including the internet,
36Visiting Lecturer at DES ShriNavalmalFirodia Law College, Pune.
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telecommunication networks, mission-specific networks, computers, and computer
embedded systems. The virtual environment – data stored and information processed by
computers and transferred over these networks – is also included.37
What is a Cyber crime ?
Cyber crime is defined as a crime in which a computer is the object of the crime or is used as
a tool to commit an offence.38
The word cyber is associated with computers, computer systems or computer networks. So,
cyber crime can be defined as any illegal act that involves a computer, computer system or
computer network or any illegal act for which knowledge of computer technology is
essential for its perpetration, investigation or prosecution.39
Cyber crime is a collective term encompassing ‘cyber contraventions’ and ‘cyber offences’.
A contravention is a mere violation of law or rule of procedure. An offence40 is an act
prohibited and made punishable by fine and/or imprisonment. It is necessary that every
crime has to have mensrea.41
The mensreain cases of cyber crimes consists of two elements. There must be ‘intent to
secure access to any program or data held in any computer, computer system or computer
network. Secondly, the person must know that at the time of committing of an offence that
the access he intends to secure is unauthorized.
The distinction between ‘cyber contravention’ and ‘cyber offence’ is more about the degree
and extent of criminal activity rather than anything else. For example a mere unauthorized
access to a computer, computer system or computer network may amount to ‘cyber
contravention’ but for ‘cyber offence’ it is the specific criminal violation that resulted from
the unauthorized access to a computer, computer system or computer network that has to
be taken into consideration.42
Cyber crimes under The Information Technology Act, 2000.
The Information Technology Act (IT Act) 2000, contains ‘cyber contraventions’ as well as
‘cyber offences’. Sections 43(a) to (h) deal with ‘cyber contraventions’ and Section 66deals
with ‘cyber offences’.But both sections refer about unauthorized access, modification,
damage, disruption of any computer system or computer network.
Some of the important cyber crimes under The IT Act, 2000 are as follows.
37LiorTabansky, Basic Concepts in Cyber Warfare, 3, Mil StrAff, (2011) 78.
38<https://www.techopedia.com/definition/2387/cybercrime>
39Vakul Sharma, Information Technology Law and Practice, 1stedn (Universal Law Publishing Co.Pvt.Ltd,
2004) 135.
40See S.2(n) of Cr.P.C and S.40 of I.P.C
41Mensrea is a state of mind. Under criminal law, mensrea is considered as the “guilty intention” and unless it is
found that the ‘accused’ had the guilty intention to commit the ‘crime’ he cannot be held ‘guilty’ of committing
the crime.
42Vakul Sharma, Information Technology Law and Practice, 1stedn (Universal Law Publishing Co.Pvt.Ltd,
2004) 136.
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Tampering with Computer Source Documents (Sec.65): The section has also provided the
meaning of ‘computer source code’. It means the listing of programs, computer commands,
design and layout and program analysis of computer resource in any form. The essential
ingredients to constitute an offence under this act are (a) knowledge or intentionto conceal,
destroy or alter any source code used for a computer, computer program, computer system
or computer network. (b) Its misappropriation or conversion to one’s own use, or use in
violation of a legal direction or of any legal contract. The rationale behind the section is to
protect the ‘intellectual property’ put in the computer program. The section provides an
added dimension to the copyright violation.
Hacking with computer system (Sec. 66): In the last years hacking has seen many forms.
Now the word hacking has been associated with criminal activities and it falls under cyber
crimes. Basically, hacking is accessing of a computer system without the consent of the
owner of that computer system. Hacking is a planned activity. Before the actual hacking, a
hacker first assesses the safety measures of a computer system then he develops the
necessary tools for gaining entry. The access could be ‘authorized’ or ‘unauthorized’ which
may further lead to destruction or modification of information stored in a computer. Sec.66
of The IT Act deals with the offence of hacking. The offence of hacking is committed when a
person having intention or knowledge that his activities may cause wrongful loss or damage
to the public or any person, destroys or alters any information residing in a computer
resource or diminishes its value or utility or affect it injuriously by any means.
Publishing of obscene information in electronic form (Sec.67): The issue of obscenity has
been a complex one. Obscenity is related to morality and morality is not static. It changes
from society to society. But there are certain judgments of the Supreme Court of India in
which the Supreme Court has laid down guidelines for defining obscenity. In
ChandrakntKalyandasKakodkar vs. State of Maharashtra43 the court held that: “What is
obscenity has not been defined either in Sec.292 of IPC or in any of the statutes prohibiting
and penalizing, mailing, importing, exporting, publishing and selling of obscene matters. It is
the duty of the court to consider the obscene matter by taking an overall view of the entire
work and to determine whether the obscene passages are so likely and corrupt the minds of
individuals.”
To constitute an offence of obscenity under Sec.67 it is necessary that there should be
publication or transmission in the electronic form of material lascivious or appeals to the
prurient interest with tendency to deprave and corrupt persons who are likely to read, see
or hear the matter contained or embodied in electronic form.
Breach of confidentiality and privacy (Sec.72): Confidentiality and privacy are synonymous
terms. Even though the Constitution of India has not granted the right to privacy as a
fundamental right, it has been included in the ‘right to life and personal liberty’ as given
under Art.21 of the Constitution of India.
Application of notions of privacy and confidentiality in cyberspace is a difficult task because
of technology. Technology can equip a person to protect his privacy but at the same time it
can help blowing privacy of others. Sec.72 has a limited application. This section has limited
application to the acts and omissions of persons who have been conferred powers under
43AIR 1970 SC 1390.
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the IT Act, rules or regulations made thereunder. The section has conferred powers on
certain persons to secure access to any electronic record, book, register or other material
information. A person who has secured access to any sensitive information should not take
unfair advantage by disclosing without getting consent from the relevant persons.
Offences related to digital signature certificate (Sec.73): A digital Signature Certificate is an
important instrument of trust identifying the subscriber over the networks. So it is
necessary that this instrument of trust remains duly protected under the law. The
ingredients of offence under the aforesaid section are: (a) publication or transmission of a
digital signature certificate. (b) prior knowledge of the fact that (i) the Certifying Authority
listed in the certificate has not issued it, or (ii) the subscriber listed in the certificate has not
accepted it or (iii) the certificate has been revoked or suspended.
Conclusion:
Cyber offences are offences which use computers as tools or targets. Cyber offences share
certain similarities with traditional offences such as theft, forgery, misrepresentation but
they are also different from traditional offences with respect to place of occurrence and
methods.
Cyber crimes owe their origins to the invention of computers. Most of the cyber crimes are
technical in nature which makes them difficult to understand. Cyber forensics and evidence
collection after the commission of a crime is a very complicated job. As people are not
aware about the cyber crimes they prove to be easy victims for cyber criminals. People
hesitate to report cyber crimes which act in the favor of cyber criminals.
It is therefore necessary that awareness regarding the cyber crimes should be carried out
and people should be educated about the cyber crimes. Fast and efficient evidence
collection is also necessary to bring the cyber criminals to justice only then the cyberspace
can be made safe for the people.
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Abstract:
Aadhaar is the world’s largest biometric ID system, can be called as the most sophisticated
ID program in the world, over 1.19 billion enrolled members as of 30th November 2017. It is a
twelve digit unique identity number issued to all Indian residents based on their biometric
and demographic data. This data is collected by UIDAI (Unique Identification Authority of
India). It falls under the jurisdiction of the Ministry of Electronics and Information
Technology, following the Aadhaar Act, 2016 (Targeted Delivery of Financial and other
Subsidies, benefits and services). Though Aadhaar can be compared with Social Security
number of the US, it has more uses and fewer safeguards. Aadhaar is made mandatory and
not voluntary in India. It is true that the validity of Aadhaar is being challenged in the court,
still it is made mandatory to link Aadhaar to various host of services; such as, mobile sim
cards, bank accounts, the Employee Provident Fund, the Public Distribution System and old
age pensions. These linkages may give birth to various problems in terms of cyber security
and economic offences. Financial transactions based on Aadhaar number consist seven
components such as; the customer, vendor, app, the back-end validation software, the
Aadhaar system itself, the phone number and the security of data. At all these mentioned
seven components, the customer’s data is vulnerable to attack. Hence, an attempt is made
to find out pros and cons of Aadhaar card and its linkages in relation to cyber security and
economic offences.
(Key Words: Aadhaar, cyber security, Transaction apps such as BHIM, economic offences,
Pandora’s Box)
Introduction:
In January, 2009, an optional twelve digit identification tool called as Aadhaar was
introduced for Indian citizens. People started discussing on Aadhaar when it was introduced
by UPA-II as National Identification Authority of India Bill, 2010. Under the Aadhaar act
2016, UIDAI (Unique Identification Authority of India) is made responsible for Aadhaar
enrolment and authentication, including operation and management of all stages of
Aadhaar life cycle, developing the policy, procedure and system for issuing Aadhaar
numbers to individuals and perform authentication and also required to ensure the security
of identity information and authentication records of individuals. Government of India
decided to make Aadhaar mandatory for welfare schemes has caused uproar in the mind of
society and social media. Aadhaar number is made mandatory for filing tax returns in
Finance Bill, 2017. So, those who don’t have Aadhaar effectively become “criminals” in the
eyes of the law and are left with no choice but to enroll in Unique Identification (UID).
Aadhaar has been appreciated in the public policy sphere as being a game-changer for
effective implementation of government schemes and at the same time, it becomes a
center of academic discussion as far as plugging leakages via targeted public delivery and
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social support systems is concerned.
There are numerous advantages of Aadhaar card proclaimed by the Government. According
to policy makers, every individual in India will be given a unique identity number so that
fake beneficiaries will be caught. A problem in reaching benefits to poor and marginalized
residents is that they often lack the identification documents they need to receive Aadhaar
that provides a platform to provide directly benefits to residents without the heavy costs
associated today with benefits distribution.Aadhaar may reduce the burden of many
identity proofs such as; photo proof, residential proof, banking proof and etc. For opening of
Jan Dhan account, Aadhaar is the main document evidence. As far as the demerits of
Aadhaar card is concerned, it will be easier for the frauds, which live in the society, to
misuse them if it is used for bank transactions or ATM and debit cards. Most of the
databases will be accessible to the government under the national security clause. That
would mean, there is a potential breach of privacy, which is a pre-condition for civil liberty.
It will be used as tool to identify people on cast and creed basis to utilize them for political
arena. During Elections, there are possibilities of misusing the votes of illiterate peoples.
While Aadhaar is a proof of identity, the mere possession of a physical Aadhaar card is not
authentication of the fact that it belongs to the person carrying it. Due to nonimplementation of this very crucial provision of the Act, any imposter with a genuine
citizen’s name and Aadhaar number can take such a printout and enter high-security areas
and there have already been numerous cases of fake and duplicate Aadhaar cards.
Statement of Problem:
The present paper endeavors to find out role of Aadhaar card in economic offences. If
Aadhaar details are hacked or it is made known to world, one’s name, gender, age, religion,
address and phone number will be disclosed. This very information is sufficient for
fraudsters to deceive or loot common people. Recently, Tribune an online news agency
exposed that one can achieve this treasure of information which may act as capital for
fraudsters in just 500 rupees.
Objectives of the Paper:
 To find out the misuse of Aadhaar in online transaction
 To study the impact of loss of Aadhaar details and its implications in online banking
sector

Hypothesis:
Adhar card is a goldmine for the cyber hackers, fraudsters and scammers. Phishing scams,
Identity threats andfingerprints scams can be easily carried out as it is a single point
database which may trigger killing switch.
Discussion:
There were a lot of problems related to the authentication of Aadhaar card. For example,
fingerprint of an individual is not matching and the data stored under an individual name is
not correct. In the state of Rajasthan, there are almost 1/3rd failures in fingerprint
authentication. In order to solve this problem, the authority decided to appoint village level
entrepreneurs. These entrepreneurs went from door to door in their respective villages to
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check whether the authentication submitted is correct or not. They were able to check the
entire database as they were provided with admin access. It means they had direct access
with the database where entire Aadhaar related information was stored. It resulted in
finding ways to make new admin accounts and share the access. New login ID and password
were developed with admin rights and used to access the entire database. One of these
village level entrepreneur started selling this information. Bharat Bhushan Gupta witnessed
this scam and proceeded further. He noticed that entire information can be brought in only
five hundred rupees. Village level entrepreneur circulated a message on Whatsapp as if he is
paid Rs. 500, he will provide an admin ID and password using which somebody will be easily
accessible to the entire database of Aadhaar card. Bharat Bhushan approached to UIDAI to
complain about this matter and tried to reach the authorities by calling the helpline
numbers, e-mails but in vain. Since, he didn’t receive any reply, he approached to the media
for help and the newspaper titled “The Tribune” pointed this story. Journalist verified the
story and published it entitled ‘Rs 500, 10 minutes, and you have access to billion Aadhaar
details’. UIDAI denied the fact and lodged a complaint against ‘The Tribune’ (8th January,
2018).
One may wonder what the worst thing is if someone comes to know of his telephone
number and address, as he has nothing to hide. But in reality, there are thousands of ways
to conduct scams by using one’s personal information. There are many examples of how
these scams can be taken place and there are distinct scams which have been taken place.
The first and easiest way of conducting such a scam is known as ‘PHISHING SCAMS’. These
are basically a scam where one is befooled to give some money. People consider that only
the brainless will be befooled but the brainy can also be scammed. Scammer will know
victim’s phone number with the help of Aadhaar data base and call you pretending to be a
bank manager. He will disclose victim his account number, mobile number, pan number and
residential details and wish to link victim’s Aadhaar number to bank account. He may
convince victim as he is helping him through phone. In order to this, he will send an OTP on
victim’s mobile phone, and wants that it needs to be shared to Bank Manager for linking
process. Victim will be surely baffled as the manager knows each and every details of him.
Fraudster will disguise victim as bank manager will receive OTP and withdraw money from
victim’s account. The same thing happened with a brainy Rajya Sabha MP named Shamsher
Singh Dullo (Punjab) as he is duped for Rs. 27,000.
Another example of such kind of Aadhaar related scam is a scamp done by the cellular
company ‘AIRTEL’. Company asked customer for their fingerprint authentication to link it
with their Aadhaar card in order to issue SIM card. In the first try, customer was convinced
that the machine didn’t recognize the thumb print and asked to try again. In this way, the
first try of authentication of customer’s fingerprint for the SIM card and in the second try
the fingerprint were used to open a bank account without bringing it to customer’s notice.
Since, the customers don’t know about that account under his name and all of subsidies
were directed into the same account by making it the Default Bank Account. When UIDAI
found about this scam, they suspended AIRTEL’s license stating that AIRTEL will no more be
allowed to authenticate fingerprints (TNN, 18th Dec. 2017).
Many scams can be fruitfully carried out with the help of such kind of authentication, such
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as; for example if I am a vendor selling SIM cards, when customer will come to me to get the
fingerprints done in order to buy a SIM card. I shall reprint fingerprint twice as like AIRTEL, I
couldn’t get the fingerprint in the first try and convince customer to try ones. I shall issue
two SIM cards on behalf of customer and he will never possess knowledge about the second
card. The second SIM card can be sold to anybody using customer’s fingerprints. The person
to whom the card is sold can be a terrorist or a thief, fraudster who will do some mischiefs.
While investigating, the police will find out that the SIM card was purchased by genuine
customer using his fingerprints. The police will hold customer accountable for the crime and
such similar scams are conducted easily.
Another type of scam can be Identity Theft related to Aadhaar card, which has also been
conducted by people. One famous story recently opened the eyes of citizens (Aadhaar of
300 people stolen, Rs 40 lakh pension money swindled, by Express News Service published
on 28th October, 2017). Other cards such as voter ID card, if it is stolen or missed, you have a
choice to produce different cards such as pan card or driving license, one can easily acquire
it in smooth functioning. Whereas, Aadhaar is linked with this entire database, it can be
easily used for identity theft. Aadhaar card is often compared to SSN (Social Security
Number, USA), but it is not linked with all of the different forms of identities. It is just
another form of Unique Identification, one more form of identifying ones identity in USA.
The biggest and most dangerous use of Aadhaar card can be done by none other than the
government itself. Suppose, you criticize the government for not having enough jobs or
something else and protest against them with your demands, the government may get
angry and may declare you anti-national and may deactivate your Aadhaar card. As your
Aadhaar card is linked with all the services, all of them get deactivated too. You can’t access
your bank account too. You won’t be able to buy any insurance scheme and incoming
money will be stopped from all avenues.
Justification of Hypothesis:
So, there are thousands of ways in which scams related to Aadhaar can be conducted.
Scammer likes to hack Aadhaar card as everything is linked with it like bank account and
mobile numbers. Other cards such as driving license, pan card, passport, voter ID card,
ration card and electricity bills differs from Aadhaar card, Aadhaar card is a single point
database in which everything is getting linked. There are multiple uses of Aadhaar card since
it is linked with numerous things, it’s susceptible to being hacked from all of those links as
there’s only one database to be hacked. With this there are chances of increase in
corruption and hacking. The above discussion justifies the hypothesis set for the paper and
approves them. It will be as Pandora’s Box.
Conclusion:
Thus, Aadhaar Card is a very big disaster for us as Indian citizens. Aadhaar card can be used
like a KILL SWITCH by government or scammer to stop people. It’s a goldmine for the
corrupt people, cyber hackers performing Identity Thefts. Honorable Prime Minister of
India, Narendra Modiji rightly twitted on 8th April, 2014, “On Aadhaar, neither the Team that
I met not PM, could answer my Qs on security threat it can pose. There is no vision, only
political gimmick”.
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Abstract:
The kind of crimes instigated on the net are indeed many and varied. Some of the
most common would includes, computer network break-ins-typically these involve hackers
breaking into computer systems and networks to steal data or undertake acts of sabotage
such as planting viruses. Some of the most significant threats to commercial enterprise
come from industrial espionage which concerns the time-honoured tradition of spying upon
one’s computer the arrival of information and technology provides new opportunities for
hacking into and obtaining information for sale about product development, marketing
strategies and other trade secrets. The expanding value of the technologies itself also offers
significant bounties for those able to capture intelligence as a result of software piracy.
Key words: Classification of Cyber Crime, Electronic governance, Cyber crime and cyber
Cheating.
Introduction:
The information Technology Act 2000 neither clearly defines the concept cyber crime
nor use the specific expression, it only provides in general the definition of, and punishment
for certain crime. Cyber crime is defined in narrow terms as a crime consists of only those
offences provided in the IT Act 200. As per this definition cyber crime would mainly be
restricted to tempering with the computer source code, hacking and pornography. Others
like cyber fraud, defamation, e-mail abuse, computer related thefts etc. would not classified
as crime. Broadly stated, ‘Cyber Crime’ could be stated as an act of commission or omission
committed on or through or with the help of or connected with the Intern, whether directly
or indirectly. It is prohibited by any law and for which punishment, monetary or corporal is
provided. Applying this definition, the IT Act, 2000 provides for and punishes only certain
cyber offences and is not applicable for all cyber crimes. There are variations in determining
the crimes in its narrow and broad terms. The crimes that comes under broad definitions
are punishable, for example, if an individual threatens any other individual with causing
death or grievous hurt, though an individual shall be liable for the offences of criminal
intimidation under section 506 of the Indian penal code, 1860, and no offence under IT Act,
this offence would still be classified as a cyber crime as per the broad definition. On the
other hand for example, if an individual cheats any other individual on internet, would be
liable for cheating under section 420 I.P.C and not under IT Act, 2000, and this act is
commonly called cyber fraud and would nevertheless be classified as a cyber crime.
Classification of Cyber Crime:
 Old crimes committed on or through the new medium of the internet. For instance,
cheating, fraud, misappropriation, defamation, threats, ect. committed on or
through, or with the help of interne, would fall under old crime category. These
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crimes are old but there place of operation is new, these crimes are conducted
through internet, The internet with its speed and global access had made cyber
crimes much easier, efficient, risk-free, less expensive and profitable to committee.
These can be called as crime ‘on’ Internet.
 New crimes created with the internet itself, for example, hacking, planting viruses
etc. these can be called as crimes ‘of ’ the Internet. New crimes used for commission
of old crimes. For example , where hacking is committed to carry out cyber frauds.
 Computer crimes proper, such as hacking where a computer and network are
essential for the commission of the offence. Computer assisted crimes, such as cyber
pornography where the medium of the internet is used.
 Crimes where the computers is only incidental for commission, such as cyber fraud.
Though IT Act, 2000 specifically defines and punishes only a few crimes, it recognizes
that there are other crimes cyber which are provided in the Indian Penal Code,1860.
It was perhaps perceived by our legislatures that many of the offences in Internet
cease to apply to cyberspace because the definition of ‘document’ did not include
within its ambit.
Hence it was found by our law makers to amend the various provisions by specially
making ‘electronic records’ a part thereof. It was further perceived that the offence of
forgery of documents did not apply to electronic records because the definition of
‘document’ did not cover within its ambit ‘electronic record’. Thus the Information
Technology Act, 2000 through section 91 has amended various provisions for the Indian
Penal Code,1860, which are specified in the first schedule of the IT Act, 2000. Douglas
Thomas and brian D. loader in cybercrime : law enforcement, security and surveillance in
the information age has explained the cyber crime as fraud and cheating.
The global connectivity of the internet, for example ,makes it much easier for criminals to
act beyond national boundaries to conduct their illegal affairs, it also makes it possible for
existing organized crimes to use more sophisticated techniques to support and develops
networks for drugs for trafficking, money laundering ,illegal arms trafficking, smuggling and
the like. For hackers with the requisite computers skills, a large market exist for security and
trade secrets which can be accessed and transmitted electronically. Furthermore, the
money-to-many communication which is an essential feature of the internet enables the
production and worldwide dissemination of information and knowledge which could be
potentially harmful, threatening or liable to incite violence.
Cyber crime and cyber cheating:
Fraud on the Internet constitutes about one-third of all cyber crimes. Internet fraud
and forgery have increased by a substantial twenty nine percent over the past years. It is the
most profitable business on Internet. Cyber crimes and cheating are waiting for e-commerce
to unleash its potential because there profitability is directly linked with the growth of ecommerce. Of even greater significance perhaps is the blurring of the distinction between
internal and external security. The transforming qualities of Information and communication
technologies make it increasingly difficult to distinguish between war fare terrorism and
criminal activities. Extremist political groups, for example, may engage in all the areas. A
country in the post cold war period may be more under threat from economic espionage
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than nuclear assault. The use of ICTs by non-government organization and
international criminal organizations will therefore clearly have an increasingly important
impact upon the functioning of law enforcement and security agencies in the information
age. Finally, countermeasures to cybercrime also raise fundamental questions for the study
of criminology, the law and formulating policies. The US congressional joint economic
committee suggested that ‘the world wide web’ has allowed for an endless arrange of
frauds scams ,intrusions and piracy.
Electronic governance:
1. Legal recognition of electronic records:
Where any law provides that information or any other matter shall be in writing or in
the typewritten or printed form, then, notwithstanding anything contained in such law, such
requirement shall be deemed to have been satisfied if such information or matter is (a) Rendered or made available in an electronic form; and
(b) Accessible so as to be usable for a subsequent reference.
2. Legal recognition of electronic signatures:
Where any law provides that information or any other matter shall be authenticated
by affixing the signature or any document shall be signed or bear the signature of any
person, then, notwithstanding anything contained in such law, such requirement shall be
deemed to have been satisfied, if such information or matter is authenticated by means of
electronic signature affixed in such manner as may be prescribed by the Central
Government. Explanation.–For the purposes of this section, “signed”, with its grammatical
variations and cognate expressions, shall, with reference to a person, mean affixing of his
hand written signature or any mark on any document and the expression “signature” shall
be construed accordingly.
3. Use of electronic records and electronic signatures in government and its agencies.–
Where any law provides for (a) The filing of any form, application or any other document with any office, authority, body
or agency owned or controlled by the appropriate Government in a particular manner;
(b) The issue or grant of any license, permit, sanction or approval by whatever name called
in a particular manner;
(c) The receipt or payment of money in a particular manner, then, notwithstanding anything
contained in any other law for the time being in force, such requirement shall be deemed to
have been satisfied if such filing, issue, grant, receipt or payment, as the case may be, is
effected by means of such electronic form as may be prescribed by the appropriate
Government.
(d) The appropriate Government may, for the purposes of sub-section (1), by rules,
prescribe the manner and format in which such electronic records shall be filed, created or
issued the manner or method of payment of any fee or charges for filing, creation or issue
any electronic record under clause (a).
4. Delivery of services by service provider:
(a) The appropriate Government may, for the purposes for efficient delivery of services to
the public through electronic means authorize, by order, any service provider to set up,
maintain and upgrade the computerized facilities and perform such other services as it may
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specify, by notification in the Official Gazette. For the purposes of this section, service
provider so authorized includes any individual, private agency, private company, partnership
firm, sole proprietor firm or any such other body or agency which has been granted
permission by the appropriate Government to offer services through electronic means in
accordance with the policy governing such service sector.
(b) The appropriate Government may also authorize any service provider authorized under
sub-section (1) to collect, retain and appropriate such service charges, as may be prescribed
by the appropriate Government for the purpose of providing such services, from the person
availing such service.
(c) Subject to the provisions of sub-section (2), the appropriate Government may authorize
the service providers to collect, retain and appropriate service charges under this section
notwithstanding the fact that there is no express provision under the Act, rule, regulation or
notification under which the service is provided to collect, retain and appropriate e-service
charges by the service providers.
(d) The appropriate Government shall, by notification in the Official Gazette, specify the
scale of service charges which may be charged and collected by the service providers under
this section: Provided that the appropriate Government may specify different scale of
service charges for different types of services.
5. Retention of electronic records:
Where any law provides that documents, records or information shall be retained for
any specific period, then, that requirement shall be deemed to have been satisfied if such
documents, records or information are retained in the electronic form, if (a) The information contained therein remains accessible so as to be usable for a
subsequent reference;
(b) The electronic record is retained in the format in which it was originally generated, sent
or received or in a format which can be demonstrated to represent accurately the
information originally generated, sent or received;
(c) The details which will facilitate the identification of the origin, destination, date and time
of dispatch or receipt of such electronic record are available in the electronic record:
Provided that this clause does not apply to any information which is automatically
generated solely for the purpose of enabling an electronic record to be dispatched or
received. Nothing in this section shall apply to any law that expressly provides for the
retention of documents, records or information in the form of electronic records.
6. Audit of documents, etc., maintained in electronic form:
Where in any law for the time being in force, there is a provision for audit of
documents, records or information, that provision shall also be applicable for audit of
documents, records or information processed and maintained in the electronic form.
7. Publication of rule, regulation, etc., in Electronic Gazette:
Where any law provides that any rule, regulation, order, bye-law, notification or any
other matter shall be published in the Official Gazette, then, such requirement shall be
deemed to have been satisfied if such rule, regulation, order, bye-law, notification or any
other matter is published in the Official Gazette or Electronic Gazette: Provided that where
any rule, regulation, order, by-law, notification or any other matter is published in the
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Official Gazette or Electronic Gazette, the date of publication shall be deemed to be
the date of the Gazette which was first published in any form. Ministry or Department of the
Central Government or the State Government or any authority or body established by or
under any law or controlled or funded by the Central or State Government should accept,
issue, create, retain and preserve any document in the form of electronic records or effect
any monetary transaction in the electronic form.
8. Power to make rules by Central Government in respect of 1[electronic signature]:
The Central Government may, for the purposes of this Act, by rules, prescribe (a) The type of 1[electronic signature];
(b) The manner and format in which the 1[electronic signature] shall be affixed;
(c) The manner or procedure which facilitates identification of the person affixing the
1[electronic signature];
(d) Control processes and procedures to ensure adequate integrity, security and
confidentiality of electronic records or payments; and
(e) Any other matter which is necessary to give legal effect to 1[electronic signatures].
Validity of contracts formed through electronic means where in a contract formation, the
communication of proposals, the acceptance of proposals, the revocation of proposals and
acceptances, as the case may be, are expressed in electronic form or by means of an
electronic records, such contract shall not be deemed to be unenforceable solely on the
ground that such electronic form or means was used for that purpose.
Conclusion:
It is essential to have separate jurisdiction for the Internet. IT Act, 2000 had received
legal recognition this Act aims to provide the legal infrastructure for e-commerce in India. As
the cyber laws have a major impact for e-businesses and the new economy in India. It is vital
from all aspects to understand various perspectives of the IT Act, 2000 and the informative
trends in it. The Information Technology Act, 2000 also aims to provide for the legal
structure so that legal truthfulness is accorded to all electronic records and other activities
carried out by electronic means. The Act states that unless otherwise agreed, an acceptance
of contract may be expressed by electronic means of communication and the same shall
have legal validity and enforceability. Cyber crime can be regarded as computer -mediated
activities which are either illegal or considered illicit by certain parties and which can be
conducted through global electronic networks. its distinctiveness is derived from the
versatile capabilities provided by the new information and communication technologies
ICTs.
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Abstract:
Indian economy has witnessed two major striking decisions taken by the government in 2016
and 2017. The Government of India announced the demonetization of all 500 and 1,000
banknotes of the Mahatma Gandhi Series. Government brought promising change in the
field of indirect taxation and introduced Goods and Services Tax (GST) which is levied in India
on the sale of goods and services. Demonetization's motto was to encourage cashless/digital
economy. It has welcomed cybercrime threats in India. Cashless economy means more and
more use of digital mode and less use of cash in transactions. Digital technology is
encompassing in all walks of life, all over the world and has brought the real meaning of
globalization. Cybercrime denotes any misconduct which includes a computer and network.
There is no doubt as digital environments have introduced new levels of efficiency,
connectivity and productivity to businesses of all types the world over. The same thing is
happened in the field of cybercrime, where hackers are investing more on research.
Demonetized India is open market for these fraudsters, scammers and hackers. It’s a matter
of an academic discussion, whether the objectives set by government behind demonetization
are fulfilled or not but surely, cybercrime has scored its percentage. Situation is alarming;
Cybercrime is an upcoming and is talk of the academician in every field of the
society/system. Researcher has tried to elaborate recent trends in cybercrime in the era of
digital economy after demonetization. An attempt is made to find out various tricks used by
hackers to loot money.
(Key words: Demonetization, cyber security, cybercrime, distinct trends in cybercrime)
Several countries like USA in 1969; Zaire in 1990; Australia in 1996; Zimbabwe in 2010 and
North Korea in 2010 have resorted to demonetization. The Indian government had
demonetized bank notes on two prior occasions - once in 1946 and then in 1978 and in both
cases, the goal was to combat tax evasion by "black money" held outside the formal
economic system. Firstly, government has not proclaimed about digital economy or cashless
economy. Hence, cybercrime was not the issue to be taken care of. Prime Minister of
India, Narendra Modi announced the demonetization in an unscheduled live televised,
address at 20:00 Indian Standard Time (IST) on 8 November. In the announcement, PM
declared that use of all 500/- and 1000/- banknotes of the Mahatma Gandhi
Series would be invalid past midnight and announced the issuance of new 500/and 2000/- banknotes of the Mahatma Gandhi New Series in exchange for the old
banknotes. There are many more reasons on why demonetization came into effect, but the
listed one’s seemed to be more important for the government as directed; to hit Maoists, to
make corrupts burn cash, to make municipalities’ record recoveries, to hit the fake currency
rackets and huge opportunities for mobile wallets. India witnessed notable improvement in
the digital transactions across segments in next seven months. According to the RBI data,
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the volume of debit card usage (digital transactions) spiked to 415 million in December last
year from just 236 million in the previous month when the demonetization was announced.
The value of digital transactions hiked from Rs 32,200 crore to Rs 58,000 crore in just one
month.
Indian cities and aristocratic class was aware of cashless economy. Whereas, rural area
consisting merely educated class was dragged into cashless economy. People started using
smartphones, credit/debit cards, mobile banking, internet banking, etc. Without proper
education of cybercrime or an idea of online digital frauds it was like walking in crowd
without specs. Hackers, scammers and fraudsters targeted this huge density and launched
various products to deceive people. Educated people, Political leaders and so called
academicians are also trapped by these hackers. Cyber criminals are doing their business for
many reasons; for the sake of recognition, for the sake of quick money, for terrorism, found
new opportunities to do legal acts using digital architecture and many more. Cyber criminals
want to use their knowledge to gain benefits quickly whereas; they are not driven by ego or
expertise. They are using their expertise to steal, deceive and exploit people as they find it
easy to earn money without having to do an honest routine work. It has become a real
threat today using distinct weapons to loot ones wealth. Cybercrimes are broadly
categorized into three categories such as; individual, property and government. There are
distinct kinds of cybercrimes noticed in India after demonetization that can be discussed as
follows:
Corporate Account Takeover:
This is costly and ranks among the fastest and most healthy type of attack. Criminals initially
successfully achieve victim’s financial banking credentials and then use various innovative
softwares to hijack one of his computers and then it becomes easy for criminal to steal
money from victim’s bank account. It costs lacks of rupees.
Tax Refund Fraud:
Tax refund fraud can become rampant in recent years. In such kind of frauds specific course
is practiced by the fraudster. Cybercriminal initially obtain victim’s details such as; name,
mobile number, maid ID, pan number, address and date of birth. Then fraudster claims
standard deduction, tax credits and generates a large refund. It is done electronically.
Identity Theft:
Fraudsters seeks one’s personal details for the same. He or she successfully steals a person’s
personal identifiable information. There are several malicious purpose behind identity theft
such as; opening a line of credit, purchasing goods or services, receiving medical care,
obtaining employment, buying or renting a house, etc.
Theft of Sensitive Data:
Sensitive data such as unencrypted credit card information stored by a business, personally
identifiable information, trade secrets, source code, customer information and employee
records all attract the attention of cybercriminals. This cybercrime overlaps with previous
discussions of personally identifiable information, identity theft and security breaches. The
costs to victims of this type of cybercrime can be high, and involve both public-image
damage and financial costs related to loss of business, legal fees and increasing security
measures.
Theft of Intellectual Property:
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Intellectual properties are at the risk of being stolen such as commercial and copyrighted
material such as movies, music and books. China specially supports such kind of hacking.
Tommie Singleton, director of Consulting Services, Carr Riggs & Ingram rightly denotes in his
research article entitled ‘The Top 5 Cybercrimes’ as:
“Chinese hackers have stolen product blueprints, manufacturing plans,
clinical trial results, pricing documents, negotiation strategies and other
proprietary information from a large number of commercial entities in the
United States, including Coca-Cola, Lockheed Martin and many others.” (6)
Here, criminals commit commercial espionage if they locate and steal a competitor’s
intellectual property. This is done very specifically in an unauthorized manner.
Unauthorized access and hacking:
It means an illegal intrusion into computer system or network as it is done without
permission of person in charge of the computer or network. This is specifically done in order
to steals ones credit card information. Government websites are also hacked for monetary
gains. These hackers are generally classified as; White Hat Hackers, Black Hat Hackers and
Grey Hat Hackers as per their motifs and course behind hacking.
Web Hijacking
It is deliberate forceful control of one’s website. Original controller loses his control of the
website and its content. Criminal can use this website and content to earn money, to
defame controller, to demand for money and exploit website users.

Child Pornography:
Children gets an easy access to computer and internet as it is become necessity of every
household. Vardhaman Mahaveer Open University, Kota manufactured study material
rightly points this issue as:
“Pedophiles lure the children by distributing pornographic material and then
they try to meet them for sex or to take their nude photographs including
their engagement in sexual positions. Sometimes pedophiles contact children
in the chat rooms posing as teenagers or a child of similar age and then they
start becoming friendlier with them and win their confidence. Then slowly
pedophiles start sexual chat to help children shed their inhibitions about sex
and then call them out for personal interaction. Then starts actual
exploitation of the children by offering them some money or falsely
promising them good opportunities in life.” (42)
This led to defame the parents for money; children are forced to act in porn films for
earning money for both criminal and themselves.
Phishing:
Phishing is the act of sending an e-mail to a user misleadingly demanding to be an
established legitimate enterprise in an attempt to scam the user into surrendering private
data that will be used for identity theft. The e-mail directs the user to visit a web site where
they are asked to update personal information, such as passwords and credit card, social
security, and bank account numbers that the legitimate organization already has. Junxiao
Shi, Sara Saleem remarkably introduced phishing as:
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“Phishing is a form of social engineering in which an attacker, also known as a
phisher, attempts to fraudulently retrieve legitimate users’ confidential or
sensitive credentials by mimicking electronic communications from a
trustworthy or public organization in an automated fashion…. Internet
scammers were using email lures to “fish” for passwords and financial
information from the sea of Internet users…” (1)
The Web site, however, is bogus and set up only to steal the user information. By spamming
large groups of people, the phisher counted on the e-mail being read by a percentage of
people who actually had listed credit card numbers with legitimately.
Online Gambling:
There are millions of websites; all hosted on servers abroad, that offer online gambling. In
fact, it is believed that many of these websites are actually fronts for money laundering.
Cases of hawala transactions and money laundering over the Internet have been reported in
India.
Along with these above mentioned techniques, there are several way to manipulate
cybercrimes such as: E-Commerce/ Investment frauds, Internet time theft, Email-bombing,
theft of information contained in electronic forms, forgery, cyber defamation, E-mail
spoofing, Sale of Illegal articles, salami attack, software piracy, virus attack, pornography,
cyber stalking, Data Diddling, Physically damaging a computer system and theft of computer
system.
Thus, it is whistle blower warning for all Indians to remain cautious about cybercrimes. It is
need of the time to understand various techniques of cybercrimes and remain intact with
knowledge. We cannot avoid or stay away from digitalization as it is demand of changed
course of time, at least people can propagate and execute necessary actions to oppose
cybercrimes.
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Abstract:
This research paper examines the cyber articles published in “The Hindu” “In School”
student edition newspaper for awareness among school going pupils using it. The use of
content analysis has been applied to check the amount of articles covered in the said
newspaper on the theme of cyber for the current academic year. The output of the study
reveals that this issue has been discussed under various topics in the said newspaper which
brings the subject of cyber to be understood by the pupils reading it. The future success of
Digital India rests on the shoulders of this young population.
Key Words: cyber, student edition, newspaper
Introduction:
The role of journalism is to inform the citizens to increase their awareness about various
topics which are related to our society (Kulkarni, 2006). The distribution of the student
edition newspaper has been since 200844 in India. Even though this project popularly called
as News in Education45 has been in India for quite some time, the regular daily newspapers
were in use before. These exclusive student edition newspapers are only available to school
students directly sold in their respective schools by various media houses. Varying from
tabloid to broad sheet newspaper formats, the present study has considered the articles
related to cyber topics in the “The Hindu” “In School” newspaper helping students to
become aware about them (Nagasampige, 2016). Cyber is derived from the word the Greek
word "Cybernetic" which means to govern or to steer. This research inquires the various
aspects of this topic for the effective participation of future citizens who are currently in
school.
Objective:
To examine the frequency of articles related to the topic cyber in the “In School” newspaper
during the current academic year. The objective of this research is to analyze
comprehensively the said topic to present the students with an opportunity of becoming
aware about the various cyber related aspects.
Methodology:
This study uses multimethodology with the application of descriptive research approach and
mixed methods of data analysis (Wimmer & Dominick, 2011). A purposive sampling has
been adopted for the present study. The student edition newspapers published from Jun

44 Audit Bureau of Circulations certificate of circulation and distribution, India
45 World Association of Newspapers
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2017 to Jan 2018 are considered for the testing. This consideration was due to the
availability of the said student edition newspapers to the researcher.
Analysis:
With the primary objective of finding out the number of article published in the said
newspaper regarding the cyber topics are revealed as under.
Table 1.0 Frequency of cyber related articles and words count
Month
Articles
Words
Jun
2
5
Jul
2
5
Aug
1
1
Sep
4
12
Oct
1
3
Nov
5
8
Dec
1
2
Jan
1
3
Total
17
39
As the table 1.0 display a total of seventeen articles were published in “The Hindu”
“In School” newspaper on the said topic during the selected period of study. The word count
also known as textual analysis which reveals that the word “cyber” has been used thirty nine
times in total seventeen numbers of articles. With disproportionate occurrences between
them, only during the month of August 2017 the article and word were same.
Chart 1.0 percentage Frequency of cyber related articles and words count

The chart 1.0 depicts the percentage frequency of the articles and words on cyber
covered in the said newspaper. A month-wise comparison within the articles chart shows
that the maximum numbers were published in the month of November 2017 that is 29%.
The word frequency occurred maximum during the month of September that is 31%.
Ransomeware:
During the month of June 2017, there were two articles published related to the said
topic. The article with over 346 words with the heading “Save your iPhones”46 discusses the
issue of Pegasus spyware. Here the Russia-based organisation “Kasperkey Lab” highlights
the cyber security issue of the iPhones being hacked. In this article, the word cyber
46 The Hindu – In School dated 28.6.17 p2
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occurred twice in tandem with security putting the emphasis on the importance of
the topic of concern. Another article with the heading “Nyetya ransomeware behind cyber
attack”47 was an article published with 113 words. Under the page titled “State scan” as
mentioned previously with the heading “19 Karnataka” 48 discussed about a student with
his team at Edith Cowan University, Australia developing a system of early warning of cyber
attacks on small business. This article consists of 95 words and cyber has been used twice
along with the word security and as mentioned before. During the month of January 2018
there was only one article published on the topic of research. With the heading “Less than
10% of Gmail users enable two factor authentication 49” it discussed about the need of
increased security use for accessing emails. Mentioning that 90% of the Gmail users are
vulnerable to cyber attacks, only 12% of US citizens use a password manager to protect their
email accounts. Emphasizing on cyber security training the article covers various aspects
related to it.
Virus:
A computer virus called “Nyetya” was the topic of discussion. Cisco’s (Talos) a cyber
security company had warned about the virus attack. The readers got the opportunity to
become aware of cyber attacks and various institutions worldwide. Here the word cyber was
used thrice including in the heading of the article. Surprisingly both the articles had
appeared on consecutive days in the student edition newspaper.
Etiquettes:
In the month of July 2017, there were two articles covering the said subject. With
the heading “Bad behaviour is trending online, inspiring it in real life”50 discusses the cyber
incivility practiced by cultural leaders. The article emphasises on celebrities who engage in
humiliating attacks on social media are rewarded while in school the bullying behaviour and
name calling is considered as unacceptable behaviour. An article with 360 words uses cyber
word thrice, once in its sub heading with the word incivility stressing the importance of the
issue in hand. Also a feedback has been invited from the readers of the said student edition
newspaper in response to the published article. Another article published under the
“Students write in”51 column two different students has expressed their thoughts regarding
the said subject using the word “cyber” in their letter to the editor. A student from class
tenth, Vijayamanglam, Tamil Nadu responded to the previous article’s “Cyber Incivility”
feedback expressing his good use of social media. Another twelfth standard student from
Dholpur, Rajasthan similarly responds positively and speaks out in 73 words about the same
subject. This article consists of 364 words and a total of six students (Kanyakumari, Kathur,
Bidar, Palakkad) including the above two express their responses to the previous published
article. During the month of October 2017 there was only one article published on the said
topic. With the heading “I ain’t a Bully”52 the discussion includes emotional, verbal, physical
and cyber bulling. The article consists of 460 words and word cyber has been used thrice
47 The Hindu – In School dated 29.6.17 p1
48 The Hindu – In School dated 13.11.17 p2
49 The Hindu – In School dated 24.1.18 p2
50 The Hindu – In School dated 14.7.17 p3
51 The Hindu – In School dated 21.7.17 p3
52 The Hindu – In School dated 3.10.17 p2
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along with bullying. The topic shared that no proper solution for cyber bullying has been
found yet then.
Artificial Intelligence:
The month of August 2017 had only one article on the said subject. With the heading
“Future of pilotless planes”53 the article consists of 488 words. The title itself was printed
inside a picture of a plane. With the usage of the word “cyber” once in the article it
discusses the vulnerability of cyber-attacks if planes were to be pilotless. “Will robots
become smarter than humans?”54 is the heading covering the topic of artificial intelligence.
This article consisting of 594 words and the word cyber is used five times with a
combination of security, attack, money, world and resilience. With a variety of words the
students are exposed to a wide possibility of concepts about the word in study of this
research. “Fooled by a 3D mask”55 is an interesting article which discusses about the topic
on artificial intelligence. With the use of 3D printed mask a team of Vietnamese researchers
claim to have fooled the Apple iPhone X face recognition technology. This article consists of
303 words and the word cyber is used just once.
Training:
September 2017 had four articles on the said topic. Under the page titled “State
scan”56 it covers news in brief about the various states of India. Under the number 18,
Kerala it discusses about the training of sixty thousand government high school students in
Kerala who will be imparted training in animation, electronics, hardware, cyber-security and
Malayalam computing by the Kerala Infrastructure and Technology for Education (KITE) a
not for profit organisation. December 2017 had only one article published on the topic of
discussion. With the heading” App development training for Kerala children” 57 As
mentioned previously the KIET conducted training for eighth, ninth and tenth students in
Animation, Hardware, Cyber Safety, Electronics and Malayalam Computing. About thirty
thousand school students had participated in this training. This article consisted of 378
words and the word cyber was used twice along with the word safety.
Games:
Another article with the heading “Get Cyber Smart!58” is about the issue of internet
based games. This article consists of 931 words and the word cyber is used four times,
including the word covered in the heading of this article grabbing the attention of the
reader. The game “Blue Whale” has been argued in details in this article and the various
safety precautions the government of Tamil Naidu has been highlighted here. With two
different pictures the reader is bound to be careful while dealing with this issue. The

53 The Hindu – In School dated 9.8.17 p2
54 The Hindu – In School dated 20.9.17 p2
55 The Hindu – In School dated 15.11.17 p2
56 The Hindu – In School dated 4.9.17 p2
57 The Hindu – In School dated 22.12.17 p3
58 The Hindu – In School dated 15.9.17 p5
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heading “The guardian quick crossword 12602”59 consists of a puzzle were the reader is to
fill the words in the blank spaces. The word cyber criminal has been given as a part of the
puzzle. This article consists of 137 words and only once the word cyber was used.
Terrorism:
An article with the heading “A worrisome third place for India”60 argues about the
conditions of natural disasters faced in India compared to the other countries in the world.
The article consists of 643 words in total and with the usage of cyber twice along with
attack; the article discusses issues of relations in between countries. Under the column “At a
Glance” with the heading” World Cup, Olympics terror threats growing, says Interpol”61
discusses about the cyber security. The article consists of 140 words and twice the word
cyber is used with crime and the previous mention. A reference to the Rio Olympics of 2016
and the potential terror attacks were the issue at hand in this article. “Model UN meets
held” is a heading discussing the achievements of four students from Navi Mumbai who had
won in a contest of which one of the students had taken up the issue of cyber security and
surveillance. This article consisted of 208 words and twice the word cyber had been used
with security.
Conclusion:
With the publishing of technology news for the cyber awareness of the students using the
“In School” newspaper can definitely help the success of Digital India. The negative side is
that school children can also use this information to play pranks or also divulge into criminal
acts. It depends on how the attitude of a person is, decides what s/he will do with the
information in hand. The role of the peer, parents and teacher is extremely important in
moulding the attitude of the school student. The student edition newspaper can increase
the number of articles on the topic of this research so as to continuously be aware and
benefit out of it. The only time that the topic “cyber” had been discussed twice on the same
day was in the month of November 2017. Many other topics like cyber law, cyberdelic
culture, cyberactivism, cyberactivity, cyberaddiction, cyberadvocacy, cyberage,
cyberaggression, cyberanarchism, cyberanonymity, cyberart, cyberassault, cyberathlete,
cyberauction, cyberaudience, cyberbank, cyberbarrier, cyberbazaar, etc could be also
covered in the student edition newspaper.
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Cyber-crimes in India: - Growing threats and implication
Mr. Anand Suryabhan Kore62
Introduction
The crimes, due to growing usage of internet and computers have now become a visible and
serious threat. Everywhere when a computer is linked to internet
possibility of crime cannot be denied. Crimes occurs not because of
technology but because of misuse of technology. Cybercrime is a classic
example as to how a technology can be used for greed, hatred and
warfare. Human mind is a very complex thing; it is obvious that man
puts his mind to multiple uses. However, in most of the cases the ideas and actions are not
meant for welfare but for destruction of causing obstruction, this is the root cause of crime.
Behind cybercrimes also same mentality works. Therefore, it has now become necessary
that people should be rightly educated about growing menace of cybercrimes. Therefore,
what needs to be done is to create awareness, right mind-set, appropriate understanding
and developing a wall of protection to prevent occurrence of cybercrimes.
Cybercrimes in a way are much different from conventional crimes. The major difference is
due to invisibility of cybercrime and its multi-level impact. Cybercrimes influence a large
section of society, institution and people simultaneously. In one shot it kills large number of
people without their knowledge. Therefore, cybercrime is more heinous and ugliest form of
crime to the society. It is therefore necessary to understand how cybercrime influences and
affects different sections of the society.
Concept of cybercrime:
63Cybercrime is defined as a crime in which a computer is the object of the crime (hacking,
phishing, spamming) or is used as a tool to commit an offense (child pornography, hate
crimes).
Cybercrimes include Email bombing
 Hacking
 Spreading computer virus
 Phishing
 Identity theft
 Internet fraud
 Malicious software
 Cyber warfare
 Domain hijacking
 SMS spoofing
 Voice phishing
 Cyber
trafficking
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Peculiarities of cybercrime:
Cybercrime is much different in nature from conventional crimes. It influences everything
that comes in its way. It is often not directed at individual but may have a larger and wider
impact on everything that comes in its way. Therefore, it becomes important to understand
dimensions of cybercrime. The distinction between cybercrime and conventional crime can
be rightly understood if one understand the manner of its impact. Following are the
important points related with cybercrimes, as it is different from conventions.
Table 1. Difference between cybercrime and conventional crime
Cybercrime
Conventional crime
Evidence of offenses- Cyber criminals use Evidence of offenses- Criminals in
internet for criminal activities, they leave conventional crime usually leaves traces of
very little evidence
crimes in the form of fingerprint, or physical
evidences.
Identification of the criminal- cybercrime Identification
of
the
criminalIn
involves offenders using fake identity, so it is conventional crimes, criminals leave some
very difficult to locate them so it takes more physical evidence that can be used to
time to locate them.
identify them.
Force involved- Cybercriminals do not need Force involved- In most of the conventional
to use any force as they merely use the crimes (murder, burglary etc.) involve the
identities of their targets to steal from them. use of excessive force, which may results
into injury.
Cybercrime occurs in a variety of forms. The technological support to the criminal mind is a
major threat. To understand this it will be appropriate to know in how many forms
cybercrime occurs.
1. Hacking: Hacking is an attempt to exploit a computer system or a private network inside
a computer. In simple words, it is the unauthorised access to or control
over computer network security systems for some illicit purpose. It is the
most dangerous threat to e-commerce and internet.
2. Email Bombing: An email bomb is a form of Internet abuse, which is perpetrated through
the sending of massive volumes of email to a specific email address with
the goal of overflowing the mailbox and overwhelming the mail server
hosting the address, making it into some form of denial of service attack or
may result in to crashing of email-server.
3. Spreading viruses: A virus is a type of malicious software (malware) comprised of small
pieces of code attached to legitimate programs. When that program
runs, the virus runs. Computer virus can be spread through infected
emails attachments, CDs, pen drives, internet etc. This virus affects
normal functioning of the computers; sometimes it may stop working of whole computer
system.
4. Phishing: Phishing is the attempt to obtain sensitive information like passwords, credit
card details, usernames etc., often for malicious reasons, by disguising as a
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trustworthy entity in an electronic communication. Phishing is typically carried out by
email spoofing or instant messaging.
5. Identity theft: Identity theft is the deliberate use of someone else's identity, usually as a
method to gain a financial advantage or obtain credit and other benefits in
the other person's name, and perhaps to the other person's disadvantage or
loss.
6. Cyber warfare: Cyberwarfare is any virtual conflict initiated as a politically motivated
attack on an enemy's computer and information systems. Waged via the
Internet, these attacks disable financial and organizational systems by
stealing or altering classified data to undermine networks, websites and
services. Cyber warfare is also known as cyber war.
7. Domain hijacking: Domain hijacking or domain theft is the act of changing the
registration of a domain name without the permission of its original
registrant, or by abuse of privileges on domain hosting and registrar(s)
software systems.
Scope of cybercrime:
Today cybercrime is considered as an ultimate threat to social and economic stability. Most
of the institutions whether financial, commercial, economic, administrative or social are
facing the problem of cybercrime. There is no institutions, which is not adversely affected
due to threats and evil effects of cybercrime. The Whole globe is under the cloud of threats
due to growing cybercrimes. A diagram explaining as to how 20 major countries are affected
due to cybercrime is presented here:

Source: Businessweek/symantec
Cybercrime occurs in variety of ways. Sometimes cyber threats are direct. At times they are
indirect and invisible. In many cases due to personal hatred, rivalry and greed individuals are
attacked by the cyber criminals. Whereas on a larger scale institutions of all type are either
disturbed in terms of functioning or go, dysfunction or sometime there occurs a malfunction
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due to viruses. This results in loss of data, security threats, data corruption, unauthorised
data mining, and misuse of data on a larger scale. The growing threat of cybercrime is
explained with the help of a graph below-

Source: http://www.business-standard.com
Cybercrimes occurs in a variety of forms viruses, malwares, warms and Trojan horse are the
simplified versions of cybercrimes. The growing number of cyber-attacks indicates the
changing mind-set of criminals and vicious approach they are adopting. The number of
attacks due to viruses, warms and Trojan horse and their growing implications are
presented in the diagram below:

Motives of cybercrime and its implications on social security:
Criminal motives can be explained in simple words- greed, need, jealousy and hatred.
People often commit a crime due to these reasons. The motives of crime have remained the
same since the beginning of history of crimes. The techniques and approach has changed
but the mindset of criminal has remained the same. The growing number of cybercrimes
cases in India is revealing example of how the cybercrime has become a major criminal force
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affecting, stability, sensitivity of the social mind. Society cannot tolerate such growing threat
but it is clear from the statistics below that cybercrimes are increasing in a geometric
proportion:

Cyber Crimes up by more than 3 times in 5 years
Year
IT Act
IPC
Cases registered
Persons arrested Cases registered
Persons arrested
2011
1791
1184
422
446
2012
2876
1522
601
549
2013
4356
2098
1337
1203
2014
7201
4246
2272
1224
2015
8045
5102
3422
2867
Total
24269
14152
8054
6289
Source: https://factly.in/
The motives of cybercrimes like any other crime are almost same. People with criminal
mentality often commit the crime with the same intentions. NCRB (National Crime Records
Bureau) has collected and published the statistics explaining basic motives behind
cybercrimes. This indicates the fact that the criminal mentality has a universal mindset and
it works almost in the same manner in every part of the globe.
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Conclusions:
The above discussion helps us to conclude that, organisations whether government or
private, profit making or working for charity, working for security and defence or working
for promotion of peace all have the same problem i.e. they cannot escape from the threat
of cybercrime. Cyber security has become essential mechanism to protect the interest of
organisation and the individual. Developing a right kind of firewall is the first case in this
direction. However more than that it is necessary to develop right awareness and educate
the people about this growing threat of cybercrime. One cannot stop using internet and
computers but one must exercise due diligence, caution, and take preventive measures to
protect himself from the serious invisible threat of cybercrime.
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Abstract:
"Cyberspace" is a very wider term about which Most of us have a limited knowledge
of "Cyberspace" and the crimes occurring in "cyberspace", known as cybercrime,
which happens on computer and the Internet, however, cybercrime has a severe
potential for remarkable impact on the lives of individuals and our society.
In the research article the researcher has done an empirical study of different aspects
of cyber security which includes the motives behind cyber security, different types of
cyber crimes and cyber attacks, steps which can be taken to prevent the cyber crime
and laws which are made to prevent cyber crimes.
Key Words: Internet, Cyber Security, Cyber crime and cyber laws etc.
Introduction:
There are many terms used to explain cybercrime. The former descriptions were
"computer related crime", "computer crime", or "The crime by computer". With the
pervasion of a digital technology, some latest terms like "The high technology" or
"An information age" crime were added to the definition. Also, Internet brought
some other new terms, like "cybercrime" and "The net crime" and Other forms
include "digital", "electronic", "virtual", "Information tech", "High tech" and
Technology enabled" crime. However, on the one hand, each of them did not cover
the entire meaning of cybercrime, because there is no incorporation of networks. On
the other hand, terms like as "high-tech" or "electronic" crime might be too broad
to state that the crime is the exact cybercrime, since some other fields also have "hitech" developments like nanotechnology, Biotechnology and bioengineering.
Currently, although no one term has become completely dominant in use,
"cybercrime" is the term used mainly pervasively. In general, the cybercrime has
three categories:
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Target Cybercrime:
The crime in which a
computer is the target of the
offence.

Tool Cybercrime:
The crime in which a
computer is used as
tool in committing the
offence.

Computer Incidental:
The crime in which a
computer plays a
minor role in
committing the
offence.

Figure: Showing the categories of cybercrime.
Defining cybercrimes, as "acts that are punishable by the Information Technology
Act 2000" would be unsuitable as our Indian Penal Code also covers a lot of
cybercrimes, such as email spoofing and cyber defamation, sending threatening
emails to the people etc. A simple yet sturdy definition of cybercrime would be
"unlawful acts wherein the use of computer is either a tool or a target or both".
History of cybercrime:
The first recorded cybercrime took place in the year 1820. That is not shocking
considering the fact that the abacus, which is thought to be the initial form of a
computer, has been around since 3500 B.C. Japan, India and China. The era of new
computers, however, began with the diagnostic engine of Charles Babbage. In 1820,
Joseph-Marie Jacquard, a textile manufacturer in France, produced the loom. This
device authorized the repetition of a series of steps in the weaving of particular
fabrics. This resulted in a fear amongst Jacquard's employees that their conventional
employment and livelihood were being threatened. They committed acts of
sabotage ego dishearten Jacquard from further use of the new technology.

Reasons for Cyber Crime:
The Concept of Law has said human beings are susceptible so rule of law is required to
protect them. Applying this to the cyberspace we could say that computers are vulnerable
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so rule of law is required to guard them against cybercrime. The reasons for the
vulnerability of computers could be said to be:

Easy to access and
eess complex.
Capacity to store
arge data in
comparativelt small
space

Loss of evidence
nad Neglegence.

Reasons for
Cyber Crime

Figure: Showing different reasons for cyber crimes.
Literature Review:
1. William Newhouse, Stephanie Keith, Benjamin Scribner and Greg Witte (2017): This
publication gives an idea about the National Initiative for Cyber security Education
(NICE) Cyber security Workforce Framework (NICE Framework), a orientation
structure that describes the interdisciplinary scenery of the cyber security work. It
serves as a essential reference resource for describing and sharing information
regarding cyber security work and the knowledge, skills, and abilities (KSAs) required
to complete tasks that can reinforce the cyber security posture of an organization. As
a ordinary, consistent lexicon that categorizes and describes cyber security effort,
the NICE Framework improve communication about how to identify, recruit,
develop, and retain cyber security ability.
2. Julija Lapuh Bele, Maja Dimc and David Rozman(2014): The wide use of mobile
devices that enables internet access increases the exposure of both individuals and
organisations to the world of cybercrime. This article addresses the issues of
strategic avoidance of cybercrime with the key focus on the key measures to prevent
the cybercrime.
3. Keith Martin (2014): The rise in implication of cyber security has led to an increase
in the range of motivating career paths that can be followed in this area. Inevitably
there has also been an bang in the diversity of obtainable cyber security education,
qualifications and training, most of which is beleaguered at those seeking to engage
with this gifted job market. In this article, some guidelines are given on how to select
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right education, qualifications and training in cyber security, alongside a review of
some of the lots of current offerings and how to distinguish between them.
Research Methodology: This research is an empirical research in which the researcher has
used various sources of secondary data to collect the related information.
Objectives:
a. To study the concept of cyber crime and cyber security.
b. To study different types of cyber crimes and cyber attacks.
c. To study different ways to prevent the cyber crimes.
d. To paraphrase different laws formulated for the cyber crime.
e. To study different motives behind cyber crime.
Let us examine the acts wherein the computer is a tool for an unlawful act. This type of
activity usually includes a modification of a conventional crime by using computers. Some
examples are:

Cyber Pornography,
Sales of illegal articles.

Online
Gambling, Email
Spoofing.

The computer is
a tool for an
unlawful act

Intellectual property
crime, Forgery.

Cyber
Defamation, Cyber
Stalking.

Figure: Some of the examples where the computer is a tool for an unlawful act. This type of
activity usually includes a modification of a conventional crime by using computers.
Modes and Methods of Committing cyber crime:
1. Unauthorized access to computer systems or networks called Hacking: This type of
offence is normally referred as hacking in the generic sense. However the framers of
the Information Technology Act, 2000 have nowhere used this term so to avoid any
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confusion we would not interchangeably use the word hacking for unauthorized
access as the latter has wide connotation.
2. Email bombing: This type of activity refers to sending huge numbers of e-mails to
the victim, which may be the person, an individual or a company or even mail servers
there by ultimately leading into crashing.
3. Theft of information contained in electronic form: This includes information which
is stored in computer hard disks, computer removable storage media etc. Theft may
be either by appropriating the data of the user by physically or by tampering them
through the virtual medium on the users systems.
4. Data diddling: This type of a computer attack includes altering raw data of the user
just before a computer processes it and then changing it back after the processing is
completed. The electricity board of India had faced similar problem of data diddling
while the department was initially being computerized.
5. Salami attacks: This type of crime is generally prevalent in most of the financial
institutions or for the reason of committing financial crimes. A vital characteristic of
this kind of offence is that the alteration is comparatively so small that it would
normally go unnoticed by the users.
6. Denial of Service attack: In this kind the computer of the victim is flooded with many
requests than it can be handle which cause it to lead in to crash. The Distributed
Denial of Service (DDoS) attack is as well a type of denial of service attack, in which
the offenders are broad in number and broad spread.
7. Virus or worm attacks: The Viruses are programs that attach themselves to the users
computer or a file and then they circulate themselves to other files and to other
computers on the same or different network. They usually affect and attach on the
data on a computer, either by adding, altering or deleting it. Worms, different
viruses do not need the host to attach themselves to. They merely make many
different functional copies of themselves and do this repeatedly till they partially or
completely eat up all the available space on a user’s computer's memory. E.g. love
bug virus.
8. Logic bombs: These are called as an event dependent programs. This implies that
these programs are generally marked to do something only when a convinced event
(known as a trigger event) happens. E.g. even some viruses can be termed logic
bombs because they stay dormant all through the year and become active only on a
meticulous date.
9. Trojan attacks: This term has its source in the word Trojan horse. In software field
this term means an unauthorized computer programme, which passively gains run
over another user’s computer system by representing itself as an authorized
programme. The most common form of installing a Trojan is only through e-mail.
10. Internet time thefts: Normally in these types of data thefts the Internet surfing
hours of the victim are used up by another person. This is done by gaining access to
the usrs login ID and the password.
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11. Web jacking: This term is derived from the old term hi jacking. In these types of
offences and crime the hacker gains entrée and control over the web site of another.
He may even change the information on the site of the user. This may be generally
done for fulfilling political objectives or to ask for money.
Motive behind Cyber Crime:

Putting the public or any section of the public in fear.

Affecting adversely the harmony between different
religious, racial, language or regional group or casts or
communities.

Endangering the sovereignty and integrity of the nation.

Figure: Showing different motives behind cyber crime or attack.
Classification of Cyber Crime:
The subject of cybercrime may be broadly classified under the following three groups. They
are:
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Cyber Crimes

Against Individuals

Against
Organisations

Against Government

Figure: Classification of Cyber Crime.
The following are the crimes, which can be committed against the following groups:
1. Against Individuals:
a. The Harassment via e-mails.
b. The Cyber-stalking.
c. The Dissemination of obscene material.
d. The Defamation.
e. The Unauthorized control/access over computer system.
f. An Indecent exposure
g. The Email spoofing
h. Cheating & Fraud
2. Against Individual Property:
a. A Computer vandalism.
b. The Transmitting virus.
c. An Unauthorized control/access over computer system.
d. The Intellectual Property crimes
e. The Internet time thefts
3. Against Organization:
a. An Unauthorized control/access over computer system
b. The Possession of unauthorized information.
c. The Cyber terrorism against the government organization.
d. Distribution of pirated software etc.
4. Against Society at large:
a. The Pornography (basically child pornography).
b. Polluting the youth through indecent exposure.
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c. Trafficking
d. Financial crimes
e. Sale of illegal articles
f. An Online gambling
g. Forgery
Cyber laws:
Cybercrimes are a now a days a new class of crimes which are rising day by day due
to broad uses of internet these days. To combat the crimes associated or related to
internet The Information Technology Act, 2000 was enacted with the prime objective
to make an enabling environment for commercial use of I.T. The IT Act specifies the
acts which have been made punishable. The Indian Penal Code, 1860 has also been
amended to take into its purview cybercrimes. The various offenses and crimes
related to internet which have been made punishable under the IT Act and the IPC
are enumerated below:
1. Cybercrimes under the IT Act
a. Tampering with Computer source documents - Sec.65
b. Hacking with Computer systems, Data alteration - Sec.66
c. Publishing obscene information - Sec.67
d. Un-authorized access to protected system Sec.70 Breach of Confidentiality
and Privacy - Sec.72
e. Publishing false digital signature certificates - Sec.73
2. Cyber Crimes under IPC and Special Laws
a. Sending threatening messages by email - Sec 503 IPC
b. Sending defamatory messages by email - Sec 499 IPC
c. Forgery of electronic records - Sec 463 IPC
d. Bogus websites, cyber frauds - Sec 420 IPC
e. Email spoofing - Sec 463 IPC
f. Web-Jacking - Sec. 383 IPC
g. E-Mail Abuse - Sec.500 IPC
3. Cyber Crimes under the Special Acts
a. Online sale of Drugs under Narcotic Drugs and Psychotropic Substances Act
b. Online sale of Arms Act
Prevention of Cyber Crime:
There is a saying prevention is always better than cure. It is always better to take
certain precautions while working on the computer and internet. One must educate
and make them a part of his cyber life. The technical advisor and network security
consultant to the Mumbai Police Cybercrime Cell of Maharashtra advocates the “5P
mantra” for online security: Precaution, Prevention, Protection, Preservation and
Perseverance.
a. Identification of exposures through training and education will assist
responsible companies and firms to meet these challenges.
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b. One must avoid disclosing and discussing any personal information to
strangers or to an unauthorised person, the person whom they don’t know,
via e-mail or while chatting on internet or any social networking site if
someone comes in contact with.
c. One must avoid sending any photograph, Pictures or Videos to strangers by
online as misusing, altering or modification of photograph incidents rising day
by day.
d. An update Anti-virus software to guard and protect against virus attacks
must be used by all the computer user and must also keep back up volumes
so that one may not suffer data loss in case of virus contamination.
e. A person must never send his credit card number, debit card number, smart
card number or any other bank details to any site that is not secured, to
guard against frauds.
f. It is always the parents who have to keep a close watch on the sites that their
children are accessing for data collection or for a study purpose, to prevent
any type of harassment or depravation in children, which can be avoided.
Conclusion:
The boundaries of cybercrimes, actually, are not so clear to most of the people.
Although there are some of the intersections, with categorization, we will be
focusing on each part of cybercrime in that order and then have a comprehensive
concept ultimately. In the following decades, the rising of computer network and
personal computers transformed "computer crime" into real cybercrime. Since
Internet was been invented, people began to exchange information based on
networks of their computers, also keep data in their computer rather than paper. At
the same time, the cybercrime was not only restricted in target cybercrime, but
expanded into tool cybercrime and the computer incidental. Cybercrimes have
become a real threat today in front of us and are quite different from old school
crimes, such as robbing, mugging of the things or stealing. Unlike these crimes,
cybercrimes can be committed single handed by the person and does not require the
physical presence of the criminals at the place. The crimes can be committed from a
remote location the way they want and the criminals need not worry about the law
enforcement agencies in the country where they are committing crimes.
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The Functioning of the Cyber Cells in India
Manu Sharma64 and H.B. Keshava65
Abstract
“Technology can be a good friend but in the wrong hands, can be the reason for our demise”
We live in a world where the Computer, Mobile Phones etc. have become an extension of
us. Without any one of these technological marvels, we become excessively handicapped.
Banking, socializing, drafting, presenting etc. all have been made easy by the creation of
these devices. But no matter how bright the light is, it leaves a shadow. And in the shadows
of the Information Technology sector, we have those, who misuse these creations for the
most outrageous purposes. The creation for development has also been used for
annihilation. Harassing, Cyber Phishing, Cyber Trafficking, Child pornography, Cyber
terrorism etc. are some of the spawns of this shadow.
To every sword, there is a shield. And a shield in the form of the Cyber cells that monitor
such activities. The Cyber cells in India, prevent these disasters, as well as respond
immediately to any form of a crime that has taken place on the IT Front. By being governed
by the Information Technology Act 2000 and the Amendment Act 2008, the Cyber Cells in
India have played an excellent role in many cases.
In this information-based paper, light will be thrown upon the functioning of the Cyber cells,
by highlighting upon the different types of cybercrimes as well as the provisions of the IT act
governing the same.
Introduction:
With the exponential growth of technology, the future surely looks incredible but it comes
with a price and the price is growth of cyber-crimes. Cyber-crimes are the crimes where the
computer serves as a medium of weapon or target or both. With the increasing cases of
cyber-crimes day by day there is need of a machinery who shall curb these cyber-crimes and
prevent these crimes.
It has become an everyday scenario where there has been breach in technological devices
like computers, laptops, mobiles, notebook etc. and this scenario provides us with the dark
side of the growth of technology. At one click there can be consequences that no one thinks
of!
Thus, it is the need of the hour that there must be a restraint or a check on the technological
advancements and its application for wrongful use. This is where the cyber cell comes in
picture. Whenever there is an act of hacking, phishing, internet fraud, cyber extortion etc.
there is an immediate want of cyber cell who shall look into the matter, investigate, collect
the evidence and makes sure that the offender gets punished. The role of cyber cell does
not always start after there has been a cyber-crime but even if there is an apprehension of a
cyber-attack, the cyber cell begins functioning.
64 B.A.LL. B(Hons.) III Year, New Law College, BVDU
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There are many steps involved once the cyber cell comes into the picture such as seizing and
collection of digital evidence, forensic duplication, gathering the opinions of forensic
experts, gathering other relevant information from various external agencies about the
digital evidence, preparing the charge sheet and depositing the evidence in the court of law.
There are various cyber-crime units in India. In addition to that CBI also has various special
units to fight the cyber-crimes and they are namely Cyber Crimes Research and
Development Unit (CCRDU), Cyber-Crime Investigation Cell (CCIC), Cyber Forensics
Laboratory and Network Monitoring Centre.
In the following research paper, we shall focus upon the functioning of Cyber Cells in India.
Cyber Cells in India:
In India, there are various Cyber Cell units in various cities. We also have metro cities and
with the increasing concept of smart cities, the people in these cities are very much
depended on their smart phones and computers for daily functions. The amount of data
stored on these devices is in Gigabytes and Terabytes and such data may range from photos,
videos, messages etc. in electronic form. Some of the data may also be classified and
confidential data which is highly sensitive in nature.
Storing such data in the cyber space comes at its own price and such ignorance may lead to
the scenario where such classified or confidential data may be compromised and this may
lead to loss of data. In reality no one is safe when it comes to cyber space. Cyber criminals
are the computer geeks who are intelligent and educated and thus they can easily breach
into any system. Some of the ways are shoulder surfing and social engineering by which
they gather the passwords and usernames. There have been various acts of online fraud,
spams, identity theft, data theft etc. where the personal sensitive information of the
individuals are misused. The Cyber cells performs its functions in accordance with the laws
of Information Technology Act, 2000 and it ensures that security must be provided to the
people of the society in the cyber space in order to protect them from various cybercrimes.
The Cyber Cells start functioning even before the actual cybercrime has taken place so that
it could be stopped or curtailed before it spreads in the cyber space and affects other
people. If the cybercrime has been committed then the cyber cells investigate the matter
and takes measures that in future such cybercrimes do not happen or even if they happen
they can be controlled or stopped easily. During the investigation, the cyber cell also consult
with the experts in the cyber field about the digital evidence or evidence in electronic form
about how it must be collected in difficult situations. The cyber cells also assist other law
enforcement agencies where there is involvement of computers and communication
devices. The cases under I.T. Act 2000 have to be investigated by not below the rank of Dy.
Superintendent of Police.
The increased use of computers in homes and offices has led to the increase of cybercrimes.
Some of these crimes include:

using computers as a means or a weapon

using computers as targets.
The investigation of such crimes is not an easy process. The evidence is the digital
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evidence in an electronic form and not in physical form thus collection of such evidence is
often difficult. The process does not stop only after the collection of evidence. Once the
evidence has been collected, it must be transported safely and precautions must be used
so that no such destruction of any evidence is caused by electrostatic force. After the
evidence has been transported safely, it must be analyzed and preserved for further
analysis. As in some cases it is seen that the help of an expert is needed in analyzing the
digital evidence. Thus the complexity poses the first difficulty. With the technological
advancement the data can be self-destructed too thus it calls for high level intelligence
and precaution measures in order to collect the evidence. Then the evidence has to be
linked with the offender and it must be deposited in the court room in correct form
otherwise the offender might roam free on the ground of insufficient evidence. Thus the
work of cyber cells is extremely challenging and they have been carrying out there duty
with great sense. Even in the cases of disputed jurisdiction, the cyber cells performs their
functions so that with the co-operation of different agencies the offender might get
caught.
The CBI officers are also advised to use Internet as a resource for any new technological
challenges.
The CBI has the following specialized structure to combat Cybercrime:

Cyber Crimes Research and Development Unit (CCRDU);

Cyber Crime Investigation Cell (CCIC);

Cyber Forensics Laboratory; and

Network Monitoring Centre.
The CCRDU is primarily involved in the following tasks:
 Liaison with the State Police Forces and collection of information on cases of Cyber
Crime reported to them for investigation and to find out about the follow-up action
in each case;
 Liaison with software experts to identity areas, which require attention of State
Police Forces for prevention and detection of such crimes with a view to train them
for the task;
 Collection of information on the latest cases reported in other countries and the
innovations employed by Police Forces in those countries to handle such cases;
 Preparation of a monthly Cyber Crime Digest for the benefit of State Police Forces;
and
 Maintenance of close rapport with the Ministry of IT, Government of India and other
organizations/Institutions and Interpol Headquarters,. Lyon for achieving its
objective of giving the needed thrust to collection and dissemination of information
on Cyber Crimes.
The Cyber Crime Investigation Cell CCIC, established in September 1999, started functioning
from March 2000. It is a part of the Economic Offences Division. The Cell has all-India
jurisdiction and investigates criminal offences under the Information Technology Act, 2000,
besides frauds committed with the help of computers, credit card etc. It is also a round-the-
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clock Nodal Point of contact for Interpol to report Cyber Crimes in India, and also a member
of “Cyber Crime Technology Information Network System” of Japan.
The Cyber Forensics Laboratory (CFL), established in November 2003, functions under the
Director, Central Forensic Science Laboratory. The responsibilities of CFL are:

Provide media analysis in support of criminal investigations by CBI and other Law
Enforcement Agencies. (ii) Provide on-site assistance for computer search and
seizure upon request.

Provide consultation on investigations or activities in which media analysis is
probable or occurring.

Provide expert testimony.

Research and Development in Cyber Forensics.
The following principles are followed by the CFL:

The purpose of the analysis shall be to use the evidence in the Court.

All legal formalities shall be followed.

The media should have been legally seized and chain of custody maintained.

The analysis shall be on an image of the media and not on the media itself.

The laboratory shall have the best imaging tools and software tools for
analysis.
The purpose of the Network Monitoring Centre is to police the Internet. It has a Network
Monitoring Tool (NMT) developed by I.I.T., Kanpur and may use similar and other tools to
achieve its purpose after following the required procedure.
Procedure carried out by the cyber cell through Investigations:
1. Search and Seizure of Digital Evidence
In the conventional environment, items are stored in a tangible form that can be stored
physically like information written on paper, bills, receipts, address, book, etc which
are susceptible to damage by physical methods such as theft, burglary, etc., but in the
information age of electronic environment, data is stored in an intangible form making it a
virtual world where these limitations of conventional methods no longer apply. It also
has no physical boundaries. Hence, criminals seeking information stored in network
computers with dial-in-access can access that information from virtually anywhere in the
world. The quantity of information that can be stolen or the amount of damage that can be
caused by malicious programming code may be limited only by the speed of the network
and the criminal’s equipment.
2. Advance Planning for Search
When the Investigating Officer is required to carry out search in a place where it is
suspected that computer or computer networks or any other electronic memory devices
are likely to be found, it is advisable to contact computer forensic scientists of a
Forensic Science Laboratory to accompany the search team. In case, it is not possible,
information may be collected regarding the type, make, model, operating system,
network architecture, type and location of data storage, remote access possibilities etc.,

0100
which can be passed on to Forensic Experts as that would help making necessary
preparation to collect and preserve evidence. It must be remembered that on some
occasions, it may not be possible to remove the computer system physically and data may
have to be copied at the scene of crime/place of search. The Investigator or expert must
carry necessary media, software, and other specialized items as well as special packing
materials which can prevent loss of data as data of magnetic media can be destroyed by
dust, jerks and electrostatic environment.
Precautions that are to be taken at the search site
1. Taking control of the Location
It is extremely important to ensure that suspect or an accused is not allowed to
touch any part of the computer or accessory attached to it either by physical means or
through wireless. Since these days, systems could be connected through physical
networks such as fiber optic, cables, telephones or on Wi-Fi or Wi-max wireless
networks or even through a mobile phone having a wireless communication port, the
Investigator has to be extremely alert and may seek guidance from an expert, if not
available on site, on telephone and take steps as per instructions. The Investigator
must remember that even by pressing a key or by giving a command through a wireless
mouse or keyboard or even by executing a command through an e-mail message, the
entire data either could be wiped out o r corrupted, making it useless for the
Investigator. This is also applicable in the case of small devices or removable storage
devices, which have the capacity of storing huge amount of data. Thus, it is extremely
important that individuals present at the site of the search are separated from their
computers and all devices are kept out of their reach. Since it is easy to tamper or destroy
computer evidence, and it can be done from across a network, which could be physical, or
wireless the Investigator should take all steps to secure data.
The information in a network environment need not be stored at the same site. The data
could reside at a remote location even in a different country. Therefore, it may be
important to find out the storage location and take action accordingly. In case, storage of
data is suspected to be located outside the country, it may be necessary to alert the
Interpol and take necessary follow up steps to issue letters under the provisions of
Section 166 A Cr PC.
Before conducting the search, the Investigator will need to decide whether to seize data
on site, or seize hardware for examination at a Computer Forensic Laboratory. While onsite data seizure has the advantage, that one does not have to transport much hardware,
one may need services of a Computer Forensic Expert to download data for analysis and
preserve data for presenting it in the Court. When in doubt, make use of a Computer
Forensics Specialist at the scene, if possible, to determine whether one needs to seize
data or seize hardware. In case, a specialist is not available, it is recommended that one
seizes everything.
2. Networked Computers
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Do not disconnect the computer if networks or mainframes are involved, pulling a
computer from a network may damage the network, and cause harm to the company’s
operations. It is generally not practical to seize a mainframe because it requires
disconnecting all the computers that are attached to it. Hardware seizure with computers
on a network can be very complicated, and one should definitely enlist the help of a
Computer Forensics Specialist in these cases.

Preparation for the Search
The Investigator should carry the following items with him that will facilitate the
search:
 Disks or Cartridges ─ these can be used to store copies of ﬁles from the computer for
use in his investigation.
 Labels ─ to label cables, where they plug in, disks, the various parts of the
computer and to write/protect disks.
 Screwdrivers and other tools used to dismantle the hardware for seizure.
 Gloves ─ remember that o en, latent prints can be taken from disks or other storage
media or hardware.
 Packing materials – rubber bands, tape, boxes, bubble wrap, and if he does not have
access to anti-static wrap, paper bags should be used, because they have less static
charge than plastic bags.
 Camera equipment – to videotape and photograph the scene.
 Chain of custody report sheets and other paper to inventories seized evidence.

Steps to be followed while conducting the search:
Rely on Technical Experts
Be careful not to cause damage during a search as electronically stored data can be easily
lost. The services of the Computer Forensic Experts must be availed, wherever possible.
The experts can not only help during a search, but could also assist in interviewing the
company’s technical personnel because they will know what questions to ask to elicit
relevant information for the investigation. Once on-site, the Investigator must survey the
equipment and take precautionary steps as described above. Next, he will need to
document the way the system is connected together and take the following steps: ─
(i)

Labelling & Photographing the Set-up
Labelling and photographing everything prior to dismantling the system
is an important first step. Take some general photographs of the search
site to document its pre-search condition for legal purposes, and to serve as
a reference during investigation. This documentation on how the system was
configured may prove essential when the system is re-connected in the
Forensic Laboratory. As the IO is taking the pictures, he should make sure to
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get close-ups of the front and back of all equipment and the way it is
connected. He should pay special attention to DIP switches on the back of
certain equipment that must be in a certain configuration. These switch
settings could accidentally be moved in transport creating problems for the
examiner.
(ii) Label all Parts
The I.O. should label each part before he starts dismantling any of the
equipment. He should remember to label all the connectors and plugs at
both ends, and on the computer so that re-assembly is easy and accurate. A
good way to do this is to label each item its own letter. For example, a
power cord may be marked ‘A’ on the end and a corresponding label
marked ‘A’ on the computer port where this plug is to be inserted.
(iii) Power System Down
As a rule if a computer is off, it should not be turned on. Hackers can make
their computers erase data if a certain disk is not in the drive when
the machine is booted up or if a certain password is not entered. Likewise, if
the machine is on, one should check it before turning it off otherwise
it may destroy data. Keep in mind that a computer may look powered down
but actually, it may be in a “sleep” mode. Hackers can set their
computers to erase data if not properly awakened from a “sleep” mode, so
one may be required to pull the plug or remove the battery from a laptop in
these cases. The I.O. may need to shut the machine down through the
operating system rather than just “Pulling the Plug.” If, however, he does
need to “pull the plug,” he should disconnect it from the back of the machine
rather than at the wall, because if the machine is plugged into a back up
power supply it may initiate a shutdown procedure that could alter files.
(iv) Dismantle the System
Once the system is labelled and powered down, it can be dismantled into
separate components for transportation. If a computer is at a business
location and a part of a network, proper procedure should be followed to
properly disconnect the computer from the network.
(v) Seize Documentation
Seize all manuals for the computer, its peripheral devices, and
especially the software and operating system. The examiners at a Forensic
Laboratory need to refer to a manual to determine the kind of hardware and
its technicalities. Seizing other documentation at the site like notes,
passwords, and journals may prove very useful. Sticky notes, or other pieces
of paper around the computer systems that may have passwords or login ID’s
written on them, should also be seized from the spot.
Steps to be taken while Handling Evidence & Computer Hardware
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(i)

Protecting Data
The I.O. should also write/protect disks or cartridges he finds at the site of
search in order to protect the data. Most disks and cartridges have a small
sliding tab that prevents changing the disk content when set correctly.
Placing a blank disk in the hard drive of computer system will keep them
from booting up from the hard drive if they are accidentally turned on.

(ii) Packaging for Transport
Once the I.O. or the expert has dismantled the computer, it is ready to be
packaged for transportation to the Forensic Laboratory. Computers parts
being sensitive are easily damaged and the hard drives that usually store data
have delicate mechanisms, so they should be handled carefully. One should
not wrap the computer components using Styrofoam because small particles
can break off and get inside the computer causing it to malfunction. Antistatic plastic bubble/wrap is preferred.
(iii) Keep System Components together
Keep the components of each computer system together. This small
organizational step can save lots of time when the examiners are trying to
reconstruct the system.
(iv) Single Machine, Single seizing Agent
If one person handles the seizure of a computer, that same person can
authenticate the evidence at a trial. This simple consideration can avoid
confusion later.
(v) How to transport and store the System
Do not put the computer in the trunk of a Police vehicle. The computer
system should be secured in a way that would reduce vibrations that may
shake a part loose. The I.O. should store the computer in a secure, cool dry
place away from any generators or other devices that emit electromagnetic
signals.
Conclusion
The Cyber Cells help not only in curtaining or eradicating the cybercrimes but also in
preventing these crimes from happening again. The officers of cyber cells are the cyber
experts who carry out various functions and those have been discussed. There is a need of
keeping the cyber cells up-to date with the technology. The technology is growing at an ever
increasing pace thus the cybercrimes have become more common. India being a developing
nations needs to cope up with the growing technological advancements. But in most case it
is seen that due to lack of awareness or knowledge about the technological advancements
on the part of cyber cells, the cyber criminals walk free in the society. Thus it has become
more necessary to have international co-operation of various cyber securities agencies so
that all the nations get benefitted with combined efforts.
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There can also be the policy of educating the officials of cyber cells from time to time by
experts about the recent trends in cybercrimes and also the amendments and regulations of
Information Technology Act, 2000. This will ensure the better functioning of cyber-crimes. It
will also make it easier for them to catch an offender in short time which in turn will
minimize the destruction caused by the offender as the offensive act causing problems can
be brought to a halt.
Furthermore, with the development in technology, the laws too can be updated. For
example, the IT laws in India penalize the convicts in just two forms. That is, the convicts are
fined and imprisoned. But there are no provisions in the IT act that ensures that these
convicts will not commit such an offence once released. The IT sector is built on the intellect
of man, and therefore the intellect of these convicts can be treated as an asset which
cannot be taken from them.
Therefore the provisions that can be added to the IT act should be of a design that state that
“Even after the release of the convict or after being fined by the court, necessary steps have
to be taken to ensure that the same act is not repeated or the intellect behind the act is not
passed on to any other person who may have the potential to commit the same offence.”
This can be carried out by ensuring that the released convict does not get an access to the
tools utilized by him while originally committing the crime as well as ensuring that the
convict is still kept under the surveillance of the Cyber cell, to prevent the convict from
either committing such a crime all over again, or passing down the intellect behind the
crime to anyone else.
By doing so, prospective criminals can be prevented from rising, as well as ensuring that the
Cyber cells grow larger and stronger than the darker side of the IT sector.
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ABSTRACT
Cybercrime or Computer crime refers to any crime that involves a computer and a network.
Cybercrime is any illegal act committed using a computer network (especially the Internet).
Cybercrime is a subset of computer crime. Cybercrimes are criminal offenses committed via
the Internet or otherwise aided by various forms of computer technology. Every crime has
its impact specifically on society, nation and the world to the great extent. By the
surveillance of cybercrime and its phenomenon it is exposed that similar to former crimes it
has badly affected social life of humans. To understand the influence of cybercrime, it is
necessary to look into the impact of two things computer technology and internet on people
as cybercrime is no doubt originating out of these. There are inherent challenges to the field
of IT security and services through individuals and critical infrastructure.
Today, there is no single reason for the people to interact through internet but thousands.
Technological innovation is an evolutionary process. Personally the researchers also finds IT
to be interesting, intriguing and powerful, at a same time challenging, confusing and risky.
This paper focuses on the impact of cyber crime in India i.e. the facts around usage of
internet and exploration of cybercrimes under diverse heads across India.
KEYWORDS: Cybercrimes, IPC, IT Act, National Security, Internet Users.
INTRODUCTION
In today’s digital India, the use of computer and internet have become very Necessary for
our daily life. Today the internet is the great mediator of our lives. In present days people
can get information, store information and share information through the internet. Back
20’s years later there was approx.100000 people uses internet but now around
3,405,518,376 people are surf the net around the globe. The growing fastest world of
internet is known as cyber world. Today cyber world are fastest moving and high technology
world. Asian countries uses internet the most in the world. In Asia region India has ranked
top two internet users country, so India is the very fastest growing country. Today internet
has become the backbone of social & economic world. Users can access the internet
anytime from anywhere but through the internet many illegal works may done. Today Email and website is the most efficient way of data communication.

WHAT IS CYBER CRIME ?
Cybercrime refers to a crime in which a computer is the object of the crime or is used as a
tool to commit an offense.
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Cybercrimes can be defined as: "Offences that are committed against individuals or groups
of individuals with a criminal motive to intentionally harm the reputation of the victim or
cause physical or mental harm, or loss, to the victim directly or indirectly, using modern
telecommunication networks such as Internet and digital telecommunication devices.
Cybercrime is the latest and perhaps the most complicated problem for the cyber
world. The Indian Law has not given any definition to the term ‘cybercrime’. In fact,
the Indian Penal Code does not use the term ‘cybercrime’ at any point even after
its amendment by the Information Technology (amendment) Act 2008, the Indian
Cyber law.“Cyber terrorism is the premeditated, politically motivated attack
against information, computer systems, computer programs, and data which result
in violence against property, government and people at large.”
OR "Acts those are punishable by the Information Technology Act". In India Information
Technology Act, 2000 deals with the cybercrime problems .it covers following areas—
commercial transactions online, use digital signatures defined various cybercrimes,
electronic commerce.
OBJECTIVE OF THE STUDY
1. To Know the status of internet users in India.
2. To Examine cybercrime classification cybercrime scenario in India.
3. To create more awareness about cyber legal issues and challenges.
RESEARCH METHODOLOGY
The study focuses on Secondary data collected from various Records, National and
International journals, Publications from various websites about internet usage & various
aspects of cybercrime & its impact on today’s society.
Following are the few examples of cybercrime:
1. E-mail Bombing: It is a serious crime in which a person sends a numbers of emails to the
inbox of the target system or person. Mail bombs will usually fill the allotted space on an email server for the users e-mail and can result in crashing the e-mail server.
2. Hacking: Among the all types of cybercrime it is the most dangerous and serous thread
to the internet and e-commerce. Hacking simply refers to the breaking into the computer
system and steals valuable information (data) from the system without any permission.
Hacking is done by hackers now the question arises who are hackers; hackers are in b/w
client & server and able to spoof the data/info. Duplication the IP address illegally.
3. Spreading Computer Virus: It is a set of instruction which is able to perform some
malicious operations. Viruses stop the normal function of the system programs and also to
the whole computer system. They can also ruin/mess up your system and render it unusable
without reinstallation of the operating system A computer viruses can be spread through—
Emails, Cds, Pendrives (secondary storage),Multimedia, Internet.
4. Phishing: phishing simply refers to steal information like passwords, credit card details,
usernames etc. over the internet. Phishing is typically carried out by email spoofing and
instant messaging. In this type of crime hackers make a direct link which directs to the fake
page /website which looks and feel like identical to the legitimate one.
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5. Identity Theft: It simply refers to fraud or cheat others by make their wrong identity of
others. It involves stealing money or getting other benefits by pretending to someone else
Information Technology (Amendment)Act, 2008, crime of identity theft under Section 66C.Whoever, fraudulently or dishonestly make use of the electronic signature, password or
any other unique identification feature of any other person, known as identity theft For
which criminal shall be punished with imprisonment of either description for a term which
may extend to three years and shall also be liable to fine which may extend to rupees one
lakh.
Source- https://cybercrimelawyer.wordpress.com/category/66c-punishment-for-identitytheft/
6. Internet Fraud: Internet fraud can occur in chat rooms, email, message boards or on
websites. In internet fraud criminal can send fake info to the victim in cases like online
purchasing, real estate, pay BAL, Work-at-home donation processing etc.
7. Malicious Software: These are Internet-based software or programs that are used to
disrupt a network. The software is used to gain access to a system to steal sensitive
information or data or causing damage to software present in the system.
8. Cyber Warfare: It is Internet-based conflict involving politically motivated attacks on
information systems. Cyber warfare attacks can disable official websites and networks,
disrupt or disable essential services, steal or alter classified data, and cripple financial
systems among many other possibilities.
9. Domain Hijacking: It is the act of changing the registration of a domain name without the
permission of its original registrant.
10. SMS Spoofing: SMS Spoofing allows changing the name or number text messages
appear to come from.
11. Voice Phishing: The term is a combination of "voice" and phishing. Voice phishing is use
to gain access of private, personal and financial information from the public. Voice phishing
uses a landline telephone call to get information.
12. Cyber trafficking: It may be trafficking in weapons, drugs, human beings, which affect
the large numbers of persons.
CYBER LAWS IN INDIA
In INDIA information technology act 2000 deals with the cybercrime activities /problems. It
act 2000 has both positive and negative aspects as well. Therefore amendment is done in
rd

Rajya Sabha on Dec 23
of 2008.this act was renamed as information
technology(Amendment ) act 2008 and referred as ITAA 2008.
PREVENTION & SECURITY TIPS
 Perform required software updates for your operating system and web browser
 Install a firewall on your computer
 Change your passwords often.
 Use complex alphanumeric passwords Example. Abc_123@!
 Purchase or download / Installation of Anti - Virus Software
 Do not open an email or attachment from an unfamiliar source, even if it looks
official
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Never throw away credit card or bank statements in usable form
Be cautious of scams requiring you to provide your personal information
Never give your credit card number over the phone unless you make the call.
Report unauthorized transactions to your bank or credit card company as soon as
possible.
Be suspicious of any unsolicited email requesting personal information.
Avoid filling out forms in email messages that ask for personal information.
Log on to the official website, instead of "linking" to it from an unsolicited email.
When you type your PIN number at an ATM, make sure that you sufficiently obscure
the keypad from being viewed by an onlooker
NEVER let the shopkeeper take your debit card out of your sight. There is no need
for him/her to do so, unless he/she intends to do something unlawful.
When at an ATM, make sure that no external devices are attached to the ATM
machine and no wires are hanging around.
When at an ATM, make sure no one is shouldering your ATM PIN.
Never disclose your ATM card and credit card PIN numbers to strangers.
Always sign up for SMS/EMAIL alerts for all transactions.
Limit the amount of personal information you post - Do not post information that
would make you vulnerable (e.g., your address, information about your schedule or
routine).
Always use your phone's security lock code, if it has one.
Never buy a phone unless you know the seller is the owner; can they produce the
original packaging or a receipt?
Don't give your mobile phone to strangers on the pretext of emergency situation.
They may slip away with your mobile handset.
Report a lost or stolen phone to the police immediately and insist for an
acknowledgment
Do not share personal information in public spaces anywhere online, nor give it to
strangers, including in e-mail or chat rooms. Do not use your real name or nickname
as your screen name or user ID. Pick a name that is gender- and age-neutral. And do
not post personal information as part of any user profiles.
What To Do If You Are Being Victimized? Contact your nearest Police Station.

CONCLUSION
It is cleared from the previous studies and records that with the increment in technology
cybercrimes increases. Qualified people commit crime more so, there is need to know about
principles and computer ethics for their use in proper manner. Cybercrime and hacking is
not going away, if anything it is getting stronger. By studying past incidents, we can learn
from them and use that information to prevent future crime. Cyber law will need to change
and evolve as quickly as hackers do if it has any hopes of controlling cybercrime. Law must
also find a balance between protecting citizens from crime, and infringing on their rights.
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The great thing about the internet is how vast and free it is. Will it be able to remain the
same way while becoming tougher on criminals? Only time will tell. There will always be
new and unexpected challenges to stay ahead of cyber criminals and cyber terrorists but we
can win only through partnership and collaboration of both individuals and government.
There is much we can do to ensure a safe, secure and trustworthy computing environment.
It is crucial not only to our national sense of well-being, but also to our national security and
economy. Yet India has taken a lot of steps to stop cybercrime but the cyber law cannot
afford to be static, it has to change with the changing time.
FUTURE WORK
Free workshops, advertisements, public interest with the help of government & NGO’S can
be arranged. The process of acknowledgment about cyber world crimes and cyber illiteracy
should be start from grassroots level; institutes, computer centers, schools & individuals.
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INTERNET BANKING: LEGAL ISSUES
“The internet is becoming the town square for the global village of tomorrow.”
-Bill Gates
1. INTRODUCTION
With the advent of computer revolution in every field of life, banks have been at the
forefront to provide better services, products etc. internet at present has become the
lifeblood of every sector including banking due to its cost-effectiveness, wider reach and
numerous other advantages. Banking simply means dealing in money, deposits, withdrawal,
credit etc.66 Globalization has impacted and the breeze of internet in our banking sector
has entered Indian banking sector due to the irresistible trends such as outsourcing and
integration of banking services. Internet has led to an ease in banking from anywhere in the
world. There is a tremendous increase in paperless activity; still there are security risks,
system architecture risks, legal, operational and reputational risks.67 The proper customer
identification, linking of AADHAR etc and other developments likely to come in future will
lead to an IT revolution in banking sector making it completely paperless.
2. BACKGROUND
While there is globalization and virtualization to the internet world there are risks associated
and crime patterns are also digitizing. There is a need to regulate and manage the risk in
internet banking because these transactions would affect the real world and hit the economy
adversely. Moreover, the legal framework should be able to meet the daily technological
advances. At the verge of a virtual world where in 2017, a global crisis with Ransomware
attacks have devastatingly affected the security systems of many countries. Internet seems to
be an unending issue because of its limitless boundaries and daily technological inventions. The
world can be ruled by the internet or internet may rule the world for the coming years. It
needs to be protected from evil-brainy minds.
India is moving towards a digital economy, a “Digital India” and we all know the fact that the
more we remain connected with the cyberspace the greater is the dependency and
vulnerability with tremendous limitless opportunities. Regulating an ever growing dynamic
world is the most difficult task but it is not impossible too. Keeping in mind their vulnerability
and increased exposure to risks online, there has been a call to take into consideration the
rights of the people associated with the ‘digital age’.
Banking sector is going to be and is currently be the choice of attackers of the cyber world.
Phishing scams and other scams are common.
66 Banking Law and Practice-ICSI
https://www.icsi.edu/docs/webmodules/Publications/9.1%20Banking%20Law%20Professional.pdf
(Accessed January 28, 2018, 12:18 AM).
67 Data Protection and Internet Banking| Law Teacher https://www.lawteacher.net/free-law-essays/financelaw/data-protection-and-internetbanking.php (Accessed January 28, 2018, 12:18 AM).
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The most prominent issue and challenge to curb the threat on banking systems can be based
on multiple reasons, such as malicious, careless and unaware users, the conduct of employees,
partners, contractors and other stakeholders. Some other reasons adding to the threat is
complexities and anonymity in the legal framework like jurisdiction issues etc. While there are
numerous reasons and challenges, there is also tremendous scope of rise in financial status of
India which is next to impossible without globalization through internet banking in the
borderless world.
3. RISKS IN INTERNET BANKING
The Basel committee68 provides that there are three main types of risks involved in internet
banking which are credit risk, market risk and operational risk. The RBI report69 enlisted and
discussed the sub-risks in the Basel report in detail. Basel report also provides a few
measures to curb these risks.

OPREATIO
NAL RISK
PRICE, INTEREST
RATE OR
EXCHANGE RATE

Liquidity And
Market Risks

RISKS
Credit Risk

cross-border risk

TECHNOLOGICAL

legal risk

4. DETAILED SUMMARY OF THE RBI REPORT70

68 Basel III Monitoring Report- Bank for International Settlements http://www.bis.org/publ/d397.htm
(Accessed January 28, 2018, 12:18 AM).
69 RBI Report https://www.rbi.org.in/SCRIPTs/PublicationReportDetails.aspx?UrlPage=&ID=243 (Accessed
January 28, 2018,05:03 AM).
70 RBI Report https://www.rbi.org.in/SCRIPTs/PublicationReportDetails.aspx?UrlPage=&ID=243 (Accessed
January 28, 2018, 9:00 AM).
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1. Released on: 14th June, 2001.
2. It is divided into 9 chapters and contains a detailed summary of all the research work on
the internet banking in India and the contemporary world for expanding and extending
hands towards digitization and internet banking. This report was prepared when
internet banking India just took birth. RBI established committees to determine the
issues and concerns associated with internet banking in India. Moreover, it tried to
introduce suggestive legal reform by issuing guidelines to the banks raising few
compliance issues for them. Although, it seems to find an end to overcome all problems.
Yet there are many issues which need to be addressed and sorted out. The merit of
Public Key Infrastructure which is nowadays being used widely was also discussed. This
report still acts as a keys source of information for knowing more about internet banking
in India.

SPOTLIGHT OF THE RBI REPORT

LEGAL AND
training
REGULATORY
awareness
and
ISSUES
evaluation of
risk
international
security issues

designing a
framework for
change
deciding roles and management, audit
responsibilies
etc

information
security,Personnel
Security, Data
Security,network
security etc

policies and
procedures

71
3. There are three levels of banking services offered through internet.
3.1. Basic Level Services:
3.2. Simple Transactional Websites:
3.3. Fully Transactional Websites:
4. Working Group: The RBI constituted a Working Group to examine different issues
relating to internet banking and operational standards, legal standards etc. headed by
Chief General Manager-in-Charge. The working group was constituted to recommend
71 RBI Report https://www.rbi.org.in/SCRIPTs/PublicationReportDetails.aspx?UrlPage=&ID=243 (Accessed
January 28, 2018, 12:30 AM).
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appropriate and minimum security standards for adoption in India with reference to
international practices, identifying risk and legal frame works or any other matter
relevant to Internet Banking in India.
5. Operational Group: Operational Group comprised of officers of different disciplines in
bank to guide the implementation of the recommendations.
6. The concerns associated with internet banking was divided and studied according to
three
categories:
7. 7.1 Legal and Regulatory Issues
7.3 Security and Technological Issues
7.3 Supervisory and Operational Issues
8. Internet Banking- a New Medium: It classifies the history, origin and importance of
internet with reference to banking sector. Internet is a network of networks and it uses
TCP/IP and is also called ‘Information Highway’. It was noted in the report that TCP/IP is
insecure because they are not encrypted. However, this had been addressed through
Secured Socket Layer (SSL), a transport layer system which is an encrypted session
between client and the web server. File Transfer Protocol, E-Mail, Wireless Application
Protocol, World Wide Web and other modes of communication using computers was
also discussed.
9. After a close examination of all the e-commerce activity, trust of consumers was
observed as an important concern and challenge. The classification on the basis whether
the e-commerce was targeted to final consumer or another business in the distribution
chain and e-commerce was classified as:
9.1 Business-to-Consumer (B2C): Business to Consumers includes e-shops, e-brokering,
e-banking, e-auction, services related to finance education etc. targeted to the final
consumer. The privacy of information on the web, credit card and bank account details
or the customer’s faith in system, technological issues and a lack of humane touch was
hurdle in building trust issues.
9.2 Business-to-Business (B2B): while the goods move from supplier to dealer, if it is in
the distribution chain and not the consumer it is B2B. It amounted to 84% of the ecommerce transactions and is expected that it will have more transactional value and
faster adoption.
10. International experiences with reference to India- It is evident that all the countries in
the contemporary world must have adopted some practices and legislations regulating
internet and banking services. The experience of various countries like U.S.A, U.K, Japan,
Scandinavia, Australia, New Zealand, Singapore, and Hong Kong was taken into account.
11. It was observed by the group that WAP is an emerging service and banks worldwide are
offering it which poses a risk on internet security, technology outsourcing and customer
authentication. Outsourcing and other transparency and disclosure of information posed
a great privacy concern on data protection and consumer protection. There has been a
great co-ordination and co-operation amongst regulators and supervisors relating to
cross border e-banking, in the light of increased money laundering on the internet.
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12. Different types of risks associated with banking and i-banking: The risks examined and
identified were operational risks, security risks, reputational risks, legal risk, moneylaundering risks, cross-border risks, strategic risk, credit risks liquidity risks and other
risks.
13. Technology and Security Standards associated with Internet Banking: The technological
and security standards associated with Internet Banking, compliance to security
requirements, checks as broadly dealt later in the guidelines section.
14. Several legal issues were pointed out and compliance issues were discussed such as
Consumer Protection Act, 1986, ISO security standards, other security standards etc.
along with current legal provisions for implementation and laying down internet banking
standards were examined.
15. Recommendations: These were the guidelines issued by the RBI along with the report on
14th June, 2001.
5. GUIDELINES ISSUED BY RBI ON INTERNET BANKING IN THE PAST
RBI issued guidelines based on the report where various aspects of internet banking by setting
up working group and operational group. Along with the group report several highlights which
need to be taken care were released. Banks had to rely on the original report for
implementation of these guidelines and detailed guidance. It refereed to important highlights
of the report giving paragraph number heads of the report. The guidelines were issued under
the following heads:
 Technology and Security Standards: banks have to adhere to certain guidelines for
proper handling of data and smooth internet banking facilities. The technological
security standards include logical access to data, appointment of network and database
administrator, security policy suitable along with a security officer added to a proxy
server firewall and a real time security alert for better security. Most importantly, it
recommended use of Secured Socket Layer (SSL) at least 128 bit with encryption of
sensitive data till the Public Key Infrastructure is not put in place. Moreover, security
violations and follow-up actions should be reported and future policies should be
framed accordingly. The information security officer and information security auditor
should undertake the various penetration tests by using different tools to hack.
Furthermore, proper record keeping facilities and testing of every security feature for
better security and control should be implemented.
 Legal Issues: The legal position in India was examined and it was made an obligation to
verify and enquire about the identity of the customer before opening accounts and
providing banking facilities. The physical verification of the customer, authentication
while any transaction, following the asymmetric crypto and hash function as mentioned
in IT Act for authentication of electronic records. Furthermore, since the banks are
exposed to various risks despite taking reasonable precautions they should maintain
secrecy and confidentiality of customer’s accounts. Consumer Protection is yet another
tool which defines the rights of consumers and is equally applicable to banking services.
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Today, click-wrap agreements or bilateral agreements determine the scope whereas
traditionally banks’ liability was ensured due to unauthorized access of consumer data,
hacking or technological failure.
 Regulatory and Supervisory Issues: For the beginning phase it was decided that, only
account holders and Indian residents would be allowed internet banking facilities to
ensure better security and banks who have physical presence would only offer these
virtual services with real effects. Further, it should be with local currency products. The
existing exceptions would only be limited to Indians having accounts overseas for crossborder transactions according to FEMA. The beginning regulatory practices have been
relaxed a little bit today. Furthermore, all banks should comply with the provisions of
RBI Act, 1934 and other legislations.
6. INTERNET BANKING IN THE CONTEMPORARY WORLD
Internet banking is a practice worldwide and is emerging and adding customers on daily basis
where it may be cross border as well. The RBI Report also outlined the condition of various
foreign jurisdictions.


SWIFT- Society for Worldwide Inter-bank Financial Telecommunications (SWIFT) is a
co-operative and non-profit organization where 24×7 services are provides and the
messages are transmitted in a safe and secure way. It is also used in international
finance and international trade due to its paperless message transmission
mechanism for member banks only. It is headquartered at Brussels.
Various clearing systems used:72



CHIPS-Clearing House Inter-bank Payment System (CHIPS) is a New York clearing
house for domestic and international transactions, foreign trade and exchange
settlements.
CHATS-Clearing House Automated Transfer System (CHATS) is in Hong Kong which
provides inter-bank transfer facilities using encryption and authentication facilities.
CHAPS- Clearing House Automated Payment System (CHAPS) is used in U.K for
automatic clearing
CCIL- Clearing Corporation of India Limited (CCIL) was established with the help or
RBI for clearing and settling transactions relating to government securities and
foreign exchange transactions.





LEGAL STATUS OF INTERNET BANKING IN VARIOUS JURISDICTIONS
USA
Uniform Electronic Transaction Act (UETA), if a customer wants to open a
72 Banking Law and Practice-ICSI
https://www.icsi.edu/docs/webmodules/Publications/9.1%20Banking%20Law%20Professional.pdf
(Accessed January 28, 2018, 12:18 AM).
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bank account in U.S.A a person may apply online with a valid social security
number in the driving license of U.S, primary contact details including
physical address, e-mail address etc.
European
GDPR-Global Data Protection Directive in full force from 25th May, 2018.
Unipon/
Data Protection Act, 1948-73 the financial services delivered through the
U.K
internet there are various regulations and regulatory devices. The E.U.
Electronic Commerce Directive (2000), EU Distant marketing Directives, E.U.
Unfair Commercial Practices Directive (2008), the E.U. Dimension on Data
Privacy etc.
Australia
Internet banking is provided in two ways: web based and proprietary
software, Generally, there are interactive websites of Australian commercial
banks. Electronic Transaction Act, 1999, Australian Transaction Reports and
Analysis Centre (AUSTRAC)
New Zealand There is no separate entity established rather there is a division or small unit
in commercial banks for providing internet banking facilities. The internet
banking legal framework similarly is governed by the disclosure rules and no
separate guidelines or legislations were used.
Singapore
Monetary Authority of Singapore (MAS) deals with the regulatory
framework in Singapore.
Hong Kong
Consumer protection laws , PKI and other regulations by the Hong Kong
Monetary Authority help in regulation of internet banking activities.
Japan
Recommendations need to be followed strictly which are issued by the
relevant ministry. Internet only banks may exist but they face certain
problem in regulating internet banking activities.
7. INTERNET BANKING IN INDIA
ICICI bank first introduced internet banking in India in 1996.74 The usage of internet increased
in 1999 and when the Nationalized Banks started lacking the state bank of India and later other
banks too took an initiative to introduce internet banking. Internet banking in India is now
expanding more and more since demonetization at the end of 2016. India is now moving
towards digital India and cashless India program. PIN or OTP i.e. one time passwords are used
to authenticate the customers using internet banking.75 Internet banking has provided ease in
checking account statements, transfer funds, opening fixed deposits, paying bills, recharge,
paying taxes and in availing financial and non-financial services.

73 Law & Regulation of Electronic Finance & Internet Banking http://www.cefims.ac.uk/documents/sample120.pdf/ (Accessed January 28, 2018, 2:45 AM).
74 Internet Banking-Legal Issues https://www.rajdeeepandjoyeeta.com/internet-banking.html (Accessed
January 28, 2018, 12:18 AM).
75 Internet banking |Internet banking in India https://www.icicibank.com/ (Accessed January 28, 2018, 12:58
AM).
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8. INTERNATIONAL BANKING AND GLOBALISATION
Integration of economies and better communication and transport systems has led to
globalization. No country can remain isolated in this .com world where the boundaries of east
and west have been eradicated. The geographical locations do not matter and 24×7 services
continue in today’s international market. International legal framework and environment
contribute to this, foreign exchange policies etc by adopting international standards of
security, accounting etc. there are issues related to international banking as well, like money
laundering issues, exchange rate concerns, etc.
9. SECURITY CHECKS IN INTERNET BANKING

IDENTIFYING RISKS
AND PRIVACY
CONCERNS

FOLLOWING
STANDARD
SECURITY
PRACTICES

CUSTOMER
IDENTIFICATION
AND
AUTHENTICATION

COMPLIANCE TO
DATA PROTECTON
AND LEGAL
MECHANISM

ATTEMPTS TO
REMOVE
DISCREPENCIES

FOLLOW UP

10. COMPLIANCE CHECKLISTS FOR BANKS
Ordinarily, all the control over banks from opening to winding up is vested with Reserve Bank
of India and the Government of India is also empowered in some respect.76 The role of banks
is vital for any economy and thus there are regulatory and compliance requirements for banks.
The Reserve Bank of India Act, 1934 primarily covers the constitution, powers, functioning of
RBI as well as a few provisions for the regulation of banking systems such as maintenance of
Cash Reserve Ratio (Section 42). Banking Regulation Act, 1949 provides guidelines for proper
functioning of banks.
76 Internet Banking-Legal Issues https://www.rajdeeepandjoyeeta.com/internet-banking.html (Accessed
January 28, 2018, 04:00 AM).
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General Compliance Checklist
 The Banking Codes and Standards Board of India (BSCSBI) is registered under Societies
Registration Act, 1860 whose main function is to check whether the banks adhere to
Code of Banks Commitment to Customers.
 Section 18 of RBI Act, 1934
 Section 24 of Banking Regulation Act, 1949 provides for maintaining Statutory Liquidity
Ratio.
 Section 29 of Banking Regulation Act, 1949 provides for presentation of Balance sheet
at the end of every Financial Year.
 Section 30 of Banking Regulation Act, 1949 provides for Audit.
 Section 35 of Banking Regulation Act, 1949 provides that RBI can inspect Banks and all
its books.
 Filing of returns monthly, quarterly and annually.
 For the set up of banks nationalized banks other than state bank which has a separate
legislation, Banking Companies (Acquisition and Undertaking Act), 1970 or 1980 would
apply and for Cooperative Banks and Regional Rural Banks there are separate
legislations. Private Banks would be governed by Indian Companies Act.
 Bank Licensing Policy, 2013
 Banking Ombudsman- Section 35A of Banking Regulation Act, 1949 lodging complaints
relating to Internet banking as well.
 Customers may be person artificial or natural.
 Banker may act as a Baillie according to Section 148 of Indian Contract Act, 1872.
 Section 105 of in Transfer of Property Act, applicable when banks act as lessor or
lessee.
 Dealing with Foreign Exchange according to FEMA.
 Appointment of Compliance Officer.
Other Compliances for Internet Banking
 Internet policy approved by the bank’s board of directors,
 Privacy policy is not in contravention to the provisions in Information Technology Act,
2000. Information Security Policy and IT security policy is adhered to by the banks and
the confidentiality of records and security systems is ensured.
 Know Your Customer requirements are fulfilled and the procedure adopted is laid down
and followed properly.
 The operational risks are taken into account while adopting policy.
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 Automated Clearing System, Electronic Fund Management, RTGS, NEFT, IFSC code,
ATM, Internet Banking, Core Banking Solutions, Cheque Truncation Systems etc are
some of the e-banking facilities recognized77.
 Role of Central Bank in Payment Mechanism78: Communication Network, Security and
Control are maintained by RBI amongst different commercial banks.
 Amendment of various Acts to recognize and control Internet Banking and other
electronic modes of banking.
 Basel Committee Report- implementation of corporate governance.
 Corporate Governance Compliance
 Other risks involved is also examined and paid heed to.
11. HOW CAN DATA BE PROTECTED ON INTERNET?
Security Provisions
Customer
identificationand
verification prior
any banking service

Other regulatory
and supervisory
issues

Consumer Protection

Asymmetric
cryptography

Risk control
mechanism

India still does not have a separate data protection or privacy legislation due to which there
are few concerns which arise. The privacy laws are yet to flourish but the judiciary is putting
efforts in this direction so that it is recognized as a basic right and physical privacy.79 The
U.K. recognizes the breach of right to privacy as a tort in four forms. It also enacted Data
Protection Act, 1998.
12. BANKING AND THE INFORMATION TECHNOLOGY ACT, 2000 (2008)
The Preamble of the Information Technology Act, 2000(2008) expressly mentions:
77 Banking Law and Practice-ICSI
https://www.icsi.edu/docs/webmodules/Publications/9.1%20Banking%20Law%20Professional.pdf
(Accessed January 29, 2018, 12:18 AM).
78 Banking Law and Practice-ICSI
https://www.icsi.edu/docs/webmodules/Publications/9.1%20Banking%20Law%20Professional.pdf
(Accessed January 26, 2018, 12:18 AM).
79 Talat Fatima, Cyber crimes, Eastern Book Company, (1st edition, 2011).
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“An Act to provide legal recognition for the transactions carried out by means of electronic data
interchange and other means of electronic communication, commonly referred to as ‘Electronic
Commerce which involves the use of alternatives to paper based methods of communication
and storage of information, to facilitate electronic filings of documents with the government
agencies and further to amend the Indian Penal Code, 1860, Indian Evidence Act, 1872, The
Negotiable Instruments Act,1881, the Banker’s Book of Evidence Act, 1891, the Reserve Bank of
India Act,1934.”80
Furthermore, it can be concluded that the purpose of making this act would get diluted if such
transactions are not validated. It was based on the UNCITRAL model and was enacted to give
effect as India was also a signatory to it. It is apparent from the Preamble that the intent of the
Act is to ensure that there is an informed citizenry and transparency of information.81
The object and purpose of the Act as enunciated in the Preamble is thus to safeguard and
protect those making positive use of the Information Technology. The users are of different
categories and come from all strata in the society. Those intending to misuse it or abuse it has
to be penalized and bearing in mind its tremendous potential. Thus, the honest use is to be
encouraged and dishonest one has to be discouraged.82
Section 3(2)83 of the Information Technology Act, 2000(2008) provides for asymmetric crypto
technology and hash function as a means of authenticating electronic records now known as
digital signatures. Banks offered 128 bit encryption, firewalls on other security devices and
security measures like SSL access. Section 43 84and Section 6685 of the IT Act, 2000 provides
for the liability or penalty for damage and computer related offences respectively.
While there is a lot of efforts towards e-banking and i-banking the IT Act too leaves a space
behind and the banking industry has not been looked to the fullest extent. Furthermore, the
banks should keep an eye and update themselves in all aspects if any amendment or guidelines
related to Information Technology is released.
13. CONCLUSION
Internet banking has revolutionized the banking sector in India. Now India is moving towards a
cashless economy and this is not possible without internet banking. At the very beginning of
21st century internet banking was at nascent stage and at present in 2017 it is still developing
but at a faster rate. The legal framework in India was strengthened by the enactment of the
Information Technology Act, 2000 (2008) and it provides various tools to mitigate the
operational risks or legal risks related to internet banking in India. Customer education is an
important aspect and without which an industry cannot progress. An informed customer-base
can reduce trust issues, other risks etc. Along with it there is a need for strict information
technology regulatory mechanism and enactment of a special legislation on protecting
unauthorized access to information and data privacy overall. Our country is in need of a data
protection law for progressing towards a Digital India and Digital Economy. There should be
80
81
82
83
84
85

Taxonic Instruments v. Commissioner of Commercial Taxes 2014 (79) Kar L.J 283.
E.C.S.E.P. Council v. Central Information Commission and Ors. A.I.R 2008 Del.
Manoj Oswal v. State of Maharashtra and Sakaal Papers Pvt. Ltd. 2013 (4) Bom C.R (Cri) 760.
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special focus on the major issues of internet banking and mobile banking addressed in that
legislation. Moreover, a provision for dealing with children in online banking regime, the value
of their personal data and reference to the guidelines or stringent laws towards personal data
breach notifications is a sine qua non that should be included in that legislation.
Adoption from GDPR relating to various laws of data protection and privacy can also be done.
While India has made its stand clear in K.S. Puttoswamy v. Union of India that Right to Privacy
is a fundamental right, it should also endeavour to set out various data protection laws to curb
the threat to internet banking and cyberspace issues.
14. OTHER REFERENCES:
1. Information Technology (Reasonable Security Practices and Procedures and Sensitive
Personal Data or Information) Rules, 2011.
2. Indian Contract Act, 1872.
3. RBI Act, 1934.
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Prevention of Cyber Crimes
Prof.Dr. Rashmi Dhobale
HOD Business Economics
H.V.Desai College
Introduction:In the present era of rapid growth, Information Technology is encompassing all
walks of life all over world. The use of computer and internet is increasingly spreading and
more and more user connecting through it. Cybercrime is one of the most prevalent and
most popular rising crimes being committed today. Recently India was also ranked as the
14th country in the world hosting phishing websites.This is criminal activity done using
computers and the Internet. The first recorded cybercrime took place in the year 1820. That
is not surprising considering the fact that the abacus, which is thought to be the earliest
form of a computer, has been around since 3500 B.C. in India, Japan and China. Cybercrime
is a global issue plaguing the world. Cybercrime is a bigger risk now than ever before due to
the sheer number of connected people and devices. But what is it exactly? In a nutshell, it is
simply a crime that has some kind of computer or cyber aspect to it. To go into more detail
is not as straightforward, as it takes shape in a variety of different formats. We’ve put
together this guide with some interesting and often alarming facts, to make it a little
easier.It has become a place to do all sort of activities which areprohibited by law. It is
increasingly being used for pornography, gambling, trafficking inhuman organs and
prohibited drugs, hacking, infringing copyright, terrorism, violatingindividual privacy, money
laundering, fraud, software piracy and corporate espionage, toname a few.
Cyber Crimes:Defining cybercrimes, as"acts that are punishable by the Information
Technology Act" would be unsuitable as the Indian Penal Code also covers many cyber
crimes, such as email spoofing and cyber defamation, sending threatening emails etc. A
simple yet sturdy definition of cyber crime would be "unlawful acts wherein the computer is
either a tool or a target or both".Cyber-crimes are crimes in which the computer is either an
“object or subject of the conduct constituting crime.” Computers are easy to access and
store a lot of data in a small space, which make them vulnerable to criminals.
Phishing:Phishing is the act of attempting to acquire information such as user name,
password and credit card details as a trustworthy entity in an electronic communication.
Phishing emails may contain links to websites that are infected with malware.Computer
crime is a general term that embraces such crimes as phishing, credit card frauds, bank
robbery, illegal downloading, industrial espionage, child pornography, kidnapping children
via chat rooms, scams, cyberterrorism, creation and/or distribution of viruses, Spam and so
on. All such crimes are computer related and facilitated crimes. The typical crimes in
criminal history are now being brought to a whole different level of innovation and
ingenuity. Such new crimes devoted to the Internet are email “phishing”, hijacking domain
names, virus immistion, and cyber vandalism. A couple of these crimes are activities that
have been exposed and introduced into the world. People have been trying to solve virus
problems by installing virus protection software and other software that can protect their
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computers. Other crimes such as email “phishing” are not as known to the public until an
individual receives one of these fraudulent emails. These emails are cover faced by the
illusion that the email is from your bank or another bank. When a person reads the email
he/she is informed of a problem with he/she personal account or another individual wants
to send the person some of their money and deposit it directly into their account. The email
asks for your personal account information and when a person gives this information away,
they are financing the work of a criminal.
Objectives of the Study:The main objectives of the present study are as under:
1. To understand the basic concepts of the cyber world.
2. To discuss comprehensively the concept of phishing.
3. To suggest the reforms and remedial measures for the prevention and control ofCyber crimes.
Classification of Cyber Crimes:The Information Technology Act deals with the following
cybercrimes along with others -Tampering with computer source documents, publishingof
information which is obscene in electronic form,Hacking, ChildPornographyBreach of
confidentiality and privacy, etc.
Cybercrimes other than those mentioned under the IT Act:
Today, the world of
cyberspace is expanding at a very rapidly and criminal activities are also expanding. Some of
the kinds of Cyber criminals are mentioned below.
 Cyber Stalking, Cyber Squatting, Data Diddling, Cyber Defamation, Cyber
terrorist,Trojan Attack, Forgery, Financial crimes, Internet time theft, Virus/worm
attack,Worms unlike the viruses, E-mail spoofing, Email bombing, Salami attack, Web
Jacking, Phishing.
 Categorisation of CyberCrimes:In general cyber-crimes can be categorised as Crimes
related data, Crime related to network, Crime related to Malafide Access and Other
related crimes.There are many types of cybercrimes:They are Cyber stalking means
online harassment and abuse, making harassing phone calls, leaving written
messages or objects, or vandalizing a person's property. A major damaging effect of
online abuse is a victim avoiding his/her friends, family and social activities.
 Intellectual Property Crimes: Intellectual property consists of a bundle of rights. The
common form of IPR violation may be said to be software piracy, infringement of
copyright, trademark, patents, designs and service mark violation, theft of computer
source code, etc.
 Bot Networks: The word botnet made from the two words robot and network. A cyber crime called 'Bot Networks', when hackers remotely take control upon computers by
using malware software.
 Identity Theft: In this cybercrime, a criminal accesses data about a person's bank
account, credit cards, Social Security, debit card, full name and other sensitive
information to drain off money or to buy things online in the victim's name.
 Malicious Software: This software, also called computer virus is Internet-based software
or programs that are used to disrupt a network. The software is used to gain access to a
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system to gather sensitive information or data or causing damage to software present in
the system.
 Child soliciting and Abuse:This is also a type of cybercrime in which criminals solicit
minors via chat rooms for the purpose of child pornography.
 Virus dissemination: Malicious software that attaches itself to other software. (virus,
worms, Trojan Horse, web jacking, e-mail bombing etc.).
 Computer vandalism: It is a type of cybercrime that Damages or destroys data rather
than stealing. It transmits virus.
 Cyber terrorism: It is a use of Internet based attacks in terrorist activities.
 Software piracy: It is a theft of software through the illegal copying of genuine programs.
 Denial of service attacks: This crime is committed by the criminal, who floods the
bandwidth of the victim's network or fills his e-mail box with spam mail depriving him of
the services he is entitled to secure mobile devices.
Suggestions are Recommendation: This paper is completely focused on cyber- crime issue,
trends and problem faced by Indian users and how cyber- crimes can be minimized by
formulating effective cyber -crime laws in India.Prevention is always better than cure. There
are some suggestion measures which may be used in order to fulfil the lacuna in present
cyber system in terms of its legal aspects as well as technological aspects. It will help us to
control or minimise the cyber -crimes. Based on the study following suggestions are
recommended:
1.
One should avoid disclosing any personal information to strangers via e-mail or while
chatting.
2.
Net Security be tightened up.
3.
Passwords are online identity over internet. Always select a password that have at
least eight characters and use a combination of letters, numbers, and symbols (e.g. # $ %!?).
Avoid using easy password like name, city name etc. use non dictionary words.
4.
One must avoid sending any photograph to strangers by online as misusing of
photograph.
5.
Update Anti-virus software to guard against virus attacks should be used by all the
net users.
6.
Use of Encryption Technology - Encryption refers to any process used to make
sensitive data more secure and less likely to be intercepted by those unauthorized to view
it. There are several modern types of encryption used to protect sensitive electronic data,
such as emails, files, folders and entire drives.
7.
Periodical reviewing of licenses of Internet Service Providers (ISPs).
8.
False E-mail identity registration be treated as an offence- sending emails from a
fake email account to another person.
9.
A person should never send his credit card number to any site that is not secured, to
guard against frauds; similarly, other personal details should also be protected.
10. It is always the parents who have to keep a watch on the sites that your children are
accessing to prevent any kind of harassment or depravation in children.
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11. Self-regulation by Computer and Net Users- Fear of state interference through excessive
regulation on the Internet has produced a backlash from Net users.
12. Need to establish a Computer Crime Research and Development Centre.
13. Development of Cyber Forensics and Biometric Techniques.
14. Establishment of Special Cyber Courts to try Cyber Crimes.
15. Web site owners should watch traffic and check any irregularity on the site
16. Need for Development of Anti-hijacking Software.
17. Web servers running public sites must be physically separately protectedfrom internal
corporate network.
18. Need for connecting Cyber Cafes with Police Control Rooms.
19. It is suggested to monitor children and how they use the Internet
20. Technical Means for Blocking of Errant Websites.
21. Diffusion of Internet Technology in India.
22. It is better to use a security programmes by the body corporate to control information
on sites.
23. E-Judiciary and Video-Conferencing for Speedy Justice.
24. Use of Voice-recognizer, Filter Software and Caller ID for Protection against unauthorised
accesses should be done.
25. Call the right person for help.
26. Digital Time Stamping System (DTS).
27. Need for Modernization of Existing Laws and Enactment of New Laws.
28. As Cyber Crime is the major threat to all the countries worldwide, certain steps should be
taken at the international level for preventing the Cyber Crime.
29. Need for a Universal Legal Regulatory Mechanism.
30. Planting of Baits in Cyberspace for Worms and Viruses.
31. A complete justice must be provided to the victims of cyber Crimes by way of
compensatory remedy and offenders to be punished with highest type of punishment.
32. Special Cyber Crime Investigation Cell for Hi-Tech Crimes.
33. Need for Cyber Crime Reporter or Cyber Law Journal.
34. Combating the Menace of Cyber Terrorism.
35. Encouragement of Cyber Crime Victims to Lodge Complaints.
36. The negative programmes Trojans, viruses; worms are responsible loss or damages of
data or computer system whose implication may vary up to the most dangerous
situation. Overall awareness among the people is required.
37. Regulation of Social Networking Sites.
38. Need the Interpol and Emergency Response Computer Security Team.
39. The antivirus software, antispyware and antimalware should make hard so that they
detect any kind of scam, spam and phishing tactics.
40. Need for Imparting Training to Officials to Investigate Cyber Crimes.
41. The firewall system, which is used by all the operating systems, should be updated from
time to time so that the increasing tactics of hacking, virus, Trojans any such unwanted
material may be prevented by the user even without his knowledge.
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42. Global Code of Digital Law for resolving Intellectual Property Rights related disputes.
43. The pillars of e-commerce authentication, confidentiality, integrity & non repudiation
should be strictly followed so that such transactions may not affect economic growth of
the nation. It may be done in following ways.
 Authentication – the sender of the document must be identified precisely and without
any possibility of fraud.
 Confidentiality – the contents of the message may not be scanned by unauthorised
parties.
 Integrity – changes made in message without according remarks must be impossible.
 Non repudiation – the sender of message is directly connected to the contents of
message (and the recipient cannot deny that the message is received)
44. Data encryption techniques must be used during data transmission so that it can’t be
easily decoded.
45. Need for Increased Awareness among Victims of Cyber Crimes.
46. The Information Technology (Amendment) Act, 2008 – A Step in the right direction.
47. Need for Universalization of Cyber Law.
48. When children are on the Net the appropriate use of filtering software supported by
adult supervision should be there and more public awareness should be spread.
49. Intrusion Management- The centralized management of intrusion-based security
technologies to identify, manage, and mitigate network intrusions based on security
policy.
50. False E-mail identity registration should be an offence.
51. Cyber forensics and biometric techniques is the need of the time and it is need to develop
computer crime research centre.
52. International treaty should be signed so as crime committed outside India can’t
prosecuted unless accused is brought to India.
53. Speed of internet should be universal.
54. It also Ned for periodical reviewing of licenses of internet service providers or such other
administrative control.
55. Computer and Cybercrime related education and awareness is required among all from
youth or senior citizen, from poor to rich, from non-user to computer professional.
56. Spam blocker should be turned on. Most internet providers provide a spam blocking
feature to prevent unwanted message, such as fraudulent emails and phishing emails,
from getting to inbox.
57. Make sure that social networking profiles such as Facebook, Twitter, YouTube, and MSN
are set to private. Check their security settings and be careful what information users
post online. Once it is on the Internet, it is extremely difficult to remove.
58. Person should avoid getting taken in by common scams, such as foreign lotteries, phony
sweepstakes and similar methods used by cyber criminals to get your personal
information and money.
59. Make online payments only on website that have an encrypted connection. Websites
that have a security certificate start with https:// and not http://

0128
60. Proper knowledge of computer and internet safety is required for all because organized
identity theft groups constantly try to remotely load spyware, malware, Trojan horses
and botnets on victim computers.
61. Home wireless computer network should always be encrypted and strong password
should be used to protect un-authorised access.
62. No one should respond to emails from financial institute requiring and update of
personal and banking information.
63. Privacy screens on laptop should be used while travelling.
References:1. www.gahtan.com/cyberlaw - Cyber Law Encyclopaedia.
2. Cyber Law and Information Technology by Talwant Singh Addl. Distt.& Sessions Judge,
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6. Estimating the Global Cost of Cybercrime (Rep.). (2014). Intel Security.

0129

Cyber Crime and Economy: Indian and International Perspective
“To competently perform rectifying security service, two critical incident response elements
are necessary: information and organization.” – Robert E. Davis
Abstract
Cyber crimes have been increasing at an exponential rate, with new and more powerful
technologies emerging every day, the concept of cybercrime is becoming more complex and
pervasive with not only affecting areas related to, and dependent on technology but also
the economy of the countries at such an extent that it is now by far more dangerous than
any other crime. With the world of cyber crime increasing at an alarming rate, there is a
desperate need to come up with ideas, skilled people, and laws which can prevent the
future economic disasters being caused by the cyber criminals. With all the economic
information of the country being stored online, there is a lot of vulnerability to the cyber
crimes and thus there is an enormous threat which is being posed by cyber-criminals to the
economy of the country.
This article will try to put forward some of the recent international economic losses caused
due to cyber crimes with special focus on India; will try to explain in detail the types of cyber
crimes affecting the economy, the problems in the laws, causes of cyber crimes, regulations
and other legal aspects against cyber crimes and at last will try to give suggestions and
recommendations regarding the protection of data and cyber-security.
Cyber Crime: Introduction
Definition
The existence of crime is as old as the human civilization. It is considered a social and
economic phenomenon. In general, crime can be said to be legal wrong that can be followed
by criminal proceedings leading to punishment. But all of these things happen in physical
form. But what about a crime which in intangible in nature but can cause all types of
damages to any individual or people at large? One of these categorized crimes is ‘Cyber
Crimes’.
Cyber refers to the traits and aspects of the culture of computers, Information technology
(IT) and virtual reality and also includes elements such as electronics, digital, internet, web,
communication networks, online services etc. In today’s world where everything has
become digitized and is exist virtually, it has become essential to private and corporate
sectors along with government organizations to migrate from traditional computing system
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to cyber system. Thus we can say that we all are surrounded and dependent on continued
availability, confidentiality and accuracy of Information and Communication Technologies.
But due to lack of awareness and skill sets, the threat of penetrating any security measures
and cyber attacks have grown exponentially in the recent past years. Attackers have the
edge over here as they can use different techniques to harm a particular organization in
various ways. It affects an organization in many various ways, where the most prominent
among all are economical, business disruptions etc. Cyber-crime has lead to losses of about
$300 billion to 1 trillion to world’s economy which is 0.4% to 1.4% of total GDP.86 There is
no one solution to attacks which can eradicate the problem but some set of skills and
awareness can help prevent this phenomena grow much further.
Nature
Cyber Crimes is at most of the times confused with cyber-warfare and cyber-terrorism. But
cyber crime is a much larger concept than these two. While cyber-terrorism is a part of
cyber crime, cyber-warfare is the result of the combined alliance of attack by the cyberexperts of the countries against not only cyber-criminals, but the enemy countries as well as
they focus on targeting their computers and networks to cause mass damage.87
The term “Cyber Crime” can be defined as any crime which involves a computer and a
network.88 Here the computer is not only involved as the weapon of the criminal, but it is
also the target. Thus the “Offences that are committed against individuals or groups of
individuals with a criminal motive to intentionally harm the reputation of the victim or cause
physical or mental harm, or loss, to the victim directly or indirectly, using modern
telecommunication networks such as Internet (networks including but not limited to Chat
rooms, emails, notice boards and groups) and mobile phones (Bluetooth/SMS/MMS)”can be
defined an cybercrime.89
With the advent of cyberspace and cyber crime, and the new technologies coming up which
are way more powerful than previous generation of technologies and at such cheap price,
that now anyone with some knowledge of using a computer and an urge to cause mischief
can cause a lot of damage to others. In today’s era, not only the common people, but also
the government officials are the ones who are working behind the scenes in the world of
cyberspace to cause threat and damages, which may include espionage, crimes related to
outside the border of the country and stealing of funds electronically. The concept of “Cyber
Crimes” is a very wide concept which includes various crimes such as:1. Fraud/Financial crimes
2. Terrorism
3. Extortion
4. Warfare
5. Obscene/Offensive Content
86McAfee, ‘The Economic Impacts of Cyber Crime and Cyber Espionage report’ (2013)
87Richard A. Clarke, ‘Cyber War’, HarperCollins (2010)
88R. Moore, ‘Cyber crime: Investigating High-Technology Computer Crime’, Anderson Publishing (2005)
89Halder, D.& Jaishankar, K., ‘Cyber crime and the Victimization of Women: Laws, Rights, and Regulations’
(2011)

0131
6. Drug Trafficking
7. Identity Theft
8. Spamming
9. Phising
While these are the elements included in cyber crime, they are not the end of the extent of
the aspects of cyber crime. The Council of Europe’s Convention on Cyber Crime has become
accepted as the leading international instrument in fighting recognizing cyber crime90. Its
provision, reflected in the US framework decisions, define four major categories of conduct
which are required to be the subject of a criminal offence:
1. Offences against confidentiality, integrity and availability of computer data,
2. Content related offences,
3. Offences related to copyright and related right.
While the crimes done in cyber space lead to mental and physical harm, it can also lead to
economic loss as well and not just at nominal level, but is powerful enough to cause
economic depression in a country. A report estimates that the annual damage to the global
economy is at $445 billion;91 approximately $1.5 billion was lost in 2012 to online credit
and debit card fraud in the US.92 In 2016, a study by Juniper Research estimated that the
costs of cybercrime could be as high as 2.1 trillion by 2019.93
Impact on Economy: Cyber Crime Perspective
The losses dealt due to cyber crime are neither something which is small at amount nor
something to look over. Anyone can create chaos in an organization with just a computer
and a network if there are enough skills needed to break through the cyber security. There
have been a lot of examples in the recent years which show us the misuse of power of
cyberspace to create chaos at international levels and can help us categorize the cyber
crimes and its impact on the international economy into various parts. The cyber crimes
which cause the economic losses are divided into following parts:1. The damage to the critical data of the business and the intellectual property rights.
2. Cyber crime, which can cost around hundreds of millions of dollars every year to the
world.
3. Stock market manipulation.
4. Damage of reputation of the company which has been hacked.
5. The extra cost of recovering from cyber attacks as well as insurance and
safeguarding the networks.
90‘Convention on Cybercrime’, Budapest, 23 November 2001.
91Kagper Pempel ‘Cyber crime costs global economy $445 billion a year: Report’,(Reuters, 24 June
2013)<https://www.reuters.com/article/us-cybersecurity-mcafee-csis/cyber-crime-costs-global-economy-445billion-a-year-report-idUSKBN0EK0SV20140609> accessed on 12 February 2018.
92‘#Cybercrime- what are the costs to victims’ (North Denver News,<http://northdenvernews.com/cybercrimecosts-victims/>accessed on 10 February 2018.
93 ‘Cybercrime will Cost Businesses Over $2 Trillion by 2019, Press release’ (Juniper Research,
<https://www.google.co.in/search?q=types+of+cyber+crimes&oq=types+of+cyber+&aqs=chrome.0.69i59j0l2j6
9i57j0l2.6756j0j7&sourceid=chrome&ie=UTF-8> accessed on 09 January 2018.
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6. Damage to the cost of opportunity which include reduced trust in online activities
and disruptions in service and employment.
When all of these are combined to estimate the losses incurred, there is a possibility of
dealing with the damage of around hundreds of billions of dollars. The various ways by
which these damages are caused are given as follows: 1. Credit Card– The credit card industry incurs heavy economic damages. The crimes
related to credit cards include the use of cards which have never been received,
counterfeiting card, and stolen cards, and also include the taking over of accounts,
internet cards-not-present transactions, and mail orders.
2. Insurance – The losses of funds from healthcare sectors include frauds in aspects like
Auto, Homeowners, Business/Commercial, and Life/Disability. According to
“Economic Crimes Unit” section which was published by the FBI in their website, the
total amount of losses from these aspects combine to an estimated amount of more
than $40billion per year.
3. Banking – The forging of check has increased to more than 500 million since 2000.
Topping this up, the trend of money laundry has also increased its contribution to
the losses incurred by banking frauds. The increase of online-banking systems has
also made the banking sector prone to economic related cyber crimes. Funds now
can be easily stolen by the means of account takeover and/or wire transfer. The
denial of service attacks and comprising online banking payment system can be used
to disrupt the e-commerce industry. The fraudulent online application for loans from
banks can be made to steal credentials of any individual.
4. Health-Care–The frauds related to healthcare facilities and services focus mainly on
programs sponsored by government as well as private healthcare benefits. This is
primarily done by the insiders, the insured and the providers.
5. Securities – The stock manipulation, illegal touts, and fraudulent offerings published
in newspapers, cold-calling, and meetings among all of them are the most prominent
trends among other trends. These scams are done electronically, and are now being
combined with many newer and more complex fraudulent activities. Included in
these activities include scalping-recommendations, websites for day-trading
recommendations, misdirected messages, momentum-trading websites, and
message boards.
6. Intellectual Property and Computer Crime – Includes cyber squatters, typo
squatters, trade-secret theft, and copyright infringement.
7. Identity Theft – The ‘not-so-industry-specific’ crime. Any area where personal data is
used to acquire customers or gain credit, identity theft plays a major role in frauds
and causing chaos. During the early stages of cyber crime, this method was not so
prominent but because of the rapid growth of technology and use of cyber space,
the use of this technique has also prevailed exponentially. This has caused a lot of
disorder in the eye of the public due to the insidious characteristic it has.
8. Telecommunications – The theft of modes of telephonic communication or the use
of telecommunication services to conduct other kind of frauds where the victims can
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be consumers, businesses and communication service providers. The telemarketing
frauds are most prominent where the firms migrate to another country while still
operating in their native countries. This poses a global threat and challenge as law
enforcement agencies need to work together in particular.
The economy of countries all over the world, including the growing e-commerce aspect of it,
is increasingly threatened by cyber economic crime. Multiple studies still show that fraud,
security, and privacy continue to be the major players in the development of e-commerce.
Most economic crimes have taken up shelter in cyberspace today. These cyber crimes give
more chance to the criminals, with better rewards and minute possibility of getting caught.
While websites can be taken over and imitated, the payment systems can be damaged and
electronic fund transfers to launder money or loot funds can now be done in a matter of
seconds with stealth. The confidence of consumers has been weakened due to exponential
growth in the rate of serious economic crimes and victimization of public in cyber space. The
problems which have been caused have also leaded to increase in privacy concerns and
need. In turn, the full potential of the business in e-commerce has been hauled due to the
fear and resistance of public against the use of technology in financial work. The trust that
was built over the years in our society for the cyberspace and business working together is
now being shattered by the wrong deeds committed in cyberspace.

Causes for Cyber Crimes in the Economy
Crimes are done for some purpose. No one would do anything such risky if they have no
purpose. There are various causes for the cyber crimes in the economy of the country and ecommerce worldwide. While some people use it for their profit and to help their evil plans
come to reality, other do it just to prove what threat they pose to the world as a cyber
criminal. The various expected reasons are as follows: 1. Urbanization – In search for a better life, people from rural areas migrate to the
urban areas thus creating a massive growth in the population of the developing as
well as developed cities. This in turn creates heavy competition among the business
in the urban areas and more specifically the big players in the business world. They
find it unnecessary to spend their money on cyber security and protect their
business online as it requires less capital, but they forget that the existence of an
urban city without cyber crime is impossible.94
2. Unemployment –The high rate of unemployment in developing countries in also one
of the important key factors in the growth of cyber crimes. The lack of better
educational system and tough conditions of the economy of the country help in this
aspect, which in turn compels the youths in the society to resort to cyber crime with
the objective of improving their livelihood and being able to make the ends meet.
3. The Gap of Rich and Poor–The large gap between the rich and the poor has also lead
to the road of cyber crime. This results in people tending to incline towards these
actions with hopes of getting rich by quickest means possible as the cyber crime is a
94N.MekeEze Stanley, ‘Urbanization and Cyber Crime in Nigeria: Causes and Consequences’ (2012)
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platform where people with right skills, a PC and a network can make thousands
without ever getting exposed.
4. Weak Implementation of Cyber Crime Laws and Inefficient Law Agencies– The
cyber criminals should be treated no less than other forms of criminals. The laws
should be so strict for them that they fear the agencies involved in fighting against
cyber criminals and the laws which regulate them. The gaps or flaws that exist in the
cyber laws around the world give confidence to the cyber criminals to do whatever
they desire. The old and inefficient cyber laws exist in some countries, unlike the
criminals in the real world who are penalized with much harsher punishments. The
technology and complex hardware are deficient in these countries which can help in
chasing out these virtual criminals. The lack of establishment of effective agencies
with respect to a team of properly skilled and intelligent personnel, and the
infrastructure gives a boost to these criminals. This happens not only in government
sectors, but also includes private sectors as well. Thus the legislations of the
countries which are made to track down and penalize the cyber criminals should be
properly made with the help of experts in the area of technology and cyberspace and
they should properly implement the laws as well.
5. Dark Role Models – The most effective and strongest factor in the growth of the
country is the population of youth. They are the driving force of the country as they
have the power to achieve anything subject to the kind of upbringing they have. The
youth want to gain everything in their as soon as possible as thus, many youngsters
involve in crimes, and specifically cyber crimes. While most of the parents want to
see their children do something good in life and try to make them disciplined, there
exist some parents who are negligent and do not regulate their child’s activities. The
children see no wrong on indulging into cyber crime as they do not see any
difference between crime and quick money.
6. Anonymity – The real world crimes are not vulnerable to be exposed. They can be
tracked down with expertise. But the crimes committed in cyberspace are so swell
hidden that it may take years to find out a single criminal in the world of cyberspace.
The technology has become so cheap that anyone who wants to have quick wealth
can learn to commit crimes in e-commerce as well as other aspects related to
information technology and the economy of the country. People use different means
to commit crimes and can easily get away with that thanks to thee ever evolving
world of cyberspace and technology.
Impact on Economy: (The International Scenario)
There have been a lot of examples which can support the evidence of rapid growth of cyber
crimes in the economic sector of the counties worldwide. These crimes have lead to the
weakening of business and e-commerce. Not only has this, cyber crimes also been
successful in creating disorder in the financial conditions of a country. Some of the examples
of financial crisis which cyber crimes have given birth to are as follows: 1. It was estimated that in America, fraud losses had increased to more than $500
million in the year 2000.
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2. The report published related to insurance fraud by the FBI declared that the total
insurance industry fraud was more than $26.7 billion annually.95
3. The cases related to cybercrime affecting on economy in India has increased to more
than 300% between thee year 2011 and 2014.96
4. The WannaCry virus which hit the NHS in 2017 affected as many as 300,000
computers which caused a damage of billions.97
5. In 2015, the hackers were able to successfully steal more than £650 million from the
financial institutions around the world.98
6. A group of trio had stolen information from the JP Morgan Chase & Co. which was
worth hundreds of millions of dollars as it contained the sensitive information of
about 83 million customers of the company and sold it to a large network of
accomplices.
7. Sony Pictures in 2014 was crippled by hackers known as GOP (Guardians of Peace)
with a virus which was able to steal more than 100 terabytes of data. This attack is
rumoured to be allowed to be done by North-Korea in an attempt to stop the release
of the movie, ‘The Interview’, where it was depicted that the two main protagonists
were on the quest of assassinating the head of the state, a character that was similar
to Kim Jong-Un.99
8. In 2013, more than One Billion accounts were stolen from Yahoo. This was
considered as the largest case of Identity theft in history which included credentials
such as names, personal phone numbers, passwords and mails. This happened again
in 2014 when information of more than 500 million users was stolen from Yahoo.
9. One of the most dangerous hackers known is ‘Mafiaboy’, also known as Michael
Calce who was very young when he started committing crimes in 2000 against
companies like Dell, Yahoo, Amazon, and eBay and was at one point being known to
have caused damage of more than $1.2 billion.100
10. The ‘Epsilon Hack’ of 2011, also called as ‘The Hack of The Century’ was successfully
able to cause damage within the estimated range of $200 million to $4 billion. The
exact figure is still unknown.
11. Max Vision, who is still serving in prison and is yet to come out in 2019 targeted
banks, businesses, and even other hackers and stole almost two million credit card
numbers. He even raided an illegal hacker server and moved their credit card data to

95Ibid
96PTI,‘Cybercrime in India up 300% in 3 years: Study’,(India Times, 25 August
2016)<https://economictimes.indiatimes.com/tech/internet/cybercrime-in-india-up-300-in-3-yearsstudy/articleshow/53858236.cms>accessed on 10 February 2018.
97Dan
Elson,
‘Attack
of
the
Hack:
Report’(The
Sun,
31
July
2017)<https://www.thesun.co.uk/tech/4120942/five-of-the-worst-cases-of-cyber-crime-the-world-has-ever-seenfrom-data-theft-of-one-billion-yahoo-users-to-crippling-the-nhs/> accessed on 11 February 2018.
98Ibid
99Ibid
100Kees Friesland,’10 of the Worst Cyber Crimes in History: Report’ (Technadu, 20October
2017)<https://www.technadu.com/biggest-cyber-crimes/9094/> accessed on 11 February 2018.
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his own site, which was known as CardersMarket. He sold the credit card numbers
and was able to illegally make amounts no less than $86.4 million.101
12. One of the hackers who have written their name in the Cyber Crime history for
crippling the Credit and Debit card industry is Albert Gonzalez. He made allies with
some Russian acquaintances and started his attack on security of big major players in
the business industry for nearly four years. The greatest achievement of his team
was the breach of Heartland Payment Systems, which compromised the data of the
people counting to more than 130 million.
13. Stuxnet, a computer worm which could penetrate into any system without being
caught by the security with the help of network connection or any other way based
on the vulnerability of the security of the target, attacked the facilities of nuclear
power plant in Tehran, which caused damage to around 100 nuclear centrifuges. This
destruction set the nuclear project of Tehran back into the dark ages. Stuxnet still
carried on and ruthlessly infected more than 600,000 additional computers.
14. Titan Rain, a set of coordinated attacks by hacker cells allegedly receiving support
from Chinese Government affected the world. Although not only the Chinese, but
the NASA, the US Department of Defence and UK Ministry of Defence are also on the
list of the alleged establishments who may have been behind the attacks.
15. DDoS (Distributed Denial-of-Service) attacks, which prevent the population from
using the internet, left the users of internet in North America and Part of Europe
with no access for many hours in 2016.
16. The Estonia Cyber War is also one of the best examples. This happened in 2007, not
long after Titan Rain occurred. A group of hackers allied with the Kremlins, while
they called themselves as the ‘Transitria’ and went with an all out cyber-attack
against the Estonian government. These were so well planned that most of the
government websites were shut down, which affected the Estonian population at
large as they were not able to use ATMs and online banking services.102
The above examples not only give us the proof of the amount of damage cyber crime can
cause, but it also show us that in future, it is going to become the most prominent threat if it
is not now. Not long after the development of Information Technology worldwide, if these
damages have occurred, then who knows what can happen in future.
Impact on Economy: Cyber Crime (Indian Scenario)
India is the world’s second ranking country with respect to its population. It is also named as
one of the fastest developing countries in the world. In turn, due to India’s such a large
population, it also automatically become the second ranking country in Asian region with
respect to the internet users with more than 300 million users using internet every day103.
Users have the ability to retrieve information online no matter where they are or the time.
In today’s era, the most convenient use means of communication are E-mails and websites.

101Ibid
102Ibid
103Kumar, Shubham, ‘Present scenario of cybercrime in INDIA and its prevention’, (2015)
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This also gives chance to the cyber criminals to victimize the people who are so dependent
on the internet and online banking and e-commerce.
The implementation of the concept of Digital India project is being used by the government
to its full potential. The cyber security risks should be suppressed to its full extent while the
connectivity of the users to the internet should be at its maximum capability for the project
to reach new milestones and achieve its ulterior motive. But the main issue which persists in
India is the worsening conditions of cyber security day by day.
The main problem with the country is that they do not want to invest in the cyber security
services, thinking that it is too inexpensive and can be avoided to save money. But they
forget that even if it is not that expensive, it can save them from any financial loss which
might occur in the future due to cyber crime. They do not see the big picture.Since 2011,
when the cases of cyber crime was reported to be 1,791 and criminals arrested were around
1,184 across the country; there is a huge increase in the crimes with 8,045 cases registered
in 2015 and only 5,102 arrests have been successfully made.104And this is only the case of
five years in the Indian sub-continent.

(Report by Factly, available at https://factly.in/cyber-crimes-in-india-which-state-tops-thechart>)
The cases of cyber crime have not only been registered under IT Act 2000, but the IPC also
play a major role in these types of cases in India. While in 2011 there were only 422 cases

104Rakesh Dubbudu, ‘Most number of Cyber Crimes reported in Maharashtra & Uttar Pradesh’
(Factly, 2 September 2016) <https://factly.in/cyber-crimes-in-india-which-state-tops-thechart/> accessed on 12 February 2018.
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registered under IPC related to these cases, and 446 arrests were made; it increased
drastically, crossing over 3422 cases and 2867 arrests made. 105

(Report by Factly, available at https://factly.in/cyber-crimes-in-india-which-state-tops-thechart)
The total number of cases thus registered has crossed over 32,000 between the year 2011
and 2015. Under the IT Act, about 24,000 of the cases have been reported and the rest of
cases have been categorized under IPC and also other State Level Legislations.
Though there have been so many cases reported, the most popular states among these
crimes are Uttar Pradesh and Maharashtra. While Uttar Pradesh ranks second on the list of
cyber crimes in states between 2011 and 2015 with 3,868 cases; Maharashtra goes even
higher, ranking at first with 5,935 cases and only 3,088 arrests made. The third state to
follow the chart is Karnataka, with 3,597 cases but with the worst arrest record of only
888.106

105Ibid
106Ibid
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(Report by Factly, available at https://factly.in/cyber-crimes-in-india-which-state-tops-thechart)
After looking at the statistics between the year 2011 and 2015, the conclusion is that there
has been an exponential increase of more than 350% in the cases of cyber crime with more
than 70% increase in the cases between the year 2013 and 2014.107
Looking at the more recent past, when from ransom-ware targeting the computers to
scamming rackets that have took place in the diverse country, it was observed that there
was atleast one cyber crime taking place in India every 10 minutes on an average. The
situation has become worse as in 2016 it was almost 12 minutes per cyber crime on an
average rate.108
A report issued by the CERT-In based on the months from January to June 2017, it was
declared that 27,482 cases of cyber crime had surfaced in India which included phising,

107Ibid
108Chetan Kumari, ‘One cybercrime in India every 10 minutes’ (Times of India, 22 July 2017)
<https://timesofindia.indiatimes.com/india/one-cybercrime-in-india-every-10minutes/articleshow/59707605.cms > accessed on 12 February 2018.
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scamming, ransom-ware, malicious codes, and all other cyber related crimes which are
known to exist.109
The cases of cyber crime in India have taken a drastic change and in the last four years, India
has suffered with more than 2 Lakh cases.110This has not made the public scared of using
the internet for their use, but now they have fear of losing their wealth as well. With such a
large number of cases emerging every year, the losses which are incurred are more than
hundreds of millions of dollars every year. This situation can lead to not only the financial
crisis in the country, but can also bring the government to its knees. Although there have
been major legislations made for the sole purpose of combating cyber crime, there is still
much to be done if India has to save itself from this scenario.
The cases of cyber crime under IT Act have been categorized and considered in the following
Sections111:1. Tampering the Computer Source Document (IT Act, S. 65)
2. Loss/Damage to Computer Resource/Utility (IT Act, S. 66(1))
3. Hacking of Electronic Devices (IT Act, S. 66(2))
4. Obscene Publication/Transmission in Electronic Form (IT Act, S. 67)
5. Failure of Compliance/Orders of Certifying Authority (IT Act, S. 68)
6. Failure to Assist in Decrypting the Information Intercepted by Govt. Agency (IT Act, S.
69)
7. Un-authorized Access/Attempt to Access to Protected Computer System (IT Act, S.
70)
8. Obtaining License or Digital Signature Certificate by Misrepresentation (IT Act, S. 71)
9. Publishing False Digital Signature Certificate (IT Act, S. 73)
10. Fraud Digital Signature Certificate (IT Act, S. 74)
11. Breach of Privacy/Confidentiality (IT Act, S. 72)
The other side of the legislation for these types of crimes is the IPC, which covers the crimes
under the following sections112:1. Offences by/against Public Servant (Section 167, 172, 173, 175 IPC)
2. False electronic evidence (Section 193 IPC)
3. Destruction of electronic evidence (Section 204, 477 IPC)
4. Forgery (Section 463, 465, 466, 468, 469, 471, 474, 476, 477A IPC)
5. Criminal Breach of Trust (Section 405, 406, 408, 409 IPC)
6. Counterfeiting Property Mark (Section 482, 183, 483, 484, 485 IPC)
7. Tampering (Section 489 IPC)
8. Counterfeiting Currency / Stamps (Section 489A to 489E IPC)

109Ibid
110Ibid
111The Information Technology Act, 2000.
112Indian Penal Code, 1860.
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Although the following steps resorted to have been some major measures taken by the
government as a counter-measures against cyber crimes, there is still a lot of scope for the
development of cyber security in India113:1. The Ministry of Home Affairs has issued associate consultive to the State
Governments and Union Territory Administrations on Cyber Crime. The State
Governments are suggested to make adequate technical capability in handling cyber
crime as well as technical infrastructure, cyber police stations and trained men for
detection, registration, investigation and prosecution of cyber crimes
2. A significant programme has been initiated on development of cyber forensics
tools, fixing of
infrastructure
for
investigation
and coaching of
the
users, significantly police and judicial officers in use of this tool to gather and analyse
the digital proof and gift them in Courts.
3. Indian Computer Emergency Response Team (CERT-In) and Centre for Development
of Advanced Computing (CDAC) square measure concerned in providing basic and
advanced coaching to enforcement Agencies, rhetorical labs and judiciary on the
procedures and methodology of aggregation, analysing and presenting digital proof.
4. Cyber forensics coaching work has been got wind of at coaching Academy of Central
Bureau of Investigation (CBI) to impart basic and advanced coaching in Cyber
Forensics and Investigation of Cyber Crimes to law enforcement officials related
to CBI. Additionally, Government has got wind of cyber rhetorical coaching and
investigation labs within the States of Kerala, Assam, Mizoram, Nagaland, Arunachal
Pradesh, Tripura, Meghalaya, Manipur and Jammu & Kashmir for training of Law
Enforcement and Judiciary in these States.
5. Together with Data Security
Council of India (DSCI),
NASSCOM,
Cyber rhetorical Labs are originated at Mumbai, Bangalore, Pune and metropolis for
awareness creation and coaching programmes on Cyber Crime investigation, while
National Graduate school, Urban Center and NALSAR University of Law,
Hyderabad are engaged in conducting many awareness and coaching programmes
on Cyber Laws and Cyber crimes for judicial officers.
6. The Indian computer Emergency Response Team (CERT-In) problems alerts and
advisories relating to latest cyber threats and countermeasures on regular basis.
CERT-In has revealed tips for securing the websites, that square measure on the
market on
its web
site (www.cert-in.org.in).
CERT-In additionally conducts
regular coaching programme to create the system directors privy to secure hosting
of the websites and mitigating cyber attacks.
7. Government has determined to supply a centralized national portal through Crime
and Criminal pursuit Network and Systems (CCTNS) for registering on-line cyber
crime complaints. The Ministry of Home Affairs has conjointly in-principle
approved to line up associate degree Indian Cyber Crime Coordination Centre (I4C)
to fight against cyber crime within the country associate degree establish an open
platform for victims to boost crime complaints with the protocol for
113 Supra Note 20
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resolution like on-line crime coverage, to support and coordinate electronic
investigations of crime, assist the enforcement agencies in criminal investigation etc.
8. The cyber space is being closely monitored by the Government in respect of the
situation of radicalization attempts. The Government has also directed the
intelligence agencies to identify potential recruits and keep them under surveillance.

Measures against Cyber Crime
Even though there has been a lot of development in the case of cyber security and
especially if we focus on India where cyber security is something which is over looked by
even major players in business and e-commerce. Some suggestions for improving cyber
security are given below: 1. The issue of cyber squatting is something which has not been considered and
overlooked in the IT Act. The punishment for the same, in turn, is also not made. This
negligence will help the cyber squatters to get away easily. The provisions for the
same should be made as soon as possible to help the government include the cyber
squatters under the radar.
2. The technology used in cyber security should be updated immediately, this may
incur some cost to the government as well as private sectors but it will act as an
effective measure against the cyber criminals in future.
3. The awareness of these types of crimes should be public and also educational
campaigns for the same should be implemented. This will not only help the
individuals to save themselves from cyber crimes, but it will also help the
government in turn to focus on improving the cyber security rather than arresting
the criminals.
4. Anti-virus and Anti-Malware software, also known as security software should be
used by individuals to prevent themselves from harmful computers viruses. There
are a lot of computer security softwares out there, but the paid ones are the best
because they update their virus databases and roll out new security updates
regularly.
5. Keep the computer updated with latest patches and updates. This can help in
preventing anyone taking advantage of the software flaws.
6. The experts in the field of Information Technology, cyber crimes, and laws should
come together to make a power team which would be able to effectively eradicate
the problem the cyber crime.
7. Companies should hire the experts in cyber security as well as be updated with the
latest softwares and hardwares needed in today’s era to escape from any attack
which may happen in future.
8. The companies which provide cyber security to other institutions should be kept at a
regular check and should be held liable if they are involved in the loss of critical
information, or if they fail to provide the appropriate security needed against cyber
criminals. For Example, Section 43 of the IT Act 2000 which explains the same.
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9. The Data Loss Prevention tools (DLP) should be used to keep a check on the data
flow.
10. More changes and amendments should be brought in the laws relating to cyber
crime so that there is an updated provision worldwide to protect the people from
being victimized by the cyber criminals.
11. For India, there are no laws specifically made with the exception of Information
Technology Act 2000. But the Act also has its shortcoming such as lack of privacy,
lack of protection if civil liberties and the absence of cyber security breach disclosure
norms etc.
12. The treaties and international conventions are one of the best ways to fight against
cyber crimes, but for this to function effectively; the countries individually have to
work by themselves by improving their cyber security personnel, agencies and laws.
13. The basic prevention strategies against the cyber crimes should be advertised among
the population, through all the media of communication so that the common
population know how to protect themselves from cyber crimes.
Conclusion
With the advent of internet, the technology has been developing at an exponential rate,
which has produced inherently dangerous articles. Terrorist Organizations, have embraced
these technologies, and in turn have gained exclusive opportunities to maximize the
damage of physical attack. The ease in the availability of information with the advancement
of technology has mixed conventional crime with cyber techniques thus giving birth to a
new, rather more destructive era of crime with respect to economy, ‘The Cyber Crimes’.
Though there are lot legislations that have been established but now, the technology and
cyber techniques still been able to successfully cause major financial losses and crisis
worldwide. The measures mentioned above can help in eradicating this war against the
cyber criminals and suppress any future threats it poses.
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Abstract:Cybersecurity is also known as information technology security. It is information security
applied to computing devices such as servers and mobile devices like smartphones as well as
computer networks including the whole internet. To save time and energy, people are moving
towards digitalization, they are purchasing products online through the electronic platform. In
online shopping risks are involved, as no physical appearance is there, so cybersecurity helps in
overcoming these risks. As looking towards the threat of cyber-attacks, the research paper aims
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consumers from these risks. Each and every country is facing the top and national threat“Cyber Attack”. These are attacks done using the computer, the internet like hacking, virus,
etc. Cyber Security is the security offered through online services to protect your online
information.
Statement of Problem:With an increasing amount of people getting connected to Internet ie. Online purchasing,
etc., the security threats which causes harm are also increasing. It can be life-threatening. It
can affect the retail online market as well as the consumers. It includes Virus
 Hacking
 Malware
 Phishing
Objectives of the Study:Followings are the objectives of the study
 To study know about Cyber Security
 To analyze the need for Cyber Security
 To know about the buying behavior of E-Consumers
 To analyze the need for Cyber Security awareness to E-Consumers
Review of Literature:-
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Noluxolo Kortjan, Rossouw von Solms School of ICT, Nelson Mandela Metropolitan
University, South Africa (2014). According to these researchers, the Internet is becoming
increasingly interwoven in the daily lives of many individuals, organizations, and nations. It
has, to a large extent, had a positive effect on the way people communicate. It has also
introduced new avenues for business, and it has offered nations an opportunity to govern
online. Nevertheless, although cyberspace offers an endless list of services and
opportunities, it is also accompanied by many risks, of which many Internet users are not
aware. As such, various countries have developed and implemented cyber-security
awareness and education measures to counter the perceived ignorance of the Internet
users. However, there is currently a definite lack in South Africa (SA) in this regard; as there
are currently, little government-led and sponsored cyber-security awareness and education
initiatives. The primary research objective of this paper, therefore, is to propose a cybersecurity awareness and education framework for SA that would assist in creating a cybersecure culture in SA among all of the users of the Internet. This framework will be
developed on the basis of key factors extrapolated from a comparative analysis of relevant
developed countries. (Noluxolo Kortjan)
Rajasekar Ramalingam (2015). According to him the revolution of internet technology and
its usage have led a significant increase in the number of online transactions and electronic
data transfer parallelly increased the number of cybercrime incidents around the world.
Steady economic growth in the Sultanate of Oman accelerated the volume of online
utilization for e-commerce, banking, communication, education and so forth. Normally
attackers target the users who ignore security practices due to the lack of information
security awareness. Unawareness of information security practices, user negligence, lack of
awareness programs and training are the root cause of information security threats. Earlier
studies reveal there is a considerable and continuous cybercrime incident in Oman which
compromises the security policy of the organizations, affecting the business continuity and
the economic growth. In this study, a survey was performed among the educational
institutions in Oman to investigate the level of information security awareness and based on
the study; a security awareness model is proposed to enable information security practices
in the educational institutions(Ramalingam).
Saroj Mehta &Vikram Singh(2013). According to these researchers, the increased reliance
of individuals/organizations on cyberspace has resulted in a corresponding increase in the
cybercrimes. Coupled with lack of proper training and education, the low level of awareness
of the Indian society about the cyber crime has resulted in a spurt of cybercrimes. At times,
even the law enforcement officers do not have proper training and other requisite expertise
for tackling cybercrime. India may succeed in combating the problem of cybercrimes by
adopting a synergetic approach wherein technological measures and proper legislative
framework with a properly trained human resource in a tech-savvy society(Vikram, (2013)).
Research Methodology:The study is based on both the Primary and Secondary data.
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Primary Data was collected from 75 respondents of Pune City who have experienced
online purchasing of products. The responses were collected through survey and
questionnaire method through Google forms using Simple Random Sampling.
 Secondary data were collected from published and unpublished records like internet
sites and reports.
Cyber Attack is done for the following purposes Money
 Companies Data
 Access to customer’s data
 Curiosity
 Revenge


Need of Cyber SecurityIt is needed and important as it secures our data from theft and fraud, like misuse of
information, etc. Governments, military and all other sensitive departments, businesses,
collects and stores confidential data on computers and transmit their data through
networks to other computers, so security to this is required. With the growing volume cyber
attacks, there is a need to secure and protect the confidential information of the businesses
and consumers.
As there is a need to tackle this difficult situation a different law is framed known as “Cyber
Law”
and
special
attention
is
given
to
the
Cyber
problems.
Working Definitions: Cyber Security- It refers to the protection of information, devices, computer and its
resources stored therein from unauthorized access use, disclosure, disruption,
modification or destruction.
 E-Consumers- These are the people or customers who purchase goods online.
 Cyber Law- It refers to the laws related to use of communication technology,
particularly “Cyber Space” i.e. the Internet.
 Cyber Attack- It is an attempt by hackers to damage or destroy a computer network
or system.
 Virus- It is a program that is loaded onto your computer without your knowledge
and runs against your wishes.
 Hacking- A person (hacker), breaks into the computer of others, usually by gaining
access to administrative controls. There are three types of hackers-White Hats, Grey
Hats, and BlackHats.
 Phishing-It refers to sending of emails purporting to be from reputable companies in
order to induce individuals to reveal personal information, such as passwords and
credit card numbers.
 Malware- It is a combination of two words, Malicious and Software. It refers to any
software that infects and damages a computer system without the owner’s
permission.
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Sample Size:For the purpose of the present study, researchers have approached 75 respondents in the
Pune City.
Data Analysis and Interpretation:1. Online purchase by respondents-

Do you make online purchase
11%
Yes
No

89%

Source: Primary Data
 89% of people of 75 respondents do online purchase.
 11% of people of 75 respondents do not make the online purchase.
From the above analysis, it can be said that majority of the respondent's purchase products
through an electronic platform.
2. Effectiveness of online shopping-

Online shopping is effective
12%
Yes
No
88%

Source: Primary Data
 88% people of 75 respondent think that online shopping is effective.
 12% people of 75 respondents think that online shopping is not effective.
From the above analysis, it can be said that majority of the respondents think online
shopping is very effective.
3. Reasons for preference towards online buying of products-
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Reasons to buy online products
4% 4%
Convenience
40%

27%

Discounts
Variety
Fast Delivery

25%

Guarantee & Warranty

Source: Primary Data
 40% respondents prefer online shopping of products due to convenience as it saves
time.
 25% respondents prefer online shopping of products due to discounts and best
deals/offers.
 27% respondents prefer online shopping of products due to a variety of products as
they have various choices for selection.
 4% respondents prefer online shopping of products due to fast delivery and quick
response.
 4% respondents prefer online shopping of products due guarantee & warranty
offered.
From the above analysis, it can be said that majority of the respondents prefer an electronic
mode of purchasing as it is very Convenient.

4. Most popular portals preferred for online shopping of products-
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Mostly preferred portal for online purchase
3% 1%
1%

11%
Amazon
Flipkart
Snapdeal

49%

Myntra
Jabbong

35%

Others

Source: Primary Data
 49% respondents purchase from Amazon
 35% respondents purchase from Flipkart
 1% respondents purchase from Snap deal
 3% respondents purchase from Myntra
 1% respondents purchase from Jabbong
 11% respondents purchase from other online retailers.
From the above analysis, it can be said that most preferred online portal for buying products
are Amazon and Flipkart.
5. Awareness of Cyber Crimes-

Are you aware of Cyber crimes
12%
Yes
88%

No

Source: Primary Data
 88% respondents are aware of Cybercrimes.
 12% respondents are not aware of Cybercrimes.
From the above analysis, it can be said that majority of the respondents are aware of
Cybercrimes.
6. Targets of Cyber Attack-
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Did you faced any Cyber attacks
11%

Yes
No
89%

Source- Primary Data
 11% respondents have been the target of cyber attacks
 89% respondents have not faced cyber attacks.
From the above analysis, it can be said that less number of respondents had faced cyberattacks.
7. Awareness of Cyber Security to E-Consumers-

Do you know of Cyber Security measures?
21%
Yes
79%

No

Source: Primary Data
 79% respondents are aware of Cyber Security
 21% respondents are not aware of Cybersecurity
From the above analysis, it can be said that majority of the respondents are aware of Cyber
Security.
Security measures applied-
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Any Security measure you have taken
47%
53%

Yes
No

Source: Primary Data
 47% respondents have taken security measures to protect themselves from
Cyberattacks
 53% respondents have not taken security measures to protect themselves from
Cyber attacks.
From the above analysis, it can be said that less number of the respondents have taken
security measures against cyber attacks and others are aware of cybersecurity but has not
taken any measures.
Findings: A huge number of people tends to purchase the products online.
 a huge number of people tends to purchase online they think it is more effective.
 Most consumers buy a product online as it is more convenient for them, as no
physical appearance is required, at one click product can be purchased and it saves
time and energy.
 Amazon and Flipkart are most preferred portals for online shopping and it is
preferred by the respondents.
 A huge number of people knows about cybercrimes and attacks.
 Less number of people has gone through a difficult situation of Cyberattacks.
 Most of the people know about Cyber Security.
 Less number of people have taken measures to protect themselves from cyber
attacks and others know about cyber security but have not taken any initiative.
Suggestions: Awareness can be created by suggesting certain measures like use of encryption, etc.
to be taken by the Consumers who tend to do online shopping.
 Strong Passwords can be set to login. It should be different for different accounts.
 Be sensitive in what you upload on the social media.
 Download apps from authorized app stores only.
 Use trusted websites only.
 Do not accept weird numbers or don’t share personal information.
 Anti Virus and Anti Malware Protection need to be installed and updated.
 Safe Configuration should be there.
 Protect with Firewall, as it helps to protect your network traffics.
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 Ignore suspicious E-mails.
 Take regular Back-up of data.
 Secure Laptops and Smartphones
Conclusion:New trends and modern perspective lead the consumers to buy products online. The
internet offers access to multiple sites, provides various types of products and services, etc.
By offering this, it is inviting cyber threats like hacking, phishing, etc. The targets of cyber
attacks are business, government, consumers, etc. Cyber Security provides protection from
these problems in the form of Anti-virus, initiating programs on the awareness of
cybersecurity. Various Indian websites are hacked.
It is a saying that, “God helps those who help themselves”. Similarly, we need to protect our
computers and online activities by taking precautions. There is a need to improve
knowledge about Cyber Security and to overcome various problems.
Initiatives taken by the government would help us in overcoming cyber problems.
Consumers can perform online activities by taking care. India is ranked 23rd among 165
nations in Cyber Security Index. Though purchasing products through electronic media is
beneficial as it saves time and energy, but consumers should take care of Cyber Security.
They must take care of their information, their funding sources, etc.
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___________________________________________________________________________
__
Abstract :- The term cybercrime are more properly restricted to describing criminal activity in
which the computer or network is a necessary part of the crime, these terms are also
sometimes used to include traditional rimes, such as fraud , blackmail , forgery and
embezzlement, in which computers or networks are used. Cybercrime has been one of the
common practices made by the computer expert. Cybercrime is that activities made by the
people for destroying organization network, stealing others valuable data, documents,
hacking bank account and transferring money to their own and so on.
___________________________________________________________________________
__
Key words---cyber crime,fraud,blackmail, forgery, hacking, fishing ,email ,
Introduction--- Cybercrime is criminal activity done using computers and the Internet. This
includes anything from downloading illegal music files to stealing millions of dollars from
online bank accounts. Cybercrime also includes non-monetary offenses, such as creating
and distributing viruses on other computers or posting confidential business information on
the Internet.
Criminals use the Internet to steal personal information from other users., they are asked to
enter personal information. This includes login information, such as usernames and
passwords, phone numbers, addresses, credit card numbers, bank account numbers, and
other information criminals can use to "steal" another person's identity.
The computer is only an incidental aspect of the crime.. Services such as
telecommunications, banking and finance, transportation, electrical energy, water supply,
emergency services, and government operations rely completely on computers for control,
management, and interaction among themselves. Cybercrime would be impossible without
the Internet.. The rise in popularity of the Internet for both private persons and businesses
has resulted in a corresponding rise in the number of Internet-related crimes.
The first recorded cyber crime took place in the year 1820! That is not surprising considering
the fact that the abacus, which is thought to be the earliest form of a computer, has been
around since 3500 B.C. in India, Japan and China.
Objectives—
1)To under stand what is cyber crime ?
2) To under stand types of cyber crime .
3) To under stand of cyber crime and security.
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What is cyber crime?
Cybercrime is a crime in which a computer is the object of the crime or is used as a tool to
commit an offense. Cyber criminals may use computer technology to access personal
information, business trade secrets or use the internet for exploitive or malicious purposes.
Criminals can also use computers for communication and document or data storage.
Criminals who perform these illegal activities are often referred to as hackers. The cyber
criminals constitute of various groups.
Causes of Cybercrime:
Cyber criminals always opt an easy way to make big money. They target rich people or rich
organizations like banks, casinos and financial firms where a huge amount of money flows
daily and hack sensitive information. Hence, that increases the number of cyber-crimes.
1) Easy to access – The problem behind safeguarding a computer system from unauthorized
access is that there are many possibilities of breach due to the complex technology. Hackers
can steal access codes, retina images, advanced voice recorders etc.
2)Capacity to store data in comparatively small space – The computer has the unique
characteristic of storing data in a very small space. This makes it a lot easier for the people
to steal data from any other storage and use it for own profit.
3) Complex – The computers run on operating systems and these operating systems are
programmed of millions of codes. The human mind is imperfect, so they can do mistakes at
any stage. The cyber criminals take advantage of these gaps.
4) Negligence – Negligence is one of the characteristics in human conduct. So, there may be
a possibility that protecting the computer system we may make any negligence which
provides a cyber-criminal the access and control over the computer system.
5) Loss of evidence – The data related to the crime can be easily destroyed. So, Loss of
evidence has become a very common & obvious problem which paralyzes the system
behind the investigation of cyber-crime.
Types of cyber crime
1. Hacking
hacking is an act committed by an intruder by accessing your computer system without your
permission. Hackers are basically computer programmers, who have an advanced
understanding of computers and commonly misuse this knowledge for devious reasons
Some of the most famous computer geniuses were once hackers who went on to use their
skills for constructive technological development.The first step towards preventing hackers
from gaining access to your systems is to learn how hacking is done. Of course it is beyond
the scope of this Fast Track to go into great details, but we will cover the various techniques
used by hackers to get to you via the internet.Hacking is done through a network, so it’s
very important to stay safe while using the internet.It is a technique to gain illegal access to
a computer or network in order to steal, corrupt, or illegitimately view data.
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3 .Virus dissemination
Viruses are computer programs that attach themselves to or infect a system or files, and
have a tendency to circulate to other computers on a network. They disrupt the computer
operation and affect the data stored – either by modifying it or by deleting it altogether. “
4. Logic bombs
Logic bombs are usually employed by disgruntled employees working in the IT sector. of
logic bombs can be a specific date and time, a missing entry from a database or not putting
in a command at the usual time, meaning the person doesn’t work there anymore. Most
logic bombs stay only in the network they were employed in. So in most cases, they’re an
insider job. This makes them easier to design and execute than a virus. It doesn’t need to
replicate; which is a more complex job. To keep your network protected from the logic
bombs, you need constant monitoring of the data and efficient anti-virus software on each
of the computers in the network.
5. Phishing
It is a technique to obtain confidential information such as usernames, passwords, and
debit/credit card details, by impersonating as a trustworthy entity in an electronic
communication and replay the same details for malicious reasons. . Phishing is typically
carried out by email spoofing. Many banks have issued preemptive warnings informing their
users of phishing scams and the do’s and don’ts regarding your account information
6. Email bombing and spamming
Email bombing is characterised by an abuser sending huge volumes of email to a target
address resulting in victim’s email account or mail servers crashing. The message is
meaningless and excessively long in order to consume network resources.
. “Spamming” is a variant of email bombing.. Spammers collect email addresses from
customer lists, newsgroups, chat-rooms, web sites and viruses which harvest users’ address
books, and sell them to other spammers as well. A large amount of spam is sent to invalid
email addresses.
7. Web jacking
The web jacking method attack may be used to create a clone of the web site, and present
the victim with the new link saying that the site has moved. Unlike usual phishing methods,
when you hover your cursor over the link provided, the URL presented will be the original
one, and not the attacker’s site. But when you click on the new link, it opens and is quickly
replaced with the malicious web server. The name on the address bar will be slightly
different from the original website that can trick the user into thinking it’s a legitimate site
8. Vishing: It is the criminal practice of using social engineering over the telephone system
to gain access to private personal and financial information from the public for the purpose
of financial reward.
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9. E-mail Spoofing: It is a technique of hiding an e-mail‟s actual origin by forged the e-mail
header to appear to originate from one legitimate source instead of the actual originating
source.
10. Spamming: Unwanted and unsolicited e-mails usually sent in bulk in an attempt to force
the message on people who would not otherwise choose to receive it are referred to as
Spam E-mails.
11. ATM Skimming and Point of Sale Crimes: It is a techniqueof compromising the ATM
machine installing a skimming device atop the machine keypad to appear as a genuine
keypad or a device made to be affixed to the card reader to look like a part of the machine.
Additionally, malware that steals credit card data directly can also be installed on these
devices.

Cyber crime and banking
The banking industry has enjoyed the ride of emerging technology to undergo significant
changes. Banks are among the biggest beneficiaries of the IT revolution and have largely
adopted Information Technology solutions for rendering the banking services to their
customers. The proliferation in online transactions mounting on technologies like NEFT
RTGS ,ECS ,and mobile transactions. Swift, Cyber Crimes has evolved in the scene. Over a
period of time, the nature and pattern of Cyber Crime incidents have become more
sophisticated and complex. Banks and Financial Institutions remain the unabated targets of
cyber criminals in the last decade .
Financial cybercrime in India has been steadily increasing over the years. For the year 201516, the Reserve Bank of India (RBI) reported 16,468 cyber crimes related to ATM, debit card,
credit card and net banking frauds. The number of frauds reported by the RBI were 13,083
in the year 2014-15 and 9,500 in the year 2013-14. The data was provided to a question
raised in the Lok Sabha by MPs Dushyant Singh and Manoj Tiwari.
The RBI set up the Reserve Bank Information Technology Pvt Ltd (ReBIT) to take care of its IT
requirements, including the cyber security needs of the bank and its regulated entities.
ReBIT will focus on IT and cyber security including research for the financial sector and assist
in IT systems audit and assessment of RBI regulated entities, in addition to implement and
manage internal or system wide IT projects. The ministry of electronics and information
technology has also issued a consultation paper which calls for developing a framework for
security of digital wallets operating in the country. With digital payments on the rise,
and digital heists and frauds becoming common. In India, most notably, over 3.2 million
debit card details were likely stolen by hackers hackers from ATMs and POS machines in
October 2016. The National Payments Corporation of India (NPCI) said that the complaints
of fraudulent withdrawal are limited to cards of 19 banks and 641 customers. The total
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amount involved is Rs. 1.3 crore. More recently, Bank of Maharashtra reported a loss of Rs
25 crore in March as frauds exploited .
IMPACTS OF CYBER CRIME ON BANKING SECTOR:The cases related to cybercrimes have grown ruthlessly due to the upsurge in mobile
devices with internet connectivity. Smartphones are nowadays used for numerous online
activities like internet banking, online shopping, paying utility bills and are constantly in the
eyes of the criminals to obtain access to confidential information. Amongst the various
motivations for committing a cybercrime, Financial Gain remains the constant winner for
the past many years overtaking other motives including revenge, extortion and political
causes.
Cyber crime security
Use Strong Passwords: Use the different password and username combinations for
different
accounts and resist the temptation to write them down.
Be social media savvy: Be sure to keep your social networking profiles Facebook,
Twitter, YouTube, etc are set to private.
Be sure to check your security settings. Be careful of what information you post online.
Secure your Mobile Devices: Many people are not aware that their mobile devices are
also vulnerable to malicious software, such as computer viruses and hackers. Be sure to
download applications only from trusted sources. to use a secure lock screen as well.
Otherwise, anyone can access all your personal information on your phone if you
misplace it or even set it down for a few moments..
Protect your data: Protect your data by using encryption for your most sensitive files
such financial records and tax returns.
Protect your identity online: when giving out personal ID such as your name, address,
phone number and/or financial information on the Internet
Protect your computer with security software: Several types of security software are
necessary for basic online security. Security software essentials include antivirus
programs. Call the right person for help: Try not to panic if you are a victim. If you
encounter illegal online content, such as child exploitation, or if you suspect a
cybercrime, identity theft or a commercial scam, just like any other crime report this to
your local police. There are many websites to get help on cybercrime.
CONCLUSION
Indian customers are gradually preferring online services because of
convenience, cost-saving and swiftness of online transactions Cybercrime comprises its
own set of unique attractive features that have gradually started out weighing the
traditional crimes. Unaware consumers are easily deceived due to lack of insight into the
latest attack methodologies and identified preventive measures.. The cyber crime is a new
invention of crimes made by a class of intellectual, sophisticated criminals. Crimes done
behind the computer. Computer are the 21st century’s problem, they attack with mouse
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cursors and passwords.The Internet also presents national security concerns since
computers serve instrumental roles in the delivery of emergency services, government
operations, banking, transportation, energy, and telecommunications. As technology
develops, the law needs to respond to these new developments to deter those who would
abuse
and
misuse
the
new
technology.
every body can use strong password.Unless and until one have a confidence and assurance,
no person should give any of his personal details of mobile, password , UID Adhar nos,
should not be passed on to other peron’s unnecessarily. Banks as well as all government
institutions do not ask for such details and passwords.
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Abstract:
Economic offences have been on the rise in the capital of India as fraudsters are coming with
new and innovative methods to deceive peoples. Economic offence is one of the most
threatening worry in India, now-a-days. Economic offences wing (EOW) investigates and acts
on detection of major offences such as Financial institutional offences, offences in cooperative institutions, financial frauds, bribery and corruption, online economic frauds,
bogus cheque and bogus stamps causing financial loss, financial frauds in lieu of offering
jobs, etc. Cheque fraud or offence refers to a category of criminal acts that involve making
the unlawful use of cheques in order to illegally acquire or borrow money. As per the latest
figures revealed by the Reserve Bank of India, cheque frauds spread over a wide array of
fake activities ranging from cheque fraud to acquiring bogus loans and credit cards. Cyber
Security branch pays a vital role in investigating such offences. According to Whatls.com
cyber security can be defined as the body of technologies, processes and practices designed
to protect networks, computers, programs and data from attack, damage or unauthorized
access. Cyber security covers application security, information security, disaster recovery and
Network Security. Recently, six cases are reported in Noida regarding cheque with a similar
modus operand used in one of them. An attempt is made to analyze and probe into these
modus operand practiced by unknown fraudsters with the help of the cases filed in Delhi
where Cybercrime cell and Delhi police tried to find out the fraud and its modus operand.
(Key words: Economic offences, fraudsters, modus operand, cyber security, EOW, fraud)
--------------------------------------------------------------------------------------------------------------------Introduction:
Bank Negara Malaysia rightly explores financial frauds as, “Financial fraud is an intentional
act of deception involving financial transactions forpersonal gain. Fraud is a crime, and is
also a civil law violation. Many fraud casesinvolve complicated financial transactions
conducted by 'white collar criminals'such as business professionals with specialized
knowledge and criminal intent.” .Among the different types of banks operating in the
country, public sector banks have been the ones to be worst hit when it comes to banking
fraud. Already a whopping Rs.2,310 crore has been lost by the Punjab National Bank which
leads the pack when it comes to frauds above Rs.1 lakh. Central Bank of India and State
Bank of India follow close. Private banks in India account for 40 per cent of all fraudulent
cases. Data reveals that public sector banks are better at handling fraud than banks in the
private sector.Economic Offences are found commonly in different cities with distinct
modus operand. According to NDTV, on 20th April, 2016, EOW said close to 20,000
prospective buyers seems to have registers in Maple Group’s controversial project which
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promised one-bedroom flats for rupees 5 lakh, a day after a case of cheating was registered
against senior executives of the firm. EOW of Pune has frozen 70 bank accounts of DS
Kulkarni Developers Ltd. (DSKDL) and other group companies as a part of its investigations
into allegations of fraud and non-payment of dues to investors. Such offences are
successfully carried out with the help of technology, innovative ideas, methods and specific
modus operand.
Statement of Problem:
The present paper deals with the various cases registered in Noida, Delhi to EOW. It tries to
identify a common modus operand used for deceiving people. It tries to explore the
negligence of the victims and successful implication of fraudsters’ rational trap.
Objectives of the Paper:
1. To study the modus operand of the economic offence
2. To identify the distinct aids used in the offence.
3. To specify innovative interpersonal strategy used by fraudsters.
Definitions:
1. Economic offences: Economic offences can be defined as a kind of offences which
are carried out with the help of internet, digital equipment’s, innovative ideas and
secret information to loots ones money by the fraudsters.
2. EOW:It is called as Economic offences wing which investigates and works for
detection of major economic offences and which collar crimes in their respective
area.
3. Cyber Security: Cyber security can be defined as the body of technologies, processes
and practices designed to protect networks, computers, programs and data from
attack, damage or unauthorized access.
4. Fraud: RBI, the regulator of banks in India, defines fraud as “A deliberate act of
omission or commission by any person, carried out in the course of a banking
transaction or in the books of accounts maintained manually or under computer
system in banks, resulting into wrongful gain to any person for a temporary period or
otherwise, with or without any monetary loss to the bank”.
Hypothesis:
 There is specific modus operand accomplished in Noida cases registered to EOW.
 Fraudsters can easily trap victims with the help of confidence and rational
techniques.
 Appearance and Communication plays vital role in such kind of white collar crimes.
Discussion:
Charan Singh, RBI Chair Professor, rightly commented in his paper entitled ‘Frauds in the
Indian Banking Industry’: “Deposit related frauds, … owing to a new system of payment, and
introduction of cheque truncation system (CTS) by commercial banks, use of electronic
transfer of fund, etc. Advances related fraud continue to be a major challenge in terms of
amount involved (nearly 67 percent of total amount involved in frauds over last 4 years),…
(6)”. The distinct cases registered in Noida showcases various victims were cheated by same
innovative method accomplished by fraudsters. These fraudsters called victims multiple
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times and them somehow takes them into confidence and either going for loan or credit
cards offers. Then, fraudsters would send one of their aids to their house posing as their
bank executives. Here, one interesting things needs to be notices as these executive owes
proper ID cards as like issued by banks which are found fake. Banks are considered as
necessary equipment for the Indian economy. These executives collected documents such
as adhar card, residential address, electricity bill, pan card, form 16, etc. Those documents
were collected with specific convinced reasons. These documents were collected along with
few cancelled cheque. Here, is the biggest catches, they offered their pen sometimes to sign
and cancel cheque. They took all those documents along with them.
After a week, victim realized as their phone is switched off. This is where; these fraudsters
would have called the mobile service provider given him details like adhar card info, pan
card regarding telephone bills details saying that the victims phone has been stolen or there
are some issues regarding sim-card which needs to be temporarily deactivated. Hardly the
phone had deactivated when fraudsters used cancel cheque for economic offence. One
measure aims to employ mobile technology in the form of SMS alerts to be sent out as soon
as a cheque is received for clearing. Another step to scrutinize large value cheques is to alert
customers via phone calls and obtain confirmations from the drawer/payer of the cheque.
The cancelled cheque was withdrawn from the bank. Victim could not receive any bank
transaction message due to deactivation. The victim inquired in the bank as how his
cancelled cheque is processed. Victim surprised after noticing the same cancelled cheque
was cleared for certain amount. To his surprise, it was the same cheque cancelled and
signed by him.
These fraudsters were using some kind of pen which is common to see but its ink can be
erased. There are lot of varieties of these peas in market and online. Ink erasers are also
available in market. Acetone or nail paint remover is also used by the fraudsters. Fraudsters
simply erased cancellation part, kept signature intact and clutched huge amount through
bank with the help of manipulated cheque. Cash is easily withdrawn. This is the modus
operand which had happened in Delhi. This is the entire chain which was followed by
fraudsters to deceive common people.
Justification of Hypothesis:
Fraudsters accomplished rational modus operand to deceive common people. Phone calls,
person-in-aid, genuine appearing I-cards, deactivating phone, withdrawing cheque mirrors
specific ordered methodology, which can be successful if applied in a order of action. A
disguised bank executive easily deceived victims due to their real mirroring fake
appearance. Continuous phones, proper feedback and real appearance fostered victims to
get in. The way executive collected paper, changed pen, erased cancellation format and
used cheque to withdraw money is noteworthy. A number of new methods and techniques
are being employed to forge cheques which have left banks stumped at how fraudsters are
constantly maneuvering established security measures.Deactivation of sim-card proved
master stroke in the scam. The overall communication and behaviour of the executive was
found descend to the victims. Unnecessary negligence and delay in inquiring to the mobile
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service operators costs too. Victims didn’t realize that there is no need to sign cancelled
cheque and unnecessarily used pen provided by fraudster without thinking. The above
discussion justifies the hypothesis set for the paper and approves them. It is truly said,
“Trust but Verify”.
Conclusion:
Thus, it is necessary to understand the cost of negligence and trust. People need to know
the necessity of identifying fraudsters and their fake calls, appearance and sweet
conversation. People should not sign cancelled cheque and try to use their own pen. People
should immediately contact to the dedicated department equipped with legal assistance in
the bank of EOW, which serves as a single point of contact with investigating agencies and
facilitates easy access to relevant documents. Banks should initiate necessary steps towards
frauds as offences related to banking activities are not only confined to banks but have a
harmfulimpact on their customers and society at large.
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CYBER CRIME THE EVER GROWING THREAT
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Cyber crimes are any crimes that involve computer and a network. In some cases the
computer may have been used in order to commit the crime, and in other cases, the
computer may have been the target of crime. Cybercrime is criminal activity done using
computers and the Internet. This includes anything from downloading illegal music files to
stealing millions of dollars from online bank accounts. Cybercrime also includes nonmonetary offenses, such as creating and distributing viruses on other computers or posting
confidential business information on the Internet.
Keywords
Cybercrime, Computer, Internet.
Objectives
To study the ever increasing effects of cyber crime.
To assess the impact of cyber crime on the economy.
Sources of Data
The research paper is based on secondary data. The inputs have been collected from
sources of internet, journals newspapers.
Introduction
While computers and the Internet have made our lives easier in many ways, it is
unfortunate that people also use these technologies to take advantage of others. Therefore,
it is smart to protect yourself by using antivirus and spyware blocking software and being
careful where you enter your personal information.
Common types of cybercrime include online bank information theft, identity theft, online
predatory crimes and unauthorized computer access. More serious crimes like
cyberterrorism are also of significant concern.Because cybercrime covers such a broad
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scope of criminal activity; the examples above are only a few of the thousands of crimes
that are considered cybercrimes.
Cybercrime encompasses a wide range of activities, but these can generally be broken into
two categories:
Crimes that target computer networks or devices. These types of crimes include viruses and
denial-of-service (DoS) attacks.
Crimes that use computer networks to advance other criminal activities. These types of
crimes include cyberstalking, phishing and fraud or identity theft.
Irrespective of the present law enforcement to keep pace with the ever increasing cybercrimes, there are numerous impacts regarding cyber-crimes that range from economic loss,
threats and even death of the victims of cyber-crimes. Cyber-crimes affect people’s lives
negatively, jobs, money, and loss of identity among others. The companies suffer losses due
to cyber-crime while building a safety programs, managing the attacks as well as recovering
information that is at a ransom by the attacker who demand the release of such information
at a fee. On the same version, competitors of a given enterprise gain access or buy such
crucial information from hackers to get an advantage through access to the secret of
operations hence the victim company records losses. Besides, the enterprises waste a lot of
time handling risk incidences that led to the cyber crimes. Such valuable time is essential for
developing the company. Therefore, there is a reduction of productivity in the company
especially when the company takes a lot of time in developing relevant measures to reduce
the cyber crimes. Also, the companies that fall, victims of cyber crimes, spend a lot of money
to use antivirus or stop the malware through the installation of stronger security software to
reduce chances of another attack.
Cyber crimes lead to loss of consumer trust in different enterprises. In most cases, cyber
attackers hack into other people’s spaces and break into their email accounts. Also,
businesses such as hospitals that store crucial information of patients online are vulnerable
to hacking. In such situations, personal information of the patients is usually leaked online
to the public hence the victims lose trust with such enterprises. Therefore, most customers
continue to lose confidence in different sectors that consistently experience internet attacks
hence they risk losing their crucial information.
Victims of cyber attacks lose their information such as credit card numbers, PIN, Insurance,
emails, and passwords. The victims even lose their identities especially when the hackers
gain access to their emails and decrypt all the personal and confidential information. On the
same note, the victims become vulnerable to cyber bullying besides losing money they pay
regarding ransom to recover the crucial information. On a separate note, the victims lose
their reputation when the hackers release their health records or financial information
regarding their loan statuses.
Cyber crimes have devastating effects on people, businesses, and even nations. Under
attacks, people lose their identity, money and even reputations while companies experience
losses regarding fraud, ransom as well as loyal customers. Besides, nations continue to
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suffer economic losses due to increase in cyber crimes. However, numerous measures are in
place to curb cyber crimes. For example, businesses continue to conduct transactions in safe
environments that have cloud connectivity with secure firewalls while online users continue
to use strongly encrypted email accounts. On a spate note, nations should have strict laws
and regulations regarding cyber crimes besides creation of awareness on the importance of
cyber crime prevention and the use of anti-virus software.

Effects
Criminals take advantage of technology in many different ways. The Internet, in particular, is
a great tool for scammers and other miscreants, since it allows them to ply their trade while
hiding behind a shield of digital anonymity. Cyber crime affects society in a number of
different ways, both online and in the offline world.
Identity Theft
Perhaps the most prominent form of cybercrime is identity theft, in which criminals use the
Internet to steal personal information from other users. Two of the most common ways this
is done is through phishing and pharming. Both of these methods lure users to fake
websites (that appear to be legitimate), where they are asked to enter personal
information. This includes login information, such as usernames and passwords, phone
numbers, addresses, credit card numbers, bank account numbers, and other information
criminals can use to "steal" another person's identity. For this reason, it is smart to always
check the URLor Web address of a site to make sure it is legitimate before entering your
personal information.
Becoming the victim of cyber crime can have long-lasting effects on your life. One common
technique scammers employ is phishing, sending false emails purporting to come from a
bank or other financial institution requesting personal information. If you hand over this
information, it can allow the criminal to access your bank and credit accounts, as well as
open new accounts and destroy your credit rating. This type of damage can take months or
even years to fix, so protecting your personal information online is an important skill to
learn.
Once a criminal accesses the information he needs he can for example do the following:
1. Apply for a credit card in the victim’s name.
2. Open a bank or building society account in the victim’s name.
3. Apply for other financial services in the victim’s name.
4. Run up debts like using the credit/ debit card details to make purchase or obtain a loan in
the victim’s name.
5. Apply for any benefits in the victim’s name like housing benefit, new tax credits, income
support, job seeker’s allowance or child benefit.
6. Apply for a driving license in the victim’s name.
7. Register a vehicle in the victim’s name.
8. Apply for a passport in victim’s name.
9. Apply for a mobile phone contract in the victim’s name.
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Identity theft may also be used as a means of blackmail, especially if medical privacy or
political privacy has been breached and if revealing the activities undertaken by the thief
under the name of the victim may have serious consequences like loss of job or marriage.
Although identity theft appears to harbor all bad acts done while pretending to be someone
else, assuming a false identity with the knowledge and approval of the person being
impersonated for example cheating on an exam, is not considered being identity theft.
Identity theft is such a broad concept that any discussion of it should quickly narrow down
to the specific case like credit card fraud. Similarly any proposed remedy of identity theft is
actually a remedy for a specific case of identity theft. Techniques for obtaining identification
information range from stealing mail or rummaging through rubbish, stealing personal
information in computer databases, to infiltration of organizations that store large amounts
of personal information.
Innocent people are being arrested every year because some other person is committing
crimes using their names. It has been estimated that more than 100,000 people are affected
by identity theft every year. So, the sooner you take action to clear your records, the better.
It is therefore important to order your credit reports regularly, at least once a year
Security Costs
Cyber criminals also focus their attacks on businesses, both large and small. Hackers may
attempt to take over company servers to steal information or use the machines for their
own purposes, requiring companies to hire staff and update software to keep intruders out.
Cloud computing is a way to increase the capacity or add capabilities dynamically without
investing in new infrastructure, training new personnel, or licensing new software. It
extends Information Technology’s (IT) existing capabilities. In the last few years, cloud
computing has grown from being a promising business concept to one of the fast growing
segments of the IT industry. But as more and more information on individuals and
companies are placed in the cloud, concerns are beginning to grow about just how safe an
environment it is. Despite of all the hype surrounding the cloud, enterprise customers are
still reluctant to deploy their business in the cloud. Security is one of the major issues which
reduces the growth of cloud computing and complications with data privacy and data
protection continue to plague the market. The advent of an advanced model should not
negotiate with the required functionalities and capabilities present in the current model. A
new model targeting at improving features of an existing model must not risk or threaten
other important features of the current model. The architecture of cloud poses such a
threat to the security of the existing technologies when deployed in a cloud environment.
Cloud service users need to be vigilant in understanding the risks of data breaches in this
new environment. In this paper, a survey of the different security risks that pose a threat to
the cloud is presented. This paper is a survey more specific to the different security issues
that has emanated due to the nature of the service delivery models of a cloud computing
system.
Monetary Losses
In the past years banks lost Rs 88,553 every hour on an average to cybercrime. The total
money lost from April 1, 2014 to June 30, 2017 — Rs 252 crore — could have written off
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50,400 farm loans of Rs 50,000 each. Nearly 40 cases of cybercrime costing Rs 21.24 lakh a
day on an average have been reported by banks in the said period, shows data of 102 banks
of all categories obtained from the Reserve Bank of India. In all, 46,612 cases were reported
in
the
said
period.
The data is compiled from frauds related to credit, debit and ATM cards and internet
banking.
From card skimming to hacking of bank systems, the growing number of cybercrime cases is
not just an indication of vulnerable backend systems but also a warning that the financial
system cannot underestimate the threat any longer. Thus, the nation continues to lose
economically in the long run.
The overall monetary losses from cyber crime can be immense. As consumers get wise to
traditional avenues of attack, cyber criminals have developed new techniques involving
mobile devices and social networks to keep their illicit gains flowing.
The principles that govern a sovereign’s exercise of jurisdiction to prohibit conduct and to
sanction those who violate such prohibitions are well-established as to conduct occurring
in the real, physical world. These principles evolved over the last several millennia, as law
increased in sophistication and life became more complex. Real-world crime is, almost
exclusively, a local phenomenon; the perpetrator(s) and victim(s) are all physically present
at a specific geographical point when a crime is committed. The principles that govern the
exercise of criminal jurisdiction are therefore predicated on the assumption that “crime” is
a territorial phenomenon. Cybercrime makes these principles problematic in varying ways
and in varying degrees. Unlike real-world crime, it is not physically grounded; cybercrime
increasingly tends not to occur in a single sovereign territory. The perpetrator of a
cybercrime may physically be in Country A, while his victim is in Country B, or his victims
are in Countries B, C, D and so on. The perpetrator may further complicate matters by
routing his attack on the victim in Country B through computers in Countries F and G. The
result of these and other cybercrime scenarios is that the cybercrime is not committed
“in” the territory of a single sovereign state; instead, “pieces” of the cybercrime occur in
territory claimed by several different sovereigns.
Piracy
The cyber crime of piracy has had major effects on the entertainment, music and software
industries. Claims of damages are hard to estimate and even harder to verify, with estimates
ranging widely from hundreds of millions to hundreds of billions of dollars per year. In
response, copyright holders have lobbied for stricter laws against intellectual property theft,
resulting in laws like the Digital Millennium Copyright Act. These laws allow copyright
holders to target file sharers and sue them for large sums of money to counteract the
financial damage of their activities online.
Piracy of these works harms the intellectual property owner, who loses the revenue that
would have been gained had the legitimate recording been purchased. These "direct"
losses, however, represent only part of the story. Piracy also causes significant and

0168
measurable harm to the "upstream" suppliers and "downstream" purchasers who also
would have benefited from the sale of legitimate, copyright protected sound recordings.
Indeed, the harms that flow from pirate activities produce a cascading effect throughout the
economy as a whole. These harms include lost economic output, jobs, lost earnings, lost
jobs and lost tax revenues.
The true cost of sound recording piracy far exceeds its impact on producers and distributors
of sound recordings. Piracy harms not only the owners of intellectual property but also
consumers and taxpayers.
Recent studies published on the evolution of principal cyber threats in the security
landscape. They present concerning scenarios, characterized by the constant growth of
cyber criminal activities.
Even though the level of awareness of cyber threats has increased, and law enforcement
acts globally to combat them, illegal profits have reached amazing figures. The impact to
society has become unsustainable, considering the global economic crisis.
It’s necessary to work together to avoid the costs the global community suffers, which we
can no longer sustain. The risk of business collapse is concrete, due to the high cost for
enterprises in mitigating counter measures, and the damage caused by countless attacks.
Current scenario
Principal security firms which observe and analyze the incidents occurred to their clients has
provided estimates of the annual loss suffered by enterprises. Dozens of billion dollars are
eroding their profits. If we extend the effects of cybercrime to government circles, public
industry and the entire population, it’s easy to assume that the amount of damage reaches
several hundred billion dollars.
In many cases, that estimate can be misleading. That’s because there were still too many
companies that fail to quantify the losses related to cybercrime. In some cases, they totally
ignore that they’re victims of attacks. The majority of estimates relied on a survey, and loss
estimates are based on raw assumptions about the magnitude and effect of cyber attacks to
provide an economic evaluation.
Cyber criminal activities are increasing by incidence in a scenario made worse by the
economic crisis. We also face tightened spending by the private sector, and reduced
financial liquidity.
Nearly 80% of cybercrime acts are estimated to originate in some form of organized activity.
The diffusion of the model of fraud-as-service and the diversification of the offerings of the
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underground market is also attracting new actors with modest skills. Cybercrime is
becoming a business opportunity open to everybody driven by profit and personal gain.
Cybercriminals will leverage Big Data principles to increase the effectiveness of attacks
Cybercrime activities are globally diffused, financially-driven acts. Such computer-related
fraud is prevalent, and makes up around one third of acts around the world.
Another conspicuous portion of cybercrime acts are represented by
computer content, including child pornography, content related to terrorism offenses, and
piracy. Another significant portion of crime relates to acts against confidentiality, integrity
and accessibility of computer systems. That includes illegal access to a computer system,
which accounts for another one third of all acts.
It’s clear that cyber crime is influenced by national laws and by the pressure and efficiency
of local law enforcement.
Project 2020
What will the cybercrime landscape look like in 2020? It’s difficult to predict the evolution of
such a complex ecosystem. Technologies evolve at impressive speed, and with them,
opportunities for cyber crime.
It will be very difficult to distinguish between legal and illegal cyber activity.
A lack of unity in internet governance means a lack of unity in cyber security. Regardless of
the precise number of governance authorities operating in 2020, there’ll need to be broad
consensus on standards, to ensure interoperability of emerging internet mediated
technologies, including augmented reality and “the Internet of Things.”
A consolidation of user encryption management to avoid surveillance activities operated by
governments could give cyber criminals an advantage.
Conclusion
Since users of computers system and internet are increasing worldwide, where it is to access
any information easily within a few seconds by using internet which is the medium for huge
information and a large base of communications around the world. Certain precautionary
measures should be taken by netizens while using the internet which will assist in
challenging this major threat cyber crime.
Analyzing the cyber crime ecosystem is a very complex task, due to the multitude of entities
involved, and their different means and methods. With an exponential growth of cyber
criminal activity and related costs, it’s a challenging fight that could be won by law
enforcement and governments. That can be done with the development of proper
mitigation strategies, and a common legal framework globally recognized and applied
through sharing information obtained from investigations conducted by various bureaus.
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Abstract:
With the emergence of exponential growth in Information Technology and allied subject, it
is becoming detrimental to protect information at personal as well as organizational level.
When large amount of data is stored in an electronic form, they are vulnerable to different
computer threats and vulnerabilities which eventually hampers your business operations.
You operate in a business environment today where Data and Network security and its
control is your topmost priority. The potential for unauthorized access, abuse or fraud is
becoming a part of daily life. Therefore, the importance to cybercrime should be according
to technical, organizational and environmental factors.
Our paper tries to explain different cybercrime happening at personal and organizational
level, different terminologies used in cybercrime. Our main focus is to describe attacks on
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Introduction:
The advancement of technology has made man dependent on Internet for all his needs.
Internet has given man easy access to everything while sitting at one place. Social
networking, online shopping, storing data, gaming, online studying, online jobs, every
possible thing that man can think of can be done through the medium of internet. Internet
is used in almost every sphere. With the development of the internet and its related
benefits also developed the concept of cybercrimes.
The evolution of Information Technology (IT) gave birth to the cyber space wherein internet
provides equal opportunities to all the people to access any information, data storage,
analyze etc. with the use of high technology. Due to increase in the number of netizens,
misuse of technology in the cyberspace was clutching up which gave birth to cyber crimes at
the domestic and international level as well.
Though the word Crime carries its general meaning as “a legal wrong that can be followed
by criminal proceedings which may result into punishment” whereas Cyber Crime may be
“unlawful acts wherein the computer is either a tool or target or both”.
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In a report published by the National Crime Records Bureau report (NCRB 2011), the
incidence of cybercrimes under the IT Act has increased by 85.4% in the year 2011 as
compared to 2010 in India, whereas the increase in incidence of the crime under IPC is by
18.5% as compared to the year 2010. Hacking with computer systems and obscene
publication were the main cases under IT Act for cybercrimes. Maximum offenders arrested
for cybercrimes were in the age group 18-30 years.
India stands 11th in the ranking for Cyber Crime in the World, constituting 3% of the Global
Cyber Crime and in next 5 years, it is expected to rank 3rd only after USA and China in
cybercrime.

Source: Norton Security Report 2014
Objectives
This paper aims at unearthing the various aspects of cyber crime faced by the society at
large. The paper would analyze types of cyber crime against people, property, institutions
and society at large. The research would like to suggest measures and methods to control
and reduce cyber crime.
Literature Review:
This section reports a brief review of research literature wherein the researchers have dealt
with the related topics of cybersecurity, cyber victimization etc. Bhushan (2012) has
revealed that awareness of cybernetics in India is abysmally low and thus has gained a
reputation as a country where foreign investors can do business in cybersecurity and have
been investing heavily in
cybersecurity.
Pandey (2012) concluded that lack of awareness about internet and low level of internet
security is fast making Indore a heaven for cybercriminals. There has been a steady increase
in
the number of cybercrimes as people are not aware about the rapid developments in the
cyber world. Increasing dependence of common citizens on cybernetics without proper
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security has made the job easy for cybercriminals. In the absence of experts and cyber
sleuths, Indore has become more vulnerable to cybercriminals, the researcher concluded.
According to Dalal (2010) one area that requires special attention is the cyber law
awareness in India. Very few users, practitioners and organizations are aware about
disputes arising out of IT Act, 2000 and its various amendments. Nappinai (2010) found that
cybercrime prosecution is not resorted in many instances due to lack of awareness amongst
both the victims and the enforcement authorities about the applicability of general laws to
cybercrimes (2012) have concluded that proactive actions on the part of Government and
enhanced participation of education system in the cybersecurity awareness approach may
lead to a strongly secured nation.
Jamil and Khan (2011) while comparing the data protection act in India with that of
European countries have concluded that the Indian cyber laws are very poor and it is very
necessary to actually bring in the appropriate cyber law and awareness about them. There is
not much of awareness regarding protecting the data.
Seth (2007) has noticed that with increasing awareness and provision of training on the
subject of cybercrime, enhanced technological and legislative steps being taken to further
strengthen the IT laws and enforcement framework, India will effectively succeed in
combating the problem of cybercrimes.
Cybercrime:
Global Financial losses due to Cybercrime: Cybercrime market cap is found to be below
global technology giants like Apple and Facebook but is above Microsoft and facebook.



Cyber Crimes Actually Means: It could be hackers vandalizing your site, viewing
confidential information, stealing trade secrets or intellectual property with the use
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of internet. It can also include ‘denial of services’ and viruses attacks preventing
regular traffic from reaching your site. Cyber crimes are not limited to outsiders
except in case of viruses and with respect to security related cyber crimes that
usually done by the employees of particular company who can easily access the
password and data storage of the company for their benefits. Cyber crimes also
include criminal activities done with the use of computers which further perpetuates
crimes i.e. financial crimes, sale of illegal articles, pornography, online gambling,
intellectual property crime, e-mail, spoofing, forgery, cyber defamation, cyber
stalking, unauthorized access to Computer system, theft of information contained in
the electronic form, e-mail bombing, physically damaging the computer system etc.
 Classifications Of Cyber Crimes: Cyber Crimes which are growing day by day, it is
very difficult to find out what is actually a cyber crime and what is the conventional
crime so to come out of this confusion, cyber crimes can be classified under different
categories which are as follows:
1. Cyber Crimes against Persons: There are certain offences which affects the personality of
individuals can be defined as:
















Harassment via E-Mails: It is very common type of harassment through sending
letters, attachments of files & folders i.e. via e-mails. At present harassment is
common as usage of social sites i.e. Facebook, Twitter etc. increasing day by day.
Cyber-Stalking: It means expressed or implied a physical threat that creates fear
through the use to computer technology such as internet, e-mail, phones, text
messages, webcam, websites or videos.
Dissemination of Obscene Material: It includes Indecent exposure/ Pornography
(basically child pornography), hosting of web site containing these prohibited
materials. These obscene matters may cause harm to the mind of the adolescent and
tend to deprave or corrupt their mind.
Defamation: It is an act of imputing any person with intent to lower down the dignity
of the person by hacking his mail account and sending some mails with using vulgar
language to unknown persons mail account.
Hacking: It means unauthorized control/access over computer system and act of
hacking completely destroys the whole data as well as computer programs. Hackers
usually hacks telecommunication and mobile network.
Cracking: It is amongst the gravest cyber crimes known till date. It is a dreadful
feeling to know that a stranger has broken into your computer systems without your
knowledge and consent and has tampered with precious confidential data and
information.
E-Mail and SMS Spoofing: A spoofed e-mail may be said to be one, which
misrepresents its origin. It shows it’s origin to be different from which actually it
originates.
Carding: It means false ATM cards i.e. Debit and Credit cards used by criminals for
their monetary benefits through withdrawing money from the victim’s bank account
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mala-fidely. There is always unauthorized use of ATM cards in this type of cyber
crimes.
 Cheating & Fraud: It means the person who is doing the act of cyber crime i.e.
stealing password and data storage has done it with having guilty mind which leads
to fraud and cheating.
 Child Pornography: It involves the use of computer networks to create, distribute, or
access materials that sexually exploit underage children.
2. Crimes Against Persons Property: As there is rapid growth in the international trade
where businesses and consumers are increasingly using computers to create, transmit and
to store information in the electronic form instead of traditional paper documents. There
are certain offences which affects person’s property which are as follows:
Cyber Squatting: It means where two persons claim for the same Domain Name
either by claiming that they had registered the name first on by right of using it
before the other or using something similar to that previously. For example two
similar names i.e. www.yahoo.com and www.yaahoo.com.
 Cyber Vandalism: Vandalism means deliberately destroying or damaging property of
another. Thus cyber vandalism means destroying or damaging the data when a
network service is stopped or disrupted. It may include within its purview any kind of
physical harm done to the computer of any person. These acts may take the form of
the theft of a computer, some part of a computer or a peripheral attached to the
computer.
 Hacking Computer System: Hacktivism attacks those included Famous Twitter,
blogging platform by unauthorized access/control over the computer. Due to the
hacking activity there will be loss of data as well as computer. Also research
especially indicates that those attacks were not mainly intended for financial gain
too and to diminish the reputation of particular person or company.
 Transmitting Virus: Viruses are programs that attach themselves to a computer or a
file and then circulate themselves to other files and to other computers on a
network. They usually affect the data on a computer, either by altering or deleting it.
Worm attacks plays major role in affecting the computerize system of the
individuals.
 Cyber Trespass: It means to access someone’s computer without the right
authorization of the owner and does not disturb, alter, misuse, or damage data or
system by using wireless internet connection.
3. Cybercrimes Against Government: There are certain offences done by group of persons
intending to threaten the international governments by using internet facilities. It includes:







Cyber Terrorism
Cyber Warfare
Distribution of pirated software
Possession of Unauthorized Information
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4. Cybercrimes Against Society at large: An unlawful act done with the intention of causing
harm to the cyberspace will affect large number of persons. These offences include:






Child Pornography
Cyber Trafficking
Online Gambling
Financial Crimes
Forgery

Recommendations and Conclusion:
Prevention is always better than cure. A netizen should take certain precautions while
operating the internet and should follow certain preventive measures for cyber crimes
which can be defined as:
















Identification of exposures through education will assist responsible companies and
firms to meet these challenges.
One should avoid disclosing any personal information to strangers via e-mail or while
chatting.
One must avoid sending any photograph to strangers by online as misusing of
photograph incidents increasing day by day.
An updated Anti-virus software to guard against virus attacks should be used by all
the netizens and should also keep back up volumes so that one may not suffer data
loss in case of virus contamination.
A person should never send his credit card number to any site that is not secured, to
guard against frauds.
It is always the parents who have to keep a watch on the sites that children are
accessing, to prevent any kind of harassment or depravation in children.
Web site owners should watch traffic and check any irregularity on the site. It is the
responsibility of the web site owners to adopt some policy for preventing cyber
crimes as number of internet users are growing day by day.
Web servers running public sites must be physically separately protected from
internal corporate network.
It is better to use a security programs by the body corporate to control information
on sites.
Strict statutory laws need to be passed by the Legislatures keeping in mind the
interest of netizens.
IT department should pass certain guidelines and notifications for the protection of
computer system and should also bring out with some more strict laws to
breakdown the criminal activities relating to cyberspace.
As Cyber Crime is the major threat to all the countries worldwide, certain steps
should be taken at the international level for preventing the cybercrime.
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------------------------------------------------------------------------------------------------------Paper Presents in the State level Interdisciplinary conference on: Cyber crimes: A Threat to
the Dream of Digital India”.
Date of Conference: 24th February, 2018, Place: Haribhai V Desai College, Pune
Title of the Paper: Need of Cyber education, to protect the cyber crimes.
Abstract: The cyber crimes are increasing day by day irrespective of majors taken by
concerned authorities, time to time. However, it is found in most of the cyber crimes that
these crimes are invited by the public because of main two reasons i.e. 1st as they are not
aware of the protection from these crimes and 2nd is that in many cases it is found that this
crime invited due to expectations of lot of money in short span and without any hard work.
Therefore, it is need of the cyber education effectively in the society.
------------------------------------------------------------------------------------------------------Introduction: Now days, we read many news of cyber crimes which took place, especially in
money matter. Theft of data and theft of information, cases are very less or may be more
but not in the limelight as compare to cyber crimes related to money matters. While going
through the details of the particular cyber crime, it is also found that many times cyber
crimes are invited specially in money matter. So, effective education is necessary among the
society to protect the cyber crimes. Simultaneously, it is also require that developing the
machinery to protect these types of crimes. Let us discuss the steps for framework of
effective education system to protect the cyber crime.
Basic reasons and way of cyber crimes:
1) Negligence of the common people
2) Expectations of money making in short span without compensation of efforts.
3) Hackers , who proceed for cyber crimes with cracking the required digital data
4) The authorized administrators, who involve in the development of digital systems
and operations process of digital systems.
Different ways of proceeding for cyber crimes:
1. Inviting the crime by providing our digital information to the others.
2. Accepting the offer of money making in short span.
3. Disclosing the digital information to our nearest persons who may be in your home,
friends or relatives and colleagues.
4. Loss of instruments like mobile or replacement of computer parts like hard disk, loss
of piece of paper in form of statement issued by ATM machines. Etc.
5. By the authorized administrators, who involved in the system, and they do it
deliberately.
Let us understand the ratio of various modes of operations in cyber crimes:
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Cyber crimes

1%2%1%
7%

Phising mails
Money making
Loss of instrument
89%

By System administrator
Through family members

Way and mode of Educaion, we can adopt for cyber security.
(I)
For peoples
1) Counseling the people to keeps only one or maximum two saving bank accounts, for
the storage of money.
2) People must educate to go for or adopt the automatic fixed deposit investment
system for extra amount in the saving above the specified required amount.
3) To keep on changing the password frequently and which to be strong for cranking by
hackers.
4) Keep the phone or any instrument with digital lock.
5) Do not share the digital information, until and unless it is not necessary.
6) Trained the people that how the password to be strong.
The common places where these studies can be offer:
Colleges, Bank PRO , Sales and service force of smart phones and other instruments.,
Housing societies, Railway and Bus stands and similar kind of where people can
gather.
(II)
For Bank authorizes : Through RBI
1. Utilization of such type of paper for printing in AT M which can be loss the printed
data immediately after one minute, when it thrown in the dust bin.
2. RBI should not allow more than two saving accounts of any person.
3. Banks should introduced automatic system for fixed deposit and redemption of fixed
deposit, for extra and required funds for saving bank operations.
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4. Bank must facilitate the system of lock of password after specific intervals, by
default. Say after utilizing of password 10/25 times or say every after 2 or 3 months.
5. Bank must provide such education through their public relation departments.
For regulating authority:
1. The case of cyber crime immediately mean at the earliest should be processed and in
case of finding of defaulters, maximum punishment to be imposed.
2. Data transfer to tell callers and other organizations should be strict in the nature of
information, not complete data should be transfer.
Let us discuss the best measures in existing systems, today we have
 Developing of strong password, it is possible by account holders, people
 Changing password frequently.
 Diverting funds in short-term investment, to keep minimum required savings funds for
our uses.
 Sms Alert and OTP system issued by bank in existing system.
Conclusion:
It is the requirements of today to educate the people effectively in digital systems and its
adoption to secure our digital transactions. However, simultaneously govt and concern
authorities should provide hassle free techniques to comply of dream of -“Digital India”
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