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COMPUTER FUNDAMENTALS

PREFACE
Computers are extremely versatile and finding their way into every business, industry and
research activity today. The uses of computers are varied and encompasses entertainment,
education, problem solving, research, judgment making, home and personal management, data
banks, communication and message services, etc. these computers can be used by any executive
through a variety of user friendly menu driven graphical user interface(GUI) packages without
any prior computer knowledge.
The layout and organization of the book and its content are designed to present the fundamental
concepts of computers in an interesting, logical, and informative manner. The book does not
concentrate on any particular computer system or hardware. Instead, it discusses,
in a general setting, the organization, functions, and usage principles that are applicable to all
types of modern computer systems. Starting with an introductory chapter, the book goes on to
cover all facets of computers. It uses the simple-to-complex and easy-to-learn approach
throughout. Special attention has been paid to remove unwanted details and to make the material
comprehensive, concise and practical. Simple and plain English has been used throughout.
To make the text easy to read and understand, the style of presentation used throughout the book
is motivational, non-mathematical and explanatory in nature.
'Introduction to Computer Fundamentals' has been specially designed for all kind of users like
executives, seniors executives, managers, system analysis and different kinds of users.
Computers cannot do things on their own. The users must understand the ways in which
problems can be solved with computers. This volume contains the basic concepts required for
you to become a user of the computer. The book covers the following:
1. Introduces the key components of a computer system (hardware, software, data)
2. Familiarizes students with how computers work through an introduction to number systems
3. Presents the basic concepts of various logic gates that make a computer
4. Gives a broad view of how technology is civilizing communications through the use of
electronic mail and the Internet.
No previous computer related knowledge is required to understand the concepts contained in this
book.
The field of computers is fast changing. It is the understanding of the basic concepts that will
help the users in adjusting to the brisk changes. Without the conceptual basis, the user will find it
very difficult to take advantage of the advances in the field of computer science.
Knowing the basic concepts will help the users quickly understand new developments on their
own. Hence, the students must focus on understanding the contents of this volume.
The authors, reviewers and editors of this volume have taken great care in ensuring the accuracy
of the contents. The presentation is lucid with many illustrations. The book is written in a
friendly and engaging style that sparks the readers interest.
I wish the budding computer scientists a fruitful experience with the powerful tool called
computer for the rest of their careers.
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CHAPTER 20: Reshaping of Choices in digital Age
Today we are living in the digital age. The days of analogue data generation, storage, and
processing are almost over. Now we generate data digitally in the form of bits and bytes. Data
generation, storage, and processing have become much easier. Digital processing and the related
digital tools have given us more choices. In almost every field we now have more choices. In this
lesson, we shall discuss these choices thrown up by digitalization.
CHAPTER 21: Future Trends of IT
Today we are living in the information society. The days of manual or analogue data generation,
storage, and processing are almost over. Now we do almost everything using IT. Generation,
storage, and processing of information have become much easier. Digital processing and the
related digital tools have made our lives more comfortable, convenient, and more connected. In
almost every field we now have more changes. Here a question arises? After all these
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CHAPTER 22:Econoimic Roles of IT
In today’s highly materialistic times, most activities are directed towards monetary gains. So it is
important to understand the monetary or economic aspects of IT. In this lesson, we shall focus on
this.
CHAPTER 23:IT in Business & Management
In today’s time, most activities are directed towards managing things properly. The most
important field here is the management of businesses. In this lesson, we shall focus on the role of
IT in business management.
CHAPTER 24:The Intelligent Household: IT in our Homes
In today’s time, most activities are directed towards managing things properly. The most
important field here is the management of businesses. In this lesson, we shall focus on the role of
IT in business management.
CHAPTER 25:IT in education & Learning
Education has always been perhaps the most sought after thing in the world. For this a wide
variety of systems have been developed in different times. But today, IT is rewriting the
education and learning processes. In this lesson, we shall focus on the role of IT in education and
learning.
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Objective of this lesson is to make learn about basic concepts of data base management system.
After going through this lesson you will be understand: the concept of database, its
characteristics; the functions of DBMS and its advantages; comparison of file processing and
data base processing system; Data model, its components & their types; the concept of schema
and subschema used in a database.
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To Understand the html , Features of HTML, HTML tags, Web Browser , Basic features of
browser, URL, ISP, EMAIL, TELNET, GOPHER, SEARCH ENGINE and FTP.
CHAPTER 28: Data & Information
Understand the meaning of Data and Information and the difference between them,Understand
the data processing concept and systems, Classify the information types, Know about the
measures of the quality of information and Information need of different levels of management
in an organization.
CHAPTER 29: Development of MIS
Determine information requirements, Appreciate the importance of MIS within an organization,
Learn about the factors responsible for the success and failure of MIS, Comprehend the
strategies and approaches to MIS development, Know the steps to design and implement MIS,
Identify the impact of MIS on business performance and Obtain the knowledge to evaluate MIS.
CHAPTER 30: Introduction of MIS
To Understand MIS, Levels of information , Classification of MIS and Advantages and
Limitations of MIS
CHAPTER 31:Information System & Other Classifications
After completing this unit, students would be able to: Understand the concept of information
system; Categories different components of information systems; Classify the various
information systems; Focus towards the information systems and their applications in real world
situations; and Learn differentiated technological terms and their usage of the era;
CHAPTER 32:Introduction of Multimedia
The chapter gives the Definition of Multimedia, Classification of Media , Important issues in
Multimedia System ,Real-time and Multimedia System and multimedia Authoring Tools &
Types of Authoring Tools.
CHAPTER 33: Classifications of Design

The chapter gives the Introduction classifications of designs, Taxonomies Of Parallel
Architectures and Performance And Quality Measurements
CHAPTER 34: The Basics of Cryptography
The Chapter gives the Encryption and decryption, What is cryptography?, How does
cryptography work?, Caesar’s Cipher, Public key cryptography, How PGP works, Digital
signatures and What is a passphrase?

CHAPTER 1
COMPUTER CONCEPTS
LEARNING OBJECTIVES
After studying this chapter you will be able to:
 Learn the concept of a system in general and the computer system in specific.
 Learn and understand how the computers have evolved dramatically within a very
short span, from very huge machines of the past, to very compact designs of the present
with tremendous advances in technology.
 Understand the general classifications of computers.
 Study computer applications.
 Understand the typical characteristics of computers which are speed, accuracy,
efficiency, storage capacity, versatility.
 Understand limitations of the computer.
 Discuss the similarities and differences between the human and the computer.
 Understand the Component of the computer.
 To understand the various functions of CPU

1.

WHAT IS A COMPUTER?

Computer is a device that transforms the data into meaningful information. Data can be
anything like marks obtained by you in various subjects. It can also be name, age, sex,
weight, height, etc. of all the students in a class.
Computer can also be defined in terms of functions it can perform. A computer can i)
accept data, ii) store the data, iii) process data as desired, and iv) retrieve the stored data
as and when required and v) print the result in desired format. The major characteristics
of a computer are high speed, accuracy, diligence, versatility and storage.
Computer programs may be written in High level languages like Pascal, Fortran, Cobol
and so on. Some programmer also writes assembly language to carry out the desired task.
A computer system consists of hardware and software. Hardware refers to any physical,
electrical, electromechanically components of the computer. For example keyboard,
mouse, cabinet of computer is considered as hardware. Software refers to a program or
set of instructions that is written to achieve a specified task.
A computer system has five basic functional units which are listed below
a) Input Unit
b) Output Unit
c) Control Unit
d) Memory Unit
Central Processing Unit
e) Arithmetic & Logic
Unit

1.1

Definition of Computer


A computer is an electronic device that can perform a variety of operations
according to a set of instructions called program. It then displays or prints the
result.
 The principle of INPUT-PROCESS-OUTPUT is applied to the computer. It is
electronic device capable of solving problem or manipulating data by accepting
data, performing prescribed operation (mathematical or logical) on the data &
supplying the result of these operations as output.
or
 Computer is an electronic device which is capable of receiving information (data)
in a particular form and of performing a sequence of operations in accordance
with a predetermined but variable set of procedural instructions (program) to
produce a result in the form of information or signals.


A computer generally means a programmable machine. The two principal
characteristics of a computer are: it responds to a specific set of instructions in a
well-defined manner and it can execute a prerecorded list of instructions
(a program).

Figure: The Computer System

1.1 Computer Organization
The block diagram of computer is shown in Fig. 1.1

Fig. 1.1 Block diagram of Computer Organization
The computer performs basically five major operations of functions irrespective of their
size and make. These are 1) it accepts data or instruction by way of input, 2) it stores
data, 3) it can process data as required by the user, 4) it gives results in the form of
output, and 5) it controls all operations inside a computer. We discuss below each of
these operations.

Figure Typical components of a computer system
(a). Input Unit: This is the process of entering data and programs into the computer
system. The devices like keyboard, mouse and scanner are commonly used as input

devices. A keyboard is used to enter alphanumeric characters and symbols. The
mouse is used to pick or select a command from the monitor screen. A scanner is
used to scan an image or read a barcode and so on.
(b). Control Unit (CU): The process of input, output, processing and storage is
performed under the supervision of a unit called 'Control Unit'. It decides when to
start receiving data, when to stop it, where to store data, etc. It takes care of step -bystep processing of all operations in side the computer.
The control unit controls the overall activities of the components of the computer. It
is mainly used to coordinate the activities among other units. It will send commands
signals and controls the sequence of instructions to be executed. The control unit may
be defined as “the parts that effect the retrieval of instructions in proper sequence and
application of the proper signals to the arithmetic unit and the other parts”.
The function of the control circuitry in a general purpose computer is to interpret the
instruction words and then sequence the necessary signals to those sections of the
computer that will cause it to perform the instructions.
(c). Memory Unit: Computer is used to store data and instructions. The memory unit is
the unit where all the input data and results stored. The CPU memory is also called as
memory register. The memory of a computer is also available in the form of Random
Access Memory (RAM). RAM is a semiconductor chip. RAM is considered as a
volatile memory, it means as long power is supporting information stored in it
remain. Once the power is lost, the information stored in the RAM also get erased.
Microcomputers contains read Only Memory (ROM). ROM contains instructions for
the microcomputers. Microcomputers use ROM, programmable read only memory
(PROM), and erasable programmable read-only memory (EPROM) to store selected
application programs. The contents of ROM are determined when the chips are
manufactured. The ROM memory is considered as non volatile, means the
information is not get erased even when power is failed. The most important ROM
chip(s) we should know about is the Basic Input/output system or BIOS. The BIOS is
a collection of small computer programs built into a ROM chip.
On personal computer there are three types of memory. They are
1) Conventional memory: The memory into which we load our software and work
files. Conventional memory also known as base or low memory is any memory
below 1M (1024) although only 640k of it is directly available for our work.
2) Extended memory (XMS): Memory above 1M. This type of memory is usually
not directly available to our software.
3) Expanded memory (EMS): To expand the memory by reserving a special
peephole of 64kb of memory to be used when the computer requests certain data
not immediately available from RAM. Usually a software utility called an
Expanded Memory Manager (EMM) manages this expanded memory.
(d). Arithmetic Logic Unit (ALU): The major operations performed by the ALU are
addition, subtraction, multiplication, division, logic and comparison.
The arithmetic-logic unit (ALU) is the unit of the computer that performs arithmetic
and logical operations on the data. This section of the machine can be relatively small
consisting of circuits and registers which perform arithmetic (+, -, *, /) and logic

(>,<,<=,>=,etc) operations. Arithmetic-logic units which can add and subtract and
perform logical operations form the backbone for the arithmetic and control operations
in computers. To perform scientific calculations the floating-point number system is
used.
(e). Output Unit: This is the process of producing results from the data for getting useful
information. The ALU and the CU of a computer system are jointly known as the
central processing unit (CPU). You may call CPU as the brain of any computer
system.
The output device is used to display or print result from a computer, Monitor, printer
and plotter are commonly used output devices. A monitor is used to display the result
in the form of text and graphics. The printer is used to print the result. A plotter is
used to plot or print graphical result from a computer. Note that a result displayed in a
monitor is temporary and it disappears when the next result is displayed, whereas the
output printed using a printer or a plotter is permanent and these printouts can be used
for any business correspondence or documentation. Normally soft copy is referred to
information that is stored on the storage device. A hard copy refers to a print out
showing the information.

Figure: Basic Organization of Computer System
1.2 Central Processing Unit (CPU)
The Central Processing Unit (CPU) is the part of the computer that executes instructions.
CPUs are constructed from millions of transistors. Transistors are tiny pieces of silicon
that will not conduct electricity if a low voltage is applied to them, but can conduct at
higher voltage. They are therefore known as semi-conductors.

CPUs are often referred to as microprocessors. The principal manufacturers at present are
Intel and AMD, who make the majority of the CPUs used in desktop and laptop
computers, and ARM who make CPUs for smart phones and tablets. Check their websites
for details of their current products.
A CPU has three main components, the Arithmetic and Logical Unit (ALU), the Control
Unit and the Registers. Modern CPUs are integrated circuits (ICs) which combine these
three components on a single silicon chip.
The ALU carries out the mathematical functions of addition, subtraction, multiplication
and division and works in conjunction with the other components of the CPU to run
many complex processes. A multi-core CPU can contain more than one ALU.
The Control Unit regulates the flow of information through the processor. It receives,
decodes, stores results and manages execution of data that flows through the CPU. The
Control Unit determines how and when data is processed and ensures that it is sent to the
correct components of the computer.
Registers are small pieces of memory located inside the CPU. They can be thought of
as the hardware version of a variable in software. The CPU contains a number of
special-purpose registers:
 Instruction Register (IR): The instruction register holds the instruction currently
being executed.
 Memory Data Register (MDR): The memory data register (also known as the
memory buffer register or data buffer) holds the piece of data that has been
fetched from memory.
 Memory Address Register (MAR): The memory address register holds the address
of the next piece of memory to be fetched.
 Program Counter (PC): The program counter holds the location of the next
instruction to be fetched from memory. It is automatically incremented between
supplying the address of the next instruction and the instruction being executed.
 Accumulator: The accumulator is an internal CPU register used as the default
location to store any calculations performed by the arithmetic and logic unit.
 General Purpose Registers: General purpose registers are available to store any
transient data required by the program. For example, when a program is
interrupted its state, ie: the value of the registers such as the program counter,
instruction register or memory address register – may be saved into the general
purpose registers, ready for recall when the program is ready to start again.
 In general the more registers a CPU has available, the faster it can work.
1.3 CPU Characteristics
There are several different ways of describing a CPU: bit width, clock cycles and the
number of execution cores used.
The bit width approach describes a processor in terms of how many bits it processes in a
single instruction or transports across the processor’s internal circuits (or busses) in a
single cycle. The number of bits is generally a multiple of 8, but it is possible for the
registers and the busses to have different widths. In general, more bits means more
processing capability and more speed. Current processors use 64 bits.
The second way of describing a processor is to say how many clock cycles (cycles per
second) the chip operates at, ie: how many times per second an electrical charge passes

through the chip. Current processors operate at billions of cycles per second (gigahertz).
More clock cycles usually means more processing capability and more speed.
The third way of describing a processor is to say how many execution cores are in the
chip. The most advanced chips today have up to eight execution cores. Additional
execution cores mean that you can run more applications at the same time, but it doesn’t
necessarily mean a single application will run faster. More execution cores means more
processing capability, but not necessarily more speed.
The speed of a processor is usually described in terms of the clock speed of the chip
measured in hertz. In theory, the higher the clock speed, the faster the processor.
However, raw speed is not necessarily a good way of comparing chips. The number of
instructions processed per second (MIPS, BIPS, TIPS for millions, billions and trillions
of instructions per second) is a better measurement. It is also possible to use the number
of mathematical calculations per second to rate the speed of a processor.
At the end of the day, the most relevant measurement depends on what you use a
computer for. If you carry out intensive mathematical calculations, the number of
calculations per second is probably the most important but if you are more concerned
with how quickly the computer runs an application, then instructions per second are more
important.

ELEMENTS OF THE COMPUTING PROCESS
Computers consist of hardware, the physical parts of the computer, and software, the programs
that tell the computer 'what to do.' Processing data into information (the computing process)
involves more elements than just hardware and software. All these elements must be organized
so that each works smoothly and efficiently with the others. In the computing process, computers
integrate the use of five key elements which are given as follows:







Hardware
Software
Data
People
Procedures

The computing process, in short, includes everything and everyone necessary for the computer to
perform a useful task. The following sections show that ‘how each of these elements works in the
process’.
Hardware
The term hardware refers to the physical parts of the computer. Computer hardware is
versatile but it does depend on the computer program, we use. The key to the computer’s
versatility is memory. One can think of memory as a temporary workspace. The computer’s
processor uses this workspace as a scratch pad during processing. Many people confuse
memory with storage. Memory is temporary. When we turn off the computer, everything in the
memory is lost. Storage is usually permanent. On most computers, storage also has far greater
capacity than memory.
Understanding the distinction between memory and storage is essential. Some programs keep
their output in memory. One must transfer this information to a storage device, such as a disk
drive, if one wants to keep the information permanently. If we switch off the computer without
saving this information (transferring it to storage), the information is lost.
The key to the computer’s precision is the fact that it represents data digitally. Computers use
binary digits, using a base 2 number system rather than a decimal (or base 10) number system. A
binary digit, commonly called a bit, has a value of either 0 (zero) or 1 (one). Eight bits are
grouped together to represent a character a letter, number, or special character. This group is called
a byte. Many people use the terms character and byte to mean the samething.

People talk about bytes when they talk about the capacity of computer memories and storage
devices. Because one byte can store only one character, these devices must be capable of
storing thousands, millions, or even billions of bytes. To describe these large capacities, the
terms kilobyte (K), megabyte (M), and gigabyte (G) are used. A kilobyte equals approximately
one thousand bytes, a megabyte equals approximately one million bytes, and a gigabyte equals
approximately one billion bytes. (The actual number of bytes in a megabyte is slightly higher
because computer storage amounts are actually measured in base 2 numbers.)
Software
Software is the set of instructions (also called a program) that guides the hardware through its
job.
The following sections explore additional aspects of software.
(a) Programming Languages: Software programs must be written in programming languages.
Programmers i.e. people trained in the use of a programming language, write programs.
(b) System and Application Software Packages: Today’s complex computer programs, such as
Microsoft Word (a word processing program), consist of many separate programs that are
designed to run together. In recognition of this fact, people sometimes speak of software
packages. When we buy Microsoft Word, we are actually buying a software package rather than
a single program. Based on the function of the package, software packages are divided into two
categories: system software and application software. Computer literacy involves; learning that
'how to use both system software and one or more application programs'. Computers need
system software to function. System software integrates the computer’s hardware components
and provides tools for day to day maintenance tasks, such as displaying a list of the files contained on
a disk. MS DOS, UNIX, Microsoft Windows 98, and System 7 are well known examples of
system software.
(c) Application software: It turns the computer into a tool for a specific task, such as writing. Not
all application programs will be useful to us. Some application programs are special purpose
programs, which perform a specific task for a single profession. For example, safety managers
use a program that prints records of occupation related injuries and illnesses in a format required
by a government health bureau. If we aren’t a safety manager, we would not find this application
program interesting or useful. Other application programs are called general purpose programs.
People use these programs for a variety of tasks. Commonly used general purpose programs
include the following:









Word processing: More than 85 per cent of the personal computers are equipped with a
word processing program, which transforms the computer into a tool for creating,
editing, proofing, printing, and storing text. Many of today’s books originated in
text typed into computers including this one also.
Desktop publishing: In the past, newsletters and magazines were created through an
expensive, tedious process called layout, in which someone does the job of cut
and pasting photographs, borders, and text to create a pleasing design. With the
help of the desktop publishing software in the computer, we can produce
attractive results with a little special training.
Electronic spreadsheet: Businesses previously worked out budgets and made
forecasts using accountant’s paper and a calculator. Electronic spreadsheet
programs enable us to type the headings and numbers into a computerized
version of accountant’s paper, but with a twist. We can hide formulae within the
on screen 'paper.' These formulae perform computations on the data. The payoff is
that one can change any number and immediately see the effect of the change.
People use electronic spreadsheets for many purposes, not just business related
ones. For example, a forest ranger uses an electronic spreadsheet to analyse data
concerning endangered animal populations.
Database: A database program creates an electronic version of a card file and the
program gives us the tools, needed to organize this file (for example, by
alphabetizing it) and to retrieve information. An eighth grade English teacher, for





instance, could create a database of interesting uses of language
and retrieve
examples for use in class discussions.
Telecommunications software: These software transforms a computer into a terminal,
which can connect to a multiuser computer system by means of the telephone.
Commercial multiuser systems enable us to join discussion groups, exchange
mail with other users, make plane and hotel reservations, and obtain free
software for our computer.
Graphics software: Are we going to give a public presentation in our future? If so, we
need to learn 'how to use presentation of Graphics programs to create attractive
charts and graphs that you can share with the audience.'

Data
Computers transform data into information. Data is the raw material; information is
processed data. Data is the input to the processing; information is the output. A useful
model to describe the relationship between data and information is called the systems model. It
shows that data goes into a process and information is then output. The following Fig. describes
this model.

Fig: A System Model
Several characteristics distinguish useful information from data. The purpose of information is to
help people for making well informed decisions, but what makes information useful? Information
must be relevant, timely, accurate, concise, and complete in order to be useful. Data must be
accurate but doesn’t need to be relevant, timely, or concise. The Following Table describes these
characteristics.
Characteristics Description

Relevant

Information applies to the current situation.

Timely

Information is up to date and available when it is needed.

Accurate

Data given to the computer and the output are correct in every
detail.
Information is condensed into a usable length.

Concise

Complete

All important items are included.

People
One may be surprised to learn that people are part of the computing process. Some computers,
such as the computer chip that controls an automobile engine, function without human
intervention. But even these computers were designed by people and occasionally require
maintenance by people. Most computers require people, who are called users (or sometimes end
users). Some users progress beyond the basics of computer literacy. They learn the advanced
features of application programs. With this knowledge, these users can customize an application
program for a specific task. These knowledgeable people are called power users.
Computer professionals have taken intermediate and advanced courses about computers. These
people apply their professional training to improve the performance, case of use, and efficiency of
computer systems. One kind of computer professional is the programmer, who creates new
computer programs. Excellent career opportunities exist for students interested in becoming
computer professionals.
Procedures
Procedures are the steps that one must follow to accomplish a specific computer related task.
Part
of a user’s computer literacy is, knowing common procedures. We already know several
computer procedures. For example, we have probably used an Automated Teller Machine (ATM).
Inside, the ATM is a computer. In response to the on screen messages, called prompts, we
insert our card, enter our Personal Identification Number (PIN), and tell the machine how much
money we want.

CPU Consist of the following parts
1.
2.
3.
4.
5.

Arithmetic Logic Unit
Control Unit
Registers
Buses
Clock

1. Arithmetic Logic Unit: Arithmetic Logic Unit of CPU is responsible for all
arithmetic operations like additions, subtraction, multiplication and division as
well as logical operations. All calculations performed in the arithmetic logic unit.
2. Control Unit: The control unit is responsible for controlling the transfer of data
and instructions among other units of computer. It is considered as the “ Central
Nervous System” of a computer as it manages and coordinates all the units of
computer. It obtains the instructions from memory, interprets them and directs the
operation of the computer. It also performs the physical data transfer between
memory and the peripheral devices.
3. Registers: Registers are the small high speed circuits (memory location) which
are used to store data, instruction and memory addresses (memory location
numbers)when ALU performs arithmetic and logical operations. A register can
store one word of data (word is a unit of memory where 1 word=2 bytes and 1
byte=8 bits) until it is overwritten by another ‘word’ depending on the processor’s
capability, the number and type of registers vary from one CPU to another.
Registers can be divided into six categories. Viz. general purpose registers,

pointer registers, segment registers, index registers, flag registers and instruction
pointer registers depending upon their functions.
4. Buses: Data is stored as a unit of eight bits(BIT stands for Binary digit i.e. 0 or 1 )
in a register. Each bit is transferred from one register to another by means of a
separate wire. This group of eight wires, which is used as a common way to
transfer data between registers is known as a bus. In general terms bus is a
connection between two components to transmit signal between them, bus can be
three major types, viz Data Bus, Address Bus and Control Bus. The Data Bus is
used to move the data, Address Bus to move address or memory location and
Control Bus to send control signals between various components of a computer.
5. Clock: Clock is another important component of CPU which measures and
allocates a fixed time slot for processing each and every micro-operation (smallest
functional operations). In simple terms, CPU is allocated one or more clock cycles
to complete a micro operation. CPU executes the instructions in synchronization
with the clock pulse.
The clock speed of CPU is measured in terms of Mega Hertz (MHz) or millions
of cycles per second. The clock speed of CPU varies from one model to another in
the range 4.77 MHz (in 8088 processor) to 350 MHz (in Pentium). CPU speed is
also specified in terms of millions of instructions per second (MIPS) or millions
of Floating Point operations Per Seconds (MEFLOPS).

HOW DOES A COMPUTER WORK?
The working of a computer can best be illustrated by an example. Suppose we
have a routine clerical task to carry out and are given a willing helper who can follow instructions but
who is new to the job. How would we proceed?
Firstly, we would sit our helper at a desk and provide him with an 'in'-tray for material coming in (the
input) and an 'out'-tray for material that had been processed (the output).
If the work involved calculations, we would also provide a desk calculator to help with the arithmetic, and
a pad of paper for working things out. Next, we would put in our helper's 'in'-tray all the figures and
information, such as prices and orders placed, needed as the 'raw material' to work on. This is the data.

Figure: The Way in Which A Computer Works is Analogous to a Routine
Helper Who has been Given Precise Instructions

Our willing helper is now ready to start work - processing the data - but first needs to be
told what to do. He knows nothing about the job and so the instructions we give him will
have to be very detailed and precise. Such a set of instructions is called a program.
He would have to remember our more general instructions, and so memory would play an
important part in the whole process. He would probably note down the program of
detailed instructions on his pad so that he can quickly refer to it should he forget what he

is expected to do. The note-pad, then, is a type of memory, used not only for calculations
but also for storing the program.
We would also give him some reference books, such as a catalogue of prices or a
telephone directory, which might be needed from time to time. These provide a second
kind of memory: they store information, like the note-pad, but the information is
permanent and cannot be changed. The books are 'read only' memories (they can only be
read), while the note-pad is a 'read and write' memory, since information can be written
on the pad and changed or deleted when necessary.
Finally, he might also need as a 'backing' memory – a secondary storage- a filing cabinet
for those records, such as customer accounts, to which he may have to refer occasionally.
It is now up to our helper to co-ordinate and control the various operations required by
the program to complete the task.
A computer works in much the same way as this and, incorporates the same basic
features
The original information …………………Data
is fed into the computer, ……………… Input
together with the instructions. …………… Program
These are stored ……………Memory
and the computer carries out any calculations required, ……………… ALU
and supervises and checks the whole process. …………… Control
The completed answer is read out of the computer. ………………Output
There is in every computer system a section to carry out each of these operations, and the
operations are combined to solve problems in the same way as they were combined to
complete the clerical task.

1.4 Classification of computers
At resent computers are available in many sizes and types. Some fit in the palm, while
others occupy an entire room, processing speed, and cost based. However, with rapidly
changing technology, this classification is no more relevant. Today, computers are
classified based on their mode of use. Computers also differ based on their data
processing abilities. Based on physical size, performance, and application areas, we can
generally divide computers into four major categories: Micro computers, Mini computers,
mainframe computers, super computers and workstations.
1.4.1 Micro computers
A micro computer is a small, low cost digital computer, which usually consists of
microprocessors, a storage unit, an input channel, and an output channel, all of which
may be on one chip inserted into one or several PC boards. The addition of a power
supply and connecting cables, appropriate peripherals (keyboard, monitor, printer, disk
driver, and others). An operating system and other software programs can provide a
complete micro computer system. The micro computer is generally the smallest of the
computer family. Originally, these were designed for individual users only, but nowadays
they have become powerful tools for many businesses that, when networked together, can
serve more than one user. IBM-PC Pentium 100, IBM-PC Pentium 200 and apple
Macintosh are some examples of micro computers. Micro computers include desktop,
laptop and handheld models such as personal digital assistants (PDAs).
 Desktop computer: Desktop computer also known as personal computer (PC), is
principally intended for stand- alone use by an individual. These are the most
common types of micro computers. These micro computers typically consist of a
system unit, a display monitor, a keyboard, internal hard disk storage, and other
peripheral devices. The main reason behind the importance of the PCs is that they
are not very expensive for the individuals or the small business. Some of the
major PC manufacturers are Apple, IBM, Dell and Hewlett-Packard.
 Non-portable, general-purpose computer that fits on a normal size office
table
 Designed to meet personal computing needs of Individuals
 Often used by children and adults for education and entertainment also
 Generally used by one person at a time, supports multitasking
 Two common models of PCs are desktop model and tower model
 Popular OS are MS-DOS, MS-Windows, Windows-NT, Linux, and UNIX


Laptop: a laptop is a portable computer that is a user can carry it around. Since
the laptop computer resembles a notebook, it is also known as a “notebook”.
Laptops are small computers enclosing all the basic features of a normal desktop
computer. The biggest advantage of this computer is that one can use this
computer anywhere and at anytime, especially when one is travelling. Moreover
these computers do not need any external power supply, as a rechargeable battery

is completely self contained in them. These computers are expensive as compared
to desktop computers.
 Portable computers mainly meant for use by people who need computing
resource wherever they go
 Approximately of the size of an 8½ x 11 inch notebook and can easily fit
inside a briefcase
 Weigh around 2 kg only.
 Comfortably placed on ones lap while being used. Hence, they are also
called laptop PC
 Lid with display screen is foldable in a manner that when not in use it can
be folded to flush with keyboard to convert the system into notebook form
 Designed to operate with chargeable batteries
 Mostly used for word processing, spreadsheet
 computing, data entry, and power point presentations
 Normally run MS-DOS or MS WINDOWS operating
 system
 Some manufacturers are also offering models with GNU/ Linux or its
distributions
 Each device of laptop is designed to use little power and remain suspended
if not used


Hand-held computers: a hand-held computer also called a personal digital
assistance (PDA), is one that can conveniently be stored in a pocket(of sufficient
size) and used while the user is holding it. PDAs are essentially small portable
computers and are slightly bigger than the common calculators. A PDA user
generally uses a pen or an electronic stylus, instead of a keyboard for input. since
these computers can be easily fitted on the palm. They are also known as palmtop
computers. Hand-held computers usually have no disk drive; instead they use
small cards to store programs and data. However they can be connected to a
printer or a disk drive to generate output or store data. They have limited memory
and are less powerful as compared to desktop computers. Some examples are
Apple Newton, Casio Cassiopeia and Franklin eBookMan.





Small computing device that can be used by holding in Hand, also known as
palmtop
Size, weight, and design are such that it can be used comfortably by holding
in hand
Types of Handheld are:
(a). Tablet PC: Miniaturized laptop with light weight, screen flip,
handwriting and voice recognition

(b). PDA/ Pocket PC: Acts as PIM device with LCD touch screen, pen
for handwriting recognition, PC based synchronization, and
optionally mobile phone services
(c). Smartphone: Fully functional mobile phone with computing
power , voice centric, do not have a touch screen and are smaller
than PDA
1.4.2 Mainframe computers
A mainframe computer is an ultra high performance computer made for high volume.
Processor intensive computing. It consist of a high-end computer processor, with related
peripheral devices, capable of supporting large volumes of data processing, high
performance online transaction processing systems, and extensive data storage and
retrieval. Normally, it is able to process and store more data than a mini computer and far
more than a micro computer. Moreover, it is designed to perform at a faster rate than a
mini computer and at an even faster rate than a micro computer. Mainframes are the
second largest (in capability and size) of the computer family, the largest being super
computers. However mainframes can usually executes many programs simultaneously at
a high speed, whereas super computers are designed for single processes.
A mainframe allows its user to maintain large information storage at a centralized
location, and access and process these data from different computers located at different
locations. It is typically used by large business and for scientific purposes. Examples of
mainframes computers are IBM ES000, VAX 8000 and CDC 6600.
 Mainly used by large organizations as banks, insurance companies, hospitals,
railways, etc.
 Used for data handling and information processing requirements
 Used in such environments where a large number of users need to share a
common computing facility
 Oriented to input / output -bound applications
 Typically consist of a host computer, front -end
computer, back-end computer , console terminals, magnetic disk drives, tape
drives, magnetic tape library, user terminals, pr inters, and plotters
 Typical mainframe system looks like a row of large file cabinets and needs a
large room
 Smaller configuration (slower host and subordinate computers, lesser storage
space, and fewer user terminals) is often refer red to as a minicomputer
system
1.4.3 Supercomputers
Supercomputers are special purpose machines, which are specially designed to maximize
the numbers of floating Point Operations Per Seconds (FLOPS). Any computer below 1
gigaflop/sec is not considered a super computer. A super computer has the highest
processing speed at a given time for solving scientific and engineering problems.
Essentially, it contains a number of CPUs that operate in parallel to make it faster. Its
processing speed lies in the range of 400-10,000 millions of Floating point operations per
second (MFLOPS). Due to this feature, super computers are used in many applications.

A super computer can process a great deal of information and make extensive
calculations very quickly. It can resolve complex mathematical equations in a few hours,
which would have taken a scientist with paper and pencil a lifetime, or years, using a
hand calculator. It is the faster, costly and most powerful computer available today.
Typically, super computers are used to solve multi variant mathematical problems of
existent physical processes, such as aerodynamics, metrology, and plasma physics. These
are also required by the military strategies to simulate defense scenarios. Cinema
technicians use them to produce sophisticated movie animations. Scientists build
complex models and simulate them in a super computer. However, a super computer has
limited broad spectrum use because of its price tag and limited market. The largest
commercial use of super computers is in the entertainment/advertising industry. CRAy-3,
Cyber 205 and PARAM are some well known super computers.
 Most powerful and most expensive computers available at a given time.
 Primarily used for processing complex scientific applications that require
enormous processing power
 Well known supercomputing applications include:
a. Analysis of large volumes of seismic data
b. Simulation of air flow around an aircraft
c. Crash simulation of the design of an automobile
d. Solving complex structure engineering problems
e. Weather forecasting
 Supercomputers also support multiprogramming
 Supercomputers primarily address processor –bound applications
 Modern supercomputers employ hundreds of processors and are also known
as massively parallel processors.
1.4.4 Workstations
Somewhere between multi-user midrange computers and personal computers are
workstations. Workstations are specialized, single-user computers with many of the
features of a personal computer but with the processing power of a minicomputer. These
powerful machines are popular among scientists, engineers, graphic artists, animators,
and programmers-users that need a great deal of number-crunching power. Workstations
typically use advanced processors and feature more RAM and storage capacity than
personal computers. Workstations often have large, high-resolution monitors and
accelerated graphics-handling capabilities, making them perfect for advanced design,
modeling, animation, and video editing. Although workstations are often found in single
user applications, they are more and more used as servers on personal computer networks
and as Web servers.
Until a few years ago, the term workstation implied certain differences in terms of chip
design and operating system, making it distinct from a personal computer. (The term
workstation is also used to describe a single computer on a network. In this context; a
workstation is usually a personal computer.) Today, the differences between
minicomputers, workstations, and personal computers are becoming blurred. Low-end
minicomputers and high-end workstations are now similar in features and capabilities.
The same is true for low-end workstations and high-end personal computers. Some

manufacturers of workstations are Silicon Graphics (SIG), Digital Equipment
Corporation (DEC), IBM, SUN Microsystems and Hewlett Packard (HP). The standard
Operating System in workstations is UNIX and its derivatives such as AIX (IBM),
Solaris (SUN) and HP-UX (HP).






Powerful desktop computer designed to meet the computing needs of
engineers, architects, and other professionals
Provides greater processing power , larger storage, and better graphics
display facility than PCs
Commonly used for computer -aided design, multimedia applications,
simulation of complex scientific and engineering problems, and visualization
Generally run the UNIX operating system or a variation of it
Operating system is generally designed to support multiuser environment

1.5 Other Classification of Computers
The various generations of computers actually show the development in the computers
from the early stages. But, even today, all the computers are not of the same type.
Computers come in many different sizes and ranges of power, and different types of
computer systems have varying capabilities. Computers can be divided into following
categories by functional criteria (data representation):
 Digital Computers
 Analog Computers
 Hybrid Computers
1.5.1 Digital computers
A digital computer, as the name suggests, works with digits. In other words, a digital
computer is a counting device. All the expressions are coded into binary digits (0s and 1s)
inside the computers and it maintains and manipulates them at a very fast speed. A digital
computer can perform only one operation i.e. addition. The other operations of
subtraction, multiplication and division are performed with the help of addition
operation. The digital computer circuits are designed and fabricated by the manufacturers
and are quite complicated ones. A digital computer manipulates data according to the
instructions (program) given to it in a certain language. The instructions and data are fed
to the computer in the form of discrete electrical signals.
Digital computers are further divided into two categories:
1.5.1.1 General Purpose Computers: These computers are designed for use in different
types of applications in different areas. They can be used to prepare pay bills, manage
inventories, print sales or can be used to solve mathematical equations.
When one job is over another job can be loaded into the memory for processing. They are
versatile; hence most businesses today use general-purpose computers.
1.5.1.2 Special Purpose Computers: The digital computers, which are made to meet
requirements of a particular task or job, are called special purpose computers. For

example, computers used for weather forecasting or for space applications. They are also
known as dedicated computers. The typical special purpose computers are:
(a) Word Processor: This computer is most versatile for office automation
purposes and replaces the typewriters. It is widely used for the production of
office documents, letters, contracts, pay bills etc. It is a computer that has to deal
with the bulk of input, in production of bulk of printed output, not involving too
many calculations or connecting programs. It also works as a duplicating machine
with a very high speed and facilitates seeing through the old and other connected
documents as and when desired.
(b) Hidden Computers: Such computers are designed to control particular process
or job and as such are installed inside the machine being automatised. These are
digital computers with hybrid applications. LAN and WAN, using the electronic
message switching systems employ such computer robots in intensive care units
and other hospital instruments. Automatic washing machines, digital clocks, Hot
shot camera use these computers.
(c) Optical Computers: These are under process of design and development. Here
the concept of application of quadral logic in place of binary logic and use of
optical fibre technology is being used.
(d) Hand Held and Pocket Computers: These are very small in size with memory
of 4 to 16 Kb. They are used for personal and scientific computing.
(e) Knowledge Information Processing Systems (KIPS): They process
information and not data. They incorporate artificial intelligence, (ability of
reasoning, thinking and decision making). In such computers, hardware and
software will work in parallel memory operations having capabilities of 100
million to a billion lips (logical interferences per second). A lip is equal to 100 to
1000 instructions per second.
(f) Dedicated Word Processor: It is used for office automation. It is widely used
for production of office documentation, letters, memos, contracts, pay bills etc.
1.5.2 Analog Computers
Analog computers represent numbers by a physical quantity i.e. they assign numeric
values by physically measuring some actual property, such as the length of an object, or
the amount of voltage passing through a point in an electric circuit. Analog computers
derive all their data from some form of measurement. Though effective for some
applications, this method of representing numbers is a limitation of the analog computers.
The accuracy of the data used in an analog computer is directly related to the precision of
its measurement. Speedometers, Volmeters, Pressure Gauges, Slide Rules, Flight
Simulators for training pilots and Wall Clocks are some examples of analog computers.
1.5.3 Hybrid Computers
Hybrid computers combine the best features of analog and digital computers. They have
the speed of analog computers and accuracy of digital computers. They are usually used
for special problems in which input data derived from measurement is converted into
digits and processed by computer. Hybrid computers for example, control National
Defense and Passenger flight radars. Consider the Hybrid computer system in a hospital

Intensive Care Unit (ICU). The analog device may measure a patient heart function,
temperature and other signs. These measurements may, then, be converted into numbers
and supplied to a digital device, which may send as immediate signal to a nurse’s station
if any abnormal readings are detected.
To take another example of Hybrid computer, consider the system used in producing iron
ore pellets for steel making. It controls manufacturing and prepares production data on
inventory and costs. The computer accepts data both from sensors within the production
area and from conventional Input/Output devices. Using the production data, the
computer plans for future manufacturing and distributes existing inventories to activities
that require the computer to act as digital computer. The computer can act like an analog
computer converting measurements into numeric numbers. It can act as a digital
computer processing stored data for management.
BOOTING
In computing, booting is a bootstrapping process that starts operating systems when the
user turns on a computer system. A boot sequence is the set of operations the computer
performs when it is switched on which load an operating system.
Everything that happens between the times the computer switched on and it is ready to
accept commands/input from the user is known as booting.
The process of reading disk blocks from the starting of the system disk (which contains
the Operating System) and executing the code within the bootstrap. This will read further
information off the disk to bring the whole operating system online.
Device drivers are contained within the bootstrap code that support all the locally
attached peripheral devices and if the computer is connected to a network, the operating
system will transfer to the Network Operating system for the "client" to log onto a server
The Process of loading a computer memory with instructions needed for the computer to
operate.
The process and functions that a computer goes through when it first starts up, ending in
the proper and complete loading of the Operating System. The sequence of computer
operations from power-up until the system is ready for use
COLD BOOTING:
The cold booting is the situation, when all the computer peripherals are OFF and we start
the computer by switching ON the power.
WARM BOOTING:
The warm booting is the situation, when we restart the computer by pressing the RESET
button and pressing CTRL+ ALT + DEL keys together.
Graphic User Interface (GUI)
A program interface that takes advantage of the computer's graphics capabilities to make
the program easier to use. Well-designed graphical user interfaces can free the user from
learning complex command languages. On the other hand, many users find that they
work more effectively with a command-driven interface, especially if they already know
the command language.

1.6 Development of Computers
Introduction

The development of computers is the story of man’s continuous search for better and
faster ways to count, write and communicate. Although modern electronic computers are
only a recent phenomenon, the ideas and devices leading to the advent of computers date
for back in the history. Early man, when started to live a settled life in the stone age, used
pebbles and stone for counting items, and used marking on the walls for storing the
counts. The discovery of zero by Indian mathematician laid the foundation stone of the
number system. We can identify three distinct stages in the evolution of computers from
these simple ideas and devices to the complex and sophisticated devices as they are now:
 Early Computing Devices
 Early Electronic Computers
 Modern Computers

1.6.1 Early Computing Devices
The earliest device that qualifies, as a digital computer is the Abacus also known as
Soroban This device permits the user to represent number by the position of beads on a
rack. Simple addition and subtraction can be carried by out rapidly and efficiently by
positioning the beads appropriately. Although, the Abacus was invented around 600 BC,
it is interesting to note that it is still used in the Far East and its users can calculate at
amazing speeds.
Another manual calculating device was Napier's Bones, designed by John Napier, a
Scottish scientist. It used a set of eleven rods called ‘bones’ with numbers carved on
them. It was designed in early 17th century and its upgraded versions were in use even
around 1890. Pascaline, designed by Blaise Pascal in 1642, was the first mechanical
calculating machine. Pascaline used a system of gears, cogwheels and dials for carrying
out repeated additions and subtractions. Later in 1671, Baron Gottfried von Leibitz of
Germany developed a similar mechanical calculator that could also perform
multiplication and divisions. In 1820, a similar key – driven mechanical calculator, called
Thomas Arithmometer met with commercial success. It was developed by Charles
Xavier Thomas of France.
19 th century witnessed major advances in computing technology. An important
breakthrough in the development of computing was the concept of stored program to
control calculations. In the early 19 th century a Frenchman, Joseph Jacquard invented a
loom that used punched cards to automatically control the manufacturing of patterned
cloth. Jacquard's idea of storing a sequence of instructions on the cards is also
conceptually similar to modern computer programs.
The year 1822 could be considered a golden year in the history of Computer Science. It
was in the year 1822, when an Englishmen, Charles Babbage, a Professor of
Mathematics at Cambridge University, developed and demonstrated a working model of
a mechanical computer called Difference Engine. It could do complex algebraic
equations and was built on the principal of gearing wheels of earlier era. It was also able
to produce mathematical and statistical tables correct up to 20 digits.
Encouraged by success of Difference Engine; Babbage, in 1833, came out with his new
idea of Analytic Engine. It could store 1000 numbers of 50 decimals each. It was to be
capable of performing the basic arithmetic function for any mathematical problem and it
was to do so at an average speed of 60 additions per minute. Unfortunately, he was

unable to produce a working model of this machine mainly because the precision
engineering required to manufacture the machine was not available during that period.
However, his efforts established a number of principles, which have been shown to be
fundamental to the design of any digital computer. There were many features of the
Engine - punched card instructions, internal memory and an arithmetic unit to perform
calculation – that were incorporated in the early computer, designed a 100 year later. His
disciple, a brilliant mathematician, Lady Ada Lovelace, the daughter of the famous
English poet Lord Byron, developed the binary number system for Bandage's machine.
She is widely considered as the first programmer in the world, and programming
language ADA is named after her. Babbage’s Engines were more closely related to
modern computers than any of their predecessors. Many people today credit Charles
Babbage with the real father of computers.
Keyboard machines originated in the United State around 1880 and are extensively used
even today. Around this period only, Herman Hollerith came up with the concept of
punched cards, which are extensively used as input media in modern digital computers.
Business machines and calculators made their appearance in Europe and America
towards the end of the nineteenth century.
In 1880's the Census Bureau of the United States appointed Harman Hollerith to develop
a technique for speeding up the processing of census data. It was the major breakthrough
of 19th century when the developed a machine which used punched cards to store the
census data. This innovation reduced the time of processing from 8 years to less than 3
years.
In 1890's many other countries like Canada, Australia, and Russia also used Hollerith
Machine for processing their census data. Later many other large organizations like
Insurance Company used Hollerith Machine to speed up their processing activity. In
1890's Hollerith left the Census Bureau and started the Tabulating Machine Company,
which, in 1911, merged with several other firms to form International Business
Machine (IBM) Corporation.
During the early part of the 20th century there was a flurry of activities in the computing
field. Due to the on set of World War II, there was a great need for devices, which can
produce ballistic tables very quickly. In the period of late 1930’s and early 1940's many
projects went underway.
In this period, under the direction of George Stibitz of Bell Telephone Laboratories,
five large-scale computers were developed. These computers were built using
electromechanical relays and were called as Bell Relay Computers. These were capable
to perform calculations with a high speed and accuracy.
The world's first electro-mechanical computer was developed by Dr Howard Aiken of
Harvard University and produced by IBM in the year 1944. This computer used more
than 3000 relays, was 50 feet long and 8 feet high and was named as Automatic
Sequence Controlled Calculator also called Mark-1. It was a quit fast machine and
could add two numbers in 0.3 seconds and multiple two number in 4.5 seconds. This
computer may be regarded as the first realization of Babbage's Analytical Engine. IBM
went on to develop Mark –II through IV.

1.6.2 Early Electronic Computers

1.6.2.1 Atanasoff-Berry Computer(1939-42)
This electronic machine was developed by Dr John Atanasoff to solve certain
mathematical equations. It was called Atanasoff-Berry Computer, or ABC, after its
inventor’s name and his assistant, Clifford Berry. It used 45 vacuum tubes for internal
logic and capacitors for storage.
1.6.2.2 ENIAC (1943-46)
The Electronic Numerical Integrator And Calculator (ENIAC) was the first all electronic
computer. It was constructed at the Moore School of Engineering of the University of
Pennsylvania, USA by a design team led by Professors J. Presper Eckert and John
Mauchly.
ENIAC was developed as a result of military need. It took up the wall space in a 20 x 40
square feet room and it used 18,000 vacuum tubes. The addition of two numbers was
achieved in 200 microseconds, and multiplication in 2000 microseconds.
Although, much faster in speed as compared to Mark I computer, ENIAC had two major
shortcomings: it could store and manipulate only very limited amount of information, and
its programs were wired on boards. These limitations made it difficult to detect errors and
to change the programs. Hence its use was limited. However, whatever be the
shortcomings of ENIAC, it represented an impressive feat of electronic engineering and
was used for many years to solve ballistic problems.
1.6.2.3 EDVAC(1946-52)
The operation of ENIAC was seriously handicapped by the wiring board. This problem
was later overcome by the new concept of stored program developed by Dr John V
Neumann. The basic idea behind the stored program concept is that a sequence of
instructions as well as data can be stored in the memory of the computer for the purpose
of automatically directing the flow of operations. The stored program feature
considerably influenced the development of modern digital computers and because of this
feature we often refer to modem digital computers as stored program digital computers.
The Electronic Discrete Variable Automatic Computer (EDVAC) was designed on stored
program concept. Von Neumann has also got a share of the credit for introducing the idea
of storing both instructions and data in the binary form instead of the decimal numbers or
human readable words.
1.6.2.4 EDSAC(1947-49)
Almost simultaneously with EDVAC of USA, the Britishers developed Electronic Delay
Storage Automatic Calculator (EDSAC). The machine executed its first program in May
1949. In this machine, addition operation was accomplished in 1500 microseconds, and
multiplication operation in 4000 microseconds. The machine was developed by a group,
of scientists headed by Professor Maurice Wilkes of the Cambridge University.
1.6.2.5 MANCHESTER MARK-I (1948)
This computer was a small experimental machine based on the stored program concept. It
was designed at Manchester University by a group of scientists heated by Professor M H
A Newman. Its storage capacity was only 32 words, each of 31 binary digits. This was
too limited to store data and instructions. Hence, the Manchester Mark I was hardly of
any practical use.
1.6.2.6 UNIVAC -1(1951)

The Universal Automatic Computer (UNIVAC) was the first digital computer, which was
not "one of a kind". Many UNIVAC machines were produced, the first of which was
installed in the Census Bureau in 1951 and was used continuously for 10 years. The first
business use of a computer, a UNIVAC-I, was by General Electric Corporation in 1954.
In 1952, the International Business Machines (IBM) Corporation introduces the 701
commercial computers. In rapid succession, improved models of the UNIVAC I and
other 700-series machines were introduced. In 1953, IBM produced the IBM-650 and
sold over 1000 of these computers.
The commercially available digital computers that could be used for business and
scientific applications had arrived. During the period of late 1940's and early 1950’s
many other stored program computers like ILLIAC, JOHNIAC, MANIAC etc. were
developed. With these developments in the computing field and advancement in
technology, the stage was set for modern computers.
1.6.2 The Modern Computers
Early electronic computers were exclusively used for the military, experimental and
engineering purposes. In the early 1950's computers began to be sold commercially. The
development of commercial computer industry was really the beginning of the computer
revolution.
The modern computers era can be divided into four generations distinguished by the
basic electronic component within the computer. Each new logic unit has led to
computers that are faster in speed, smaller in size, more reliable and less expensive than
their predecessors. Modern computers came in a variety of shapes, sizes and costs.
1.6.2.1 The Computer Generations
“Generation” in computer talk is a step in technology. It provides a framework for the
growth of the computer industry. Originally, the term “generation” was used to
distinguish between varying hardware technologies. But nowadays, it has been extended
to include both the hardware and the software together that make up an entire computer
system.
The custom of referring to the computer era in terms of generations came into wide use
only after 1964. There are totally five computer generations known till today. Although
there is a certain amount of overlapping between the generations, the approximate dates
shown against each are normally accepted.

Figure 3-1 Electronic Devices used for Manufacturing Computers of Different
Generations
The early electronic computers, such as, EDSAC, EDVAC, UNIVAC I, etc. used vacuum
tubes to control the flow of electronic signals. These computers used thousand of vacuum
tubes. Vacuum tubes are big in size (about the size of a small electric bulb) and produce a
lot of heat. Because of this, the ‘first generation’ computer was too bulky in size and used
to produce a lot of heat. Therefore, they needed air-conditioning. Besides, the vacuum
tubes used to burn out frequently resulting in failure of the computer. Therefore, these
computer could not be used continuously and head to be stooped frequently.
The computers of the ‘second generation’ were introducing around 1959. These were
made of transistor’s smaller and more reliable components invented in 1947. a transistor
is very small compared to the vacuum tube and produce very little heat. The use of
transistor in computer made the second generation computer faster, smaller and reliable.
The introduction of integrated circuits also known as chips opened the door for the
development of the ‘third generation’ computers. A very large number of circuit
elements- transistor, diodes, resistor, etc. could be integrated into a very small (less then
5mm square) surface of silicon (hence the name IC). ‘Third generation’ computers were
based on IC technology. The system/360 introduce by IBM in 1964 was the first thirdgeneration computer. Third generation computers were smaller, faster and more reliable
then second generation computers.

Initially, about 10-20 components were contained in an IC. This technology was called
small-scale integration. Later, with the advancement in IC design and manufacturing
technology, it became possible to integration up to 100 components in an IC. This
technology was called medium-scale integration (MSI). Later, it became possible to
integrate over 30,000 components in one IC. This technology was called Large Scale
Integration (LSI). With the advancement of IC technology, now it is possible to integrate
over one lakh components in a Very Large Scale Integration (VLSI). The ‘Fourth
Generation’ computers that were introduced around 1975 were based on LSI chips.
Because of the very small size of the ICs used in fourth generation computers, they are
very small, very powerful, fast and cheap. That is why an ordinary person can own a
computer.
Scientists are working on the development of the Fifth Generation computer that will
have Intelligence, ability to reason and learn, knowledge of the real world, and which can
understand and talk in natural language.
Timeline of the History of Computers
1617
Mathematician John Napier uses wooden rods for calculating. This calculation method
was called Napier’s Bones.
1642
Inventor Blaise Pascal introduces to the world the digital adding machine referred to as
the Pascaline digital adding machine.
1822
Charles Babbage shines forth the Difference Engine and the Analytical Engine which is
considered a real general purpose computing machine.
1906
Inventor Lee De Forest patents the vacuum tube triode. It was used as an electronic
switch in the first electronic computer systems.
1937
John V. Atanasoff creates what is considered the official first electronic computer. It is
known as the Atanasoff Berry Computer, or simply ABC.
1943
During World War II, Alan Turing develops the Colossus, a top secret British codebreaking computer. It was built to decode German secret messages.
1945
John von Neumann outlines the architecture of the modern stored program computer
system.
1946
An electronic computing machine called ENIAC is built by John Mauchly and Presper
Eckert.
1947
The semiconductor revolution is blasted off when William Shockley, John Bardeen, and
Walter Brattain invent and test what is called a point contact transistor.
1949
At Cambridge University, Maurice Wilkes assembles the first practical stored program
computer called the EDSAC.
1950

The ERA 1101 is built by the Engineering Research Associates of Minneapolis. It is one
of the first commercially produced computer systems.
1952
The UNIVAC used by the U.S. Census Bureau becomes the first commercial computer to
attract substantial public attention.
1953
IBM ships its first electronic computer system called the 701.
1954
Gordon Teal from Texas Instruments perfects a silicon-based junction transistor which
brings a tremendous reduction in costs to build a computer.
IBM’s 650 magnetic drum calculator is also established as the first mass-produced
computer. In the ’50s, 450 computers were mass-produced, if you can believe that.
1955
The first fully-transistorized computer TRADIC is announced by Bell Laboratories.
1956
The TX-0 is built by MIT researchers. It is the first general purpose, programmable
computer that is built using transistors.
Also, the era of magnetic disk storage is about to blossom when IBM ships a 305
RAMAC to Zellerbach Paper in San Francisco, California.
1958
The first integrated circuit is created by Jack Kilby at Texas Instruments. This proved that
both resistors and capacitors could exist on the same semiconductor material.
1959
IBM’s 7000 series mainframes become its first transistorized computer.
Also in 1959 Robert Noyce’s integrated circuit allows printing of electrical conducting
channels directly on a silicon surface.
1960
The first commercial modem called Dataphone is designed by Bell Labs. It was designed
specifically for converting digital computer data to analog signals for transmission across
a long-distance network.
1961
According to Datamation magazine, IBM has approximately an 81.2 percent share of the
computer market. IBM also introduced the 1400 Series computer system in this year.
1964
IBM announces a family of six mutually compatible computers and 40 peripherals that
work together called the System/360.
Seymour Cray’s CDC supercomputer performs up to three million instructions per
second which literally is a processing speed three times its closest competitor, IBM’s
Stretch system.
Also in 1964, IBM’s SABRE reservation system is also setup up for American Airlines.
1965
Digital Equipment Corporation introduces the first commercially successful
minicomputer called the PDP-8.
1966

Hewlett-Packard enters the all- purpose computer business with its release of the HP2115. The HP-2115’s computing power is that which is formerly found only in far larger
computer systems before it.
1968
Intel was founded on July 18, 1968, by Robert Noyce, Gordon Moore, and Andrew
Grove.
1970
The computer-to-computer communication revolution expands when the U.S.
Department of Defense establishes four devices on the ARPAnet. Two of these nodes
reside at University of California campuses including one in Santa Barbara and another in
Los Angeles. Another sits at University of Utah and the fourth resides at SRI
International.
1971
The 8-inch floppy disk is invented by a team at IBM’s San Jose Laboratories.
One of the first personal computers called the Kenbak-1 is advertised for $750 in
Scientific American magazine.
Also in 1971, the first advertisement for a microprocessor appears for the Intel 4004 in
Electronic News.
1972
Intel’s 8008 microprocessor makes its debut.
Hewlett-Packard announces the HP-35.
Steve Wozniak builds his blue box which is a tone generator to make free phone calls.
1973
At the Xerox Palo Alto Research Center, Robert Metcalfe devices the Ethernet method of
networking.
Using the Intel 8008 processor, Micral becomes the earliest commercial non-kit personal
computer system based on a microprocessor.
Also 1973, the TV Typewriter was designed by Don Lancaster. It provided the first
display of alphanumeric information on an ordinary television.
1974
Researchers at the Xerox Palo Alto Research Center design the Alto which is the first
workstation with a built-in mouse for input.
Also in 1974, Scelbi advertises the 8H computer. What makes the 8H special is the fact
that it is the first commercially advertised U.S. computer based on a microprocessor. It
used the Intel 8008 computer processor.
1975
Microsoft is founded by Bill Gates and Paul Allen on April 4, 1975.
The first commercial packet switching network called Telenet is created. It is the civilian
equivalent of ARPAnet.
The January edition of Popular Electronics features on its cover the Altair 8800
computer, which uses the Intel 8080 microprocessor.
1975 also was the year of the visual display module prototype. Designed by Lee
Felsenstein, it was the first implementation of a memory-mapped alphanumeric video
display for personal computer systems.
1976

Apple is established on April 1, 1976 by Steve Jobs, Steve Wozniak, and Ronald Wayne
to sell a single board computer called the Apple I.
The 5 ¼-inch flexible disk drive and disk is introduced by Shugart Associates.
The Cray I makes its name as the first commercially-successful vector processor also in
1976.
1977
Apple Computer introduces the Apple II computer system.
The TRS-80 is also introduced by Tandy Radio Shack.
Commodore also introduces the PET, or Personal Electronic Transactor.
1978
The VAX 11/780 from Digital Equipment Corporation features the capability to address
up to 4.3GB of virtual memory. This provided hundreds of times the capacity of most
minicomputers of the time.
1979
Motorola introduces the 68000 microprocessor.
1980
The first hard drive for microcomputers, called the ST-506, is created by Seagate
Technology.
Also in 1980 the first optical data storage disk contains 60 times the capacity of a 5 ¼inch floppy disk.
Another sweet kick-off for the ’80s is the invention of the computer ―wormǁ by John
Shoch from the Xerox Palo Alto Research Center. This so-called worm is a short
program that searches a network for idle processors.
1981
IBM introduces its Personal Computer (PC), kicking off the fast growth of the personal
computer market and revolution.
Xerox also introduces the Star which is the first personal computer with a graphical user
interface (GUI).
The first portable computer is also completed by Adam Osborne. Like many inventions
of the day, it gets its name from the inventor; hence, it’s called the Osborne I which
weighed in at 24 pounds and sold for $1795 dollars at the time.
Also in 1981 Sony Corporation introduces and ships the first 3 ½-inch floppy disk drive
and disks.
1983
Apple introduces its Lisa computer incorporating a GUI very similar to that first
introduced on the Xerox Star.
Compaq Computer Corporation introduces its first PC clone that uses the same software
as the IBM PC.
1984
Apple Computer launches the Macintosh, which is the first successful mouse driven
computer with a GUI. It was launched, in fact, with a single $1.5 million commercial
during the 1984 Super Bowl.
Also in 1984 IBM releases the PC-AT, which is three times faster than original PC’s. Its
speed came from its usage of the Intel 286 processor.
The PC-AT also introduced a new computer bus called the 16-bit ISA bus.
1985

Philips introduces the CD-ROM.
1986
Compaq announces the Deskpro 386, which is the first computer on the market to use
Intel’s new 386 chip.
1987
IBM introduces its PS/2 computers making the 3 ½-inch floppy disk drive and VGA
video standard for PC’s.
Also introduced with the PS/2 was its inclusion of the first plug-and-play computer bus
for PC’s called MicroChannel Architecture (MCA).
1988
After leaving Apple, Apple cofounder Steve Jobs unveils his own company called NeXT.
Also in 1988 Compaq and other PC makers develop a new computer bus called the
Enhanced Industry Standard Architecture (EISA). What was especially unique about this
bus was that unlike MicroChannel, EISA remained backward compatible with the ISA
bus.
1989

Intel releases the 486 microprocessor which contains more than one million transistors.
Intel also introduces alongside it the 486 motherboard chipsets.
1990
The World Wide Web (WWW) is born after researcher Tim Berners-Lee develops
HTML, the Hypertext Markup Language.
1993
Intel releases the Pentium processor, leaving behind its old numbered naming convention
in the process as they realized it’s impossible to trademark a number. Intel also releases
motherboard chipsets and for the first time completes motherboards.
1994
Yahoo is founded by two Stanford graduate students named Jerry Yang and David Filo.
(Fun Fact: Yahoo originally started out with the name, Jerry’s Guide to the World Wide
Web.)
1995
Microsoft releases the first mainstream 32-bit operating system Windows 95 in huge
numbers.
Intel releases the first processor in their P6 family called the Pentium Pro processor.
1997
Intel releases the Pentium II processor and AMD introduces the K6, which is compatible
with the Intel Pentium.
1998
Google is co-founded by Larry Page and Sergey Brin while they are students at Stanford
University. The company is first incorporated as a privately held company in September
of 1998.
Microsoft releases Windows 98.
Intel releases their Celeron processor, which is basically a low-cost version of the
Pentium II processor of the time.
1999
Intel releases their Pentium III processor and AMD introduces their Athlon line of
processors.
2000
Microsoft releases Windows Millennium Edition or Me, and Windows 2000.
The 1GHz milestone is hit when both Intel and AMD introduce processors running at
1GHz.

1.7 Computer Generations
The history of computer development is often discussed with reference to the different
generations of computing devices. In computer terminology, the word generation is
described as a stage of technological development or innovation. A major technological
development that fundamentally changed the way computers operate, resulting in
increasingly smaller, cheaper, more powerful, and move efficient and reliable devices,
characterizes each generation of computer. According to the technology used, there are
five generations of computers that are discussed in the following sections.
1.7.1 First Generation (1940-1956): Vaccum Tube
These computers used vaccum tubes for circuitry and magnetic drums for memory. A
magnetic drum is a metal cylinder coated with magnetic iron-oxide material on which

data and programs can be stored. Input was based on punched cards and paper tape, and
output was displayed in the form of printouts.
First generation computers relied on binary-coded language (Language of 0’s and 1’s) to
perform operations and were able to solve only one problem at a time. Each machine was
fed with different binary codes and hence were difficult to program. This resulted in lack
of versatility and speed. In addition, to run on different types of computers, instructions
must be rewritten or recompiled.
For example: ENIAC, EDVAC, and UNIVAC.
Characteristics of First generation computers
 These computers were based on vaccum tube technology.
 These were the fastest computing devices of their times (computation time was in
milliseconds).
 These computers were very large and required a lot of space for installation.
 Since thousands of vaccum tubes were used, they generated a large amount of
heat. Therefore, air conditioning was essential.
 These were non-portable and very slow equipments.
 They lacked in versatility and speed.
 They were very expensive to operate and used a large amount o electricity.
 These machines were unreliable and prone to frequent hardware failures. Hence
constant maintenance was required.
 Since machine language was used, these computers were difficult to program and
use.
 Each individual component had to be assembled manually. hence, commercial
appeal of these computers was poor.
1.7.2 Second Generation (1956-1963): Transistors
Second Generation computers used transistors, which were superior to vaccum tubes. A
transistors is made up of semiconductor material like germanium and silicon. It usually
had three leads and performed electrical functions, such as voltage, current or power
amplification with low power requirements. Since the transistor is a small device, the
physical size of computers was greatly reduced.
Computers became smaller, faster, cheaper, energy-efficient, and more reliable than their
predecessors. In second generation computers, magnetic cores were used as primary
memory and magnetic disks as secondary storage devices. However, they still relied on
punched cards for input and printouts for output.
One of the major developments of this generation includes the progress from machine
language to assembly language. Assembly language used mnemonics (abbreviations) for
instructions rather than numbers, for example ADD for addition and MUL for
multiplications. As a result, programming became less cumbersome. Early high-level
programming languages, such as COBOL and FORTRAN also came into existence in
this period.
For example PDP-8, IBM-1401 and IBM-7090.
Characteristics of Second Generation computers
 These machines were based on the transistors technology.
 These were smaller when compared to the first generation computers.



The computational time of these computers was reduced to microseconds form
milliseconds.
 These were more reliable and less prone to hardware failure. Hence, such
computers required less frequent maintenance.
 These were more portable and generated less amount of beat.
 Assembly language was used to program computers. Hence programming became
more time efficient and less cumbersome.
 Second generation computers still required air conditioning.
 Manual assembly of individual components into a functioning unit was still
required.
1.7.3 Third Generation (1946 to early 1970’s): integrated circuits
The development of the IC was the trait of the third generation computers. An IC consists
of a single chip(usually silicon)with many components, such as transistors and resistors
fabricated on it. ICs replaced several individually wired transistors. This development
made computers smaller in size, reliable and efficient.
Instead of punched card and printouts, users interacted with third generation computers
through keyboards and monitors and interfaced with the operating system.
This allowed the device to run many different applications at a time with a central
program that monitored the memory. For the first time, computers became accessible to
mass audience because they were smaller and cheaper than their predecessors.
For example: NCR 395 and B6500.
Characteristics of Third Generation computers
These computers were based on IC technology.
 They were able to reduce computational time from microseconds to nanoseconds.
 They were easily portable and more reliable then the second generation
computers.
 These devices consumed less power and generated less heat. In some cases, air
conditioning was still required.
 The size of these computers was smaller compared with the previous generations
computers.
 Since hardware rarely failed, the maintenance cost was quite low.
 Extensive use of high level languages became possible.
 Manual assembling of individual components was not required, so it reduced the
large requirements of labor and cost. However, highly sophisticated technologies
were required for the manufacture of IC chips.
 Commercial production became easier and cheaper.
1.7.4 Fourth generation Computers (Early 1970s to till date): Microprocessors
The Fourth generations Computers use an extension of the third generation technology,
although the technology of this generation was still based on the IC. These have been
made readily available to us because of the development of the microprocessor (circuits
containing millions of transistors). The Intel 4004 chip, which was developed in 1971,
took the IC one step further by locating all the components of a computer (central
processing unit, CPU; memory; and input and output controls) on a miniscale chip. A
microprocessor is built onto a single piece of silicon, known as the chip. It is about 0.5
cm along one side and no more than 0.05 cm thick.

The fourth generation computers led to an era of large scale integration (LSI) and VLSI
technology. LSI technology allowed thousands of transistors to be constructed on one
small slice of silicon material, whereas VLSI squeezed hundreds of components onto a
single chip. Ultra large scale integration (ULSI) increased that number into millions. This
way, computers became smaller and cheaper than ever before.
The fourth generation computers became more powerful, compact, reliable, and
affordable. As a result, it gives rise to the PC revolution. During this period, magnetic
core memories were substituted by semiconductor memories, which resulted in faster
random access main memories. Moreover, secondary memories, such as hard disks
became economical, smaller, and bigger in capacity. The other significant development
of this era was that these computers could be linked together to form networks, which
eventually led to the development of the internet. This generation also saw the
development of the Graphical User Interface (GUI), mouse and handheld devices.
Despite many advantages, this generation required complex and sophisticated technology
for the manufacturing of the CPU and other components.
For example: Apple II, Altair 8800, and CRAY-I.
Characteristics of Fourth Generation computers
 Fourth generation computers are microprocessor based systems.
 These computers are very small.
 Fourth generation computers are the cheapest among all the other generations.
 They are portable and quite reliable.
 These machines generate negligible amount of heat, hence they do not require air
conditioning.
 Hardware failure is negligible, so minimum maintenance is required.
 The production cost is very low.
 GUI and pointing devices enable users to learn to use the computer quickly.
 Interconnection of computers leads to better communication and resource sharing.
1.7.5 Fifth generation (Present and Beyond) : Artificial Intelligence
The dream of creating a human like computer that would be capable of reasoning and
reaching a decision through a series of “what if –then” analyses has existed since the
beginning of computer technology. Such a computer would learn form its mistakes and
posses the skill of experts. These are the objectives for creating fifth generation
computers. The starting point for the fifth generation computers has been set in the early
1990s. the process of developing fifth generation computers is still in the development
stage. However, the expert system concept is already in use. The expert system is defined
as a computer information system that attempts to mimic the thought process and
reasoning of experts in specific areas. Three characteristics can be identified with fifth
generation computers. These are:
 Mega chips: fifth generation computers will use Super Large Scale Integrated
(SLSI) chips, which will result in the production of a microprocessor having
millions of electronic components on a single chip. In order to store instructions
and information, fifth generation computers require a great amount of storage
capacity. Mega chips may enable the computer to approximate the memory
capacity of the human mind.
 Parallel processing: most computers today access and execute only one
instruction at a time. This is called serial processing. However, a computer using



parallel processing accesses several instructions at once and works on them at the
same time using multiple CPUs.
Artificial intelligence (AI) : It refers to a series of related technologies that tries
to simulate and reproduce human behavior, including thinking, speaking and
reasoning. AI comprises a group of related technologies: expert system (ES),
natural language processing (NLP), speech recognition, vision recognition and
robotics.

1.8 Characteristics of a Computer System
Introduction
The term computer has been borrowed from compute that means to calculate. Whereas
initially computers were used to perform arithmetic calculations at fast speed, now they
are used in nearly every field. You can computers for Banking Application, Word
Processing, Desktop Publishing, Weather Forecasting, Railway Tickets Reservation,
Control of Machine and Robots in Factory, Scientific Research, etc. In brief, a computer
may be defined as a device that receives some kind of data, analyze it, and then applies a
predefined set of instruction to it to produce some kind of output. For instance, when you
go to Railway Ticket Reservation Counter, the operator feeds your request for a Ticket
Reservation in the computer. The computer analyze the data feed by the operator and
make a reservation. Then it prints a ticket for you. The ticket is the output generated by
the computer based on the reservation request (Input) entered by the operator. It is also
said that the computer is a Data Processor, because it can receive, store, process and
retrieve any kind of data. For instance, you can store the names and addresses of all
employees working in a company in a computer file. Later you can ask the computer to
print a list of only those employees who work in the Accounts Department.

CHARACTERISTICS OF A COMPUTER SYSTEM
Computers are not just adding machines; they are capable of doing complex
activities and operations. They can be programmed to do complex, tedious and
monotonous tasks. All computers have certain common characteristics irrespective of
their type and size. The following are the important characteristics which took together,
enable a computer to surpass its performance in some tasks in which the human beings
cannot perform efficiently:
1. Speed: A computer is a very fast device capable of data processing at unbelievable
speed. It can perform in a few seconds the amount of work that a human being may not
be able to do in an entire year even if he works day and night and does nothing else.
Computers can process millions of instructions per second thus carrying out even the
complex tasks in fractions of seconds without any mistake.
While talking about the speed of a computer, we do not talk in terms of seconds or even
milliseconds ( 10 ). Our units of speed are the microseconds (10 ), the nanoseconds
(10 ), and even the picoseconds (10 ). A powerful computer is capable of performing
about 3 to 4 million simple arithmetic operations per second.
2. Accuracy: In addition to speed, the computer has high accuracy in computing. The
accuracy of a computer is consistently high and the degree of accuracy of a particular

computer depends upon its design. But for a particular computer, each and every
calculation is performed with the same accuracy. Errors can occur in a computer, but
these are mainly due to human rather than technological weakness. The errors in
computer are due to errors in programming and operation by human and due to inaccurate
data.
3. Versatility: A computer is a very versatile machine. Versatility is one of the most
wonderful features of the computer in the sense that they are not only capable of handling
complex arithmetical problems, but can do equally well other number of jobs. They can
perform activities ranging from simple calculations to performing complex CAD
modeling and simulations to navigating missiles and satellites. In other words, computers
can be programmed to perform any task that can be reduced to a series of logical steps.
Computers can communicate with other computers and can receive and send data in
various forms like text, sound, video, graphics, etc. We, now, live in a connected world
and all this is because of computers and other related technologies.
4. Diligency: Unlike human beings, a computer is free from monotony, tiredness, lack of
concentration etc. and hence can work for hours together without creating any error and
without grumbling. Due to this property computers obviously score over human beings in
doing routine type of jobs, which require greater accuracy. They will perform the tasks
that are given to them - irrespective of whether it is interesting, creative, monotonous or
boring; irrespective of whether it is the first time or the millionth time - with exactly the
same accuracy and speed.
5. Storage Capability: Computers have their main memory and auxiliary memory
systems. A computer can store a large amount of data. With more and more auxiliary
storage devices, which are capable of storing huge amounts of data, the storage capacity
of a computer is virtually unlimited. The factor that makes computer storage unique is not
that it can store vast amount of data, but the fact that it can retrieve the information that
the user wants in a few seconds. Every piece of information can be retained as long as
desired by the user and can be recalled as and when required. Even after several years,
the information recalled is as accurate as on the day when it was fed to computer. A
computer forgets or looses certain information only when it is asked to do so. So it is
entirely up to the user to make a computer retain or forget particular information.
6. Reliability: Reliability of the computers is indeed very high. Modern electronic
components have long failure free lives. A microprocessor chip is said to have a life of 40
years even under adverse conditions and much before it fails, it will become obsolete.
Computers are also designed in modular form so as to make maintenance easy; when a
component fails, it can be replaced or repaired at a minimal cost.
7. Automation: The level of automation achieved in a computer is phenomenal. It is not
a simple calculator where you have to punch in the numbers and press the equal to sign to
get the result. Once a task is initiated, computers can proceed on its own till its
completion. Computers can be programmed to perform a series of complex tasks
involving multiple programs. Computers will perform these things flawlessly. They will
execute the programs in the correct sequence, they will switch on/off the machines at the
appropriate time, they will monitor the operational parameters, and they will send
warning signals or take corrective actions if the parameters exceed the control level, and
so on. Computers are capable of these levels of automation, provided they are
programmed correctly.

8. Resource Sharing: In the initial stages of development, computers used to be isolated
machines. With the tremendous growth in computer technologies, computers today have
the capability to connect with each other this has made the sharing of costly resources
like printers possible. Apart from device sharing, data and information can also be shared
among groups of computer, thus creating a large information and knowledge base.
9. Power of Remembering
Computer has the power of storing any amount of information or data. Any information
can be stored and recalled as long as you require it, for any numbers of years. It depends
entirely upon you how much data you want to store in a computer and when to lose or
retrieve these data.
10. No IQ
Computer is a dumb machine and it cannot do any work without instruction from the
user. It performs the instructions at tremendous speed and with accuracy. It is you to
decide what you want to do and in what sequence. So a computer cannot take its own
decision as you can.
11.It can store Data
A computer can store a huge amount of data in its memory. You can store almost any
type of data, such as a letter, Picture, Sound, etc. in a computer. You can recall the stored
from the computer whenever you need it. For instance, if you type a letter you can save it.
Then, if you want to send a single letter to another person, you can recall that letter from
the computers memory, modify it and then print a new letter.
12.It is Dumb
A computer is dumb. It has no intelligence of its own. It cannot think or apply its
judgment. It gets its power from the program that it runes. It will do only what it is asked
to do. It has to be hold what to do, and in what sequence. Therefore, the program that the
computer runs determines what task it will perform. Those, if you run a word processor
program on a computer, it becomes a word processor and if you run a Desktop Publishing
(DTP) program. It becomes a Desktop publisher. So, a computer does not take its own
decisions—it simply follows the programmer or the user.
13. It has No Emotions
Computers are not living beings. Hence, they do not have any emotions. They do not
have any heart or soul. Human Beings often take some decisions based on emotions,
taste, feelings, etc. in their daily life. On the other hand, computers always take decisions
based on a program that they run.

1.9 Capabilities of Computers
Stepping down from the domains of technical people such as scientists and engineers;
computer, today, is a very familiar household word. In 1950's computers were special
purpose machines, which only huge institutions such as governments and universities
could afford. In the 1960's modern computer began to revolutionize the business world
and today it has become popular with all kinds of people from business to employees,
from doctors to lawyers and from players to school going children. Today, computers are

directly or indirectly influencing every aspect of our lives. Wherever human intellect and
technology meet, we will find computers. Computers of all sizes and shapes are used for
every purpose imaginable - from selling railway tickets to running washing machines;
from stock market analysis to playing games; from publishing a new letter to designing a
building… They can perform activities ranging from simple calculations to performing
complex CAD modeling and simulations to navigating missiles and satellites. Computers
can communicate with other computers and can receive and send data in various forms
like text, sound, video, graphics, etc. This ability of computer to communicate to one
another has led to the development of computer networks, Internet, WWW and so on.
Today, we can send e-mail to people all around the world. We, now, live in a connected
world and all this is because of computers and other related technologies.
Uses of Computers
During the last four decades, computers have revolutionized almost all disciplines of our
life. Computers have made possible many scientific, industrial and commercial advances
that would have been impossible otherwise. Computers are being used in many areas of
application viz. business, industry, scientific research, defence, space, communications,
medicine, education and so on. The utilisation of computers in different fields is
summarised in Table 1-1
Table 1-1 Roles of Computers in Various Fields
Application Area
Use of Computers
Scientific Research
Used to resolve complex scientific problems accurately in a short
time.
Business
Used in banks, airports, share markets, hotels, export houses,
Government offices and others for rising business applications
like MIS, Payroll, Inventory, Financial Accounting etc.
Defense
Used to computerize warplanes, ships, radars and many
advanced weapons.
Space
Used to design computerized space satellites, rockets and related
technology.
Data Communication Used to computerize geo-graphically separated offices through
networking.
Telecommunication
Used in ISDN, E-mail, Internet, Intranet, VSAT,
Videoconferencing, Paging, Cellular phones etc.
Medicine
Used in hospitals and nursing homes/clinics for maintaining
medical records, prescription writing, diagnostic applications and
computerized scanning(CAT Scanning).
Education
Used in development of CBT (Computer Based Teaching)/ CAT
(Computer Aided Teaching) programs for education.
Law & Order
Used to records data of vehicles.
Libraries
Used to develop Library Management Systems.
Publishers
Used for Desk Top Publishing (DTP) for designing & printing of
books
Engineering
Used CAD (Computer Aided Designing)/CAM (Computer
Aided Manufacturing) by engineering companies
Emerging
Used in Artificial Intelligence (Expert Systems, Robotics etc.)

Technologies

and Virtual Reality

Applications on Computers
Some major applications of Computers are given below :
Banking : When there was no computer, everywhere manual system was followed which
was a very complicated and hard work but now with the arrival of computer, everything
has become much more systematic and easy to use. Every bank is now using a
computerized system because it is very fast and user friendly. Personal Computer
banking lets us view our bank balance, request transfers between accounts and pay bills
electronically. Now-a-days, online banking is getting very popular which offers more
convenience and ease to the customers.
Traffic Light Control : In traffic light control, the computer is being employed to
orchestrate the traffic light. There are some programmed codes like turn off/on the red
light which control the traffic light and also to carry out other instructions.
Operating system is a program that acts as an interface between user of computer and the
computer hardware
Sports : Computers have revolutionized the sports industry. Computer is used to
maintain player records, track scores, create virtual playing field etc. The sports
equipment industry also relies heavily on computer-aided design (CAD).In sports,
computers are used in conjunction with video cameras. These are used to record the
motion of all the sports men. 3D programs are used to help the trainers see their
movements and could improve their styles of playing. Online games allow us to play with
other people regardless of their physical locations.
Schools and Colleges : There are many uses of computer in schools and colleges e.g.
every students details need to be stored so a computer program comes to help in.
Multimedia, animations, graphics and charts could be used to teach the students and
many boring topics can be made interesting using multimedia. Students could access
internet for online help and courses for more information. Computers are used in a
variety of ways in the educational field. Computers can be used in school management
such as budget, inventory, student records, communications, library circulation, and
library public access catalog.
Learning and Instruction : Computer applications can be used in education for learning
and for instruction. Instruction and learning can be divided into two major areas, teachercentered instruction and student-centered learning. Teacher-centered instruction
examined the computer as the object of instruction as well as a tool of instruction and the
management of instruction. With the advancement in the Technology and Internet,
Online Education, e-learning, m-learning are getting very popular which offers more
flexibility and convenience to the learners. Student-centered learning views the computer
as a tool for the student to use and create access, retrieve, manipulate, and transmit
information in order to solve a problem. Understanding the concept of the computer as an
information tool relies on accepting the fact that the computer is a productivity tool for
the student and the teacher alike.
Educational Research : Computers are used widely in all educational research.
Educational research includes functions relating to information gathering and processing.
The teacher/researcher may examine student performance data in new and revealing

ways. Bibliographic citations of studies performed by educators around the world can be
acquired and perused by the desktop computer.
Entertainment : Computers and Internet are a major source of entertainment. It is one
of the latest forms of entertainment for the modern society. It allows us to play computer
games, listen to music, watch videos and movies etc.
Agriculture : Computer usage among agronomists and farmers has risen rapidly in the
recent times. With the flow of information becoming faster and easier, the agricultural
sector is also getting benefited from computer. Computer allows the farmer to collect
adequate information related to prices, latest farming techniques, weather conditions,
cultivation of crops, farm machineries etc. which enhances the decision making
capability of the farmers.
Health Care Management and Hospital : Today almost every hospital is computerized
and utilizing the benefits of computer. Many computer applications, such as patient
information system, monitoring and control system and diagnostic systems have been
used to enhance health care. Hospital Information System (HIS) allows to manage the
administrative, financial and clinical aspects of a Hospital more easily. It also allows easy
access to patient data from a centralized database which helps the doctor in retrieving the
history of all the patients. Computers are also being used in medical diagnosis and
surgery. Some of the other applications include Transport Management, Weather
forecasting, Industries etc.
In short, the use of computers is increasing at such a rate that there is hardly any field
where computers are not used. The following list describes some of the applications of
computers:
1. In offices and homes for preparing documents and to perform other data processing
jobs.
2. To prepare salary slips and salary cheques in office and factories.
3. To maintain accounts and transfer funds in banks.
4. To store and retrieve large amount of information in offices.
5. To send and receive electronic mail / fax.
6. To search and retrieve information from other computers.
7. To reserve tickets in the transportation sectors, eg Railways, Air Lines, etc.
8. To regulate traffic lights on roads and to control machines and robots in factories.
9. To design automobiles, buildings and dams and to forecast weather.
10. To create animation / cartoon movies and compose music.
11. To control modern automobiles, trains, airplanes etc.
12. To control electronic appliances, such as air-conditioner, TVs, VCRs etc.
13. To On-line banking, buy and sell merchandise, shares, bonds, etc.
14. To control and simulate defense equipments.
15. For scientific and industrial research.

1.10 Limitations of Computers
There is no doubt that computers surpasses human being in many aspects and can
perform certain tasks better, faster and cheaper. But it cannot substitute man. The words
of John F Kennedy are also 100% true "Man is still the most extraordinary Computers

of all". The Computer, being an electronic device, has certain limitations, which can be
summarized as follow:
1. No IQ: A computer is not a magical device. It can only perform tasks that a human
being can. The difference is that it performs these tasks with unthinkable speed and
accuracy. It possesses no intelligence of its own. Its IQ is zero, at least till today. Hence,
only the user can determine what tasks a computer will perform. A computer cannot take
its own decision in this regard. Unlike the human brain, a computer cannot think on its
own, but has to be given very explicit, step-by-step instructions to make it perform a task.
2. No Feelings: Computers are devoid of emotions. They have no feelings and no
instincts because they are machine. Although men have succeeded in building a memory
for the computer, but no computer possesses the equivalent of human heart and soul.
Based on our feelings, taste, knowledge, and experience, we often make certain
judgments in our day-to-day life. But computers cannot make such judgments on their
own. Their judgments are based on the instructions given to them in the form of programs
that are written by us. They are only as good as man makes and uses them. They do not
learn from experiences.
It is said for computers, "Garbage In Garbage Out (GIGO)". Many of the problems with
computers occur because the computer can't tell the difference between doing something
sensible versus something ridiculous. Erasing all its stored data is no different to a
computer from adding two numbers. Computers operate logically, but they are incapable
of acting prudently and rationally.
Programmed and Supervised by Human : Though computer is programmed to work
efficiently, fast and accurately but it is programmed by human beings to do so. Without a
program, computer is nothing. Computer only follows these instructions. If the
instructions are not accurate the working of computer will not accurate. Without
supervision, computers will operate poorly when dealing with unexpected circumstances,
such as information or instructions that are incorrect or incomplete.
No Intelligence : Although computers are faster, more diligent, accurate and versatile
than human beings, it cannot replace them. Unlike human beings, computers do not have
any intelligence. Its performance is depends on instructions given to it. It cannot carry
any task at its own and can‟t take any decision on its own.
Self Care : Computer can not care for itself like a human. A computer is dependent still
to human beings for this purpose.
Emotionless : Computers are emotionless. They do not have emotion and feelings. A
computer can not feel about something like a human. A computer can not compete
human in respect of relations. Computers are simply machines which work as per the
instruction given to them.
Thinking : Computer can not think itself. The concept of artificial intelligence shows
that the computer can think. But still this concept is dependent on set of instructions
provided by the human beings.
Retrieval of Memory : Computer can retrieve data very fast but this technique is linear.
A human being's mind does not follow this rule. A human mind can think randomly
which a computer machine can not.

Thus a computer is not intelligent: it is a fast, rule-following idiot. Fast because it
works at electronic speeds; rule-following because it needs to be given very detailed
and complete instructions before it can do even the simplest task; and an idiot because
it will unhesitatingly follow instructions even when to us it would be obvious that they
were nonsense.
1.11 Similarities and Difference
Between Human and Computer
Computer is a very effective and efficient machine which performs several activities in
few minutes, which otherwise would have taken several days if performed naturally.
Besides there would have been a doubt about the accuracy, finish etc. The computer may
be faster; more accurate but it cannot compete with human brain. However there are
some similarities between the human and the computer which would make the computer
more understandable.
Human
Like human beings has ears, nose,
eyes etc.
Like we remember things
We recollect certain information as
required.
We express ourselves by speech,
writing etc.
When we watch, hear, learn certain
things and analyze.
The place where we store, analyze.

Computer
Computers have input devices such as
keyboard, scanner, touch screen, mouse etc to
get information.
Computer also stores information.
The computer also retrieves information when
times.
Computer expresses through screen, Printouts
etc
which We call as output.
with the help of software, computer also can
analyze Information and draw conclusions.
The computer brain is known as CPU conclude
information is known as the brain (Central
Processing
Unit)
where
it
analyses
information.

The computer has storage devices like floppies, hard disks, compact disks to store and
retrieve information. However computer does not understand emotions, it does not
understand meaning beyond words, it cannot read between the lines like the human. We
learn many things unknowingly, certain things knowingly; we call it as upbringing. But
computers can learn everything only knowingly. We learn many things on our own, but
computer has to be taught to do everything.

General Faults of Computer System
Missing DLL File

-

Dynamic-Link Library (DLL) files house information for your operating system
on how to perform certain functions. Occasionally, your computer loses DLL files
or something damages them. When your PC can't read the particular DLL file, it
doesn't know how to respond in certain situations. You may have a missing or
corrupt DLL file if you receive an error message every time you perform a certain
function, such as saving. If your computer problems are stemming from missing
and damaged DLL files, you can restore them by downloading them back onto
your PC.
Applications That Won't Install

-

If you're having trouble with an application not installing, it may be because your
computer doesn't have enough hard drive space. If this is the case, you need to
free up some space. This is one of the computer problems that's, well, least
problematic. You can free up some hard drive space by getting rid of files and
folders you don't need. These may be temporary files, duplicate files or data for
software you've uninstalled.
Applications Run Slowly

-

There are several reasons software might be running at turtle speed. You may
have computer problems that involve your operating system or an application,
your operating system might be missing updates or your computer doesn't have
enough hard drive space. If you don't have enough hard drive space, you can scan,
clean and optimize your hard drive.
Abnormal Applications Behavior

-

-

Computer problems that involve applications acting strangely oftentimes leave
you wondering what has happened. Your application has been working just fine,
but now, seemingly without reason, it is doing something strange.
For instance, your Word document will no longer show the top margin of your
document. It still says it's there, and when you print it, there's not a problem. You
just can't see it on your monitor. If this is happening, you may want to restart your
computer. Conducting an internet search for the type of problem you're
experiencing or consulting your user manual may help you as well.
Blue Screen of Death (BSoD)

-

Many people think of blue as a calming color; however, when it comes up on your
computer screen with a bunch of white text, it probably has the opposite effect.
The blue screen of death (BSoD or STOP Error) may appear to be one of the
scariest computer problems you'll come across. However, all your computer may
need is for you to reboot it. This STOP error appears on your screen for a variety
of reasons: failing hardware, damaged software, corrupt DLL files, problems with
drivers and more. The remedy for a blue screen of death depends on the original

problem. The screen provides you with codes that can help you identify and fix
your computer problems.

CHAPTER 2
INPUT/OUTPUT DEVICES
LEARNING OBJECTIVES




To know about various input devices like keyboard, mouse, trackball etc.
To discuss about various output devices like monitor, printer etc.
To understand the classification of monitor, printer etc.

2.1 Input Devices
Computes receive data from outside. For example, when the ticket reservation clerk
types your ticket – booking request, the computer accepts these details. We feed data
(e.g. Reservation details) as well as instructions in to computers. Instructions tell
computer what to do with these data. There are a number of devices that are used to
receive data and instructions from the out side world. The keyboard on your PC is one of
the most commonly used input devices.
An input device feeds data to the computer system for processing. Here is a list of input
devices of a Computer System. We are going to discuss the most commonly used input
devices in the following:
Complete list of Input Devices
 Keyboard
 Mouse
 Scanner
 Digital Camera , Camcorder









Gamepad, Joystick, Steering wheel.
Microphones
Barcode Reader
Pen / Stylus
Touch Screen
Webcam
Biometrics (Thumb impression / Face detection)

Figure: Common computer hardware components include a keyboard, mouse,
microphone, scanner, Web cam, printer, monitor, speakers, system unit, hard disk drive,
external hard disk, optical disc drive(s), USB flash drive, card reader/writer, memory
cards, and modem.
Keyboard
Keyboard is the most common input device of a Computer System. The keyboard
resembles a typewriter. Modern Keyboards have more than just the letter and numeric
keys. They have multimedia keys for volume control, Play / Pause videos etc. Every
single key on a keyboard is assigned a binary numbers to it which transmits that binary
pattern to the computer.
Now, have you ever wondered why the keys on a keyboard are not in alphabetic order?
The keys are laid out in the QWERTY order so that those key that are often struck in
succession were not next to each other. Therefore, the QWERTY layout is intended for
slow typists. While for speed typing there is another keyboard available with "Dvorak"
layout.

Same is the case with the numeric keys layout. If you have noticed, the layout of a Phone
is different from that of numeric keys on a Keyboard. It's because earlier phones cannot
handle fast dialers. However, the layout of numeric keys on a keyboard is designed for
speed typing.
Advantages

Disadvantages

Most computers come with a keyboard
supplied.
People are used to using keyboards to enter
data, they need very little training.
A skilled typist can enter data very quickly.

It is easy to make mistakes when typing
in data
If you can't touch type, it can be time
consuming to enter data
Keyboards are not suitable for creating
diagrams
Specialist keyboards are available e.g. Disabled people often find keyboards
ergonomic, gaming keyboards
difficult to use.
Simple as compare to typewriter.
Excessive use can lead to health problems
such as repetitive strain injury (R.S.I.).
Mouse
Mouse is another commonly used input device of a computer system. The mouse is a
pointing device that moves the cursor on the screen. You can place the cursor on icons
and by clicking you can launch a program. A typical Mouse has two buttons, the left and
right clicking buttons and a wheel in the center for scrolling user can perform many
operations through a Mouse, like selecting or arranging different program icons on the
desktop. Copy / Paste text in a word document, scroll WebPages, and of course a mouse
can come in handy while playing computer games.
There are two types of Mouse; one type has a rubber-covered ball at the bottom. As the
mouse slides on a surface, the ball rolls, resulting in movement of the cursor on the
screen. This is the traditional type of mouse which is getting obsolete these days and this
type of Mouse does not perform well on some surfaces. The other type is an Optical
Mouse, which is popular these days. The optical Mouse tracks the Mouse position using
the optical sensor. The optical mouse can perform well as compared to the traditional
mouse.
Advantages
Ideal for use with desktop
computers.
Usually supplied as part of a new
computer system.
Most computer users are familiar
with them and require little training.
Works well in conjunction with a
keyboard for data entry.
Scanner

Disadvantages
They need a flat space close to the computer.
Older style mice which have roller balls can
become clogged with grease and grime and lose
their accuracy until cleaned.
Excessive use can lead to health problems such as
repetitive strain injury (R.S.I.).
If the battery wears out in a wireless mouse, it
cannot be used until it has been replaced.

Scanner is the third important input device of a computer system. A scanner converts
printed documents in to images. Some types of scanners scan documents and produce the
results in black & white images. The scanner operates in the same manner as a
Photocopier. A colored scanner works somewhat in a complicated manner as compared
to a simple scanner.
Scanners can be used to convert images or text on paper into a digital format that can be
used by the computer.
A scanner works by shining a beam of light onto the surface of the object that you are
scanning. This light is then reflected back onto a sensor that detects the colour of the
light. This is then used to build up the digital image.
Items that are scanned are usually stored in an image format. However, special software Optical Character Recognition - can be used to convert text on the paper into text which
can be edited with a word processor. However, the text doesn't always get converted very
well and you could end up with a lot of mistakes.
There are three types of scanner:
 Flatbed scanners
 Handheld scanners
 Specialist scanners
The most popular type is the flatbed scanner. This is shown in the picture above, that has
its lid raised to show the glass surface where you place the item to be scanned. This is
probably the one that you use at school. They can scan larger images and are more
accurate than handheld scanners.
Handheld scanners are usually only a few inches wide and are held in the hand whilst
they are rolled across the document to be scanned. The images produced are generally not
as large or as high quality as those captured with a flatbed scanner.
If you are a photography enthusiast with a large collection of pre-digital 35mm negatives,
then there are specialist scanners that can scan older 35mm film. In theory a standard
scanner could do it but the film itself is relatively tiny and will result in very poor scans.
The 35mm film scanner is exactly the same technology but the scan is set to go
accurately over the 35mm range of the negative.
Another aspect of scanning is emotional - say you can scan the perfect reproduction of a
loved family photograph. Question - do you then throw away the original photo? Only
you can answer this question. But it does imply that there is something important about
original documents - something that all the leading archive libraries in the world are
having to deal with despite the state-of-the-art scanning process.

Advantages
Flatbed scanners are very accurate and
can produce reasonably high quality
images.
Any image which is digitized by the
scanner can then be included on electronic
documents.
Images once digitized can be enhanced

Disadvantages
Images produced by the scanner can take
up a lot of memory space.
Images lose some quality in the scanning
and digitizing process.
The quality of the final image is dependent

with a graphics application.
on the quality of the original image.
Specialist scanners can convert old Emotional value - is there value in the
material such as 35mm negatives into original image?
digital files.
Can accurately capture an image, but the
original source may be more important
than the scanned image.
The keyboard can input only text through keys provided in it. If we want to input a
picture the keyboard cannot do that. Scanner is an optical device that can input
any graphical matter and display it back. The common optical scanner devices are
Magnetic Ink Character Recognition (MICR), Optical Mark Reader (OMR) and Optical
Character Reader (OCR).
 Magnetic Ink Character Recognition (MICR) - This is widely used
by banks to process large volumes of cheques and drafts .Cheques are put
inside the MICR. As they enter the reading unit the cheques pass through the
magnetic field which causes the read head to recognize the character of the
cheques.
 Optical Mark Reader (OMR) - This technique is used when students have
appeared in objective type tests and they had to mark their answer by
darkening a square or circular space by pencil. These answer sheets are
directly fed to a computer for grading where OMR is used. These forms are
scanned by a special piece of equipment called an 'Optical Mark Reader'
(OMR). they detect the presence of your pencil mark by reflecting light onto
it. Less light is reflected where a mark has been made.
The OMR then interprets the pattern of marks and sends the results to the
computer for storage, analysis and reporting.
Advantages
 A fast method of inputting large amounts of data - up to 10,000 forms
can be read per hour depending on the quality of the machine used.
 Only one computer needed to collect and process the data
 OMR is much more accurate than data being keyed in by a person
Disadvantages
 If the marks don't fill the space completely, or aren't in a dark enough
pencil, they may not be read correctly
 Only suitable for recording one out of a selection of answers, not
suitable for text input
 The OMR reader needs the answers to be on the prepared forms which
will all be identical to one another. You can't just pick up a blank sheet
of paper and mark your answers on it.

Figure: OMR Device


Optical Character Recognition (OCR) - This technique unites the direct
reading of any printed character. Suppose you have a set of hand written
characters on a piece of paper. You put it inside the scanner of the
computer. This pattern is compared with a site of patterns stored inside the
computer. Whichever pattern is matched is called a character read .
Patterns that cannot be identified are rejected. OCRs are expensive though
better the MICR.
An OCR system consists of a normal scanner and some special software.
The scanner is used to scan text on a document or piece of paper into the
computer. The OCR software then examines the page and changes the
letters into a form that can be edited or processed by a normal word
processing package. The ability to scan the characters accurately depends
on how clear the writing is.
Scanners have been improved to be able to read different styles and sizes of text
as well as neat handwriting. Although they are often up to 95% accurate, any text
scanned with OCR needs careful checking because some letters can be misread.
OCR is used to automatically recognize postcodes on letters at sorting offices.
Advantages of OCR

Disadvantages of OCR

Cheaper than paying someone to
manually enter large amounts of text.
Much faster than someone manually
entering large amounts of text.
The latest software can recreate tables
and the original layout.

Not 100% accurate, there are likely to be some
mistakes made during the process.
All documents need to be checked over
carefully and then manually corrected.
If the original document is of poor quality or
the handwriting difficult to read, more mistakes
will occur. Not worth doing for small amounts
of text.

Magnetic Stripe Reader

Magnetic strips are usually found of the back of most credit cards, cheque guarantee
cards, loyalty cards, membership cards etc.
The magnetic strip can hold personal details such as account number and name. The strip
can contain up to 60 characters, stored magnetically.
To read the data on the card, it is 'swiped' through a Magnetic Stripe Reader machine and
the data is read and fed back to the computer.
Advantages
Simple for people to use - little or no
training.
Cards are inexpensive to produce.

Disadvantages
Very limited storage capacity for data.

Data can be easily destroyed by strong
magnetic fields.
Data on the cards can be altered if
Not always secure as thieves can obtain the
necessary.
readers and read the data on the card.
Security is improved by the use of PIN Use only for Specific Purpose.
numbers to confirm that the person is the
rightful card owner.
Digital Camera
Digital Cameras are used to capture images. Those images are then transferred to a
computer when the Camera is connected to the computer. Mostly the Digital Camera
images are in JPEG format.
Advantages
Disadvantages
No film to develop. This means that Camera user needs to have computer skills
producing the photo is much quicker.
to be able to transfer and print digital
photographs.
Unwanted images can easily be deleted Not all digital cameras produce images as
from the memory card.
high quality as traditional cameras.
Because the images are digital it is easy to Artistry of traditional photography is being
make copies of them.
lost.
No need to print at all because the images
can be viewed a computer screen. This Camera software can automatically correct
saves paper and is better for the 'bad images' making photography easier to
master without as much skill.
environment.
Memory cards can store thousands of
People using traditional 'film cameras' had
digital photographs. Traditional
photographs can take up a lot of physical to take much more care to capture each
image perfectly.
storage space.
Digital images can easily be transferred
using blutooth, email attachments and
mobile phones.
Digital images can be improved and
edited easily using software (sharpening
the image for example)

Joystick
A Joystick is a device used in video games. It is also a pointing device, which is used to
move the cursor position on the screen. A joystick consists of a small, vertical liver fitted
on a base. This lever is used to move the cursor on the screen. The screen-cursor
movement in any particular direction is measured by the distance that the stick is shifted
or moved from its center position. The amount of movement is measured by the
potentiometers that are plugged at the base of the joystick. When the stick is released, a
spring brings it back to its center position. A joystick has a click, double click and drag
switch inputs. When you push the stick, the cursor does not go flying, no matter what the
user does. The joystick can move right or left, forward or backward. It moves in that
direction at a given speed, controlled by the supervisor from a switch underneath.
Joysticks were originally used by pilots as part of an aeroplane's controls and the
technology was developed to let computer gamers experience a more realistic game
environment.
You can move joysticks in many directions and the joystick tells the computer which
direction it has been moved into. They also have one or more buttons whose position
when pushed can be read by the computer.

Figure: Joystick
Joysticks can also be used for controlling machines such as cranes, trucks and powered
wheelchairs.
Advantages Joysticks

Disadvantages of joysticks

They give a better gaming experience Some people find joysticks more difficult to
for racing or flying styles of computer control than a traditional mouse. Joysticks
games.
are not particularly robust and can break
easily if too much force is used on them.
Trackball
The trackball is an upside-down mouse that remains stationary on your desk. It is the
same principle as the mouse except that the rollers are reversed and the ball is on top.
This ball does not need as much attention as the normal mouse because the only thing
that touches it is your hand as the normal mouse touches a surface.

Figure : Trackball

Microphone
A microphone can be used to input sound. The sound is detected by the microphone and
an electrical signal is transmitted to the computer. Special hardware is used to convert
this analogue data into digital data so it can be stored and manipulated.
In the last few years a number of voice recognition systems have been developed. These
packages let the user dictate the text into a computer and then convert the speech to text.
Dictating like this can be much quicker than typing but the software isn't perfect and it
can interpret a word incorrectly.
Advantages
Disadvantages
Faster to read in text than to type it in using Sound files can take up a lot of computer
a keyboard.
storage space.
Means that word processors can be used by Speaking words into a word processor is
people who cannot use their hands. Words not as accurate as typing. This means that
are simply spoken into the software instead mistakes are common with words that
of typed.
sound the same but have different
meanings. For example: 'see' and 'sea'.
Makes driving safer because people do not Background noise can interfere with voice
need to take their hands off the steering
recognition systems.
wheel in order to use their mobile phone.
Microphones are very cheap to buy.
Stylus
In computing, a stylus is a pen-shaped instrument used with graphics tablets or devices
that utilize touch screen input. It is used to write or draw on a screen, similar to how you
would on a sheet of paper. Unlike a pen, styluses have a plastic or felt tip depending on
the its purpose and functionality. The picture example shows the Palm Z22 Stylus.
Which devices use a stylus?
Originally, the stylus was not commonly found or used with devices other
than graphics tablets and PDAs. However, with the rising popularity of touch
screens on mobile devices, many individuals like to use a stylus as a replacement
for their finger. The reasoning varies, but it's usually for more accurate navigation
or to keep oils from their fingers off of their device's screen.
What is the difference between passive and active styluses?
A stylus can come in one of two forms: passive (also known as a capacitive
stylus) or active (also known as an active stylus or active pen). A passive stylus is
not different than using your finger as far as the device is concerned. An active
stylus (such as the one used with the Microsoft Surface) has an electronic
component that interfaces with the device's touch screen controller. They have a
few distinct advantages: more accurate and finer lines, different levels of pressure
sensitivity, and the ability to ignore input from your hand resting on the screen.
The last feature is referred to as palm rejection.
Light pen
1. A light pen is a light-sensitive pointing device commonly used to select or
otherwise modify text or data on a screen.

2. The term light pen may also refer to a pointing device utilizing a light that is
commonly used during a presentation.
Advantages
More accurate than touch screens.
(end of the pen is much thinner than a
finger and so can accurately select small
icons).
They are very small and so can be used
where there is no room for a mouse or
graphics tablet.

Disadvantages
Not as accurate as a graphics tablet when
used for producing drawings.

Can only be used with CRT (cathode ray
tube) screens. (not usable with TFT or LCD
screens).
Can be quite uncomfortable to use as you
have to hold your hand raised up to the
computer screen for long periods.
Webcam

A webcam is short for 'web camera'.
A webcam is an input device because it captures a video image of the scene in front of it.
It is either built in to the computer (e.g. laptop) or it is connected through an USB cable.
The video signal is made up of a series of individual 'image frames' which are an instant
snapshot of the scene in front of it. Each image frame is sent to the computer for further
processing by webcam software. If the 'frame rate' is fast enough (more than 25 frames
per second) it appears as motion video.
Many webcams are also used to catch an image frame every now and then, perhaps every
minute or even every hour.
Common uses of webcams include:
 Chatting
Webcams are commonly used to allow people to see each other whilst chatting over
the internet. Formally this is called 'teleconferencing'
 Tourists
There are hundreds of webcams dotted around the world that are pointed to an
interesting scene such as the outside view of a lab in the Arctic or maybe the Niagara
Falls. The web cam is attached to a computer which sends an image to a server on the
internet on a regular basis. People then connect to the server to see the latest image.
 Security
Webcams can also be used to capture an image only if movement is detected in the
scene in front of it so they are widely used in burglar alarm and other security
equipment.
Advantages
Disadvantages
Allow for long distance face to face The image/video quality can sometimes be
conversations. This removes the need for poor (low resolution).
people to travel.
(especially useful for elderly and disabled
people to keep in touch with family).

Video conference business meetings and
job interviews can be conducted very
cheaply over long distances. (no need for
expensive travel or bookings of hotel
rooms to attend the meeting or interview).
Parents can keep an eye on their children
from a different location. Web cams can be
left running constantly which makes them
useful as security. devices on properties.
(as a form of security camera)

They do not have their own storage and so
must be permanently fixed to the
computing device.

Are usually in a fixed position and so
cannot be easily moved around.

Barcode Reader
Barcode readers ( and the input devices on the following pages) are classed as automatic
input devices. Most items that are for sale in shops have a barcode printed somewhere on
the packaging.
The barcode is a series of vertical bars of varying widths that give information about:
 The country of manufacture
 The name of the manufacturer
 A product code
The barcode does NOT contain the price of the item - this is held on the company
database. A barcode reader is an automatic input device which is used to scan or 'read' the
barcode by using a visible red light. The reflected light is translated into digital data that
is interpreted by the computer to identify the product and price from the database.
The main advantage of using a barcode system is that any price change only needs to be
made to the database and not every single product package.
Barcodes are also used on books to show the book's ISBN number - have a look at any
textbook that you have in your bag. They are also used on library tickets so that when
your ticket is scanned, the database brings up your account and any books which you still
have out on loan are displayed.

Figure: Barcode Reader
Biometric Devices
There is an increasing trend towards using biometric data from people in order to identify
them.

Fingerprint and retinal identification are being used in many places now and even facial
recognition systems are starting to be introduced.
Special devices are needed to capture the biometric data which is then passed onto the
computer for processing and identification.
A common use of biometric data is inside the modern UK passport. A microchip is
included in the passport that contains the electronic data unique to the person. At passport
control, a biometric reader is used to confirm identity.
Biometric authentication methods can be used to identify you at ATMs to withdraw cash,
in computer networks to allow you to log on and many schools are now introducing
'fingerprint registration'.
Touch screen
A touch screen is the only device which works as both an input and an output device.
You view the options available to you on the screen (output) and you then use your finger
to touch the option that you have chosen (input).
Touch screens work particularly well with a menu driven interface. For example, a cash
point (ATM) at a bank would first of all ask which service you want. You touch the
option 'withdraw cash' on the screen. You are then presented with another choice, 'how
much cash do you want to withdraw?'. Once you have chosen how much, you then get
other options such as 'do you want a receipt?’.
Another major use of touch screens are on smart phones and modern tablet computers.
Each 'app' is accessed by an icon on the touch screen.
Touch screens are easy to use and are often found in public places such as cash points at
banks, ticket collection terminals at theatres or airports, information centers at museums.
Touch screens are not commonly used to input large amounts of data because they are not
very accurate and they would be tiring on the hands to use for long periods of time.
Advantages of touch screens
Easy to use - intuitive, don't need much
training
No extra peripherals such as a mouse are
needed.
Software can alter the screen while it is being
used, making it more flexible than a concept
keyboard which has a permanent overlay.
Touch screen is the main interface on smart
phones and tablet computers.
Can make use of finger gestures to make
sophisticated actions such as zooming and
selecting. Excellent for selecting and
controlling 'apps' (applications) that have been
designed with a touch screen in mind.
Touchpad

Disadvantages of touch screens
Not suitable for inputting large
amounts of data.
Not very accurate - selecting detailed
objects can be difficult with fingers.
Tiring to use for long periods.

More expensive than alternatives such
as a mouse (unless it is part of the
computer \ Smartphone in any case).
Less useful as a control input to a
standard computer that makes use of
the mouse keyboard combination e.g.
laptop, desktop pc.

A touchpad is an input device which is usually found on a laptop computer. Because a
laptop is meant to be portable, people aren't always able to attach a traditional mouse, it
might be too much hassle or there might not be enough room to use one. A touchpad can
be used in place of a mouse.
By dragging your finger over the surface of the touchpad, sensors underneath detect the
movement direction and speed. The sensors only react to a fingertip and not a pencil or
other object. There are usually two buttons next to the touchpad which are used to replace
the left and right mouse button.
Advantages

Disadvantages

Useful for laptops when using a mouse
isn't practical.
The pad's position is fixed compared to
the keyboard, unlike with a traditional
mouse.
Very short finger movements are
required to move the cursor.

Takes practice and skill to control the
position of the cursor using the touchpad.
Gloves cannot be worn i.e. in a clean room
or industrial environment where gloves need
to be worn.
Moist, sweaty or calloused fingers can
disrupt the signals picked up by the sensors.

Sensors
Sensors are used to detect physical quantities outside a computer such as light,
temperature and pressure. They collect data automatically and usually at regular intervals.
This data can either be transmitted immediately to the computer or it can be stored for a
period of time and a batch of readings sent in one go. In order to process input from
sensors, a device called an 'Analogue to Digital Converter' (ADC) must be connected
between the computer and the sensor. This device converts the analogue signals from the
sensors to digital data that the computer can process.
The photo opposite shows the Rasberry Pi which is a single board computer and one of
the things it can do is take in and process data from external sensors connected to it.
Graphics tablet
Graphics tablets are often used by graphics designers and illustrators. By using a graphics
tablet a designer can produce much more accurate drawings on the screen than they could
with a mouse or other pointing device. When combined with an art application such as
Corel Painter or Photoshop, a talented artist can produce incredible illustrations and
images with it.
A graphics tablet consists of a flat pad (the tablet) on which you 'draw' with a special pen.
As you draw on the pad an image is created on the computer monitor from within the
application that the tablet is connected to. The pen is usually radio controlled rather than
touch control. This is very useful should you want to trace out an existing line drawing on
paper, as you can simply place the paper over the pad and start tracing it out. Some pens
have a pressure sensitive tip to allow the artist to draw heavier or lighter lines.

Advantages
It is much more natural to draw
diagrams with a pencil type implement
(the stylus) rather than with a mouse
A great level of accuracy can be
achieved

Disadvantages
Not really suitable for general
selection work such as pointing and
clicking on menu items
Graphics tablets are much more
expensive than a mouse

Remote controls
A remote control is a hand-held device which is used to control a machine from a short
distance away. Remote controls need line-of-sight in order to send their signals to the
receiving device, obstacles such as furniture or walls can block the signal.
Some remote controls allow text to be typed, for example, making a note of the name of a
TV programme which has been recorded.
Examples of use for remote controls:
 Televisions
 Music systems
 Lighting systems
 Heating systems
Advantages
Disadvantages
Devices can be operated without having to People with limited hand movement can
go to them. This is useful for people with find them difficult to use.
disabilities.
They can operate devices that are in an The infrared signal between the remote
unsafe
environment. For example: control and the device it operates can
Explosives to demolish a building can be become blocked.
set off at a safe distance.

2.2 Output Devices
After the computer has processed the input data it provides useful information (result) for the.
Example, the Railway reservation computer may print the ticket or show on the computer screen that the
seat is not available on the requested date. This process is called outputting.

Output devices display the processed form of data to the end user.
Common Output devices include;
 Monitor
 Printer
 Speaker
Monitor
Monitor is another term for the display screen. The term monitor, however, usually refers to the
entire box, whereas display screen can mean just the screen.
In addition, the term monitor often implies graphics capabilities.
(a) Classification Of Monitors: Monitors may be classified based on two parameters: Color and
signal. Here, a detailed classification is given as follows:
(i) Based On Color: There are many ways to classify monitors. The most basic is in terms of
color capabilities, which separates monitors into three classes:







Monochrome: Monochrome monitors actually display two colors, one for the background
and one for the foreground. The colors can be black and white, green and black, or amber
and black.
Gray-scale: A gray-scale monitor is a special type of monochrome monitor capable of
displaying different shades of gray.
Color: Color monitors can display anywhere from 16 to over 1 million different colors. Color
monitors are sometimes called RGB monitors because they accept three separate signals
red, green, and blue. This differs from color televisions, for example, which use composite
video signals, in which all the colors are mixed together. All color computer monitors are RGB
monitors. An RGB monitor consists of a vacuum tube with three electron guns one each for
red, green, and blue at one end and the screen at the other end. The three electron guns fire
electrons at the screen, which contains a phosphorous coating. When the electron beams
excite the phosphorous, they glow. Depending on which beam excites them, they glow red,
green, or blue. Ideally, the three beams should converge for each point on the screen so that
each pixel is a combination of the three colors. Color and gray-scaling monitors are often

classified by the number of bits they use to represent each pixel. For example, an 8bit monitor represents each pixel with 8 bits. The more bits per pixel, the more colors
and shades of gray the monitor can display.
(ii) Based on signals : Another common way of classifying monitors is in terms of the
type of signal they accept: analog or digital.
 Digital Monitor :A digital monitor accepts digital signals rather than analog signals.
All monitors (except flat-panel displays) use CRT technology, which is essentially
analog. The term digital, therefore, refers only to the type of input received from the
video adapter. A digital monitor then translates the digital signals into analog signals
that control the actual display. Although digital monitors are fast and produce clear
images, they cannot display variable colors continuously. Consequently, only
low quality video standards, such as Monochrome Display Adapter (MDA), Color/
Graphics Adapter (CGA), and Enhanced Graphics Adapter (EGA), specify digital
signals. Video Graphics Array (VGA) and Super VGA (SVGA), on the other hand,
require an analog monitor. Some monitors are capable of accepting either analog or
digital signals.
 Analog Monitor : This is the traditional type of color display screen that has been
used for years in televisions. In reality, all monitors based on CRT technology (that
is, all monitors except flat-panel displays) are analog. Some monitors, however, are
called digital monitors because they accept digital signals from the video adapter.
EGA monitors, for example, must be digital because the EGA standard specifies
digital signals. Digital monitors must nevertheless translate the signals into an analog
form before displaying images.
Some monitors have fixed frequency, which means that they accept input at only one
frequency.
Another type of monitor, called a multi-scanning monitor, automatically adjusts to the
frequency of the signals being sent to it. This means that it can accept input from
different types of video adapters.
Monitor is the most important output device of a computer system. The monitor is the
display screen of a computer. Cathode Rays Tube (CRT) and Liquid Crystal Display
(LCD) are the two types of Monitors.

Cathode Ray Tube (CRT)
This monitor uses a Cathode Ray Tube (CRT). CRT tube creates an image on the screen
using a beam of electrons. CRT consists of one or more guns that fire a beam of electrons
inside the screen. The screen is coated with very tiny Phosphor dots from inside. The
beam of electrons repeatedly falls on the surface of screen. Every beam fall takes only a
fraction of second. CRT in color monitors consists of three guns. These guns generate
red, green and blue (RGB) colors. The other colors are generated with a combination of
these three colors. Nowadays, most of the CRT monitors are replaced by Flat Panel
Monitors.
Flat Panel Monitors
Flat Panel Monitors take less space and are lightweight. These monitors use much less

power than CRTs. It does not emit harmful radiations. It is much expensive than CRT.
Notebook computers, PDA and cellular phones use flat panel monitors. Flat panel
monitors are available in different sizes such as 15”, 17”, 18” & 19” etc.
Flat panel display is made up of two plates of glass. These plates contain a substance
between them. The substance is activated in different ways.
There are two types of technologies used in flat panel display screens.
Liquid Crystal Display
Liquid crystal display screen contains a substance called liquid crystal. The molecules of
this substance line up in such a way that the light behind the screens blocked or allowed
to create an image. LCDs provide a sharper picture than CRTs and emit less radiation.
LCD displays requires less power and take up less space than CRT.
Gas plasma Display
Gas plasma display uses gas plasma technology. This technology uses a layer of gas
between two glass plates. The gas release ultraviolet light when voltage is applied. The
pixels on the screen glow due to this ultraviolet light and form an image. Plasma display
is available in the sizes of upto 150 inches wide. It provides richer colors than LCD
monitors but are more expensive. That is why, it is not commonly used. It provides
higher display quality. This type of monitor can hand directly on a wall.
Touch Screen Monitors
Touch screen monitors are used for input as well as output. A touch screen is a special
type of visual display unit. It has a grid of light beams or fine wires on the screen. It lets
the user to interact with a computer by the touch of a finger rather than typing on a
keyboard or moving a mouse. The user enters data by touching icons or menus identified
on the screen.
Most touch screen computers use sensors to detect touch of a finger. Touch screen is well
suited for simple applications like ATM. It has also become common in department
stores and supermarkets.

Types of touch Screen Monitors

There are different types of touch screen technology. The most common types are
Resistive, Surface wave & Capacitive.
 Resistive Touch Screen
This monitor usually has a coat of thin electrically conductive and
resistive layer of metal. A change in electrical current occurs when it is
pressed. The input can be processed by a computer. These monitors are the
most popular types of touch screen monitors used today. They are usually
not affected by dust or liquids which make them very reliable.
 Surface Wave Touch Screens
These monitors use ultrasonic waves to process input from the screen.
These waves flow over the touch screen. The wave is absorbed and
processed by computer when a person touches the pad.
 Capacitive Touch Screen
These screens are coated with indium tin oxide. This material provides
continuous current across the screen. The current can be measure by the
processor when the pad is touched. It is usually used with a bare finger
instead of stylus. These screens have high clarity and are not affected by
dust. Nowadays most of the smart phones have Capacitive Touch screens.
Characteristics of a Monitor : A monitor has following major characteristics:
 Size :The most important aspect of a monitor is its screen size. Like televisions,
screen sizes are measured in diagonal inches, the distance from one corner to the
opposite corner diagonally. A typical size for small VGA monitors is 14 inches.
Monitors that are 16 or more inches diagonally are often called full-page monitors. In
addition to their size, monitors can be either portrait (height greater than width) or
landscape (width greater than height). Larger landscape monitors can display two full
pages, side by side. The screen size is sometimes misleading because there is always
an area around the edge of the screen that can’t be used. Therefore, monitor
manufacturers must now also state the viewable area, that is, the area of screen that is
actually used.
 Resolution : The resolution of a monitor indicates how densely the pixels are packed.
Pixel is short for Picture Element. A pixel is a single point in a graphic image.
Graphics monitors display pictures by dividing the display screen into thousands (or
millions) of pixels, arranged in rows and columns. The pixels are so close together
that they appear connected. The number of bits used to represent each pixel
determines how many colors or shades of gray can be displayed. For example, an 8bit color monitor uses 8 bits for each pixel, making it possible to display 2 to the 8th
power (256) different colors or shades of gray.
The quality of a display monitor largely depends on its resolution, how many pixels it
can display, and how many bits are used to represent each pixel. VGA monitors
display 640 by 480, or about 300,000 pixels. In contrast, SVGA monitors display
1,024 by 768, or nearly 800,000 pixels. True color monitors use 24 bits per pixel,
allowing them to display more than 16 million different colors. In general, the more
number of pixels (often expressed in dots per inch), the sharper the image. Most









modern monitors can display 1024 by 768 pixels, the SVGA standard. Some high-end
models can display 1280 by 1024, or even 1600 by 1200.
Bandwidth: It is the amount of data that can be transmitted in a fixed amount of time.
For digital devices, the bandwidth is usually expressed in bits or Bytes Per Second
(BPS). For analog devices, the bandwidth is expressed in cycles per second, or Hertz
(Hz).
Refresh Rate : Display monitors must be refreshed many times per second. The
refresh rate determines how many times per second the screen is to be refreshed
(redrawn). The refresh rate for a monitor is measured in hertz (Hz) and is also called
the vertical frequency or vertical refresh rate. The old standard for monitor refresh
rates was 60Hz, but a new standard developed by VESA sets the refresh rate at 75Hz
for VGA and SVGA monitors. The faster the refresh rate, the less the monitor
flickers.
Dot-pitch : A measurement that indicates the vertical distance between each pixel on
a display screen. Measured in millimeters, the dot pitch is one of the principal
characteristics that determine the quality of display monitors. The lower the number,
the crisper the image. The dot pitch of color monitors for personal computers ranges
from about 0. 15 mm to 0.30 mm. Another term for dot pitch is phosphor pitch.
Convergence : Convergence refers to 'how sharply an individual color pixel on a
monitor appears'. If the dots are badly misconverged, the pixel will appear blurry. All
monitors have some convergence errors, but they differ in degree.

Printers
A Printer takes print commands from a computer and print out text / images on a paper.
Different types of printers are available for various purposes. A printer for office use
must be heavy duty and fast while for photographs it must produce high quality prints.
Dot-Matrix, Ink-Jet, Laser-Jet are the different types of printers. Print quality of Laser-Jet
printer is excellent as compared to Ink-Jet or other types of printers, but they are
relatively more expensive than the others. Most laser printers produce black & white
prints while some can produce color prints as well. The color laser printers are way too
expensive then black & white laser printers.
Impact printers
An impact printer makes contact with the paper. It usually forms the print image by
pressing an inked ribbon against the paper using a hammer or pins. Following are some
examples of impact printers.
Dot-Matrix Printers
The dot-matrix printer uses print heads containing from 9 to 24 pins. These pins produce
patterns of dots on the paper to form the individual characters. The 24 pin dot-matrix
printer produces more dots that a 9 pin dot-matrix printer, which results in much better
quality and clearer characters. The general rule is: the more pins, the clearer the letters on
the paper. The pins strike the ribbon individually as the print mechanism moves across
the entire print line in both directions, i-e, from left to right, then right to left, and so on.
The user can produce a color output with a dot-matrix printer (the user will change the

black ribbon with a ribbon that has color stripes). Dot-matrix printers are inexpensive and
typically print at speeds of 100-600 characters per second.
Advantages:
1.They can print on multi-part stationary or make carbon copies.
2. Low printing cost.
3. They can bear environmental conditions.
4. Long life.
Disadvantage
1. Noise.
2. Low resolution.
3. Very limiter Color performance.
4. Low speed.
Daisy-wheel printers
In order to get the quality of type found on typewriters, a daisy-wheel impact printer can
be used. It is called daisy-wheel printer because the print mechanism looks like a daisy; at
the end of each “Petal” is a fully formed character which produces solid-line print. A
hammer strikes a “petal” containing a character against the ribbon, and the character
prints on the paper. Its speed is slow typically 25-55 characters per second.
Line printers
In business where enormous amount of material are printed, the character-at-a-time
printers are too slow; therefore, these users need line-at-a-time printers. Line printers, or
line-at-a-time printers, use special mechanism that can print a whole line at once; they
can typically print the range of 1,200 to 6,000 lines per minute. Drum, chain, and band
printers are line-at-a-time printers.
Drum printer
A drum printer consists of a solid, cylindrical drum that has raised characters in bands on
its surface. The number of print positions across the drum equals the number available on
the page. This number typically ranges from 80-132 print positions. The drum rotates at a
rapid speed. For each possible print position there is a print hammer located behind the
paper. These hammers strike the paper, along the ink ribbon, against the proper character
on the drum as it passes. One revolution of the drum is required to print each line. This
means that all characters on the line are not printed at exactly the same time, but the time
required to print the entire line is fast enough to call them line printers. Typical speeds of
drum printers are in the range of 300 to 2000 lines per minute.

Figure: Printing Mechanism of a Drum Printer

Chain printers
A chain printer uses a chain of print characters wrapped around two pulleys. Like the
drum printer, there is one hammer for each print position. Circuitry inside the printer
detects when the correct character appears at the desired print location on the page. The
hammer then strikes the page, pressing the paper against a ribbon and the character
located at the desired print position. An impression of the character is left on the page.
The chain keeps rotating until all the required print positions on the line have filled. Then
the page moves up to print the next line. Speeds of chain printers range from 400 to 2500
characters per minute.
Band printers
A band printer operates similar to chain printer except it uses a band instead of a chain
and has fewer hammers. Band printer has a steel band divided into five sections of 48
characters each. The hammers on a band printer are mounted on a cartridge that moves
across the paper to the appropriate positions. Characters are rotated into place and struck
by the hammers. Font styles can easily be changed by replacing a band or chain.
Non-impact printers
Non-impact printers do not use a striking device to produce characters on the paper; and
because these printers do not hammer against the paper they are much quieter. Following
are some non-impacted printers.

Ink-jet printers
Ink-jet printers work in the same fashion as dot-matrix printers in the form images or
characters with little dots. However, the dots are formed by tiny droplets of ink. Ink-jet
printers form characters on paper by spraying ink from tiny nozzles through an electrical
field that arranges the charged ink particles into characters at the rate of approximately
250 characters per second. The ink is absorbed into the paper and dries instantly. Various
colors of ink can also be used.
One or more nozzles in the print head emit a steady stream of ink drops. Droplets of ink
are electrically charged after leaving the nozzle. The droplets are then guided to the paper
by electrically charged deflecting plates [one plate has positive charge (upper plate) and
the other has negative charge (lover plate)]. A nozzle for black ink may be all that’s
needed to print text, but full-color printing is also possible with the addition of needed to
print text, but full-color printing is also possible with the addition three extra nozzles for
the cyan, magenta, and yellow primary colors. If a droplet isn’t needed for the character
or image being formed, it is recycled back to its input nozzle.
Several manufacturers produce color ink-jet printer. Some of these printers come with all
their color inks in a cartridge; if you want to replace on color, you must replace all the
colors. Other color ink-jet printers allow you to replace ink individually. These printers
are a better choice if user uses one color more than other colors. These printers produce
less noise and print in better quality with greater speed.
Advantages
Cheap to buy - cheaper than a laser printer.
More compact than a laser printer.
Cartridges cost less to replace than toners.
Produce good quality printouts better than a
dot-matrix but not as good as a laser.
Speed - faster than a dot-matrix but not as fast
as a laser.

Disadvantages
Noisier than a laser printer (but not as noisy as a dotmatrix).
Color printing can be extremely slow
Cost of printouts per page are more expensive than a
laser printer.
Cartridges need to be replaced more often than a laser
printer.
Ink will smudge while it is still wet. Colors can become
saturated and often don't look the same as on the
screen. If not used for a while, the cartridges can dry
out.

Laser printers
A laser printer works like a photocopy machine. Laser printers produce images on paper
by directing a laser beam at a mirror which bounces the beam onto a drum. The drum has
a special coating on it to which toner (an ink powder) sticks. Using patterns of small dots,
a laser beam conveys information from the computer to a positively charged drum to
become neutralized. From all those areas of drum which become neutralized, the toner
detaches. As the paper rolls by the drum, the toner is transferred to the paper printing the
letters or other graphics on the paper. A hot roller bonds the toner to the paper.
Laser printers use buffers that store an entire page at a time. When a whole page is
loaded, it will be printed. The speed of laser printers is high and they print quietly without
producing much noise. Many home-use laser printers can print eight pages per minute,
but faster and print approximately 21,000 lines per minute, or 437 pages per minute if
each page contains 48 lines. When high speed laser printers were introduced they were

expensive. Developments in the last few years have provided relatively low-cost laser
printers for use in small businesses.

Advantages of Laser Printer





The main advantage of Laser printer is its speed & efficiency at which it prints
high-quality quality graphics & text.
Laser printers produce high-quality output as compared to other printers.
Laser printers are quite and do not produce disturbing sounds.
They are also capable to produce color prints.

Disadvantages of Laser Printer




The main disadvantage of Laser printer is its cost; they are relatively costly as
compared to other printers.
The maintenance, repair & servicing charges are also high of these printers.
Laser printers emit small amount of ozone and are hazardous to health and the
atmosphere.
Advantages

Disadvantages

High quality printouts - better than ink-jet or
dot-matrix.
Fast printouts - faster than ink-jet or dot-matrix.
Prints very quietly - quieter than ink-jet or dotmatrix.
Cost per page is low - cheaper than ink-jet or
dot-matrix.

Most expensive printer type to buy, especially color.
lasers
Toner is more expensive than ink-jet cartridges.
Expensive to repair - lots of complex equipment
inside.
Fairly bulky - larger than ink-jet printers. Can't use
continuous or multi-part stationary to create carbon
copies like you can with a dot-matrix printer.

Figure: Inkjet printer and Laser Printer

Characteristics of Printers
Printers are also classified according to the following characteristics:
 Quality of type - The output produced by printers is said to be either letter quality (as
good as a typewriter), near letter quality, or draft quality. Only daisy-wheel, ink-jet,
and laser printers produce letter-quality type. Some dot-matrix printers claim letterquality print, but if we look closely, we can see the difference.








Speed -Measured in characters per second (cps) or pages per minute (ppm) the speed
of printers varies widely. Daisy-wheel printers tend to be the slowest, printing about
30 cps. Line printers are fastest (up to 3,000 line per minute). Dot-matrix printers can
print up to 500 cps, and laser printer range from about 4 to 20 text pages per minute.
Impact or Non-impact -Impact printers include all printers that work by striking an
ink ribbon.Daisy-wheel, dot-matrix, and line printers are impact printers. Non-impact
printers include laser printers and ink-jet printers. The important difference between
impact and non-impact printers is that impact printers are much noisier but are useful
for making multiple copies like carbon copies.
Graphics- Some printers (daisy-wheel and line printers) can print only text Other
printers can print both text and graphics.
Fonts - Some printers, notably dot-matrix printers, are limited to one or few fonts. In
contrast, laser and ink-jet printers are capable of printing an almost unlimited variety
of fonts. Daisy-wheel printers can also print different fonts, but you need to change
the daisy wheel, making it difficult to mix fonts in the same document.

Audio Output
Voice response systems enable the computer to talk to its users. It consists of an audioresponse device that produces the audio output. Voice response systems are of two types :
voice reproduction system and speech synthesizer. Voice reproduction system produce an
audio output by selecting the appropriate response from a predefined set of responses.
These responses may be in the form of speech (words or phrases spoken by human
beings), musical sounds, alarms, or other sounds. Text is
converted into spoken words by speech access systems.
Speaker
 A speaker gives you sound output from your computer. Some speakers are built
into the computer and some are separate.
Plotter

A plotter is a hard copy output device which is used to draw high-resolution charts,
graphs, maps, and other line based diagrams. It is a pen based output device , attached to
a computer for making vector graphics ,that is, images created by a series of many
straight lines. A plotter is a very slow and expensive output device. It is mainly used for
Computer Aided Design(CAD) and Computer Aided Manufacturing applications.
Plotters are classified as Drum plotters and Flatbed plotters.

Figure: Plotter

CHAPTER 3
STORAGE DEVICES
LEARNING OBJECTIVES
 To discuss various Storage Devices
 To know about Magnetic Tape, Winchester Disk, Floppy Disk etc.
 To understand other storage devices like CD-ROM, CD-R Drive etc.

3.1 Memory unit
Memory unit is that component of a computer system, which is used to store the data,
instructions and information before, during and after it is processed by ALU. It is actually
a work area (physically a collection of integrated circuits) within the computer, where the
CPU stores the data and instructions. It is also known as a main/primary/ internal
memory.
3.1.1 Primary Memory (Main Memory)
The primary storage also called the primary memory, store and provides information very
fast. This is generally used to hold the program being currently executed in the computer,
the data being received from the in put unit and the intermediate and final results of the
program. The primary generally loses its content when you switch off the computer.
Therefore if you need to preserve the results or the input data, you have to transfer it to
the secondary storage. The cost of primary storage is more compare to the secondary
storage. Therefore, most computers have limited primary storage. Most of the computers
use ‘semiconductor memory’ as primary storage.
Primary memory holds only those data and instructions on which computer is currently
working. It has limited capacity and data is lost when power is switched off. It is
generally made up of semiconductor device. These memories are not as fast as registers.
The data and instruction required to be processed reside in main memory. It is divided
into two subcategories RAM and ROM.
Characteristics of Main Memory








These are semiconductor memories
It is known as main memory.
Usually volatile memory.
Data is lost in case power is switched off.
It is working memory of the computer.
Faster than secondary memories.
A computer cannot run without primary memory.

It is of following three types:
1. Read Only Memory(ROM pronounced as “Ra-om”)
2. Random Access Memory (RAM pronounced as “R-aem”)
3. Complementary Metal Oxide Semiconductor Memory (CMOS)

Read Only Memory (ROM): The memory from which we can only read but cannot
write on it. This type of memory is non-volatile. The information is stored permanently in
such memories during manufacture. A ROM, stores such instructions that are required to
start a computer. This operation is referred to as bootstrap. ROM chips are not only used
in the computer but also in other electronic items like washing machine and microwave
oven.
Read Only Memory is an essential component of the memory unit. We know that the
computer, being a machine, itself has no intelligence or memory and requires the
instructions which are given by the users. Whenever the computer is switched on. it
searches for the required instructions. The memory, which has these essential instructions
is known as Read Only Memory (ROM). This memory is permanent and is not erased
when system is switched off. As evident from the its name, the memory capacity of ROM
varies from 64 KB to 256 KB( 1 kilobyte=1024 bytes) depending on the model of the
computer.
ROM contains a number of programs (set of instruction) and the most important program
of ROM is the Basic Input Output System (BIOS) which activates the hardware (Physical
components of computer) such as keyboard, floppy disk, monitor etc. in communicating
with the system and application software’s (set of instructions or programs).
Types of ROM: There are many types of ROM available for microcomputers like Mask
ROM, PROM, EPROM, EEPROM, and EAPROM.
Mask ROM: Mask ROM is the basic ROM chip. In this type of ROM the information is
stored at the time of its manufacturing. Hence it cannot be altered or erased later.
PROM: PROM stands for Programmable Read Only Memory. In this type of ROM, the
information is stored by programmers after its manufacturing. It also cannot be altered or
erased later.
EPROM: EPROM stands for Erasable Programmable Read Only Memory. It is similar
to PROM, but its information can be erased later on by ultra violet rays and it can be
reprogrammed.
EEPROM: EEPROM stands for Electrically Erasable Programmable Read Only
Memory. It is similar to EPROM, but its information can be erased by using a high
voltage current.
EAPROM: EAPROM stands for Electrically Alterable Read Only Memory. As
compared to EPROM and EEPROM, the information stored in EAPROM can be altered
later.
Random Access Memory: Random Access Memory (RAM) is another important
component of memory unit. It is used to store the data and instructions during the
execution of programs. Contrary to ROM, RAM is temporary and is erased when
computer is switched off. RAM is a read/write type of memory and, thus can be read and
write by user/programmer. As it is possible to randomly use any location of this memory.
This memory is known as random access memory. The memory capacity of RAM varies
from 640 KB to several megabytes (1 Megabytes =1024 KB) with different models of
PC.

RAM (Random Access Memory) is the internal memory of the CPU for storing data,
program and program result. It is read/write memory which stores data until the machine
is working. As soon as the machine is switched off, data is erased.
Access time in RAM is independent of the address that is, each storage location inside the
memory is as easy to reach as other locations and takes the same amount of time. Data in
the RAM can be accessed randomly but it is very expensive.
RAM is volatile, i.e. data stored in it is lost when we switch off the computer or if there is
a power failure. Hence a backup uninterruptible power system (UPS) is often used with
computers. RAM is small, both in terms of its physical size and in the amount of data it
can hold.

Types of RAM: there are two types of RAM used in PCs-Dynamic and Static RAM.
 Dynamic RAM (DRAM): The information stored in Dynamic RAM has to be
refreshed after every few milliseconds otherwise it is erased. DRAM has higher
storage capacity and is cheaper than Static RAM.
DRAM, unlike SRAM, must be continually refreshed in order to maintain the
data. This is done by placing the memory on a refresh circuit that rewrites the data
several hundred times per second. DRAM is used for most system memory
because it is cheap and small. All DRAMs are made up of memory cells which
are composed of one capacitor and one transistor.
Characteristics of the Dynamic RAM










It has short data lifetime
Need to be refreshed continuously
Slower as compared to SRAM
Used as RAM
Lesser in size
Less expensive
Less power consumption

Static RAM (SRAM): The information stored in static RAM need not be
refreshed. But it remains stable as long as power supply is provided. SRAM is
costlier but has higher speed than DRAM.

The word static indicates that the memory retains its contents as long as power is being
supplied. However, data is lost when the power gets down due to volatile nature. SRAM
chips use a matrix of 6-transistors and no capacitors. Transistors do not require power to
prevent leakage, so SRAM need not have to be refreshed on a regular basis.

Because of the extra space in the matrix, SRAM uses more chips than DRAM for the
same amount of storage space, thus making the manufacturing costs higher. So SRAM is
used as cache memory and has very fast access.
Characteristic of the Static RAM








It has long life
There is no need to refresh
Faster
Used as cache memory
Large size
Expensive
High power consumption

Complementary Metal oxide Semiconductor Memory: Complementary Metal oxide
Semiconductor Memory (CMOS) memory is used to store the system configuration, date,
time and other important data. When computer is switched on, BIOS matches the
information of CMOS with the peripheral devices and displays error in case of
mismatching.
Cache Memory: The speed of CPU is extremely high compared to the access time of
main memory. Therefore the performance of CPU decreases due to the slow speed of
main memory. To decrease the mismatch in operating speed, a small memory chip is
attached between CPU and Main memory whose access time is very close to the
processing speed of CPU. It is called CACHE memory. CACHE memories are accessed
much faster than conventional RAM. It is used to store programs or data currently being
executed or temporary data frequently used by the CPU. So each memory makes main
memory to be faster and larger than it really is. It is also very expensive to have bigger
size of cache memory and its size is normally kept small.
This type of memory is extremely fast! It is placed inside the computer’s microprocessor
(brain) or directly on the motherboard circuitry. This memory is represented through
levels, such as Level 1 (L1), Level 2, (L2), or Level 3 (L3).
3.1.2 Secondary Memory
On the other hand, the secondary storage (Memory) is used Databases; etc .The program
that you want to run on the computer is first Transferred to the primary memory before it
can run. Similarly, after running the Program, if you need to save the result, you will
transfer them to the secondary Storage. The secondary memory is slower and cheaper
than the primary memory. Some of the commonly used secondary memory devices are
floppy diskette, zip diskette, hard disk and magnetic tape.
This type of memory is also known as external memory or non-volatile. It is slower than
main memory. These are used for storing data/Information permanently. CPU directly
does not access these memories instead they are accessed via input-output routines.

Contents of secondary memories are first transferred to main memory, and then CPU can
access it. For example : disk, CD-ROM, DVD etc.
This is also called Mass Storage, Auxiliary Memory and External Memory. This memory
is slower than the Main memory as it involves mechanical motion techniques during
storage and retrieval of data. This memory is larger in size than Main memory but the
processor is unable to access it directly due to its offline link with the processor. This
means that the data from secondary storage must be loaded into RAM before the
processor starts processing it. The main memory links the secondary memory to the
processor.
The operating speed of primary memory or main memory should be as fast as possible to
cope up with the CPU speed. These high-speed storage devices are very expensive and
hence the cost per bit of storage is also very high . Again the storage capacity of the main
memory is also very limited.
Often it is necessary to store hundreds of millions of bytes of data for the CPU to
process. Therefore additional memory is required in all the computer systems. This
memory is called auxiliary memory or secondary storage.
In this type of memory the cost per bit of storage is low . However, the operating speed
is slower than that of the primary storage. Huge volume of data are stored here on
permanent basis and transferred to the primary storage as and when required. Most
widely used secondary storage devices are magnetic tapes and magnetic disk.
Characteristic of Secondary Memory








These are magnetic and optical memories
It is known as backup memory.
It is non-volatile memory.
Data is permanently stored even if power is switched off.
It is used for storage of data in a computer.
Computer may run without secondary memory.
Slower than primary memories.
Types of Secondary Memory

3.1.2.1 Magnetic Disks
Speedy access to data, relatively low cost, and the ability to erase and rewrite data make
magnetic disks the most widely used storage media on today’s computers. With magnetic
disk storage systems, data are written by read/write heads magnetizing the particles a
certain way on a medium surface. The particles retain their magnetic orientation so they
can be read at a later time, and rewriting to the medium is possible.
You might have seen the gramophone record, which is circular like a disk and coated
with magnetic material. Magnetic disks used in computer are made on the same principle.

It rotates with very high speed inside the computer drive. Data is stored on both the
surface of the disk. Magnetic disks are most popular for direct access storage device.
Each disk consists of a number of invisible concentric circles called tracks. Information is
recorded on tracks of a disk surface in the form of tiny magnetic spots. The presence of a
magnetic spot represents one bit and its absence represents zero bit . The information
stored in a disk can be read many times without affecting the stored data. So the reading
operation is non-destructive. But if you want to write a new data, then the existing data is
erased from the disk and new data is recorded.

There are two main types of magnetic disks:
3.1.2.2 Floppy Disk:
Floppy Disk is a round, flat piece of Mylar coated with ferric oxide, rust like substance
containing tiny particles capable of holding a magnetic field, and encased in a protective
plastic cover, the disk jacket. Data is stored on a floppy disk by the disk drive's read/write
head, which alters the magnetic orientation of the particles. Orientation in one direction
represents binary 1; orientation in the other, binary 0. Typically, a floppy disk is 5.25
inches in diameter, with a large hole in the center that fits around the spindle in the disk
drive. Depending on its capacity, such a disk can hold from a few hundred thousand to
over one million bytes of data. A 3.5-inch disk encased in rigid plastic is usually called a
microfloppy disk but can also be called a floppy disk.
3.1.2.3 Hard Disk:
Hard Disk composed of one or more platters that are permanently sealed within a hard
metallic casing. These hard disks are fixed in the computer CPU and are seldom
transferred from one computer to another. For the better use of the hard disk space, a hard
disk can be divided into any number of partitions like C: D: E: etc. however making too
many partitions is not a good management practice for the memory of hard disk.
Now days up to 1000 GB hard disks are available in the market. For the better use of disk
space a hard disk can be divided into a number of partitions like C: D: E: etc.

3.1.2.4 Magnetic Tapes
Magnetic tape and the tape drives are analogous to a home tape recorder system. It uses
the same reading and recording techniques as that of the magnetic disk as the medium
used in it is a flexible tape that is coated with magnetic oxide.
Since sequential access device means that for n records, where n = 0, 1, 2, 3, ……… if
the tape head is positioned at record number 1 then in order to read the nth record, it is
necessary to read all the physical records from 1st to nth records one at a time. If the head
position is beyond the desired record, it is necessary to rewind the tape for a specific
distance and begin reading forward.
In contrast to the magnetic disk, which is a direct access device, a tape is sequential in
nature. A disk drive doesn’t read all the sectors on a disk sequentially to get to the desired
record, where as magnetic tape drive read all the sectors b/w the starting and the desired
location of data. Magnetic tape was the first kind of secondary memory and is still widely
used for its lowest cost; however it is very slow in speed than all of the secondary storage
devices.
Magnetic tapes are used for large computers like mainframe computers where large
volume of data is stored for a longer time . In PC also you can use tapes in the form of
cassettes. The cost of storing data in tapes is inexpensive. Tapes consist of magnetic
materials that store data permanently. It can be 12.5 mm to 25 mm wide plastic film-type
and 500 meter to 1200 meter long which is coated with magnetic material. The deck is
connected to the central processor and information is fed into or read from the tape
through the processor. It similar to cassette tape recorder.

Features
Secondary Storage is magnetic in nature and therefore magnetic mechanisms are used to
store data permanently. Data or information is stored in the form of files. A file is an area

of the secondary memory where data or information is permanently stored. Each file has
its unique file name through which it is accessed. The storage of data in secondary
memory follows some file organization techniques such as Sequential, Indexed
Sequential and Random/Direct access file organizations. Sequential access file
organization is adopted for Magnetic Tape while Random/Direct access file organization
is more suitable for Hard Disk or Floppy Disk.
Advantages:
1. Data remains permanently stored even when the computer is switched off.
2. This data remains in the memory until deleted by the computer user.
3. Very high volumes of data can be recorded for long time and is updated and
retrieved efficiently.
4. Transfer of data from one computer to another is performed through this memory
like through Floppy or CDs.
5. System files associated with any Operating System are permanently stored in this
memory. These files are loaded into RAM at the time of booting the computer
system.
6. To prevent any damage and loss of data, Backup and Recovery procedures are
facilitated through Secondary Memory.
3.1.2.5 Optical Memory
Optical memory is used for storing large volumes of data like sound, text, graphics, and
videos. An optical disk is a removable disk that uses laser to read and write data. With an
optical disk, there is no mechanical arm, as with floppy disks and hard disks. Instead a
high-power laser beam is used to write data by burning tiny pits into the surface of a hard
plastic disk. To read the data, a low-power laser light scans the disk surface: pitted areas
are not reflected and are interpreted as 0 bits; smooth areas are reflected and are
interpreted as 1 bits. Because the pits are so tiny, a great deal more data can be
represented than is possible in the same amount of space on hard disks. An optical disk
can hold over 4.7 gigabytes of data, the equivalent of 1 million type-written pages.
The optical memory devices are:


Compact Disk (CD)
CD is a non-erasable disk that stores the digitized audio information. The standard
system uses 12 cm disks and they can record more than 60 minutes of playing
time without any interruption.



CD-ROM
Optical disk form of secondary storage that is used to hold prerecorded text,
graphics and sound. Like music CDs a CD-ROM is a read-only disk. Read Only
means the disk’s content is recorded at the time of manufacture and cannot be

written on or erased by the user. A CD-ROM disk can hold up to 650 MB of data,
equal to 300,000 pages of text.


CR-RW
CD-RW (Compact Disk-Rewritable) also called as Erasable Optical Disk allow
users to record and erase data so that the disk can be used over and over again.
Special CD-RW drives and software is required.



DVD (Digital Versatile Disk) : the “Digital Convergence” Disk
The DVD represents a new generation of high density CD-ROM disks, which are
read by laser and which have both write-once and rewritable capabilities.
According to the various industries sponsoring it, DVD stands for either “Digital
Video Disk” or “Digital Versatile Disk”, and it is a CD type disk with extremely
high capacity, able to store 4.7-17 GB.



DVD-R
DVD disks that allow one time recording by the consumer. Two types of reusable
disks are DVD-RW (DVD Rewritable) and DVD-RAM (DVD Random Access
Memory), both of which can be recorded on and erased more than once.



Write Once Read Many (WORM)
WORM is a disk that is more easily written than CD-ROM thus making single
copy disks commercially feasible. After performing the write operation the disk is
read only. The most popular size is 51/4 “that can hold data from 200 to 800 MB.

Primary (semiconductor) memory
It is fast and large memory but slower than
processor memory. Primary memory has faster
access time, smaller storage capacity and higher
cost per bit storage.

Secondary memory
The secondary memory is mainly used
for bulk storage (mass storage) of
programs, data and other information.
It has much larger capacity than main
memory but slower than main
memory.
This memory is accessed directly by the It basically stores system software,
processor. It stores programs and data which are compiler, assembler and useful
currently needed by the CPU. The CPU packages, large data files etc.
communicates directly with the CPU. The size
of the main memory is kept small because of its
high cost.
It is made of semiconductors and uses VLSI These are magnetic and optical
technique. Mainly these are in the form of devices. Mainly these are in the form
of Floppy, Hard Disk and CD.
Chips.

Volatile memory means the stored data are lost, if the power goes off.. For example RAM is a volatile
memory. A non-volatile memory means the information stored in it is not lost even if the power supply goes
off. A Read-Only memory (ROM) is a non-volatile memory.

The Computer Sub-System and Peripherals
The CPU is also called microprocessor. It is considered as the brain of the computer.
The CPU interprets and carry out the instructions or commands in each program or
software. Moreover, it does arithmetic and logical data manipulations, and communicates
with all the other parts of the computer system. This may be the reason why the
microprocessor is considered as the brain, since it has these capabilities as though it has a
capability to think and decide on its own when given a tasks, situations or alternatives.
The speed of the microprocessor to perform its tasks is measured in units called
megahertz (MHz). So a CPU with 300 MHz means its speed to accomplish a tasks is 300
MHz. Todays computer runs in 2 GHz or more. We have to remember that mega is an
engineering term which means- million while the term giga is an engineering term that
refers to a meaning of a billion. So in other words, 2 GHz means two billion hertz. Many
software applications that use intensive graphics (such as pictures, images, and drawings)
and large number calculations (in over ten digits) require faster CPU speed.
The performance of the microprocessor is dictated mainly by its internal design, or
commonly known in computer engineering field as “architecture”, and the number of bits
of data it can process at any one time. For example some microprocessor design or
architecture is based on the complex instruction set computing (CISC). The computer
you owned now is based on this microprocessor (unless you are holding a supercomputer
right this time which is impossible if not improbable), since IBM-compatible PCs are
designed with CISC. The other microprocessor architecture is called reduced
instruction set computing (RISC). Most of the UNIX-based computers (such as the
high-end servers and workstations) are RISC-powered and as well as other Apple
Macintosh computers too. Todays Macintosh is powered by Intel Core 2 Dou and Quad
Core microprocessor technology, which means that the new breed of Macintosh
computers are CISC microprocessor designed.
Another microprocessor design technology is emerging in the present time (though it is
not a new idea, historically-speaking). Its hype is so overwhelming. It is popularly known
as parallel processing microprocessor design. This system has a multi-processing
capability. We have to remember also that the microprocessor’s architecture has the
biggest influence on how many transistors it has. And in microprocessor design, the more
transistors a microprocessor has, the faster and powerful it is.
Intel’s model of microprocessors are the following:
 Pentium for Personal Computers (PCs)
 Celeron for Budget PCs
 Centrino for Laptops
 Itanium for Server computer
 Xeon for High-end Workstation and Server PCs
AMD’s model of microprocessors and their primary use are the following:

 Athlon for Personal Computers (PCs)
 Duron for Budget PCs
 Opteron for Server computer
 Turion for Laptops
The other factor that affects the performance of a computer is its capability to process the
number of bits of data at any one time. For example, the older Intel 8088 microprocessor
can only move data in 8-bit chunks. Then followed by the Intel 80286 microprocessor
that can move data in 16-bit chunks. The succeeding Intel microprocessors an move data
in 32-bit. And presently, AMD and Intel are producing microprocessor that can move
data in 64-bit. So the higher data bit-rate transfer, the faster the microprocessor. So if we
compare the data to vehicles running on the road, then bit-rate transfer can be compared
to road lanes. An 8-bit could be a one lane, and 16 bit could be two lanes, 32 bits are four
lanes, while 64-bits could be 8 lanes. The more lanes in the road, the more vehicles can
run. The same thing with bit-rate transfer in the computer. The more bit-rate transfer, the
faster the computer.

Intel Dual-Core Technology
The Intel Dual-Core micro-processor technology is designed for energy-efficiency
performance. It also boosts multi-tasking power with improved performance for highly
multi-threaded and calculation-intensive applications. It improves multi-media
application such as in intense network-gaming.

Intel Core 2 Duo Technology
The Intel Core 2 Duo technology increases the performance of Dual-Core technology by
40 percent. The shared L2 cache is increased by 4 MB. It has five more features
compared to its predecessor, the Dual-Core. And here are the summary features:
 Advanced Smart Cache – provides more cache system, thus, delivers higher
processing performance.
 Smart Memory Access – provides optimization of the available data bandwidth,
thus, improves system performance.
 Advanced Digital Media Boost – accelerates a broad range of applications,
including engineering and scientific applications, video, image, photo, and audio
processing, data encryption, and financial applications.
 Intelligent Power Capability – delivers more energy-efficient smarter battery
performance.
 Wide Dynamic Execution – delivers more instructions per clock cycle to improve
execution time.

Intel Quad Core Technology
The Intel Quad core technology is an integration of two Core 2 Duo dual-core microprocessors on a single substrate for a total of 4 CPU cores in a single LGA 775 socket,
with 8 MB L2 Cache. The Land Grid Array (LGA) is a new design technique wherein the
pins of the LGA socket is directly built into the socket not on the CPU. This total reversal
of earlier design resulted to better power distribution, thus increasing the speed of the
Front Side Bus. The front side bus on a computer connects the processor to the north side

bridge, which comprises the memory bus, PCI (Peripheral Component Interface) bus and
AGP (Accelerated Graphics Port) bus. In general, a faster front side
bus means higher processing speeds and a faster computer. The PCI bus is a computer
bus used for attaching peripheral devices to a computer motherboard. While the AGP bus
is the specification for a type of dedicated video card interface over which the card can
access system memory (RAM) at a very high transfer rate (up to 2.1GB per second at the
66 MHz PCI bus clock speed). This provides up to eight times the bandwidth of the PCI
bus. AGP is one part of the solution to the memory requirements of accelerated 3D video.
Video cards use on-board memory for storing images, textures, and geometry data, which
allows the video hardware direct, rapid access to it. The amount of data is very large, and
the speed at which it must be transferred from the system memory is too high for the PCI
bus. The high bandwidth capability of the AGP allows data to move rapidly from main
memory to video RAM (Random Access Memory).

AMD Turion 64 x 2 Dual-Core Mobile Technology
The archrival of Intel is the Advance Micro Devices (AMD) Corporation has their own
version of Intel’s Dual Core technology called the AMD Turion 64 x 2. The AMD Turion
64 delivers exceptional multi-threading and multi-tasking performance for both 32-bit
and 64-bit environments. It boosts long battery life and better system security with
Enhanced Virus Protection feature. And here are the other features:
 HyperTransport technology – delivers system agility that makes application more
responsive.
 AMD Digital Media Xpress- enables stellar performance and playback quality on
digital entertainment such as streaming audios and videos, music, DVDs, and intense
network-gaming.
 AMD PowerNow! technology – extends battery life up to 65 percent.

Computer Ports
The computer ports allow the user to connect to the input and output devices or other
peripherals into the PC or Laptop. These ports are usually can be found at the back of our
PC or in some cases, in-front of it.
 Keyboard and Mouse ports – as the name implies, we can plug our PC’s keyboard
and mouse into them.
 Monitor port – the LCD monitor is plug into this computer port.
 Network port – to connect our PC or Laptop to the company or school’s Local Area
Network (LAN), this is the port we use, as well as to connect to the Internet via the
company or school’s LAN. Presently, we call this port as RJ-45 port, the standard
port used in LAN technology. RJ stands for Reference Jack.
 Modem port - this is the port we use to connect our PC to a phone line in order to
access to the Internet. We usually call this port as RJ-11 port.
 Parallel port - the older model printer should be connected to this port for hardware
compatibility. Newer model of printers are using the USB (Universal Serial Bus)
ports to connect them.
 Serial port – this port is the one we use to connect our external modem. This is
mostly applied if we want to connect our PC or Laptop to the Internet via phone line





and by using open-source software such as Linux operating system (O.S). External
modem is a small box with light-emitting diode (LED) on it that indicates if the data
are transmitted, received or a signal is on. Microsoft Windows-based OS such as
Windows XP or Vista is using an internal modem that is directly installed and
plugged inside our computer’s motherboard and central processing unit (CPU) case.
USB port – the universal serial bus (USB) is a newly designed port for computer
devices or peripherals to connect to, such as the printers, USB flash drive, iPod, and
digital cameras.
Audio port - there is a color coding or symbols (sometimes called an icon) used and
applied to this port to distinguish it from one another. The yellow speaker out port is
designed to connect to home stereos, while the green speaker out is for desktop
speakers or headphones. The pink microphone port is for small microphone we use in
chatting over the Web.

Note:
Some Laptop most especially the Acer, has a color coding like the way we can find in our
PC. But some Laptop used only two ports, without any color-code. In this case, the icon
or symbol is used. The icon for audio port is used to connect your speaker or sub-woofer
on it, while the icon for microphone port is used to connect your small microphone on it.

Computer Bus
The computer bus is a group of parallel wires that is a path or route between the
different interconnecting components of a computer system. The two main buses in a
computer are the internal or system bus and external or expansion bus.
The expansion bus connects external devices such as mouse, printer, keyboard or
modem to the CPU, while the system bus connects the CPU to other devices that resides
on the motherboard (main board of a computer).
The system bus has two parts. They are called data bus and address bus. Since 1 byte is
equivalent to 8 bits, then a 16-bit data bus can transfer two bytes of data at a time, while a
32-bit data bus can transfer four bytes of data, and 64-bit data bus can transfer 8 bytes of
data. Like the microprocessor, the speed of the bus is measured in megahertz (MHz). The
address bus connects only the RAM and CPU and carries only memory location
addresses.

Bus Standards







Industry Standard Architecture (ISA) bus is used in many computers to connect
slower devices such as modem and other input devices.
Universal Serial Bus (USB) is a hot swappable bus which means that a computer
user can connect then disconnect a USB device without affecting the PC or Laptop.
Local Bus is designed to attach faster devices to the CPU.
Accelerated Graphics Bus or Port (AGP bus) allows the video card to access the
RAM directly, thus increasing the speed of graphics performance for 3-D
(Dimensional) and full motion video applications.
PC Card bus is used exclusively on Laptop computer and is used as network cards,
external modem WiFi card, thumb scanner and biometric security system.



FireWire (IEEE 1394) bus is used to connect digital and video cameras. We can use
the FireWire bus to transfer data in high speed rate.

Expansion Slots
Through expansion slots, we can increase the capability of our computer. Like for
example, you can add a new high-end video card to your PC so that you can enjoy
playing your computer games that demand higher video graphics display resolution. If
your PC is older and it has no internal modem attached to it, you can buy an internal
modem adapter card and plug it in - in one of the available expansion slots of your PC. In
that way, you can connect your PC to the telephone lines to surf the Internet. The
expansion slots are but just an extension of the computer bus that we have discussed
earlier. Can you still remember it?

The UPS
The Uninterruptible Power Supply (UPS) is a standby battery backup for your
computer or company’s server. The UPS provides temporary and limited electrical
energy while your computer and company’s server is experiencing electrical brown-outs
or any electrical power failure or when electrical current fluctuates abnormally.
Note:
The surge suppressor is a device that protects your computer against voltage spikes. There is also a device
called line conditioner that protects the PC with line noise which came from high-demand electrical
equipment that operates near your PC.

3.2 Memory Management

The concept of CPU scheduling allows a set of processes to share the CPU there
by increasing the utilization of the CPU. This set of processes needs to reside in memory.
The memory is thus shared and the resource requires to be managed. Various memory
management algorithms exist, each having its own advantages and disadvantages. The
hardware design of the system plays an important role in the selection of an algorithm for
a particular system. That means to say hardware support is essential to implement the
memory management algorithm.
3.2.1 LOGICAL Vs PHYSICAL ADDRESS SPACE

An address generated by the CPU is referred to as a logical address. An address
seen by the memory unit that is the address loaded into the memory address register
(MAR) of the memory for a fetch or a store is referred to as a physical address. The
logical address is also sometimes referred to as a virtual address. The set of logical
addresses generated by the CPU for a program is called the logical address space. The set
of all physical addresses corresponding to a set of logical address is called the physical
address space. At run time / execution time, the virtual addresses are mapped to physical
addresses by the memory management unit (MMU). A simple mapping scheme is
illustrated below (Figure 3.2).
Relocation
register
Logical address

14000

245
CPU

Physical address
14245
Memory

+

MMU
Figure 3.2: Dynamic relocation

The relocation register contains a value to be added to every address generated by
the CPU for a user process at the time it is sent to the memory for a fetch or a store. For
example, if the base is at 14000 then an address 0 is dynamically relocated to location
14000, an access to location 245 is mapped to 14245 (14000 + 245). Thus every address
is relocated relative to the value in the relocation register. The hardware of the MMU
maps logical addresses to physical addresses. Logical addresses range from 0 to a
maximum (MAX) and the corresponding physical addresses range from (R + 0) to (R +

MAX) for a base value of R. User programs generate only logical addresses that are
mapped to physical addresses before use.
3.2.2 SWAPPING
A process to be executed needs to be in memory during execution. A process can
be swapped out of memory in certain situations to a backing store and then brought into
memory later for execution to continue. One such situation could be the expiry of a time
slice if the round-robin CPU scheduling algorithm is used. On expiry of a time slice, the
current process is swapped out of memory and another process is swapped into the
memory space just freed because of swapping out of a process (Figure 3.3). Every time a
time slice expires, a process is swapped out and another is swapped in. The memory
manager that does the swapping is fast enough to always provide a process in memory for
the CPU to execute. The duration of a time slice is carefully chosen so that it is
sufficiently large when compared to the time for swapping.
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Figure 3.3: Swapping of processes

Processes are swapped between the main memory and the backing store when
priority based CPU scheduling is used. The arrival of a high priority process will can a
lower priority process that is executing to be swapped out to make way for a swap in. The
swapping in this case is sometimes referred to as roll out / roll in.
A process that is swapped out of memory can be swapped in either into the same
memory location or into a different memory location. If binding is done at load time then
swap in has to be at the same location as before. But if binding is done at execution time
then swap in can be into a different memory space since the mapping to physical
addresses are completed during execution time.
A backing store is required for swapping. It is usually a fast disk. The processes in
the ready queue have their images either in the backing store or in the main memory.
When the CPU scheduler picks a process for execution, the dispatcher checks to see if the
picked process is in memory. If yes then it is executed. IF not the process has to be
loaded into main memory. If there is enough space in memory the process is loaded and

execution starts. If not, the dispatcher swaps out a process from memory and swaps in the
desired process.
A process to be swapped out must be idle. Problems arise because of pending I/O.
Consider the following scenario: Process P1 is waiting for an I/O. I/O is delayed because
the device is busy. If P 1 is swapped out and its place P2 is swapped in, then the result of
the I/O uses the memory that now belongs to P2. There can be two solutions to the above
problem:
1.
Never swap out a process that is waiting for an I/O
2.
I/O operations to take place only into operating system buffers and not
into user area buffers. These buffers can then be transferred into user area
when the corresponding process is swapped in.
3.2.3 CONTIGUOUS ALLOCATION
The main memory is usually divided into two partitions, one of which has the
resident operating system loaded into it. The other partition is used for loading user
programs. The operating system is usually present in the lower memory because of the
presence of the interrupt vector in the lower memory (Figure 3.4).
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Figure 3.4: Memory partition
3.2.3.1 SINGLE PARTITION ALLOCATION
The operating system resides in the lower memory. User processes execute in the
higher memory. There is always a possibility that user processes may try to access the
lower memory either accidentally or intentionally there by causing loss of operating
system code and data. This protection is usually provided by the use of a limit register
and relocation register. The relocation register contains the smallest physical address that
can be accessed. The limit register contains the range of logical addresses. Each logical
address must be less than the content of the limit register. The MMU adds to the logical
address the value in the relocation register to generate the corresponding address (Figure
3.5). Since an address generated by the CPU is checked against these two registers, both
the operating system and other user programs and data are protected and are not
accessible by the running process.
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Figure 3.5: Hardware for relocation and limit register
MULTIPLE PARTITION ALLOCATION
Multiprogramming requires that there are many processes residing in memory so
that the CPU can switch between processes. If this has to be so then user area of memory
has to be divided into partitions. The simplest way is to divide the user area into fixed
number of partitions, each one to hold one user process. Thus the degree of
multiprogramming is equal to the number of partitions. A process from the ready queue is
loaded into one of the partitions for execution. On termination the partition is free for
another process to be loaded.
The disadvantage with this scheme where partitions are of fixed sizes is the
selection of partition sizes. If the size is too small then large programs cannot be run.
Also if the size of the partition is big then main memory space in each partition goes a
waste. A variation of the above scheme where the partition sizes are not fixed but
variable is generally used. A table keeps track of that part of the memory that is used and
the part that is free. Initially the entire memory of the user area is available for user
processes. This can be visualized as one big hole for use. When a process is loaded a hole
big enough to hold this process is searched. If one is found then memory enough for this
process is allocated and the rest is available free as illustrated below (Figure 3.6).
3.2.3.2
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Figure 3.6: Scheduling example

Total memory available:

2560K

Resident operating system:

400K

Memory available for user:

2560 – 400 = 2160K

Job queue:

FCFS

CPU scheduling:

RR (1 time unit)

Given the memory map in the illustration above, P1, P2, P3 can be allocated memory
immediately. A hole of size (2160 – (600 + 1000 + 300)) = 260K is left over which cannot
accommodate P4 (Figure 3.7a). After a while P2 terminates creating the map of Figure 3.7b. P4 is
scheduled in the hole just created resulting in Figure 3.7c. Next P1 terminates resulting in Figure
3.7d and P5 is scheduled as in Figure3.7e.
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Figure 3.7: Memory allocation and job scheduling
The operating system finds a hole just large enough to hold a process and uses that
particular hole to load the process into memory. When the process terminates it releases the used
memory to create a hole equal to its memory requirement. Processes are allocated memory until
the free memory or hole available is not big enough to load another ready process. In such a case
the operating system waits for some process to terminate and free memory. To begin with there is
one large big hole equal to the size of the user area. As processes are allocated into this memory,
execute and terminate this hole gets divided. At any given instant there after there are a set of
holes scattered all over the memory. New holes created that are adjacent to existing holes merge
to form big holes.
The problem now is to satisfy a memory request of size n from a list of free holes
of various sizes. Many solutions exist to determine that hole which is the best to allocate.
Most common strategies are:

1.

First-fit: Allocate the first hole that is big enough to hold the process.
Search can either start at the beginning of the set of holes or at the point
where the last search terminated.
2.
Best-fit: Allocate the smallest hole that is big enough to hold the process.
Here the entire list has to be searched or an ordered list of holes by size is
to be maintained.
3.
Worst-fit: Allocate the largest hole available. Here also the entire list has
to be searched for the biggest hole or an ordered list of holes by size is to
be maintained.
The size of a process is very rarely an exact size of a hole allocated. The best-fit
allocation always produces an optimal allocation where the hole left over after allocation
is the smallest. The first-fit is the fastest method of allocation when compared to others.
The worst-fit allocation is the worst amongst the three and is seldom used.
3.2.3.3
FRAGMENTATION
To begin with there is one large hole for allocation to processes. As processes are
loaded into memory and terminate on completion, this large hole is divided into a set of
smaller holes that are scattered in between the processes. There may be a situation where
the total size of these scattered holes is large enough to hold another process for
execution but the process cannot be loaded, as the hole is not contiguous. This is known
as external fragmentation. For example, in Figure 3.7c, a fragmented hole equal to 560K
(300 + 260) is available. P5 cannot be loaded because 560K is not contiguous.
There are situations where only a few bytes say 1 or 2 would be free if a process
were allocated a hole. Then the cost of keeping track of this hole will be high. In such
cases this extra bit of hole is also allocated to the requesting process. If so then a small
portion of memory allocated to a process is not useful. This is internal fragmentation.
One solution to external fragmentation is compaction. Compaction is to relocate
processes in memory so those fragmented holes create one contiguous hole in memory
(Figure 3.8).
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Figure 3.8: Compaction
Compaction may not always be possible since it involves relocation. If relocation
is static at load time then relocation is not possible and so also compaction. Compaction
is possible only if relocation is done at runtime. Even though compaction is possible the
cost involved in relocation is to be considered. Sometimes creating a hole at one end of

the user memory may be better where as in some other cases a contiguous hole may be
created in the middle of the memory at lesser cost. The position where the hole is to be
created during compaction depends on the cost of relocating the processes involved. An
optimal strategy if often difficult.
Processes may also be rolled out and rolled in to affect compaction by making use
of a back up store. But this would be at the cost of CPU time.
3.3
PAGING
Contiguous allocation scheme requires that a process can be loaded into memory
for execution if and only if contiguous memory large enough to hold the process is
available. Because of this constraint, external fragmentation is a common problem.
Compaction was one solution to tide over external fragmentation. One other solution to
this problem could be to permit non-contiguous logical address space so that a process
can be allocated physical memory wherever it is present. This solution is implemented
through the use of a paging scheme.
3.3.1 CONCEPT OF PAGING
Physical memory is divided into fixed sized blocks called frames. So also logical
memory is divided into blocks of the same size called pages. Allocation of main memory
to processes for execution is then just mapping pages to frames. The hardware support for
paging is illustrated below (Figure 3.9).
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Figure 3.9: Paging hardware
A logical address generated by the CPU consists of two parts: Page number (p)
and a page offset (d). The page number is used as an index into a page table. The page
table contains the base address of each frame in physical memory. The base address is
combined with the page offset to generate the physical address required to access the
memory unit.
The size of a page is usually a power of 2. This makes translation of a logical
address into page number and offset easy as illustrated below:
Logical address space:
2m
Page size:

2n

Logical address:
p

d

(m-n)

d

Where p = index into the page table
d = displacement within a page
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Page size:

4 bytes

Physical memory:

32 bytes = 8 pages

Logical address 0  0 + 0  (5 x 4) + 0  physical address 20
3  0 + 3  (5 x 4) + 3  physical address 23
4  1 + 0  (6 x 4) + 0  physical address 24
13  3 + 1  (2 x 4) + 1  physical address 9
Thus the page table maps every logical address to some physical address. Paging
does not suffer from external fragmentation since any page can be loaded into any frame.
But internal fragmentation may be prevalent. This is because the total memory required
by a process is not always a multiple of the page size. So the last page of a process may
not be full. This leads to internal fragmentation and a portion of the frame allocated to

this page will be unused. On an average one half of a page per process is wasted due to
internal fragmentation. Smaller the size of a page, lesser will be the loss due to internal
fragmentation. But the overhead involved is more in terms of number of entries in the
page table. Also known is a fact that disk I/O is more efficient if page sizes are big. A
tradeoff between the above factors is used.
A process requires n pages of memory. Then at least n frames must be free in
physical memory to allocate n pages. A list of free frames is maintained. When allocation
is made, pages are allocated the free frames sequentially (Figure 3.10). Allocation details
of physical memory are maintained in a frame table. The table has one entry for each
frame showing whether it is free or allocated and if allocated to which page of which
process.
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Figure 3.10: Frame allocation
3.3.2

PAGE TABLE IMPLEMENTATION
Hardware implementation of a page table is done in a number of ways. In the
simplest case the page table is implemented as a set of dedicated high-speed registers.
But this implementation is satisfactory only if the page table is small. Modern computers
allow the page table size to be very large. In such cases the page table is kept in main
memory and a pointer called the page-table base register (PTBR) helps index the page
table. The disadvantage with this method is that it requires two memory accesses for one
CPU address generated. For example, to access a CPU generated address, one memory
access is required to index into the page table. This access using the value in PTBR
fetches the frame number when combined with the page-offset produces the actual
address. Using this actual address, the next memory access fetches the contents of the
desired memory location.

To overcome this problem, a hardware cache called translation look-aside buffers
(TLBs) are used. TLBs are associative registers that allow for a parallel search of a key
item. Initially the TLBs contain only a few or no entries. When a logical address
generated by the CPU is to be mapped to a physical address, the page number is
presented as input to the TLBs. If the page number is found in the TLBs the
corresponding frame number is available so that a memory access can be made. If the
page number is not found then a memory reference to the page table in main memory is
made to fetch the corresponding frame number. This page number is then added to the
TLBs so that a mapping for the same address next time will find an entry in the table.
Thus a hit will reduce one memory access and speed up address translation (Figure 3.11).
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3.3.3

PROTECTION
Each frame in physical memory is protected. Protection bits are used for this
purpose. A page can have read only / execute only / read-write access. Hardware provides
these protection accesses to frames. Illegal accesses are trapped by the operating system.
Also a process needs to access frames corresponding to its pages only. A validinvalid bit is thus associated with each entry in a page table. When the bit is set, the page
belongs to the logical address space and thus has a corresponding frame. If the bit is not
set, then the page is not in the processes logical space and hence access to the frame is
denied (Figure 3.12).
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3.3.4

INVERTED PAGE TABLE

Since each process requires a mapping of its logical address space to a physical
address space, it has a page table associated with it. This page table has one entry for
each page the process is using. The corresponding entry for each page gives the mapping
to physical address space. The entries in the page table are stored by page number and
hence a search is easy. Main disadvantages with this scheme are that each page table may
have very many entries and the page tables themselves consume a lot of physical
memory, all this exercise to keep track of physical memory.
A solution to this is the use of an inverted table. This table has an entry for each
frame of physical memory. Each entry has information about the process using the frame
that is the process-id along with the virtual address. Thus the entire system has only one
page table (Figure 3.13).
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Figure 3.13: Inverted page table

Each virtual address is a triple < process-id, page number, offset >. Each entry in
the inverted page table is a tuple consisting of < process-id, page number >. When CPU
generates a logical address a search is made in the inverted page table. If a match is found
at the ith position, then a physical address < I, offset > is generated. If no match occurs
then it is an illegal memory access.
Memory required in this scheme is less. But time to search the inverted page table
is more because the inverted page table is sorted by physical address and the search is

being made by logical address. Hash tables or associative registers are used to overcome
this problem.
3.3.5 SHARED PAGES
Programs such as editors and compilers can be shared among a number of
processes. That is to say many processes can use only one copy of the above code. This is
because these codes are examples of reentrant code or pure code or non-self-modifying
code. Code in such cases never changes during execution. Thus many processes can
execute the same code at the same time.
Paging provides the possibility of sharing common code. Only constraint is that
the shared code has to be reentrant (Figure 3.14).
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Figure 3.14: Shared pages

Each process has its own copy of registers and data storage to hold data during
execution. Only one copy of the editor is kept in physical memory. The individual page
tables of the different processes show the same mapping for pages corresponding to
editor and different mapping for the data pages. The concept of shared pages provides a
significant saving in total space required. System using inverted page table cannot
implement this shared concept because more than one virtual address maps on to the
same physical address which is not possible to implement in an inverted page table.

3.4

SEGMENTATION

Memory management using paging provides two entirely different views of
memory – User / logical / virtual view and the actual / physical view. Both are not the
same. In fact the user’s view is mapped on to the physical view.
How do users visualize memory? Users prefer to view memory as a collection of
variable sized segments (Figure 3.15).
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Figure 3.15: User’s view of memory
The user usually writes a modular structured program consisting of a main
segment together with a number of functions / procedures. Each one of the above is
visualized as a segment with its associated name. Entries in a segment are at an offset
from the start of the segment.
3.4.1

CONCEPT OF SEGMENTATION
Segmentation is a memory management scheme that supports users view of main
memory described above. The logical address is then a collection of segments, each
having a name and a length. Since it is easy to work with numbers, segments are

numbered. Thus a logical address is < segment number, offset >. User programs when
compiled reflect segments present in the input. Loader while loading segments into
memory assign them segment numbers.
3.4.2

SEGMENTATION HARDWARE

Even though segments in user view are same as segments in physical view, the
two-dimensional visualization in user view has to be mapped on to a one-dimensional
sequence of physical memory locations. This mapping is present in a segment table. An
entry in a segment table consists of a base and a limit. The base corresponds to the
starting physical address in memory where as the limit is the length of the segment
(Figure 3.16).
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Figure 3.16: Segmentation hardware
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The logical address generated by the CPU consists of a segment number and an
offset within the segment. The segment number is used as an index into a segment table.
The offset in the logical address should lie between 0 and a limit specified in the
corresponding entry in the segment table. If not the program is trying to access a memory
location which does nor belong to the segment and hence is trapped as an addressing
error. If the offset is correct the segment table gives a base value to be added to the offset
to generate the physical address. An illustration is given below (figure 3.17).
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Figure 3.17: Illustration of segmentation
A reference to logical location 53 in segment 2  physical location 4300 + 53 = 4353
852 in segment 3  physical location 3200 + 852 = 4062
1222 in segment 0  addressing error because 1222 > 1000
3.4.3. SEGMENTATION TABLE IMPLEMENTATION

A segment table kept in registers can be referenced quickly. Parallel execution of addition
to base and comparison with limit can save considerable time. But when segment tables are big
containing entries for many segments then segment tables will have to be maintained in memory.
The procedure is similar as in paging and requires two memory accesses. The solution to this is
also the use of associative registers.
3.4.4 PROTECTION AND SHARING
Providing protection to segments is easier than in paging. This is because
segments represent semantically defined portions of code and all portions of code in a
segment are likely to be used in the same way. Hence some segments contain instructions
and some data. Those that contain instructions can be read only or execute only where as
data segments can have write access.
Segments can be shared similar to sharing of pages in a paging environment.
Segments can be shared when entries in segment tables of two different processes point
to the same physical locations (Figure 3.18).
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Figure 3.18: Shared segments

Sharing occurs at segment level. Several segments of a program may be shared.
But each process still needs separate unique segments for data. Some problems exist
while sharing parts / segments of programs. If the shared segment consists of a jump
instruction then a logical address is generated for this transfer. Now its corresponding
mapping into the segment table creates problems. In such cases direct reference to current
segment numbers must be avoided.
3.4.5

FRAGMENTATION

Segments of user programs are allocated memory by the bob scheduler. This is
similar to paging where segments could be treated as variable sized pages. So a first-fit or
best-fit allocation scheme could be used since this is a dynamic storage allocation
problem. But as with variable sized partition scheme, segmentation too causes external
fragmentation. When any free memory segment is too small to be allocated to a segment
to be loaded, then external fragmentation is said to have occurred. Memory compaction is
a solution to overcome external fragmentation.
The severity of the problem of external fragmentation depends upon the average
size of a segment. Each process being a segment is nothing but the variable sized
partition scheme. At the other extreme, every byte could be a segment in which case
external fragmentation is totally absent but relocation through the segment table is a very
big overhead. A compromise could be fixed sized small segments, which is the concept
of paging. Generally if segments even though variable are small, external fragmentation
is also less.
3.5

SUMMARY

In this chapter we have learnt how a resource called memory is managed by the
operating system. The memory in question is the main memory that holds processes
during execution. Memory could be contiguously allocated by using any one of the bestfit or first-fit strategies. But one major disadvantage with this method was that of
fragmentation. To overcome this problem we have seen how memory is divided into
pages / frames and the processes are considered to be a set of pages in logical memory.
These pages are mapped to frames in physical memory through a page table. We have
also seen user’s view of memory in the form of segments. Just like a page table, a
segment table maps segments to physical memory.
3.6

EXERCISE
1.
2.
3.
4.
5.
6.
7.

3.7

Differentiate between internal and external fragmentation. Explain how it
is overcome.
Explain the paging concept with the help of a diagram.
Explain first-fit, Best-fit and worst-fit allocation algorithms with an
example.
Why are TLBs required in paging? Explain.
With a block diagram explain the hardware required for segmentation.
What is an inverted page table? What are its advantages over the
conventional page table? Does it have any disadvantages?
Write a note on shared pages.

ACTIVITY

Study the memory management schemes implemented in the operating systems
noted. How is protection provided? Does it allow sharing?

VIRTUAL MEMORY
Memory management strategies like paging and segmentation help implement the
concept of multiprogramming. But they have a few disadvantages. One problem with the
above strategies is that they require the entire process to be in main memory before
execution can begin. Another disadvantage is the limitation on the size of the process.
Processes whose memory requirement is larger than the maximum size of the memory
available will never be able to be run that is users are desirous of executing processes
whose logical address space is larger than the available physical address space.
Virtual memory is a technique that allows execution of processes that may not be
entirely in memory. Also virtual memory allows mapping of a large virtual address space
onto a smaller physical memory. It also raises the degree of multiprogramming and
increases CPU utilization. Because of the above features, users are freed from worrying
about memory requirements and availability.
3.8

NEED FOR VIRTUAL MEMORY TECHNIQUE

Every process needs to be loaded into physical memory for execution. One brute
force approach to this is to map the entire logical space of the process to physical
memory as in the case of paging and segmentation.
Many a time the entire process need not be in memory during execution. The
following are some of the instances to substantiate the above statement:
 Code used to handle error and exceptional cases is executed only in case
errors and exceptional conditions occur which is usually a rare occurrence
may be one or no occurrences in an execution.
 Static declarations of arrays lists and tables declared with a large upper bound
but used with no greater than 10% of the limit.
 Certain features and options provided in the program as a future enhancement,
never used, as enhancements are never implemented.
 Even though entire program is needed, all its parts may not be needed at the
same time because of overlays.
All the examples show that a program can be executed even though it is partially
in memory. This scheme also has the following benefits:
 Physical memory is no longer a constraint for programs and therefore users
can write large programs and execute them



Physical memory required for a program is less. Hence degree of
multiprogramming can be increased because of which utilization and
throughput increase.
 I/O time needed for load / swap is less.
Virtual memory is the separation of logical memory from physical memory. This
separation provides a large logical / virtual memory to be mapped on to a small physical
memory (Figure 3.8).
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Figure 3.8: Virtual to physical memory mapping (n >> m)

Virtual memory is implemented using demand paging. Also demand segmentation
could be used. A combined approach using a paged segmentation scheme is also
available. Here user view is segmentation but the operating system implements this view
with demand paging.
3.9

DEMAND PAGING
Demand paging is similar to paging with swapping (Figure 3.9).

Figure 3.9: Paging with swapping
When a process is to be executed then only that page of the process, which needs
to be currently executed, is swapped into memory. Thus only necessary pages of the
process are swapped into memory thereby decreasing swap time and physical memory
requirement. The protection valid-invalid bit which is used in paging to determine valid /
invalid pages corresponding to a process is used here also (Figure 3.10).

Figure 3.10: Demand paging with protection
If the valid-invalid bit is set then the corresponding page is valid and also in
physical memory. If the bit is not set then any of the following can occur:
 Process is accessing a page not belonging to it that is an illegal memory access
 Process is accessing a legal page but the page is currently not in memory.
If the same protection scheme as in paging is used, then in both the above cases a
page fault error occurs. The error is valid in the first case but not in the second because in
the latter a legal memory access failed due to non-availability of the page in memory

which is an operating system fault. Page faults can thus be handled as follows (Figure
3.11):
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Figure 3.11: Handling a page fault
1.
2.

Check the valid-invalid bit for validity.
If valid then the referenced page is in memory and the corresponding physical
address is generated.
3.
If not valid then an addressing fault occurs.
4.
The operating system checks to see if the page is in the backing store. If present
then the addressing error was only due to non-availability of page in main
memory and is a valid page reference.
5.
Search for a free frame.
6.
Bring in the page into the free frame.
7.
Update the page table to reflect the change.
8.
Restart the execution of the instruction stalled by an addressing fault.
In the initial case, a process starts executing with no pages in memory. The very
first instruction generates a page fault and a page is brought into memory. After a while
all pages required by the process are in memory with a reference to each page generating
a page fault and getting a page into memory. This is known as pure demand paging. The
concept ‘never bring in a page into memory until it is required’.
Hardware required to implement demand paging is the same as that for paging
and swapping.
 Page table with valid-invalid bit



Secondary memory to hold pages not currently in memory, usually a high
speed disk known as a swap space or backing store.
A page fault at any point in the fetch-execute cycle of an instruction causes the
cycle to be repeated.
3.10

PAGE REPLACEMENT

Initially execution of a process starts with none of its pages in memory. Each of
its pages page fault at least once when it is first referenced. But it may so happen that
some of its pages are never used. In such a case those pages which are not referenced
even once will never be brought into memory. This saves load time and memory space. If
this is so the degree of multiprogramming can be increased so that more ready processes
can be loaded and executed. Now we may come across a situation where in all of a
sudden a process hither to not accessing certain pages starts accessing those pages. The
degree of multiprogramming has been raised without looking into this aspect and the
memory is over allocated. Over allocation of memory shows up when there is a page fault
for want of page in memory and the operating system finds the required page in the
backing store but cannot bring in the page into memory for want of free frames. More
than one option exists at this stage:
 Terminate the process. Not a good option because the very purposes of
demand paging to increase CPU utilization and throughput by increasing the
degree of multiprogramming is lost.
 Swap out a process to free all its frames. This reduces the degree of
multiprogramming that again may not be a good option but better than the
first.
 Page replacement seems to be the best option in many cases.
The page fault service routine can be modified to include page replacement as follows:
1.
Find for the required page in the backing store.
2.
Find for a free frame
a.
if there exists one use it
b.
else find for a victim using a page replacement algorithm
c.
write the victim into the backing store
d.
modify the page table to reflect a free frame
3.
Bring in the required page into the free frame.
4.
Update the page table to reflect the change.
5.
Restart the process.
When a page fault occurs and no free frame is present, then a swap out and a swap
in occurs. Not always is a swap out necessary. Only a victim that has been modified
needs to be swapped out. If not the frame can be over written by the incoming page. This
will save time required to service a page fault and is implemented by the use of a dirty
bit. Each frame in memory is associated with a dirty bit that is reset when the page is
brought into memory. The bit is set whenever the frame is modified. Therefore the first
choice for a victim is naturally that frame with its dirty bit which is not set.
Page replacement is basic to demand paging. The size of the logical address space
is no longer dependent on the physical memory. Demand paging uses two important
algorithms:




3.11

Page replacement algorithm: When page replacement is necessitated due to
non-availability of frames, the algorithm finds for a victim.
Frame allocation algorithm: In a multiprogramming environment with degree
of multiprogramming equal to n, the algorithm gives the number of frames to
be allocated to a process.

PAGE REPLACEMENT ALGORITHMS

A good page replacement algorithm generates as low a number of page faults as
possible. To evaluate an algorithm, the algorithm is run on a string of memory references
and a count of the number of page faults is recorded. The string is called a reference
string and is generated using either a random number generator or a trace of memory
references in a given system.
Illustration:
Address sequence: 0100, 0432, 0101, 0612, 0102, 0103, 0104, 0101, 0611, 0102, 0103, 0104,
0101, 0610, 0102, 0103, 0104, 0101, 0609, 0102, 0105
Page size: 100 bytes
Reference string: 1 4 1 6 1 6 1 6 1 6 1
The reference in the reference string is obtained by dividing (integer division)
each address reference by the page size. Consecutive occurrences of the same reference
are replaced by a single reference.
To determine the number of page faults for a particular reference string and a
page replacement algorithm, the number of frames available to the process need to be
known. As the number of frames available increases the number of page faults decreases.
In the above illustration, if frames available were 3 then there would be only 3 page
faults, one for each page reference. On the other hand if there were only 1 frame available
then there would be 11 page faults, one for every page reference.
3.11.1

FIFO PAGE REPLACEMENT ALGORITHM

The first-in-first-out page replacement algorithm is the simplest page replacement
algorithm. When a page replacement is required the oldest page in memory is the victim.
Illustration:
Reference string: 7 0 1 2 0 3 0 4 2 3 0 3 2 1 2 0 1 7 0 1
Memory frames: 3
Page faults:
7 7 7 2
2 2 4 4 4 0
0 0
7 7 7
0 0 0
3 3 3 2 2 2
1 1
1 0 0
1 1
1 0 0 0 3 3
3 2
2 2 1
Number of page faults = 15.
The performance of the FIFO algorithm is not always good. The replaced page
may have an initialization module that needs to be executed only once and therefore no
longer needed. On the other hand the page may have a heavily used variable in constant
use. Such a page swapped out will cause a page fault almost immediately to be brought
in. Thus the number of page faults increases and results in slower process execution.
Consider the following reference string:
Reference string: 1 2 3 4 1 2 5 1 2 3 4 5

Memory frames: 1, 2, 3, 4, 5
The chart below gives the number of page faults generated for each of the 1, 2, 3, 4 and 5
memory frames available.

As the number of frames available increases, the number of page faults must decrease.
But the chart above shows 9 page faults when memory frames available are 3 and 10 when
memory frames available are 4. This unexpected result is known as Belady’s anomaly.
Implementation of FIFO algorithm is simple. A FIFO queue can hold pages in
memory with a page at the head of the queue becoming the victim and the page swapped
in joining the queue at the tail.
3.11.2

OPTIMAL ALGORITHM

An optimal page replacement algorithm produces the lowest page fault rate of all
algorithms. The algorithm is to replace the page that will not be used for the longest
period of time to come. Given a fixed number of memory frame by allocation, the
algorithm always guarantees the lowest possible page fault rate and also does not suffer
from Belady’s anomaly.
Illustration:
Reference string: 7 0 1 2 0 3 0 4 2 3 0 3 2 1 2 0 1 7 0 1
Memory frames: 3
Page faults:
7 7 7 2
2
2
2
2
7
0 0 0
0
4
0
0
0
1 1
3
3
3
1
1
Number of page faults = 9.

Ignoring the first three page faults that do occur in all algorithms, the optimal
algorithm is twice as better than the FIFO algorithm for the given string.
But implementation of the optimal page replacement algorithm is difficult since it
requires future a priori knowledge of the reference string. Hence the optimal page
replacement algorithm is more a benchmark algorithm for comparison.
3.11.3

LRU PAGE REPLACEMENT ALGORITHM

The main distinction between FIFO and optimal algorithm is that the FIFO
algorithm uses the time when a page was brought into memory (looks back) where as the
optimal algorithm uses the time when a page is to be used in future (looks ahead). If the
recent past is used as an approximation of the near future, then replace the page that has
not been used for the longest period of time. This is the least recently used (LRU)
algorithm.
Illustration:
Reference string: 7 0 1 2 0 3 0 4 2 3 0 3 2 1 2 0 1 7 0 1
Memory frames: 3
Page faults:
7 7 7 2
2
4 4 4 0
1
1
1
0 0 0
0
0 0 3 3
3
0
0
1 1
3
3 2 2 2
2
2
7
Number of page faults = 12.
The LRU page replacement algorithm with 12 page faults is better than the FIFO
algorithm with 15 faults. The problem is to implement the LRU algorithm. An order for
the frames by time of last use is required. Two options are feasible:
 By use of counters
 By use of stack
In the first option using counters, each page table entry is associated with a
variable to store the time when the page was used. When a reference to the page is made,
the contents of the clock are copied to the variable in the page table for that page. Every
page now has the time of last reference to it. According to the LRU page replacement
algorithm the least recently used page is the page with the smallest value in the variable
associated with the clock. Overheads here include a search for the LRU page and an
update of the variable to hold clock contents each time a memory reference is made.
In the second option a stack is used to keep track of the page numbers. A page
referenced is always put on top of the stack. Therefore the top of the stack is the most
recently used page and the bottom of the stack is the LRU page. Since stack contents in
between need to be changed, the stack is best implemented using a doubly linked list.
Update is a bit expensive because of the number of pointers to be changed, but there is no
necessity to search for a LRU page.

LRU page replacement algorithm does not suffer from Belady’s anomaly. But
both of the above implementations require hardware support since either the clock
variable or the stack must be updated for every memory reference.

3.11.4

LRU APPROXIMATION ALGORITHM’S

Hardware support to implement LRU algorithm is very essential. But when
hardware support provided is partial then an approximation of the LRU algorithm is used.
Many systems provide hardware support in the form of a reference bit. A reference bit is
associated with every page and is set each time a reference to the page is made. The
reference bit gives information about reference to pages. Initially the reference bits for all
pages are reset. As execution proceeds these bits get set as and when references to pages
are made. At an instant there after some of the bits are set and some are not depending on
reference to pages.
3.11.4.1

ADDITIONAL REFERENCE BITS ALGORITHM

Each page can have an additional 8-bit byte to store ordering information. At
regular intervals the operating system shifts the reference bit into the high order bit of the
8-bit byte, shifting the other bits right by 1 bit, discarding the low order bit. History of the
page reference is recorded in this byte. If the byte contains all 0’s then the page has not
been used for the last 8 time periods. If it has all 1’s, then it is used in each of the
previous time periods. A page with the lowest value in the b-bit byte is the LRU page.
Number of bits of history required depends on the hardware available. In the extreme
case it can be 0 bits which is nothing but the use of only a reference bit.
3.11.4.2

SECOND CHANCE ALGORITHM

In this algorithm the reference bit is the only bit to store history. If the reference
bit of a page is not set then that page is a victim for replacement whenever a frame is
required. But if the reference bit is set then that page is given a second chance and next
FIFO page is selected. This page that is given a second chance will not be replaced until
all the other pages have been replaced or given a second chance.
The second chance algorithm is best implemented using a circular queue. A
pointer is maintained to indicate the next page to be replaced. Whenever a page
replacement is necessary the pointer is moved in FIFO order to find a page with its
reference bit not set. As the pointer moves the reference bits which are set are reset thus
giving a second chance to the pages that have their reference bits set. A page used often
keeps its reference bit always set and will never be replaced. If all the reference bits are
set, then the algorithm is the same as FIFO algorithm.
In some cases the dirty bit is combined with the reference bit to form an ordered
pair. The enhanced second chance algorithm uses this pair of values. Given two bits we
have the following four combinations of values:
Reference
Dirty

0
0

0
1

1

0

Neither used recently nor modified, best page as a victim.
Not used recently but modified, If replaced a swap out needed.

Recently used but not modified, can be a better victim than the
previous.
1
1
Recently used and also modified, if replaced a swap out
necessary
Replacement is done by examining pages belonging to lower classes. In this
algorithm pages that have been modified are given preference sine a swap out of these
pages needs an I/O.
3.12

ALLOCATION OF FRAMES

The number of frames a process can use has to be determined. In a single user
system the entire set of frames is available to the user. Only when all the available frames
are exhausted, a page replacement algorithm will be used to bring in a page. The free
frame list has the list of free frames from which allocation can be made.
The problem is difficult in a multiprogramming environment with demand paging
because there are more than one user processes in memory at the same time. The
maximum number of frames that can be allocated is equal to the maximum number of
frames available. The minimum number of frames that can be allocated is less than this
maximum. The number of frames allocated to a process determines the number of page
faults. Lesser the number of allocated frames, more the number of page faults and slower
is the execution.
The minimum number of frames that can be allocated to a process is dictated by
the system architecture, more precisely by the instruction set architecture. Whenever a
page fault occurs during instruction execution, the instruction has to be re-executed.
Therefore the minimum number of frames allocated must be enough to hold all pages that
any single instruction can reference.
For example, instructions having only one memory address will require at least 2
frames- one for the instruction and one for the memory reference. In addition if one level
of indirection is allowed then at least 3 frames will be required.
The minimum number of frames is defined by the system architecture where as
the maximum is dependent on the total number of frames available in physical memory.
An appropriate choice is some where between these limits.
In a multiprogramming environment n processes are in memory. Thus m frames
are to allocated among n processes where m is the maximum number of free frames
available in physical memory. The easiest way is to allocate m frames among n processes
is an equal allocation scheme where each process gets m / n frames for use. A better
allocation will make use of the need for frames by processes while making allocation. A
proportional allocation scheme allocates frames to processes as a proportion of some
property say memory requirement or priority. If memory required be processes is
considered, then number of frames allocated to processes is proportional to the size of the
process. If S is the total memory requirement of the n processes, then (si / S) x m rounded
to the next integer will be number of frames allocated to a process Pi.

In either of the two schemes, increase in the degree of multiprogramming will
decrease the number of frames allocated to a process. When the degree of
multiprogramming decreases with processes terminating after execution the free frames
could be spread out over the remaining processes.
Page replacement algorithms can be classified into global and local replacement
algorithms. Global replacement allows a process to select a frame for replacement from
the set all frames even though victim frame is allocated to another process where as local
replacement requires processes to select a frame for replacement only from its own set of
allocated frames. With global replacement number of frames allocated to a process
change with process stealing frames from other processes thus trying to increase the
number of frames allocated to it. But with local replacement number of frames allocated
to a process is static and does not change.
With global replacement algorithm page fault rates associated with processes are
not dependent on the process alone but also on other processes. This is not the case with
local replacement where the process alone is responsible for its paging activity. It has
been seen that global replacement results in better system through put by making
available to processes that need more frames from those that need less.
3.13

THRASHING

When a process does not have enough frames or when a process is executing with
a minimum set of frames allocated to it which are in active use, there is always a
possibility that the process will page fault quickly. The page in active use becomes a
victim and hence page faults will occur again and again and again. In this case a process
spends more time in paging than executing. This high paging activity is called thrashing.
3.13.1

CAUSE FOR THRASHING

The operating system closely monitors CPU utilization. When CPU utilization
drops below a certain threshold, the operating system increases the degree of
multiprogramming by bringing in a new process to increase CPU utilization. Let a global
page replacement policy be followed. A process requiring more frames for execution
page faults and steals frames from other processes which are using those frames. This
causes the other processes also to page fault. Paging activity increases with longer queues
at the paging device but CPU utilization drops. Since CPU utilization drops, the job
scheduler increases the degree of multiprogramming by bringing in a new process. This
only increases paging activity to further decrease CPU utilization. This cycle continues.
Thrashing has set in and through put drastically drops. This is illustrated in the figure
below (Figure 3.12):

Figure 3.12: Thrashing

When a local page replacement policy is used instead of a global policy, thrashing is
limited to a process only.
To prevent thrashing, a process must be provided as many frames as it needs. A workingset strategy determines how many frames a process is actually using by defining what is known as
a locality model of process execution.
The locality model states that as a process executes it moves from one locality to another
where a locality is a set of active pages used together. These localities are strictly not distinct and
overlap. For example, a subroutine call defines a locality by itself where memory references are
made to instructions and variables in the subroutine. A return from the subroutine shifts the locality
with instructions and variables of the subroutine no longer in active use. So localities in a process
are defined by the structure of the process and the data structures used there in. The locality
model states that all programs exhibit this basic memory reference structure.
Allocation of frames enough to hold pages in the current locality will cause faults for pages
in this locality until all the required pages are in memory. The process will then not page fault until it
changes locality. If allocated frames are less than those required in the current locality than
thrashing occurs because the process is not able to keep in memory actively used pages.
3.13.2

WORKING SET MODEL

The working set model is based on the locality model. A working set window is
defined. It is a parameter ∆ that maintains the most recent ∆ page references. This set of
most recent ∆ page references is called the working set. An active page always finds itself
in the working set. Similarly a page not used will drop off the working set ∆ time units
after its last reference. Thus the working set is an approximation of the program’s
locality.
Illustration:
Pages referenced:
…. 2 6 1 5 7 7 7 7 5 1 6 2 3 4 1 2 3 4 4 4 3 4 3 4 4 4 1 3 2 3 4 4 4 3 4 4 4 ….

∆ = {1,2,5,6,7}

∆ = {3,4}
t1

∆ = {2,3,4}
t2

t3

If ∆ = 10 memory references then a working set {1,2,5,6,7} at t1 has changed to
{3,4} at t2 and {2,3,4} at t3. The size of the parameter ∆ defines the working set. If too
small it does not consist of the entire locality. If it is too big then it will consist of
overlapping localities.
Let WSSi be the working set for a process Pi. Then D = ∑ WSSi will be the total
demand for frames from all processes in memory. If total demand is greater than total
available that is D>m then thrashing has set in.
The operating system thus monitors the working set of each process and allocates
to that process enough frames equal to its working set size. If free frames are still
available then degree of multiprogramming can be increased. If at any instant D>m then
the operating system swaps out a process to decrease the degree of multiprogramming so
that released frames could be allocated to other processes. The suspended process is
brought in later and restarted.
The working set window is a moving window. Each memory reference appears at
one end of the window while an older reference drops off at the other end.
The working set model prevents thrashing while the degree of multiprogramming
is kept as high as possible there by increasing CPU utilization.
3.13.3

PAGE FAULT FREQUENCY

One other way of controlling thrashing is by making use of the frequency of page
faults. This page fault frequency (PPF) strategy is a more direct approach.
When thrashing has set in page fault is high. This means to say that a process
needs more frames. If page fault rate is low, the process may have more than necessary
frames to execute. So upper and lower bounds on page faults can be defined. If the page
fault rate exceeds the upper bound, then another frame is allocated to the process. If it
falls below the lower bound then a frame already allocated can be removed. Thus
monitoring the page fault rate helps prevent thrashing.
As in the working set strategy, some process may have to be suspended only to be
restarted later if page fault rate is high and no free frames are available so that the
released frames can be distributed among existing processes requiring more frames.
3.14 SOME OTHER CONSIDERATIONS FOR SELECTION OF REPLACEMENT
ALGORITHM AND ALLOCATION POLICY
A good paging system depends on the page replacement algorithm used and the frame
allocation policy followed. Some other considerations for selection of replacement
algorithm and allocation policy are pre-paging, page size, program structure, I/O inter
locks and many more. Discussed below are the two important policies of pre-paging and
page size.

3.14.1 PRE-PAGING
In a pure demand paging system, a number of page faults occur when a process
starts execution. This is because the process tries to bring into memory all pages
referenced in the initial locality. The same occurs when a process swapped out has to be
restarted. Pre-paging is an attempt to prevent this large number of page faults that occur
initially to bring in all pages that are required in a given locality. The working set is a
good approximation of the program’s locality. So pages required in the working set need
to be in memory when the process initially starts or when it resumes after an I/O thus
preventing initial page faults.
The cost of pre-paging has to be weighed against the cost of servicing page faults.
If s is the number of pages pre-paged and  is a fraction of s that will actually be used,
then pre paging is advantageous only if  is very close to one.
3.14.2 PAGE SIZE
Many factors decide the page size. The size of a page is typically a power of 2.
The selection of a power of 2 as the page size makes address translation from a logical
address to a physical address easy.
Page size is defined by the hardware and is dependent on the system architecture.
Page sizes generally range from 29 to 214 bytes.
For a given logical memory space decreasing page size increases the number of
pages and hence the size of the page table. If an inverted page table is not used then each
process must have its own page table. In such a case it is desirable to have large page size
so that size of the page table is small.
Memory is better utilized when the page size is small. The total memory required
by a process is not an exact multiple of page size. Because of this there is always some
amount of internal fragmentation present in the last page of the process. On an average
half of the last page is lost due to internal fragmentation. If this is the case, smaller the
page size lesser is the amount of internal fragmentation.
The time required for reading or writing a page is also a consideration for page
size. I/O time is composed of seek time, latency time and transfer time. Out of these the
transfer time is proportional to the amount of information transfer or the page size.
Smaller the page size lesser is the transfer time. Therefore page size need be small. But
seek and latency times are very large when compared to transfer time. Infact transfer time
forms only about 1% of the total I/O time. Then if the page size is doubled the increase in
I/O time is very marginal and therefore minimizes I/O time. Thus page sizes should be
large.
Smaller the page size, locality will be improved. Also pre-paging based on
working set will be advantageous, as a greater fraction of pages pre-paged will be active.
So smaller page size will result is less I/O and less allocated memory.
Smaller page size generates more page faults. To minimize the number of page
faults the page size should be large. But this will result in more internal fragmentation.
Choosing the best page size is not straightforward. Factors such as internal
fragmentation and locality of reference argue for a small page size where as table size,

I/O times and page faults argue for a large page size. It is a compromise among so many
factors. Some systems therefore allow for the use of different page sizes.
3.15

SUMMARY

In this chapter we have studied a technique called virtual memory that creates an
illusion for the user that he has a large memory at his disposal. But in reality, only a
limited amount of main memory is available and that too is shared amongst several users.
We have also studied demand paging which is the main concept needed to implement
virtual memory. Demand paging brought in the need for page replacements if required
pages are not in memory for execution. Different page replacement algorithms were
studied. Thrashing, its cause and ways of controlling it were also addressed.
3.16

EXERCISE
1.

3.17

What is virtual memory? Distinguish between logical address and physical
address.
2.
Explain demand paging virtual memory system.
3.
Describe how a page fault occurs. What action does the operating system
take when a page fault occurs?
4.
Explain Belady’s anomaly with the help of FIFO page replacement
algorithm.
5.
Consider the following sequence of memory references from a 460 word
program:
10, 11, 104, 170, 73, 309, 185, 245, 246, 434, 458, 364.
Give the reference string assuming a page size of 100 words.
Find the total number of page faults using LRU and FIFO page
replacement algorithms. Assume a page size of 100 words and main
memory divided into 3 page frames.
6.
What is thrashing and what is its cause?
7.
What do we understand by locality of reference? How does the working
set model approximate it?
8.
What is the role of page size in a paging environment?
ACTIVITY

Find out if paging is implemented in the operating systems noted. If so is demand
paging used and what are the algorithms for page replacement? What are the mechanisms
used to control thrashing.

3.18

Virtual memory using paging

In last post in this section, basics of virtual memory were discussed. In this post,
we will understand how actually it is implemented in operating system and hardware
using paging. As in said earlier there are two methods with which virtual memory is
implemented: Demand paging and segmentation. Focus of this post is to discuss demand
paging.
3.18.1

What is demand paging?
It is concept where the entire process in not brought into the memory but is
divided into number of pages, and only relevant pages which are required for execution
of instructions at that time are brought in main memory. Rest all pages reside at disk and
as and when they are required by process, are swapped in from disk. Since pages are
brought in on demand, it’s called demand paging.
As we know logical address space of a process can be bigger than the real physical
memory, there might be scenarios when the required address page is not in the main
memory and hence swap in and out are required. Let’s understand the paging and demand
paging using a simple example.
A process which has logical address space of 128 bytes. (ridiculously small, but good for
an example) and page size of process is 16 bytes, so there are total of 8 pages as shown in
figure below.

Now, the main memory has only 64 bytes of memory and page size is same as 16 byte.
At a time only four pages can reside in main memory. Mapping of four pages of the
process is shown below. Rest four pages are put on to disk. Initial arrangement is as
shown below
pages are put on to disk. Initial arrangement is as shown below

How many bytes are required to represent logical address space of process of 128 bytes?
7 bits right.
If there are 8 pages then 3 bits are required to identify the page and rest 4 bits can
identify the offset in that page raging from 0 to 16 bytes.3 bits give us virtual page
number called as VPN and last 4 bits are offset.

How do system translates VPN into physical page also called as Physical Frame
Number?
There is a special per process data structure which stores this translation information
which is called as page table. Page table is keyed on VPN and stores the corresponding
PFN on to main memory.
One the PFN is found from this table offset is added to that PFN and the required address
is accessed from the memory. For the above initial state, page table entries will be like
this Translation happens like this. In real world there are multiple hierarchies of page
tables like page directory and then that points to page table and then the offset. For
simplicity, those details are skipped here.

Let’s take an example : Process wants to access address “34”. Binary representation of
“34” is “0100010″ . In this VPN bits are 010 which is 2. Process looks in page table
corresponding to VPN , PFN is 2 and get PFN as 3 in binary “011” which is added to the
offset which is “0010”, So the final address accessed on physical memory will be
“0110010” which is address number “50”.
There is a catch here. As mentioned earlier, the PFN given by page table may not be in
the memory. In this case page fault is generated and operating system brings in the
required page from disk to memory and instruction is restarted.
What if the main memory is already full when page fault occurs? Operating system needs
to swap out one of the page to disk to make room for new page. How does operating
system decides which page to move out? There are various page replacement algorithms
like first in first out, round robin, least recently used, these paging algorithms will be
discussed in detail in next post.
The entire process is depicted by figure below.

There are some special bits which are stored in page table along with the PFN for a VPN.
These bits are useful to operating system while deciding on action to be taken for
particular page. bits are as follows:
1. Invalid bit /Present bit : This bit means that page is not valid and moved out the
memory.
2. Dirty bit: If this bit is set that means page has been written by some other process
and this is not the latest copy of the page.
3. Read/Write bit : It indicated the access right of process on this page.
4. Accessed bit : This indicate that page is accessed since it is in the memory. This
helps in page replacement algorithms like least recently used page replacement
algorithm.
It is not that every time a process requires a page from memory, it has to read it from
memory. There is a concept called as caching, In caching, operating system store some of
the pages into faster accessible memory called as cache. Caching works on principle of
locality, that means if the process has requested an address, it is more likely that it will
access a near by address in next few instruction. So why not cache that page and made it
fast accessible, Process first checks the cache in order to fetch the page, then if page is
not found in cache then it goes to main memory. This is called as cache miss. Again size

of cache is much smaller than main memory and page replacement algorithms need to
applied here too.
There are various kind of caches which can be employed for this purpose, details of this
later.
This is how virtual memory is implemented using paging, please write in comment if I
missed something or something is wrong.

3.19

Cache and cache mapping techniques

Cache is small fast memory which stores some block of data being used by
process. The block of data can be something which is recently used or something which
is close to what was recently accessed.
Why do we need caches at all? There is a huge difference between processing
speed of processors and memories which are usually DRAM. So, if it takes more time to
fetch instruction or data from memory, overall throughput of machine goes down. That’s
why we need faster DRAM memories which have considerably less latency in fetching
instruction or data which sit between processor and main memory to speed things
up. SRAM chips are faster since they do not have to refresh its contents. Then why not
have main memory as fast as cache? It is because SRAM are very expensive and power
consuming, so their size beyond a point is not affordable.

Figure 3.19: Look Aside Cache

With the advent of changes in processor technologies and memory chips, level of caches
has gone up from 1 to 2 to 3. Multiple levels can be there between processor and memory
as shown in figure.
Before discussing this cache model, lets define some of the common terms used when
talking about cache.
3.19.1
Cache Hits
When the cache contains the information requested, the transaction is said to be a cache
hit.

3.19.2
Cache Miss
When the cache does not contain the information requested, the transaction is said to be a
cache miss.
3.19.3
Cache Consistency
Since cache is a photo or copy of a small piece main memory, it is important that the
cache always reflects what is in main memory. Some common terms used to describe the
process of maintaining cache consistency are:
3.19.3.1
Snoop
When a cache is watching the address lines for transaction, this is called a snoop. This
function allows the cache to see if any transactions are accessing memory it contains
within itself.
3.19.3.2
Snarf
When a cache takes the information from the data lines, the cache is said to have snarfed
the data. This function allows the cache to be updated and maintain consistency.
Snoop and snarf are the mechanisms the cache uses to maintain consistency. Two other
terms are commonly used to describe the inconsistencies in the cache data, these terms
are:
3.19.3.3
Dirty Data
When data is modified within cache but not modified in main memory,
the data in the cache is called “dirty data.”
3.19.3.4
Stale Data
When data is modified within main memory but not modified in cache,the data in the
cache is called stale data.
Now that we have some names for cache functions lets see how caches are designed and
how this effects their function.
3.20. Cache Architecture
Caches have two characteristics , a read architecture and a write policy. The read
architecture may be either “Look Aside” or “Look Through.” The write policy may be
either “Write-Back” or “Write-Through.” Both types of read architectures may have
either type of write policy, depending on the design. Write policies will be described in
more detail in the next section. Lets examine the read architecture now.
3.20.1
Look Aside

Figure 3.20: Look Aside Cache
Figure 2-2 shows a simple diagram of the “look aside “cache architecture. In this
diagram, main memory is located opposite the system interface. The discerning feature of
this cache unit is that it sits in parallel with main memory. It is important to notice that
both the main memory and the cache see a bus cycle at the same time. Hence the name
“look aside.”
3.20.1.1
Look Aside Cache Example
When the processor starts a read cycle, the cache checks to see if that address is a cache
hit.
HIT:
If the cache contains the memory location, then the cache will respond to the read cycle
and terminate the bus cycle.
MISS:
If the cache does not contain the memory location, then main memory will respond to the
processor and terminate the bus cycle. The cache will snarf the data, so next time the
processor requests this data it will be a cache hit.
Look aside caches are less complex, which makes them less expensive. This architecture
also provides better response to a cache miss since both the DRAM and the cache see the
bus cycle at the same time. The draw back is the processor cannot access cache while
another bus master is accessing main memory.
3.20.1.2

Read Architecture: Look Through

Figure 3.21: Look Through Cache
Figure 2-3 shows a simple diagram of cache architecture. Again, main memory is located
opposite the system interface. The discerning feature of this cache unit is that it sits
between the processor and main memory. It is important to notice that cache sees the
processors bus cycle before allowing it to pass on to the system bus.
3.20.1.3
Look Through Read Cycle Example
When the processor starts a memory access, the cache checks to see if that address is a
cache hit.
HIT:
The cache responds to the processor’s request without starting an access to main memory.
MISS:
The cache passes the bus cycle onto the system bus. Main memory then responds to the
processors request. Cache snarfs the data so that next time the processor requests this
data, it will be a cache hit.
This architecture allows the processor to run out of cache while another bus master is
accessing main memory, since the processor is isolated from the rest of the system.
However, this cache architecture is more complex because it must be able to control
accesses to the rest of the system. The increase in complexity increases the cost. Another
down side is that memory accesses on cache misses are slower because main memory is
not accessed until after the cache is checked. This is not an issue if the cache has a high
hit rate and their are other bus masters.
3.20.2
Write Policy
A write policy determines how the cache deals with a write cycle. The two common write
policies are Write-Back and Write-Through.
In Write-Back policy, the cache acts like a buffer. That is, when the processor starts a
write cycle the cache receives the data and terminates the cycle. The cache then writes the
data back to main memory when the system bus is available. This method provides the
greatest performance by allowing the processor to continue its tasks while main memory

is updated at a later time. However, controlling writes to main memory increase the
cache’s complexity and cost.
The second method is the Write-Through policy. As the name implies, the processor
writes through the cache to main memory. The cache may update its contents, however
the write cycle does not end until the data is stored into main memory. This method is
less complex and therefore less expensive to implement. The performance with a WriteThrough policy is lower since the processor must wait for main memory to accept the
data.
3.20.3
Cache Components
The cache sub-system can be divided into three functional blocks: SRAM, Tag RAM,
and the
Cache Controller. In actual designs, these blocks may be implemented by multiple chips
or all
may be combined into a single chip.
3.20.3.1
SRAM
Static Random Access Memory (SRAM) is the memory block which holds the data. The
size of the SRAM determines the size of the cache.
3.20.3.2
Tag RAM
Tag RAM (TRAM) is a small piece of SRAM that stores the addresses of the data that is
stored in the SRAM.
3.20.3.3
Cache Controller
The cache controller is the brains behind the cache. Its responsibilities include:
performing the snoops and snarfs, updating the SRAM and TRAM and implementing the
write policy. The cache controller is also responsible for determining if memory request
is cacheable2 and if a request is a cache hit or miss. Caches
are
transparent
to
programmers, it means that programmer does not have to worry about cache strategy
while coding however, sometimes keeping in mind cache while programming may give
tremendous performance benefits. Programmers are kept oblivious to cache to shield
them from the micro instruction of CPU which usually change. Also cache
implementations vary even in same processor, so it will be difficult to write general
purpose code. Size of cache limits the scalability of program.

Figure 3.22:Comparison of size and the latency of caches is as shown in figure in right
What are cache operation? Whenever a process asks for a data, it is first checked into L1
cache, if found, good, else the next level cache L2 and then the next L3. If the data is not
found in any of the cache, main memory is accessed and data is brought in, So there are
two cases whenever process looks for data in cache:
1. Cache Hit: It is the condition when data required by process is present in cache.
2. Cache Miss: This condition occurs when the data required by process is not there is
cache and main memory is accessed.

By caching, operating systems want to minimize delay to fetch next data or instruction
once an instruction has been fetched, Cache mechanisms use principle of locality to bring
in data which is they feel may be accessed next based on currently accessed data and
bring that into cache so that they can be accessed faster.
Temporal locality: This means that the data which is used recently may be used again in
near future.
Spatial locality: It means that data near to current accessed data may be accessed in near
future.
Now one question arises what happens when a process accesses a data, find it in cache
and want to modify that data? In this case there are three cases:

1. Data is written on to cache and all the lower level of memories till main memory. This
approach is called as write through. All the caches and main memory are in consistent
state.
2. Data is accessed, modified at the main memory but not updated in cache, This is called as
write around approach.
3. Last is when data is just written back to cache but main memory is not updated, This is
called as copy back.
Now let’s see how cache is mapped to memory. There are different ways and we will
discuss each one in detail. Before understand that cache is line is nothing but a block of
data which is accessed together and mapped to a block of main memory. Each line has a
tag (usually high order bits in cache line address) which identifies which memory address
it is mapped to.
Directly mapped cache is where each memory address in main memory is mapped to
each line in cache. Simplest to implement, but size of cache is huge in this case.
Fully associative where any address in memory can be mapped to any cache line,
however very complex to implement.
Set associative mapping provides intermediate implementation of these two.


Direct map cache

Figure 3.23: Direct Mapped
Direct Mapped cache is also referred to as 1-Way set associative cache. Figure 2-6 shows
a diagram of a direct map scheme. In this scheme, main memory is divided into cache
pages.

The size of each page is equal to the size of the cache. Unlike the fully associative cache,
the direct map cache may only store a specific line of memory within the same line of
cache. For example, Line 0 of any page in memory must be stored in Line 0 of cache
memory. Therefore if Line 0 of Page 0 is stored within the cache and Line 0 of page 1 is
requested, then Line 0 of Page 0 will be replaced with Line 0 of Page 1. This scheme
directly maps a memory line into an equivalent cache line, hence the name Direct
Mapped cache.
A Direct Mapped cache scheme is the least complex of all three caching schemes. Direct
Mapped cache only requires that the current requested address be compared with only
one cache address. Since this implementation is less complex, it is far less expensive than
the other caching schemes. The disadvantage is that Direct Mapped cache is far less
flexible making the performance much lower, especially when jumping between cache
pages.
Consider a cache of 128 blocks and 16 words each. In this scheme each address j in

memory is mapped to j modulo 128 cache line. How do we map a memory of 64 KB
divided into let’s say 4096 bytes blocks? In this case, block number 0,128,256….3096
will map to same block number in cache,
Number of bits required for addressing 64 KB will be 16 bits. To represent 16 words in
cache line we need 4 bits. To address 128 cache lines, 7 bits are used. Rest 5 bits are used
to mark as tag.
How to identify that memory block is present in cache? Let’s taken an example: address
to be accessed in 43029, in binary representation being: 10101 0000001 0101.
In this tag is 5, block is 1 and word 5. So if at cache block 1 has tag 5 then the address is
present in cache else it is a miss.

Only drawback is that more than one memory address may be mapped to same cache
line. For example in above example if address with block 0 and 128 are accessed
together, there will be cache miss every time and hence decreasing the performance.


Associative map cache

Figure3.24: Fully-Associative Cache
The first cache organization to be discussed is Fully-Associative cache. Figure 2-5 shows a
diagram of a Fully Associative cache. This organizational scheme allows any line in main
memory to be stored at any location in the cache. Fully-Associative cache does not use cache
pages, only lines. Main memory and cache memory are both divided into lines of equal size.
For example Figure 2-5 shows that Line 1 of main memory is stored in Line 0 of cache.
However this is not the only possibility, Line 1 could have been stored anywhere within the
cache. Any cache line may store any memory line, hence the name, Fully Associative.
A Fully Associative scheme provides the best performance because any memory location can
be stored at any cache location. The disadvantage is the complexity of implementing this
scheme. The complexity comes from having to determine if the requested data is present in
cache. In order to meet the timing requirements, the current address must be compared with
all the addresses present in the TRAM. This requires a very large number of comparators that
increase the complexity and cost of implementing large caches. Therefore, this type of cache
is usually only used for small caches, typically less than 4K.
In associative cache mapping, any block of memory can be placed anywhere in cache as
opposed to fixed positions in direct map cache where location is defined by the memory
address bits. Every cache line is give a tag and when processor wants to access any memory,
it checks all the tags in cache and see if that memory is present in cache. As the

general intuition, this will slow down the memory access, but since all tags are checked in
parallel using special circuitry, this is not a very expensive operation.

The last log(size of cache line) bits define the word number to be accessed from cache.
To map 64KB memory of each 16 words each in 128 block memory of 16 words each, we
need 16 bits address, last 4 bits (log(16)) will give words address while most significant 12
bits will give tag.


Set associative cache map

Figure 3.25:Way Set Associative
A Set-Associative cache scheme is a combination of Fully-Associative and Direct
Mapped caching schemes. A set-associate scheme works by dividing the cache SRAM
into equal sections (2 or 4 sections typically) called cache ways. The cache page size is
equal to the size of the cache way. Each cache way is treated like a small direct mapped
cache. To make the explanation clearer, lets look at a specific example. Figure 2-7 shows
a diagram of a 2-Way Set Associate cache scheme. In this scheme, two lines of memory
may be stored at any time. This helps to reduce the number of times the cache line data is
written-over?
This scheme is less complex than a Fully-Associative cache because the number of
comparitors is equal to the number of cache ways. A 2-Way Set-Associate cache only
requires two comparitors making this scheme less expensive than a fully-associative
scheme.
To avoid checking every tag to be examine, there is another mapping technique called as
set associative map cache. Set associative cache mechanism

is mixture of direct map and associative map. In this mechanism, cache lines are clubbed
together in sets, size of set may vary from two lines to 16 lines per set. To identify which
set stores a memory address, some bits are reserved in address.
When processor wants to access a memory address, it first looks at set bits, goes to that
set in cache and checks all the tags which are present in that tag. calculation of various
parameters are is like Mapping from memory address to cache line is shown in figure
below right:

Translation look-aside buffers
Translation of virtual or logical address to physical address takes a significant processing
time in virtual memory. Every time process accesses a page, page table has to be referred.
This adds to delay. Solution for this is having a cache for page table too. This cache is
known as translation look-aside buffer commonly known as TLB.
Process first refers to TLB whenever a page has to be accessed. If the physical address of
page is available in TLB, no need to access page table and do all translation, directly
physical address is taken and page is accessed. Whenever, a page is moved out of main

memory, its reference from TLB will also be removed. We will discuss this concept in
detail, but since it also relates to cache, hence I mentioned summary here.
Next post we will discuss various replacement techniques for cache and in general
memory. Please leave your views, suggestions or any improvement in content in
comments.
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4.0 OBJECTIVES

Bits, Bytes, Data and Information
A bit is a short term for binary digit and the smallest unit of information (in computer
term). Usually, a bit is a value represented by zero (0) or one (1). Other representations of
bit is True, Yes, or On as equivalent to 1; and False, No, or Off as an equivalent to 0. A
byte is a grouping of 8 bits. A single letter, number, or special symbol is made up of 8
bits which in turn equivalent to one byte. In other words, one character consumed one
byte of storage capacity. So a diskette that has 1.2 Mb (Megabytes) of storage capacity
(density) can hold approximately 1,200,000 characters since the word Mega is an
engineering term which is equivalent to 1,000,000 (one million). Well, you have to
include the space or spaces between words because a space is considered as one
character.
Technically and in reality, 1 MB is more than 1,000,000 since 1KB (kilobytes) is exactly
equivalent to 1024 bytes. Kilo is an engineering term which means 1,000. The 1024 is a
resulting computed value of 210 (base 2 exponent 10), since computer operation is using a
binary-based number system. This number system denotes all numbers with
combinations of two digits only : 0 and 1.
The term information has many meanings. We only consider the definitions that are
applicable to computer usage. Information can be applied to anything that can be
communicated through any form of media. In computer application, information is
usually called the end-product of the input data, while data is considered the raw
materials to be processed by the computer in order to produce meaningful and useful
information.
For example, in a computerized enrollment system, the data are the names, student
numbers, subjects enrolled, and number of units taken. When the computer processed

these data, it produces the information: the registration form that contains the list of
subjects with its corresponding units, the different fees to be paid, such as miscellaneous
fees, library fees, and laboratory fees. From the registration form, you would know how
much tuition you have to pay, what room you are assigned and how much you would pay
for the next payment period such as on midterm exam or final exam. These information
are helpful to you for your budgeting tasks, otherwise you wouldn’t know exactly how
much you spend for leisure and fun without sacrificing your budget for the tuition fee. In
short, information can help us to decide effectively. This is also applicable to other
computerized business application systems. They are designed and constructed to help
managers and executives to decide and manage effectively.
Information Technology (IT) is truly an indispensable tool that aids our decision-making
process.
Friends, after studying this you will be able to explain various number systems. The main
features of this chapter are as follows
 Non Positional Number System
 Positional Number System
 Number Systems
 Conversion
 Shortcut Methods

4.1 INTRODUCTION
We saw in the previous chapter that a computer stores data internally in a format that is
not easily readable by human beings. This is the reason why input and output (I/O)
interfaces are required. Every computer stores numbers, letters, and other special
characters in coded form. Before going into the details of these codes, it is essential to
have basic understanding of number system. Hence, this chapter familiarizes you with the
fundamentals of number system. It also introduces some commonly used number system
by computer professionals and relationship among them. Number systems are two types –
non-positional and positional.
4.2 NON POSITIONAL NUMBER SYSTEM
In early days, human beings counted on fingers. When counting beyond ten fingers,they
used stones , pebbles, or sticks to indicate values. This method of a counting uses an
additive approach or non-positional number system. IN this system, we have symbols
such as I for 1, II for 2, III for 3, IIII for 4, IIIII for 5, etc. Each symbol represents the
same value regardless of its position in a number, and to find the value of a number, one
has to count the number of symbols present in the number. Since it is very difficult to
perform arithmetic with such a number system, positional number system was developed.
4.3 POSITIONAL NUMBER SYSTEM
In a positional number system, there are only a few symbols called digits. These symbols
represent different values, depending on the position they occupy in a number. The value
of each digit in such a number is determined by three considerations.
1. The digit itself,
2. The position of the digit in the number, and

3. The base of the number system (where base is defined as the total number of digits
available in the number system).
In our day-to-day life, we use decimal number system. In this system, base is equal to 10
because there are altogether ten symbols or digit (0,1,2,3,4,5,6,7,8, and 9).
You know that in decimal number system. Successive positions to the left of the decimal point
represent units, tens, hundreds, thousands, etc. However, notice that each position represents a
specific power of the base (10). For example, decimal number 2586 (written as 2586) consists of
digit 6 in units position, 8 in tens position, 5 in hundreds position, and 2 in thousands position, and
its value can be written as:

(2 × 10 ) + (5 × 10 ) + (8 × 10 ) + (6 × 10 ) = 2000 + 500 + 80 + 6 = 2586
Observe that the same digit signifies different values, depending on the position it occupies in the
number. For example,

In
In
In
In

2586
2586
2586
6258

the digit 6 signifies 6 × 10
the digit 6 signifies 6 × 10
the digit 6 signifies 6 × 10
the digit 6 signifies 6 × 10

=6
= 60
= 600
= 6000

Hence, we can represent any number by using the available digits and arranging them in
various positions. The principles that apply to decimal number system, also apply to any
other positional number system. It is important to keep track of only the base of the
number system in which we are working. The value of the base in all positional number
systems suggests the following characteristics:
1. The value of the base determines the total number of different symbols or digits
available in the number system. The first of these choices is always zero.
2. The maximum value of a single digit is always equal to one less than the value of the
base.
4.3.1 Binary Number System
Data is represented within the computer as a sequence of bits (which is called binary
code) and is processed using the laws of binary number arithmetic. Computers can
understand only the binary number system. The binary system has only two digits 0 and
1. Computers use binary system because the electrical devices can understand only ‘on’
(1) or ‘off’ (0) states. Also electrical and magnetic storage devices having two stable
states that are simple to construct. Though these elementary devices could be combined
to handle numbers with large bases, they are less efficient than two state devices and are
too complicated and costly. Binary numbers can be constructed just like decimal numbers
except that the base is 2 instead of 10.
We can use only two symbols or digits (0 and 1) in this number system. Note that the
largest single digit is 1 (one less than the base). Each position in binary number
represents a power of the base (2). Hence, in this system, the rightmost position is units
(20) position, the second position from the rights 2’s (2 ) position, and proceeding in this
way, we have 4’s (2 ) position, 8’s (2 ) position, 16’s (2 ) position, and so on.
Therefore, decimal equivalent of binary number 10101 (written as 10101 ) is :
(1 × 2 ) + (0 × 2 ) + (1 × 2 ) + (0 × 2 ) + (1 × 2 ) = 16 + 0 + 4 + 0 + 1 = 21

In order to be specific about which system we are referring to, it is a common practice to
indicate the base as a subscript. Hence, we write”
10101 = 21
The sort form of “binary digit” is bit. Hence, “bit” in computer terminology means either
a 0 or1.
An n-bit number is binary number consisting of ‘n’ bits. Below table lists all 3-bits
numbers along with number can have not one of the 8 values in range 0 to 7. In fact, any
decimal number in the range 0 to 2n-1 can be represented in binary form as an n-bit
number.
Binary Decimal equivalent
000
0
001
1
010
2
011
3
100
4
101
5
110
6
111
7
Table No 4.1 3-bit numbers with their decimal values.
Every computer stores numbers, letters, and other special characters in binary form.
There are several occasions when computer professionals need to know the raw data
contained in a computer’s memory. A commonly used way to doing this is to print
memory contents on a printer. This printout is called a memory dump. Memory dumps,
which are in binary numbers, would have many pages of 0s and 1s. Working with these
numbers would be very difficult and error prone for computer professionals. Hence, two
number systems – octal and hexadecimal, are often used as shortcut notations for binary.
For converting binary number into decimal, the following rules have to be adopted:
1. Multiply the right most bit by 1.
2. Going right to left, multiply each succeeding bit by twice the factor used with the
previous bit.
3. Add the products according to the usual rules of decimal addition.
These number systems and their relationship with binary number system are explained
below.

Conversion from Decimal to Binary
Converting decimal number to binary is slightly difficult than converting binary to
decimal. Normally a division procedure is used which has the following rules :
1. Divide the decimal number by 2, save remainder.
2. If the quotient is 0, proceed to step 3, if the quotient is not 0, replace the number with
quotient and repeat step1.
3. The binary representation of the decimal number is the remainders starting with the
first remainder at the right.

4.3.2 Octal Number System
In octal number system, the base is 8. Hence, there are only eight symbols or digits:
0,1,2,3,4,5,6, and 7 (8 and 9 do not exist in this system). The largest single digit is 7 (one
less than the base 8). Each position in an octal number represents a power of the base (8).
Therefore, decimal equivalent of octal number 2057 (written as 2057) is:
(2 × 8 ) + (0 × 8 ) + (5 × 8 ) + (2 × 8 ) = 1024 + 0 + 40 + 7 = 1071
Observe that since there are only 8 digits in octal number system, 3 bits (2 = 8) are
sufficient to represent any number in binary.
4.3.2 Hexadecimal Number System
In hexadecimal number system, the base is 16. Hence, there are 16 symbols or digits. The
first 10 digits are the same digits of decimal number system – 0, 1, 2,3,4,5,6,7,8, and 9.
The remaining six digits are denoted by the symbols A,B,C,D,E, and F, representing
decimal values 10,11,12,13,14 and 15, respectively. Hence, the largest single digit is F or
15 (one less than the base 16). Each position in hexadecimal number system represents a
power of the base (16). Therefore, decimal equivalent of hexadecimal number 1 AF
(written as 1AF16) is
(1 × 16 ) + ( × 16 ) + ( × 16 ) = (1 × 256) + (10 × 16) + (15 × 1)
= 256 + 160 + 15 = 431
Hence, 1
= 431
Observe that since there are only 16 digits in hexadecimal number 4 bits (2 = 16) are
sufficient to represent any hexadecimal number in binary.
4.4 CONVERSION
Numbers expressed in decimal number system are much more meaningful to us, than are
numbers expressed in any other number system. This is because we have been using
decimal numbers in our day-to-day life, right from childhood. However, we can represent
any number system in any other number system. Because the input and final
output values are to be in decimal, computer professionals are often required to convert
numbers in other number system to decimal and vice-versa. Many methods can be used
to convert numbers from one base to another. A method of converting from another base
to decimal, and a method of converting from decimal to another base are described
below.
4.4.1 Converting from another Base to Decimal
The following steps are sued to convert a number in any other base to a base 10 (decimal)
number.
Step 1 : Determine the column (positional) value of each digit (this depends on the
position of the digit and the base of the number system).
Step 2 : Multiply the obtained column values (in Step 1) by the digits in the
corresponding columns.
Step 3 : Sum up the products calculated in Step 2. The total is the equivalent value in
decimal.

Example 4.1.
=?
Solution:
Step 1: Determine Column values
Column
right)
1
2
3
4
5

Number(from Column
Value
2 =1
2 =2
2 =4
2 =8
2 = 16

Step 2: Multiply the column values by the corresponding column digits
16
8
4
2
1
×1 ×1 ×0 ×0 ×1
16

8

0

0

1

Step 3: Sum up the products
16 + 8 + 0 + 0 + 1 = 25
Hence
11001 = 25
Example
=?
Solution:
Step 1: Determine Column values
Column Number (From Right)
1
2
3
4

Step 2: Multiply the column values By
the corresponding column Digits
512
64
8
×4
×7 ×0
=2048 =448 =0

1
×6
=6

Column Value
8 =1
8 =8
8 = 64
8 = 512

Step 3: Sum up the products
2048 + 448 + 0 + 6 = 2502
Hence, 4706 = 2502

Example
1

=?

Solution:
1

= 1 × 16 + × 16 + × 16
= 1 × 256 + 10 × 16 + 12 × 1
= 256 + 160 + 12
= 428

Example
4052 =?
Solution:
4052 = 4 × 7 + 0 × 7 + 5 × 7 + 2 × 7
= 4 × 343 + 0 × 49 + 5 × 7 + 2 × 1
= 1372 + 0 + 35 + 2
= 1409
Example
4052 =?
Solution:
4052 = 4 × 6 + 0 × 6 + 5 × 6 + 2 × 6
= 4 × 216 + 0 × 36 + 5 × 6 + 2 × 1
= 864 + 0 + 30 + 2
= 896
Comparing this result with the obtained in above Example, we the find that although the
digits (4052) are the same for both the numbers, their decimal equivalents are different.
This is because the number in Example above, is represented in base 7 number system,
whereas the number in Example above is represented in base 6 number system.
Example
11001 =?
Solution
11001 = 4 × 4 + 1 × 4 + 0 × 4 + 0 × 4 + 1 × 4
= 1 × 256 + 1 × 64 + 0 × 16 + 0 × 4 + 1 × 1
= 321
Example
1
Solution

=?

1

= 11 × 3 + × 13 + × 13
= 1 × 169 + 10 × 13 + 12 × 1
= 311
4.4.2 Converting from Decimal to Another Base (Division- Remainder Technique)
The Following steps are used to convert a have 10 (decimal) number to a number in
another base.
Step 1 : Divide the decimal number by the value of the new base.
Step 2 : Record the remainder from Step 1 as the rightmost digit (least significant digit)
of the new base number.
Step 3 : Divide the quotient of the previous division by the new base.
Step 4: Record the remainder from Step 3 as the next digit (to the left) of the new
number. Repeat Steps 3 and 4, recording remainders from right to left, until the quotient
becomes zero in Step 3. Note that the last remainder, thus obtained, will be most
significant digit of the new base number.
Example
=?
Solution
Steps 1 and 2: 25/2 = 12 and remainder 1
Steps 3 and 4: 12/2 = 6 and remainder 0
Steps 3 and 2: 6/2 = 3 and remainder 0
Steps 3 and 2: 3/2 = 12 and remainder 1
Steps 3 and 2: 1/2 = 12 and remainder 1
As mentioned in steps 2 and 4, the remainders are now arranged the reverse order,
making the first remainder the least significant digit(LSD) and the last remainder the
most significant digit(MSD).
Hence, 25 = 11001
Example
42

=?

Solution:
2

42
21
10
5
2
1
0

42
Example

Remainders
0
1
0
1
0
1

= 101010

428
16

428
26
1
0
428

=?
Remainders
12=C
10=A
1=1
=1

Example
100
5

100
20
4
0
100

=?
Remainders
0
0
4
= 400

Example
100
4

100
25
6
2
0

=?
Remainders
0
1
2
1

Hence,
100

= 1210

Example
1715
12 1715
142
11
0

=?
Remainders
11=B
10=A
11=B

Hence,
1715

=

4.4.3 Converting from a Base Other than 10 to Another Base Other Than 10
The following steps are used to convert a number in a base other than 10, to a number in
another base than 10:
Step 1 : Convert the original number to a base 10 (decimal) number.
Step 2 : Convert the decimal number obtained in Step 1 to the new base number.

Example
545 =?
Solution
Step1: convert from base 6 to base 10
545 = 5 × 6 + 4 × 6 + 5 × 6
= 5 × 36 + 4 × 6 + 5 × 1
= 180 + 24 + 5
= 209
Step2: convert 209 to base 4.
4 209 Remainder
52
1
13
0
3
1
0
3
209
Therefore, 545 = 209

= 3101

= 3101

Here, 545 = 3101
Example
=?
Solution
Step1: Convert 101110 to base 10.
101110 = 1 × 2 + 0 × 2 + 1 × 2 + 1 × 2 + 1 × 2 + 0 × 2
= 32 + 0 + 8 + 4 + 2 + 0
= 46
Step2: Cconvert 46 to base 10.
8 46 Remainder
5
6
0
5
46
Therefore, 101110 = 46
Hence, 101110 = 56

= 56

= 56

Example
=?
Solution:
Step1: convert 11010011 to base 10

11010011 = 1 × 2 + 1 × 2 + 0 × 2 + 1 × 2 + 0 × 2 + 0 × 2 + 1 × 2 + 1
×2
= 1 × 128 + 1 × 64 + 0 × 32 + 1 × 16 + 0 × 8 + 0 × 4 + 1 × 2 + 1 × 1
= 128 + 64 + 0 + 16 + 0 + 0 + 2 + 1
= 211
Step2: Convert 211 to base 16.
16 211 Remainder
13
3=3 in Hexadecimal
0
13=D in Hexadecimal
Therefore,
11010011 = 211 = 3
Hence,
11010011 = 3
Example 4.16 illustrates the method of converting a binary number to an octal number,
Similarly, Example 4.17 shows how to convert a binary number to a hexadecimal
number. However, these are lengthy procedures and we can use shortcut methods when
we desire such conversions. The shortcut methods are described below.
4.5 SHORTCUT METHODS
4.5.1 Shortcut Method for Binary to Octal Conversion
The following steps are used in this method:
Step1 : Divide the binary digits into groups of three ( starting from the right).
Step 2 : Convert each group of three binary digits to one octal digit. Since there are only
8 digits (0 to 7) in octal number system , 3 bits (23 = 8) are sufficient to represent any
octal number in binary. Moreover, since decimal digits 0 to 7 are equal to the octal digits
0 to 7, we use binary to decimal conversion method in this step.
Example
=?
Solution:
Step1: divide the binary digit into groups of 3, starting from the right(LSD)
101 110
Step2: Convert each group into one digit of octal
(use binary-to-decimal Conversion method).
101 = 1 × 2 + 0 × 2 + 1 × 2
= 4 + 0 +1
=5
110 = 1 × 2 + 1 × 2 + 0 × 2
= 4 + 2 +1
=6
Hence,
101110 = 56

Example
=?
Solution:
1101010 = 001 101 010
(Group 3 digits from the right)
= 152 (convert each group to an octal digit)
Hence, 1101010 = 152
4.5.2Short Method for Octal to Binary Conversion
The following steps are used in this method :
Step 1 : Convert each octal digit to a 3 digit binary number (the octal digits may be
treated as a decimal numbers for this conversion).
Step 2 : Combine all the resulting binary groups (of 3 digits each) into a single binary
number.
Example
562 =?
Solution:
Step1: convert each octal digit to group of 3 binary digit.
5 = 101
6 = 110
2 = 010
Hence,
562 = 101110010
Example
6751 =?
Solution:
6751

110
6

111
7

101
5

001
1

6751 = 110111101001
4.5.3 Shortcut Method for Binary to Hexadecimal
Conversion
The following steps are used in this method:
Step 1 : Divide the binary digits into groups of four (starting from the right).
Step 2 : Convert each group of four binary digits to one hexadecimal digit. Remember
that hexadecimal digits 0 to 9 are equal to decimal digits 0 to 9 and hexadecimal digits A
to F are equal to decimal v alues 10 to 15. Hence, for this step, we use binary to decimal
conversion procedure and represent decimal values 10 to 15 as hexadecimal A to F
Example

11010011 =?
Solution:
Step1: divide the binary digits into groups of 4, starting from the right(LSD) 1101 0011
Step2: convert each group into one digit of octal(use binary-to-decimal conversion
method).
1101 = 1 × 2 + 1 × 2 + 0 × 2 + 1 × 2
=8+4+0+1
= 13
=
0011 = 0 × 2 + 0 × 2 + 1 × 2 + 1 × 2
=0+0+2+1
=3
Hence,
11010011 = 3
Example
10110101100 =?
Solution
10110101100 = 0101 1010 1100
(Group 4 digits from the right)
=5
(Convert each group to a hexadecimal digit)
Hence,
10110101100 = 5
Shortcut method to Hexadecimal to Binary Conversion
The following steps are used in this method:
Step1: Convert decimal equivalent of each hexadecimal digit to group of 4 binary digit.
Step2: Combine all resulting binary groups(of 4 digits each) into a single binary number.
Example
2
=?
Solution
Step1: Convert decimal equivalent of each hexadecimal digit to 4 binary digit
5 = 2 = 0010
= 10 = 1010
= 11 = 1011
Step2: combine the binary group
0010 1010 1011
2
2
A
B
Hence,
2

= 001010101011

Example
=?

Solutio:
1010
A
Hence,

1011
B

1100
C

= 101010111100

We have summarized the relationship among decimal, hexadecimal, binary, and octal
number system. Note that the maximum value for a single digit of octal (7) is equal to the
maximum value of three digits of binary. The value range of one digit of octal duplicated
the value range of three digits of binary. If we substitute octal digits for binary digits, the
substitution is on a one-to-three basis. Hence, computer that print octal numbers instead
of binary, while taking memory dump, save one-third of printing space and time.
Similarly, note that the maximum value of one digit in hexadecimal is equal to the
maximum value of the four digits in binary. Hence, the value range of one digit of
hexadecimal is equivalent to the value range of four digits of binary. Therefore,
hexadecimal shortcut notation is one-to-four reduction in space and time required for
memory dump.

Boolean algebra and Logic Circuits
OBJECTIVES
Friends, This chapter deals with Boolean algebra and logic gates. After learning this
chapter you will be able to explain Boolean Algebra
 Logic Gates
 Logic Circuits
 Design of Combinational Circuit
4.6 INTRODUCTION
Boolean algebra deals with binary number system. It is very useful in designing logic
circuits used in processors of computer system. In this chapter, you will learn about this
algebra and elementary logic gates used to build up logic circuits of different types for
performing necessary arithmetic operations. These logic gates are the building blocks of
all logic circuits in a computer. You will also learn how to use Boolean algebra for
designing simple logic circuits used frequently by arithmetic logic unit and almost all
computers.
4.7 BOOLEAN ALGEBRA
In mid 1800, George Boole (1815-1864), an English mathematician, developed algebra
for simplifying the representation and manipulation of propositional logic. It is known a
Boolean algebra after its developer’s name. Later, in the year 1938. Claude E. Shannon
proposed the use of Boolean algebra in the design of relay switching circuits. The basic
techniques described Shannon were adopted almost universally for the design and
analysis of switching circuits. Owing to analogous relationship between the action of
relays and modern electronic circuits, the same techniques are still used in the design of
modern computers.
Boolean algebra provides an economical and straightforward approach to the design of
relay and other types of switching circuits. Just as an ordinary algebraic expression is
simplified by using basic theorems , the expression describing a given switching circuit
network is also simplified by using Boolean algebra. Today, Boolean algebra is used
extensively in designing electronic circuitry of computers.
Fundamental concepts of Boolean Algebra
Boolean algebra is based on the fundamental concepts described below.
Use of Binary Digits
In a normal algebraic expression, a variable can take any numerical value. For example,
in the expression 3A + 7B = C, each of the variables. A, B, and C may have from the
entire field of real numbers. Since, Boolean algebra deals with binary number system, the
variables used in Boolean equations may have only possible values (0 or 1). For example,
in the Boolean equation A + B = C, each of the variables A, B, and C may have only the
values 0 or 1.

Boolean Algebra I  the Basics:A knowledge of Boolean algebra serves two main
purposes: firstly, to formally describe and define the function of a logic circuit; and
secondly, by simplifying the Boolean expression defining a particular circuit, one can
simplify the or reduce the associated hardware, ie make more efficient use of the
available hardware resources.
4.7.1 Boolean Algebra Definitions and Axioms
So-called two-valued Boolean algebra comprises
 the set of values B  0, 1,
 variables a, b, c, …….. x, y, z which represent either element of B,
 a pair of binary operators “+” and “.” and a unary inverse operator denoted “  “
 a set of basic algebraic relations called axioms which we subsequently use to
build up a repertoire of useful theorems.
A binary operator here means a function f which operates on two variables, say a and b,
to produce a dependent variable, say x
(a, b) 

f (a , b )  x  a  b in the case of 
or

 a.b

in the case of .

Clearly a unary operator applies to a single variable.
Because each variable is restricted to two possible values, it is most convenient to define
the operations by means of truth tables, ie listings of function values for all possible
value-combinations of the independent variables:

a
0
0
1
1

b
0
1
0
1

a+b
0
1
1
1

a
0
0
1
1

b
0
1
0
1

a.b
0
0
0
1

a
0
1

a
1
0

The + operator is known as the OR function in the logic domain; the function has a value
of 1 if either or both of the independent variables has the value of 1. The Boolean
multiplication operator is known as the AND function in the logic domain; the function
evaluates to 1 only if both the independent variables have the value 1.
Based on these definitions the following axiomatic relationships hold:

for a , b, c  B
A1

Closure

(a) a  b  B

(b) a.b  B

A2

Identity

(a) a  0  a

(b) a.1  a

A3

Commutation (a) a  b  b  a

(b) a.b  b.a

A4

Distribution

(b) a  (b.c)  (a  b).(a  c)

A5

Inverse (a) a  a  1

(a) a.(b  c)  ( a.b)  (a.c)

(b) a.a  0

We must now check that the axioms do indeed accord with the definitions. Properties A1
are immediately obvious while the following truth tables verify A2:

a
0
1

a+0
0+0=0
1+0=1

a
0
1

a.1
0.1=0
1.1=1

a+b
0+0=0
0+1=1
1+0=1
1+1=1

b+a
0+0=0
1+0=1
0+1=1
1+1=1

A3 may also be verified by truth table:
a
0
0
1
1

b
0
1
0
1

a.b
0.0=0
0.1=0
1.0=0
1.1=1

b.a
0.0=0
1.0=0
0.1=0
1.1=1

We next consider A4(a)
a

b

c

b+c

a.(b+c)

a.b

a.c

(a.b)+(a.c)

0
0
0
0
1
1
1
1

0
0
1
1
0
0
1
1

0
1
0
1
0
1
0
1

0
1
1
1
0
1
1
1

0
0
0
0
0
1
1
1

0
0
0
0
0
0
1
1

0
0
0
0
0
1
0
1

0
0
0
0
0
1
1
1

Axiom A4(b) may be similarly verified and is left as an exercise.
Finally, the A5 relations are verified from
a
0
1

a
1
0

a+a
1
1

a.a
0
0

While much of the algebra is similar to standard algebra, the differences are that A4 (b)
does not hold in standard algebra and there is no counterpart to the inverse function as
defined here. Another important feature of Boolean algebra is duality. The set of (b)
axioms are said to be duals of the (a) axioms, and vice versa, in that a (b) axiom can be
formed from its (a) counterpart by exchanging operators and identity elements:

  .

and

1  0

Thus for every theorem derived from one particular set of axioms, one can construct a
dual theorem based on the corresponding set of dual axioms.

Some Theorems of Boolean Algebra
As stated earlier these theorems will subsequently be used for simplifying logic circuits
and also, sometimes, for devising alternative logic networks to realise a particular
function. The theorems are mainly proved using algebraic manipulation of the given
axioms. Where this method becomes awkward, the truth table method may be used as an
alternative.
T1 (a)

xxx
Proof:

x  x  ( x  x).1
from A2 (b)
 ( x  x).( x  x)
A5 (a )
 x  x.x
A4 (b)
x0
A5 (b)
x

A2 ( a )
x.x  x

From the Duality Principle, we have the dual theorem T1 (b)

T2 (a)

x 11
Proof:

x  1  ( x  1).1
from A2 (b )
 ( x  1).( x  x)
A5 (a )
 x  1.x
A4 (b)
 x  x
A2 (b )
1
A5 ( a )
Again from duality, we have the dual theorem T2 (b)

T3

x .0  0

 X   X

By truth table analysis we have
X
0
1

T4(a)

X  Y  Z    X  Y   Z

X
1
0

(X)’
0
1

and (b)

X . Y . Z    X .Y . Z

may also be readily proved by truth table analysis and again are left as exercises.

T5 (a)

X


 Y  X  .Y

X
0
0

Y
0
1

X+Y
0
1

(X+Y)’
1
0

X’
1
1

Y’
1
0

X’ . Y’
1
0

1
1

0
1

The dual is the relation T5 (b)

1
1

0
0

0
0

1
0

0
0

 X .Y   X   Y 

T5 (a) and (b) constitute what are known as De Morgan’s laws.
Boolean Simplifications
As stated earlier, one of the primary purposes of developing a familiarity with Boolean
algebra is to allow for the possibility of simplifying Boolean expressions and thereby
saving hardware resources. We demonstrate some examples of such simplifications.
Example : Simplify the expression X  X .Y
Result:
X  X .Y  X .1  X .Y

 X . (1  Y )
 X . (1)
 X
Example : Simplify the expression a . x  a . y  x . y  a . x  a. y
Result
a.x  a. y  x. y  a.x  a. y  x. y.1
 a.x  a. y  x. y.a  a
 a.x  a. y  a.x. y  a.x. y
 a.x1  y   a. y 1  x 
 a.x1  a. y 1
 a.x  a. y
The complexity of a Boolean expression is specified by the number of literals in the
expression  a literal is each occurrence of a variable or its complement. Thus, the left
hand side of Example 3.2 has 6 literals while the final right hand side has 4 literals.

Introduction
Digital electronics is a field of computer science. It deals with devices that are
used to carry out computer applications. In digital electronics, we use two-state or binary
logic. The two logic states are “0” (low) and “1” (high). Computer uses binary number
system for its operations. Digital electronics represents the two binary numbers, 1 and 0,
using two voltage levels in a device called a logic gate. Sometimes the two states can also

be represented using Boolean logic functions, “true” or “false” states, or using an “on” or
“off” state.
Logic gates are important components of a digital circuit. A logic gate takes two inputs
and generates a single output. In this unit we will discuss about the basic logic gates and
their corresponding truth tables.
Codes in Digital Electronics
Basically, digital data is represented, stored, and transmitted as groups of binary digits
which are called bits. The group of bits is known as binary code. Binary codes are used in
computers as they allow computers to perform complex calculations quickly and
efficiently. Binary codes are used in financial, commercial, and industrial applications.
To understand how binary codes are applied in these fields, we first have to understand
the classification of binary codes.
Classification of Binary Codes
Binary codes can be represented as numbers and letters of the alphabets as well as many
special characters and control functions. They are classified as numeric or alphanumeric
codes. Numeric codes are used to represent numbers, whereas alphanumeric codes are
used to represent alphabetic letters and numerals.

Figure: Classification of Binary Codes
As mentioned earlier, numeric codes are used to represent numbers. The following are the numeric codes:

Weighted Binary Codes: Weighted binary codes are those which follow the positional
weighting principles. In weighted codes, each position of the number represents a specific
weight. For example, in decimal code, if the number is 345, then the weight of 3 is 100, 4

is 10, and 5 is 1. In the 8421 weighted binary code, each digit has a weight of 8, 4, 2 or 1
corresponding to its position.
Non-Weighted Binary Codes: Non-weighted codes do not follow the positional
weighting principles. In non-weighted codes, each digit position within the number does
not have any fixed value.
Reflective Codes: A code is said to be reflective when the code for 9 is complement for
the code for 0, 8 for 1, 7 for 2, 6 for 3, and 5 for 4.
Sequential Codes: Sequential codes are codes in which the succeeding code is one binary
number greater than its preceding code. This assists in mathematical data manipulation.
Cyclic Codes: In cyclic codes, only one bit in the code changes at a time while moving
from one number to the next. It is a non-weighted code, which means that the position of
bit does not
contain any weight.
Error Detecting Codes: Whenever data is transmitted from one point to another, there is
a probability that the data may get corrupted. In order to detect these data errors, some
special codes called error detection codes are used.
Error Correcting Codes: These codes not only detect errors in data, but also correct them
significantly. Error correction codes are a method by which a set of symbols can be
represented such that even if any 1 bit of the representation gets accidentally flipped, we
can still clearly identify the earlier symbol. Error correcting codes depend mainly on the
notations and results of linear algebra. Error correction can be done using many methods
like parity checking, Hamming codes, Single-bit Error Correction Double-bit Error
Correction (SECDED), and so on.
Alphanumeric Codes: These are codes that consist of both numbers and alphabets. The
most
commonly used alphanumeric codes are ASCII and EBCDIC.
(a) EBCDIC Code: EBCDIC (Extended Binary Coded Decimal Interchange) is mainly
used
with large computer systems like mainframe computers. It is an 8-bit code which
accommodates up to 256 characters.
(b) ASCII Code: ASCII (American Standard Code for Information Interchange) has
become

4.9

Logic Gates and Design Of Combinational Circuit

A logic gate is an electronic device that makes logical decisions based on the different
combinations of digital signals available on its inputs. A digital logic gate can have more

than one input signal but has only one digital output signal. Integrated Circuits or ICs can
be grouped together into families according to the number of transistors or gates.
Integrated circuits are categorized according to the number of logic gates or the circuit
complexities within a chip.
AND Gate
AND gate is a type of digital logic gate, which has an output that is normally at logic
level “0”
and goes “HIGH” to a logic level “1” when all of its inputs are at logic level “1”. The
output of
AND gate returns “LOW” when any of its inputs are at a logic level “0”.
The Boolean expression for AND gate is Q= A.B.

A

X = A.B

B
A
0
1
0
1

B
0
0
1
1

Q
0
0
0
1

Figure 4.1: Logic Symbol and Truth Table of AND Gate

OR Gate
OR gate is a type of digital logic gate which has an output that is normally at logic level
’0’, but goes ’HIGH’ to a logic level ’1’ when any of its inputs are at logic level ’1’. The
output of a logic OR gate returns ’LOW’ again when all of its inputs are at a logic level
’0’. The Boolean expression for OR gate is denoted as Q = A+B.
A

X = A+B

B

A
0
1
0
1

B
0
0
1
1

Q
0
1
1
1

Figure 4.2: Logic Symbol and Truth Table of OR Gate
NOT Gate

In digital electronics, the NOT gate is also known as inverting buffer or a digital inverter
element. A NOT gate is basically a single input device. It has an output level that is often
at logic level ‘1’. However, it goes ‘LOW’ to a logic level ‘0’ whenever the single input
is at logic level ‘1’. The output from a NOT gate returns ’HIGH’ when its input is at logic
level ’0’. The Boolean expression of NOT gate is Q=A’

A

X = A'
A
0
1

Q
1
0

Figure 4.3: Logic Symbol and Truth Table of NOT Gate
NAND and NOR Gate Equivalents for NOT Gate
A NOT gate can be constructed using standard NAND and NOR gates by connecting all
their inputs together to a common input signal as shown in figure

Figure 4.4: NAND and NOR Gate
Universal Gates
NAND gate and NOR gate are called universal gates because these gates can be
connected together in various combinations to form other gates like AND, OR, and NOT.
NAND Gate
NAND gate is a combination of AND gate with an inverter or NOT gate connected
together in series. NAND gate has an output that is normally at logic level ’1’ and only
goes ’LOW’ to logic level ’0’ when all of its inputs are at logic level “1”. The Boolean
expression of NAND gate is = ( . )

A

X = (A.B)'

B
A
0
1
0
1

B
0
0
1
1

Q
1
1
1
0

Figure 4.5: Logic symbol and Truth Table of NAND Gate
NOR Gate

NOR gate is a combination of OR gate with a NOT gate connected together in a series.
The NOR
gate has an output that is normally at logic level ’1’ and only goes ’LOW’ to logic level
’0’ when
any of its inputs are at logic level ’1’. The Boolean expression of NOR gate is
=
( + )
A

X = (A+B)'

B

A
0
1
0
1

B
0
0
1
1

Q
1
0
0
0

Figure 4.6: Logic symbol and Truth Table of NOR Gate
Exclusive-OR Gate
The output of an Exclusive-OR gate goes ’HIGH’ when its two input terminals are at
different logic levels with respect to each other and they can be at logic level ’1’ or both
at logic level ’0’. The Boolean expression is
=( ⨁ )= ∙ + ∙

A B Q
0
0
0
1
0
1
0
1
1
1
1
0
Figure 4.7 : Logic Symbol and Truth Table of Exclusive OR Gate
Exclusive-NOR Gate
The Exclusive-NOR gate function is a digital logic gate that is the complementary form
of the Exclusive-OR function. Normally, this function is at logic level ’1’, but it goes
’LOW’ to logic level ’0’ whenever any of its inputs are at logic level ’1’. However,
another instance where an output ’1’ is obtained is when both of its inputs are at logic
level “1”. The Boolean expression is
=( ⨁ )= ∙ + ∙

A

B

Q

0
1
0
1

0
0
1
1

1
0
0
1

Figure 4.8 : Logic Symbol and Truth Table of Exclusive NOR Gate

Operator Precedence
Does A + B .C mean (A + B) . C or A + (B . C)? The two generate different values for A
=1, B = 0, and C = 0 because we have (1 + 0) . 0 = 0 and 1 + (0.0) = 1. Hence, operator
precedence rules are needed to correctly evaluate Boolean expressions. The precedence
rules for Boolean operators are as follows:
1. The expression is scanned from left to right.
2. Expression enclosed within parentheses are evaluated first.
3. All complement (NOT) operations are performed next.
4. All ‘-‘(AND) operations are performed after that.
5. Finally, all ‘+’ (OR) operations are performed in the end.
According to these rules, A + B. C should be evaluated as A + (B .C). Similarly, for the
expression A. B, complement of A and B are both evaluated first and the results are then
AND ed. Again, for the expression (A + B), the expression inside the parenthesis (A + B)
is evaluated first and the result is then complemented.
The Logic Circuit
Consider the following logic circuit based on AND, OR and Inverter elements:
X

Y

Z

F

By following the circuit through from the three inputs X, Y, Z, to the output F, it should
be clear that the output can be described by the Boolean equation

F  X .Y .Z  X .Y .Z  X .Y 
In effect, the equation is stating:

F  1 if  X  0 AND Y  0 AND Z  1
OR  X  0 AND Y  1 AND Z  1
OR  X  1 AND Y  0 
The statement may also be encapsulated in the following truth table
Row
0
1
2
3
4
5
6
7

X
0
0
0
0
1
1
1
1

Y
0
0
1
1
0
0
1
1

Z
0
1
0
1
0
1
0
1

F
0
1
0
1
1
1
0
0

The column marked “Row” is simply used as a means of tagging particular input
combinations. Note that the output 1 in row 1 is associated with the X’.Y’.Z term in F,
the 1 in row 3 is associated with X’.Y.Z while the 1’s in rows 4 and 5 are associated with
X.Y’
It is also worth emphasising that precisely the same information is conveyed by the logic
circuit, the Boolean equation, and the truth table.
From our knowledge of Boolean algebra, we can manipulate the F expression as follows:

F

 X .Y .Z  X .Y .Z  X .Y 
 X .Z Y   Y   X .Y 
 X .Z 1  X .Y 
 X .Z  X .Y 

and this alternative formulation leads to the following logic diagram which is clearly a
more simple circuit:

X
Z

Y

F

Formally, whereas the original expression for F has a complexity of 8 literals, the
alternative has a complexity of 4 literals.
Complements
Sometimes, rather than implementing a particular Boolean function, we might consider
implementing its logical complement. Consider for example the function

F  X .Z  X .Y 
We can find the complementary function through repeated application of De morgan’s
laws:


F   X .Z  X .Y 


 X .Z  .X .Y 
 X  Z 
. XY
 X . X   X .Y  X .Z   Y .Z 
 X .Y  X .Z   Y .Z 
 X .Y  X .Z 
where the last line follows from Example 3.2. We note that in this particular case there is
no reduction in complexity.
Comparing truth tables for F and F’, we get
Row
0
1
2
3
4
5
6
7

X Y Z F=X’.Z+X.Y’ F’=X.Y+X’.Z’
0 0 0
0
1
0 0 1
1
0
0 1 0
0
1
0 1 1
1
0
1 0 0
1
0
1 0 1
1
0
1 1 0
0
1
1 1 1
0
1

As might be expected, the 1’s and 0’s are interchanged as one goes from F to F’.

Principle of Duality
 When value and operations can be paired up in a way that leaves everything
important unchanged when all pairs are switched simultaneously, we call the
member of each pair dual to each other.



Thus 0 and 1 are dual, ^ and are dual.
The duality principle asserts that Boolean.
Algebra is unchanged, when all dual pairs are interchanged.
Dual of one expression is obtained by replacing AND (.) with OR (+) and OR
with AND together with replacement of 1 with 0 and 0 with 1.

DESIGN OF COMBINATIONAL CIRCUIT
Design of a combinational circuit starts from the outline of the problem and ends in a
logic circuit diagram.
1. State the given problems completely and exactly.
2. Interpret the problem to determine available input and required output variables.
3. Assign a letter symbol to each input variable and each output variable.
4. Design a truth table that defines the required relations between inputs and outputs.
5. Obtain the simplified Boolean expression for each output
6. Draw a logic circuit diagram to implement the Boolean expression.
The design procedure is illustrated below with the design of adder circuits because
addition is the most basic arithmetic operation for any computer system. The following
four rules summarize addition in binary number system.
0+0=0
0+1=1
1+0=1
1 + 1 = 10
The first three operations produce a single-digit sum, but when both augends and addend
bits are equal to 1, the sum consists of two digits. The higher significant bit of this result
is called a carry. When both augends and addend numbers contain more than one digit,
the carry obtained from addition of two bits at any stage is added to the next pair of
significant bits. A combinational circuit that performs the addition of two bits is called a
half-adder. One that performs the addition of three bits (two significant bits and previous
carry) is called a full-adder. The name of the former comes from that fact that two halfadders can be employed to implement of a fulladder.
Design of Half-Adder
From the definition given above, a half-adder needs two binary inputs and two binary
outputs. The input variables designate the augends and addend bits whereas the output
variables and addend bits whereas the output variables produce the sum and carry bits.
Let A and B be the two inputs and S (for sum) and C (for carry) be the two outputs. The
truth table of the Figure defines the function of a half-adder.
Input
Output
A
B
C
D
0
0
0
0
0
1
0
1
1
0
0
1
1
1
1
0

Figure 4.9 showing Truth table for a half –adder.

The Boolean expressions for the two outputs, obtained from the truth table, are:
S = A.B + A.B
C = A.B
The logic circuit diagram to implement these expressions is shown in the below Figure 5.12

Figure 4.10 showing the logic circuit diagram for a half-adder

A half-adder is limited in the sense that it can add only two single bits. Although, it
generates a carry for the next higher pair of significant bits it cannot accept a carry
generated from the previous pair of lower significant bits. A full-adder solves this
problem.
Design of Full-Adder
A full-adder forms the arithmetic sum of three input bits. Hence, it consists of three
inputs and two outputs. Two of the input variables (A and B) represent the augends and
addend bit and the third input variable (D) represents the carry from the previous lower
significant position. Two outputs are necessary because the sum of three binary digits
ranges from 0 to 3 and binary 2 and 3 need two digits. These two outputs are designated
by the symbols S (for sum) and C (for carry). The truth table of the below Figure defines
the function of a full-adder.
The 1s and 0s for the output variables are determined from the arithmetic sum of the three
input variables. When all input variables are 0, the output is 0 for both C and S. The S
output is equal to 1 when only one input is equal to 1, or when all three inputs are equal
to 1. The C output is 1 if two or three inputs are equal to 1.
A
0
0
0
0
1
1
1
1

Inputs
B
D
0
0
0
1
1
0
1
1
0
0
0
1
1
0
1
1

Outputs
C
S
0
0
0
1
0
1
1
0
0
1
1
0
1
0
1
1

Figure 5.13 showing Truth table for a full-adder.

The sum-of-products expressions for the two outputs can be obtained directly from the
truth table and are given below.
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+
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Although, the expression for S cannot be simplified, it is possible to simplify the expression for C
as follows.
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a) Logic circuit diagram for sum
(b) Logic circuit diagram for carry
Figure showing the logic circuit diagrams to implement these expressions.

To realize the full adder we need two 2-input XOR, two 2-input AND gates and a 2-input
OR gate.
Hence the full adder can be realized as.

Figure 4.11. Logic Circuit of Full Adder
Notice that the full adder can be constructed from two half adders and an OR gate.
If the logic circuit outputs are based on the inputs presented at that time, then they are
called combinational circuit. The half adder and full adder circuits are the examples for
the combinational circuits.
On the other hand, if the logic circuit outputs are based on, not only the inputs presented
at that time, but also the previous state output, then they are called sequential circuits.
There are two main types of sequential circuits. A synchronous sequential circuit is a
system whose output can be defined from its inputs at discrete instant of time. The output
of the asynchronous sequential circuit depends upon the order in which its input signals
change at any instance of time. The flip-flop circuit is an example of sequential circuit.

4.10

INTRODUCTION

Over the past few decades the digital world has come into its own. Even though engineering
has gone into specialization, it is necessary to understand digital circuits to be able to
communicate with others. This experiment attempts to teach a simple method of designing digital
circuits.
Due to the quick pace of the lab, it is highly recommended that you read one of the
references. This will enable you to proceed quickly through the preliminary problems so you will
have more time for the design problems.
The following is an outline of the experiment. Following each section will be a set of questions
that should be answered to show an understanding of the material presented. Any difficulties
should be referred to a reference or your instructor. You should use the DesignWorks
(LogicWorks or any other you may have) logic circuit simulator on the Macintosh after most
sections to cement together all the preceding sections.
BACKGROUND THEORY
Boolean Algebra
Switching Algebra
Combinational Logic
Minimization
Flip-Flops and Registers
Counters
Synthesis of Synchronous Circuits
It is required that you show all circuits, as built, in your write-up. Please include equations too.
The first part of the procedure section contains all the questions and problems to be answered
and the second part describes the use of DesignWorks. Note: all references to DesignWorks (on
Macintosh computers) throughout this procedure may be replaced with LogicWorks on the lab
Windows PCs.

BACKGROUND THEORY
Since the digital world consists of discrete levels, functions can be described in truth tables
as opposed equations for the continuous world. The three basic digital functions are AND, OR,
and NOT. Their symbols and truth tables are shown below. These functions (from now on called
gates) are such that as soon as the inputs change, the outputs will also change. (There actually is
a small delay dependent on the type of gate. See reference [1].)
INPUT

A
B

F

OUTPUT
F

A

B

0

0

0

0

1

0

1

0

0

1

1

1

FIGURE 4.12. AND gate and truth table.

INPUT

A
B

F

OUTPUT

A

B

F

0

0

0

0

1

1

1

0

1

1

1

1

FIGURE4.13. OR gate and truth table.

INPUT

A

F

A

OUTPUT

A

F

0

1

1

0

F

FIGURE 4.14. NOT gate and truth table.
Very often an OR and AND gate will have a NOT at the end of it (because of hardware
considerations). These will then be called NOR and NAND gates respectively.
Please do problem 1 in the QUESTIONS AND PROBLEMS of the EXPERIMENTAL
PROCEDURE.
BOOLEAN ALGEBRA
George Boole (1815-64) introduced an algebra of logic in the mid-1800's, however, the
present-day application of Boolean algebra is credited to a paper by C. Shannon in 1938. The
techniques and manipulations provided by Boolean Algebra are a necessity to efficient logic
design.
A. Definition
A set of elements B and two binary operations '+' and '·' over B form a Boolean Algebra {B, +,
·} if and only if the following postulates hold:
Postulate 1 - The set of B objects or elements are subject to an equivalence relationship,
denoted '=', which satisfies the principle of substitution, i.e., if A = B, A may be substituted for
B in any expression involving B without affecting the validity of the expression. As in ordinary
algebra, the letters of the alphabet are used to represent variables.
Postulate 2 (Closure) - Whenever A, B  B then
(A + B)  B
(A · B)  B
Postulate 3 (Identity) - There exist two identity elements (called 0 and 1) such that:
0 + A = A + 0 = A (additive identity)
1 · A = A · 1 = A (multiplicative identity)
Postulate 4 - '+' and '·' are:
i. commutative
A+B=B+A
A·B=B·A
ii. associative
A + (B + C) = (A + B) + C

A · (B · C) = (A · B) · C
iii. distributive over each other
A · (B + C) = (A · B) + (A · C)
A + (B · C) = (A + B) · (A + C)
Postulate 5 - For every element A in B there exists an element A (termed the complement of
A) such that:
A A 1

AA  0
Postulate 6 - There are at least two elements X and Y in B such that X ≠ Y.
B. Theorems
1. The 0 and 1 elements are unique.
2. For every element A in B: A + A = A and A · A = A
3. A + 1 = 1 and A · 0 = 0
4. The elements 0 and 1 are distinct and 1  0 or 0  1.
5. A + AB = A and A · (A + B) = A. This is often termed the absorption rule. (The '·' is
understood, thus A · B = AB)
6. A  (A )  A
7. A  A B  A  B and A  (A  B)  AB
8. (A  B)  (A C)  AC  AB and AB  BC  A C  AB  A C
9. DeMorgan's Theorem
AB  A  B

AB AB
C. Duality
Notice that the previous postulates and theorems were given in pairs. In each case one
postulate in a pair can be obtained from the other by interchanging 0 and 1 along with '+' and '·'.
This is called the principle of duality. Every theorem which can be proven for Boolean algebra has
a dual which is also true. For example:
A+0=A
A·1=A
and
A + (B · C) = (A + B) · (A + C)
A · (B + C) = (A · B) + (A · C)

SWITCHING ALGEBRA
Switching algebra is a mathematical framework for the design and analysis of logic networks
using binary decision-making elements such as NAND and NOR gates. The distinctive feature is
that variables and functions can assume only two values, 0 and 1. Thus Switching algebra is a
subset of Boolean algebra restricted to two elements (B = 0, 1). Switching algebra will provide a
means of describing functional relationships in a form that corresponds precisely to a network of
gates.
A. Properties of Switching Algebra
1. Distinctness of 0 and 1
X ≠ 0 if and only if X = 1
X ≠ 1 if and only if X = 0
2. Operations
AND, '·'

0·0=0
0·1=1·0=0
1·1=1
OR, '+'
0+0=0
0+1=1+0=1
1+1=1
NOT, ' '
10
0 1
The associative law allows us to extend definitions of AND and OR to many variables. Thus
for Z = A + B + C + D + E, then Z = 1 if any of A, B, C, D, or E is 1, in any combination.
Similarly Z = ABCDE is 1 if and only if all the variables A, B, C, D, and E are 1.
B. DeMorgan's Theorem
The two basic duals of the theorem are:
XY  X  Y
X  Y  X Y

DeMorgan's theorem as well as other theorems can be extended to many variables:
ABCDE ...  A  B  C  D  E  ...
A  B  C  ...  A  B  C  ...

DeMorgan's theorem expresses a relationship between AND and OR that is important to
recognize. Consider the equation Z = A + B + C. We could interpret this as Z = 1 when A or B or
C is 1. An alternative is Z = 0 if A and B and C are 0. This is represented by Z  A  B  C which is
equivalent to Z = A + B + C by DeMorgan's theorem.
All this leads to the need to realize that a gate can be realized by its dual using DeMorgan's
theorem. Some examples are as follows:
AND version

F = AB

OR version

A
B

A
B

F =A +B

F

F

A circle represents a NOT.

F = AB



A
B

F

F =A +B

A
B

F

 F =A B

A
B

F

F =A +B

A
B

F

FIGURE 4.15.
It is important to note that AB and A  B are not equivalent expressions. The truth table for
both is shown below.
INPUT

OUTPUT 

AB
AB

A

B


A


B

0

0

1

1

1

1

0

1

1

0

1

0
0
0

1

0

0

1

1

1

1

0

0

0

FIGURE 4.16.
Answer question 2 in the QUESTIONS AND PROBLEMS of the EXPERIMENTAL
PROCEDURE.

Combinational Circuit and Sequential Circuit Criterions
Logic Circuits can be divided into :
1. Combinational Logic Circuit
2. Sequential Logic Circuit
Combinational Logic Circuit
Combinational Logic circuit contains logic gates where its output is determined by the
combination of the current input, regardless of the output or the prior combination of input.
Basically, combinational circuit can be depicted by Diagram 1 below:

n input

combinational
.

m output

circuit

Diagram 1
Examples of Combinational circuits in the computer system are decoder, parallel adder, and
multiplexer.
(Note: Students are encouraged to obtain examples of combinational circuits stated above)
Sequential Logic Circuit
Sequential Logic Circuit contains logic gates arranged in parallel and its output is not only
determined by the combination of the current input, but also the prior output. The circuit also
contains memory elements that enable it to store the information of the prior output. Generally,
sequential circuits can be depicted by Diagram 2 below:

n input

sequential
logic
circuit

m output
memory
elements
Diagram 2

Examples of sequential circuits in the computer system are like registers, counters and serial
adders

Some Examples of Combinational Circuit: Parallel Adder, Decoder, etc

The circuits learnt in chapter 3 are combinational circuits. The steps to design combinational
circuits are as the following:

1. Understand the problem
2. Determine the number of input and output variables that are needed
3. Give symbols for the stated input and output
4. Construct a truth table that defines the relationship between the input and output
5. Obtain the Boolean function or the logical expression from the truth table in (4) using
Karnaugh Map or other known methods.
6. Draw a logic circuit based on the expression obtained from (5) above.
Below are examples of designing combinational circuits that are in the computer system that is
the adder. Because computers use binary system for its data, its adder is based on the addition
of the binary system. There are 2 kinds of addition, which are identified to be half addition and full
addition.
Half addition is the addition of 2 bits data (doesn’t involve carry) that produces 2 bits output, that
is the result and the carrier. Full addition is the addition of 3 bits data (2 bits data and 1 bit carry)
that produces 2 bits output (sum and carry). Logic circuit for half addition is known as Half Adder
while the logic circuit for full addition is known as Full Adder
Designing a Circuit for Half Adder
The steps are as below:

Problem: to build a logic circuit for the addition of 2 bits data
Number of input : 2
Number of output : 2
Variables for input: x and y
Variables for output : s (sum) and c (carry)
The Truth Table for the problem :

OUTPUT

INPUT
x

y

s

c

0

0

0

0

0

1

1

0

1

0

1

0

1

1

0

1

1. The expressions for r and c using Karnaugh Map

For s
y

0

x

1
1
= ̅ +

1
=

⊕

For c
y
x

1
2. A logic

=
circuits for Half Adder (HA)

x
=
y

+

=

OR

x
s= ⊕

y

=

A Block Diagram for HA is as below:

x
input

y

s
HA

c

output

Designing a Circuit for Full Adder (FA)
The same method used to design HA.

1. Problem: Build logic circuit for the addition of 3 bit data
2. Number of input : 3
Number of output : 2
3. Variables for input: x , y and ci
Variables for output : s (sum) and co (carry)
4. The truth table for the problem :

INPUT

OUTPUT

x

y

ci

s

co

0

0

0

0

0

0

0

1

1

0

0

1

0

1

0

0

1

1

0

1

1

0

0

1

0

1

0

1

0

1

1

1

0

0

1

1

1

1

1

1

5. Obtain the expression for r and co using Karnaugh Map (Students are required to try
this out themselves):
will obtain

= ̅

+ ̅

+

+

=

⊕
=

⊕
+

6. Draw the circuit for FA:
Generally, the block diagram for FA is shown as below :

x

r

+

y
ci

FA
co

To construct a 4-bit parallel adder, 3 FA and 1 HA are required like the diagram below with the
input as X = x3x2x1x0 and Y = y3y2y1y0 (X and Y are binary numbers 4-bit) and the output (addition
result) is r3r2r1r0.

COMBINATIONAL LOGIC
Combinational logic refers to networks whose outputs depend solely on their inputs, and not
on any previous state. The analysis of combinational logic requires the writing of the Boolean
algebra equation for each element of the network, and then combining these for the final output
equation. For example:

A
B
C

E1  ABC

E1

E 2  ABC

F

A
B
C

E 3  E1  E 2

E2

F  ABC  ABC
FIGURE 4.17.

The truth table is:
INPUT

OUTPUT

A

B

C

F

0

0

0

0


ABC

0

0

1

0


ABC

0

1

0

0


ABC

0

1

1

0


ABC

1

0

0

0


ABC

1

0

1

1


ABC

1

1

0

1

ABC

1

1

1

0

ABC

Sequence

FIGURE 4.18.
DeMorgan's theorem states that AB  A  B . Therefore a NAND gate is also a NOT OR gate,
as shown below.
A
B

A
B

F1

F1  AB

F2

F2  A  B
FIGURE 4.19.

When analyzing NAND circuits, a NOTed-OR can be substituted in place of a NAND gate.
This is usually done at odd levels as shown below.
A
B

A
B

E1

E1

F1
C
D

E2

E1  AB

F2

E


= 
AB

C
D

E 2  CD
F1  AB CD  AB  CD  F2
FIGURE 4.20.

E2

NAND gates are used mainly for the simplicity of their hardware components. Analysis of
NOR circuits follows similar reasoning.
Synthesis of combinational logic is just the reverse of analysis. Implement each section of a
Boolean equation and then OR or AND the sections together to get the final output. For example,
implement F  AB  ACD using NAND logic.
A
B

E1

E1  AB
E 2  ACD

F
A
C
D

F  AB  ACD

E2

FIGURE 4.21.

Implement F  AB  D(B  C )

E1

A
B

E1  AB
F

E 3  D(B  C)

D
E3
B
C

E2  B  C
F  AB  D(B  C)

E2

FIGURE 4.22.
Sum of Products, Products of Sums
There are two basic forms in which a Boolean algebraic expression can be written. These are
the sum of products (SOP) and the product of sums (POS). That is, the expression AB  A B is an
ORing of the two ANDed terms. The ANDed terms, AB and AB , are called product terms. The
ORing is the sum of the terms. Therefore, the above expression is a sum of products. Likewise, a
product of sums expression could be (A  B)(A  B ) .
Answer question 3 in the QUESTIONS AND PROBLEMS of the EXPERIMENTAL
PROCEDURE.
MINIMIZATION
Algebra theorems provide the fundamental tools of minimization. Reduction such as
A  A B  A  B are easily recognized while others, such as AB  B C  A C , are not as obvious.
For example, reduce F  AB C  A B C  B  B D by algebraic manipulation
F  B C (A  A )  B  B D
 BC  B  D
 B C  D

Reduce

F  AB  B C  A C
 AB  (A  A )B C  A C
 AB  AB C  A B C  A C
 AB (1 C)  A C(B 1)
 AB  A C

Algebraic reduction of Boolean functions is not easy and requires considerable experience,
judgment, and luck. This becomes more apparent as the complexity of the function increases. As
a result, the use of Karnaugh Maps, which is a powerful tool in minimizing logic, will be taught.
A. Karnaugh Maps
Each variable can exist as either of two values; 0 and 1. Two squares can represent this.
A

A

1

0

FIGURE 4.23.
Similarly, two variables can be described as follows:

A B

A B

A B

AB

or

00

01

10

11

FIGURE 4.24.

Thus A 1, A  0, B 1, B  0 . The map then looks as follows:
B
A
0
0 AB
1

AB

1
AB

AB

FIGURE 4.25.
The two combinations of A are listed on top, and the two combinations of B are listed on the
side. The intersections form the four unique combinations of the two variables.
The K-map representation is constructed by placing a 1 in any cell for which the function of
the variables is 1. Therefore the function F  A B  AB can be mapped as:
B
A
0
1

0
1
0

1
0
1
FIGURE 4.26.

F  A B  AB

The way of minimizing algebra can be easily seen by the function F  AB  AB  A
B
A
0
1

0
0
1

1
0
1

F  AB  AB

FIGURE 4.27.
It can be obviously seen from the map that when A = 1, F = 1 regardless of the value of B. It
is this property, of visually recognizing two adjacent ones, that makes K-maps such a powerful
tool. Although the 2-variable problem is trivial, K-maps can be extended to 3, 4, and more
variables.
C
AB

0

1

AB

CD

00


01


11


10


00 
ABC


ABC

00 ABCD ABCD ABCD ABCD

01


ABC


ABC

01 ABCD ABCD ABCD ABCD

11

ABC

ABC

11 ABCD ABCD ABCD ABCD

10


ABC


ABC

10 ABCD ABCD ABCD ABCD























FIGURE 4.28. Methods of representing 3 and 4 variable
maps.
B. Minimum Sum of Products
There are two rules. The first is to order the variables so that only one variable changes at a
time (see FIGURE 17). This is important because when two adjacent 1 valued cells are paired,
only one variable changes and that is the redundant variable.
The second rule is to group the 1's in the largest power of two possible. This way one, two, or
more
variables
can
be
seen
as
redundant.
For
example,
can be minimized as
F  A B C D  A B C D  ABC D  A BCD  A B C D  A BC D  A B C D
follows.
CD
AB
00

00

01

11

1

1

01

1

11
10

10

1
1

1

1

FIGURE 4.29.

By pairing 1's, F reduces to B C D  A C D  AC D  A BC . Notice that groups can be
extended off the edge of the map. Continuing by trying to group the largest power of two takes
the following form.
CD
AB
00

00

01

11

10

1

1

01

1

1

11

1

10

1

1

FIGURE 4.30.
The function is now F  CD  B D  ABC . Notice how the four corners combine. This may seem
odd, but if the map is enlarged (adding no new information), this will become obvious.
CD

00

AB
00

01

11

1

01

1

11

10

00

1

1

1
1

10

1

1

1

00

1

1

1

FIGURE 4.31.
There are times when you have a choice in covering (drawing circles around) the 1's. In this
case you pick the coverage that suits other parameters. For example,

CD
AB

00

00

1

01

11

01

1

1

11

1

1

10

10
1

F  ABD BD ACD

1

or

F  ABD BD ABC

FIGURE 4.32.
To include both covers would add a redundant term to F.
In summary, to minimize the terms of a function, get the fewest covers, covering the largest
area possible. As a closing note, sometimes there will arise a switching application that will not
contain all the possible values needed to fill a K-map. In this condition, you don't really care if a
cell is zero or one. Therefore it is correct to cover the largest possible area including don't care's.
For example,
CD
AB

00

01

11

10

00

1

d

1

1

01

0

0

0

0

d = don’t care

11

d

0

1

1

F  AB  AC

10

0

0

1

d

FIGURE 4.33.
Answer question 4 in the QUESTIONS AND PROBLEMS of the EXPERIMENTAL
PROCEDURE.

Some Examples of Sequential Circuits: Flip-flop, Register, Serial Adder, etc.

Sequential circuits are a kind of logic circuit where the current output not only depends on the
current input but also on the past history of inputs. Another and generally more useful way to view
it is that the current output of a sequential circuit depends on the current input and the current
state of that circuit. The simplest form of sequential circuit is the flip-flop. Flip-flop is a kind of logic
circuit that is capable of exhibiting 2 stable conditions. It is also known as 1-bit memory element
and is mostly used to make important computer components such as registers, counters, memory
etc.

There are a variety of flip-flops, all of which share two properties:

1. The flip-flop is a bistable device either 0 or 1. It exists in one of two states and, in the
absence of input, remains in that state. Thus, the flip-flop can function as a 1-bit memory.
2. The flip-flop has two outputs, which are always the complements of each other. These are
generally labeled Q and Q'.

Table 1 shows symbolic graphic and feature table for three types of flip-flop that are S-R, J-K and
D flip-flops. Flip-flop is a form of memory element used to construct sequential circuits that are
more complex, such as registers etc. Sequential circuits can be divided into

1. Synchronous
2. Asynchronous

In synchronous sequential circuit, all flip-flops are moved by the same clock pulse so that all
flip-flops involved change simultaneously.
In asynchronous circuit, the change of flip-flop condition depends on the change that occurs on
the input and the late time that is in the circuit.

FLIP-FLOPS AND REGISTERS
One of the most common types of memory is the flip-flop (otherwise known as the bistable
multivibrator). The four we will be concerned about are S-R, J-K, T, and D. The characteristics of
each of the flip-flops will be covered in this section. The C input is the clock input used in some
flip-flops to synchronize transitions.
A. S-R Flip-Flop (LATCH)
Basic Latch
Instead of using the transmission gates, we can construct a similar circuit using ordinary logic
gates. Figure 4.34 presents a memory element built with NOR gates. Its inputs, Set and Reset,
provide the means for changing the state, Q, of the circuit. A more usual way of drawing this
circuit is given in Figure 7.5a, where the two NOR gates are said to be connected in crosscoupled style. The circuit is referred to as a basic latch. Its behavior is described by the truth table
in Figure 7.5b. When both inputs, R and S, are equal to 0 the latch maintains its existing state.
This state may be either Qa = 0 and Qb = 1, or Qa = 1 and Qb = 0, which is indicated in the truth
table by stating that the Qa and Qb outputs have values 0/1 and 1/0, respectively. Observe that
Qa and Qb are complements of each other in this case. When R = 0 and S = 1, the latch is set
into a state where Qa = 1 and Qb = 0.
When R = 1 and S = 0, the latch is reset into a state where Qa = 0 and Qb = 1. The fourth
possibility is to have R = S = 1. In this case both Qa and Qb will be 0.Figure 7.5c gives a timing
diagram for the latch, assuming that the propagation delay through the NOR gates is negligible.
Of course, in a real circuit the changes in the waveforms would be delayed according to the
propagation delays of the gates. We assume that initially Qa = 0 and Qb = 1. The state of the
latch remains unchanged until time t2,

Figure 7.4 A memory element with NOR gates

(a) Circuit

(b) Truth table

(c) Timing diagram
Figure 4.34 A basic latch built with NOR gates.

when S becomes equal to 1, causing Qb to change to 0, which in turn causes Qa to change
to 1. The causality relationship is indicated by the arrows in the diagram. When S goes to 0 at t3,
there is no change in the state because both S and R are then equal to 0. At t4 we have R = 1,
which causes Qa to go to 0, which in turn causes Qb to go to 1. At t5 both S and R are equal to 1,
which forces both Qa and Qb to be equal to 0. As soon as S returns to 0, at t6, Qb becomes
equal to 1 again. At t8 we have S = 1 and R = 0, which causes Qb = 0 and Qa = 1. An interesting
situation occurs at t10. From t9 to t10 we have Qa = Qb = 0 because R = S = 1. Now if both R
and S change to 0 at t10, both Qa and Qb will go to 1. But having both Qa and Qb equal to 1 will
immediately force Qa = Qb = 0. There will be an oscillation between Qa = Qb = 0 and Qa = Qb =
1. If the delays through the two NOR gates are exactly the same, the oscillation will continue
indefinitely. In a real circuit there will invariably be some difference in the delays through these
gates, and the latch will eventually settle into one of its two stable states, but we don’t know which
state it will be. This uncertainty is indicated in the waveforms by dashed lines.
The oscillations discussed above illustrate that even though the basic latch is a simple circuit,
careful analysis has to be done to fully appreciate its behavior. In general, any circuit that
contains one or more feedback paths, such that the state of the circuit depends on the
propagation delays through logic gates, has to be designed carefully. .
The latch in Figure 7.5a can perform the functions needed for the memory element in Figure
above, by connecting the Set signal to the S input and Reset to the R input. The Qa output
provides the desired On/Off signal. To initialize the operation of the alarm system,the latch is
reset. Thus the alarm is off. When the sensor generates the logic value 1, the latch is set and Qa
becomes equal to 1. This turns on the alarm mechanism. If the sensor output returns to 0, the
latch retains its state where Qa = 1; hence the alarm remains turned on. The only way to turn off
the alarm is by resetting the latch, which is accomplished by making the Reset input equal to 1.
FIGURE 23 shows the logic circuit for the flip-flop constructed with two NAND gates. Also
shown are the symbol and operation table. Note that the output Q is not necessarily the
complement of Q.
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FIGURE 4.35. Latch.
As can be seen, the outputs are uniquely determined by the inputs except for the (1,1)
condition where the output stays at its previous state. Problems occur when the inputs switch
from (0,0) to (1,1) simultaneously. In the real world there would be a race between the gates.

Clocked SR Latch
In the previous section, we saw that the basic SR latch can serve as a useful memory element. It

remembers its state when both the S and R inputs are 0. It changes its state in response to
changes in the signals on these inputs. The state changes occur at the time when the changes in
the signals occur. If we cannot control the time of such changes, then we don’t know when the
latch may change its state.
In the alarm system , it may be desirable to be able to enable or disable the entire system by
means of a control input, Enable. Thus when enabled, the system would function as described
above. In the disabled mode, changing the Set input from 0 to 1 would not cause the alarm to turn
on. The latch in Figure 7.5a cannot provide the desired operation. But the latch circuit can be
modified to respond to the input signals S and R only when Enable = 1. Otherwise, it would
maintain its state.
The modified circuit is depicted in Figure 4.36. It includes two AND gates that provide the desired
control. When the control signal Clk is equal to 0, the S' and R' inputs to the

S
Q
clock

–

Q
R
Diagram 3 : S-R Flip-flop
(a) Circuit

(b) Truth table

(c) Timing diagram

(d) Graphical symbol
Figure 4.36 Cloked SR latch.

latch will be 0, regardless of the values of signals S and R. Hence the latch will maintain its existing state as
long as Clk = 0. When Clk changes to 1, the S_ and R_ signals will be the same as the S and R signals,
respectively. Therefore, in this mode the latch will behave as we described in section above. Note
that we have used the name Clk for the control signal that allows the latch to be set or reset,
rather than call it the Enable signal. The reason is that such circuits are often used in digital
systems where it is desirable to allow the changes in the states of memory elements to occur only
at well-defined time intervals, as if they were controlled by a clock. The control signal that defines
these time intervals is usually called the clock signal. The name Clk is meant to reflect this nature
of the signal. Circuits of this type, which use a control signal, are called gated latches. Because
our circuit exhibits set and reset capability, it is called a gated SR latch. Figure 7.6b describes its
behavior. It defines the state of the Q output at time t+1, namely, Q(t+1), as a function of the
inputs S, R, and Clk. When Clk = 0, the latch will remain in the state it is in at time t, that is, Q(t),
regardless of the values of inputs S and R. This is indicated by specifying S = x and R = x, where
x means that the signal value can be either 0 or 1. When Clk = 1, the circuit behaves as the basic
latch in Figure 4.35. It is set by S = 1 and reset by R = 1. The last row of the truth table, where S
= R = 1, shows that the state Q(t + 1) is undefined because we don’t know whether it will be 0 or
1. This corresponds to the situation described in section 7.1 in conjunction with the timing
diagram in Figure 7.5 at time t10. At this time both S and R inputs go from 1 to 0, which causes
the oscillatory behavior that we discussed. If S = R = 1, this situation will occur as soon as Clk
goes from 1 to 0. To ensure a meaningful operation of the gated SR latch, it is essential to avoid
the possibility of having both the S and R inputs equal to 1 when Clk changes from 1 to 0.
A timing diagram for the gated SR latch is given in Figure 7.6c. It shows Clk as a periodic signal
that is equal to 1 at regular time intervals to suggest that this is how the clock signal usually
appears in a real system. The diagram presents the effect of several combinations of signal
values. Observe that we have labeled one output as Q and the other as its complement Q', rather
than Qa and Qb as in Figure 7.5. Since the undefined mode, where S = R = 1, must be avoided in
practice, the normal operation of the latch will have the outputs as complements of each other.
Moreover, we will often say that the latch is set when Q = 1, and it is reset when Q = 0. A
graphical symbol for the gated SR latch is given in Figure 7.6d.

S-R Flip-flop
S-R flip-flop has 2 inputs, S (set) and R (reset) like Diagram 3 below. In the diagram below, (also
for JK and D flip-flops), there use another input called clock. It is to control the movement of input
that is input will only occur when given a clock pulse (synchronous circuit)
The features of S-R flip-flop can be depicted in Table 2 below. It can be summarized that:
1. If the value of both S and R are 0, the flip-flop will remain in its present condition (either 0 or
1).
2. If S = 0 and R = 1 (reset), then the flip-flop condition will change to 0 (its output, Q = 0).
3. If S = 1 (set) and R = 0, then the flip-flop condition will change to 1 (output, Q = 1).
4. This circuit does not allow combinational input of input S = 1 and R = 1.
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Table 2 : Feature table of S-R Flip-flop

Clocked SR Latch with NAND Gates
So far we have implemented the basic latch with cross-coupled NOR gates. We can also
construct the latch with NAND gates. Using this approach, we can implement the gated SR latch
as depicted in Figure 4.37. The behavior of this circuit is described by the truth table

S
Q
Clock

Q
R
Figure 4.37 Gated SR latch with NAND gates.

in Figure 7.6b. Note that in this circuit, the clock is gated by NAND gates, rather than by AND
gates. Note also that the S and R inputs are reversed in comparison with the circuit in Figure
7.6a. The circuit with NAND gates requires fewer transistors than the circuit with AND gates. We
will use the circuit in Figure 4.37, in preference to the circuit in Figure 7.6a.
B. J-K Flip-Flop
Another interesting circuit can be derived from Figure 4.37. Instead of using a single control input, T, we
can use two inputs, J and K, as indicated in Figure 4.38a. For this circuit the input D is defined as
D = JQ' + K'Q
A corresponding truth table is given in Figure 4.38b. The circuit is called a JK flip-flop. It combines the
behaviors of SR and T flip-flops in a useful way. It behaves as the SR flip-flop,

(a) Circuit

(b) Truth table

(c) Graphical symbol
Figure 4.38 JK flip-flop.

where J = S and K = R, for all input values except J = K = 1. For the latter case, which has to be avoided
in the SR flip-flop, the JK flip-flop toggles its state like the T flip-flop. The JK flip-flop is a versatile
circuit. It can be used for straight storage purposes, just like the D and SR flip-flops. But it can also serve as
a T flip-flop by connecting the J and K inputs together.

FIGURE 4.39 shows the symbol and operation table for a J-K flip-flop.
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(b) Operation Table
FIGURE4.39. J-K flip-flop.

Q

J-K Flip-flop

J-K flip-flop also has 2 inputs, J and K. The function of clock is same as S-R flip-flop. Unlike S-R flip-flop,
J-K flip-flop allows all combination of inputs. The logic circuit for J-K flip-flop is shown in Diagram 4 below.
Table 3 shows the features of J-K flip-flop. From the table, it can be summarized that:
1. If J = 0 and K = 0, it will maintain the flip-flop condition like before
2. If J = 0 and K = 1, it will cause flip-flop to change to condition 0 (reset).
3. If J = 1 and K = 0, it will cause flip-flop to change to condition 1 (set).
4. If J = 1 and K = 1, it will change the flip-flop condition, that is it will become complementary to the
initial or prior condition
It can be observed that J-K flip-flop is built to address the input problem of S = R = 1 in S-R flip-flop.
Features 1 till 3 are same as S-R flip-flop.
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Diagram 4: J-K Flip-flop

J

Qn

Qn+1

K

0

0

0

0

0

0

1

1

0

1

0

0

0

1

1

0

1

0

0

1

1

0

1

1

1

1

0

1

1

1

1

0

Table 3: Features table of J-K flip-flop
C. D Flip-Flop
Clocked D Latch

In section 7.2 we presented the gated SR latch and showed how it can be used as the memory
element in the alarm system of Figure 7.1. This latch is useful for many other applications. In this
section we describe another gated latch that is even more useful in practice. It has a single data
input, called D, and it stores the value on this input, under the control of a clock signal. It is called
a gated D latch.
When we described how that circuit is used to add numbers, we did not discuss what is likely to
happen with the sum bits that are produced by the adder.
Adder/subtractor units are often used as part of a computer. The result of an addition or
subtraction operation is often used as an operand in a subsequent operation. Therefore, it is
necessary to be able to remember the values of the sum bits generated by the adder until they
are needed again. We might think of using the basic latches to remember these bits, one bit per
latch. In this context, instead of saying that a latch remembers the value of a bit, it is more
illuminating to say that the latch stores the value of the bit or simply “stores the bit.” We should
think of the latch as a storage element.
But can we obtain the desired operation using the basic latches? We can certainly reset all
latches before the addition operation begins. Then we would expect that by connecting a sum bit
to the S input of a latch, the latch would be set to 1 if the sum bit has the value 1; otherwise, the
latch would remain in the 0 state. This would work fine if all sum bits are 0 at the start of the
addition operation and, after some propagation delay through the adder, some of these bits
become equal to 1 to give the desired sum. Unfortunately, the propagation delays that exist in the
adder circuit cause a big problem in this arrangement. Suppose that we use a ripple-carry adder.
When the X and Y inputs are applied to the adder, the sum outputs may alternate between 0 and
1 a number of times as the carries ripple through the circuit. This situation was illustrated in the
timing diagram in Figure 5.21. The problem is that if we connect a sum bit to the S input of a
latch, then if the sum bit is temporarily a 1 and then settles to 0 in the final result, the latch will
remain set to 1 erroneously.
The problem caused by the alternating values of the sum bits in the adder could be solved by
using the gated SR latches, instead of the basic latches. Then we could arrange that the clock
signal is 0 during the time needed by the adder to produce a correct sum. After allowing for the
maximum propagation delay in the adder circuit, the clock should go to 1 to store the values of
the sum bits in the gated latches. As soon as the values have been stored, the clock can return to
0, which ensures that the stored values will be retained until the next time the clock goes to 1. To
achieve the desired operation, we would also have to reset all latches to 0 prior to loading the
sum-bit values into these latches. This is an awkward way of dealing with the problem, and it is
preferable to use the gated D latches instead.
Figure 7.8a shows the circuit for a gated D latch. It is based on the gated SR latch, but instead of
using the S and R inputs separately, it has just one data input, D. For convenience we have
labeled the points in the circuit that are equivalent to the S and R inputs. If D = 1, then S = 1 and
R = 0, which forces the latch into the state Q = 1. If D = 0, then S = 0 and R = 1, which causes Q
= 0. Of course, the changes in state occur only when Clk = 1.

(a) Circuit

(b) Truth table

(c) Graphical symbol

(d) Timing diagram
Figure 7.8 Clocked D latch.

It is important to observe that in this circuit it is impossible to have the troublesome situation
where S = R = 1. In the gated D latch, the output Q merely tracks the value of the input D while
Clk = 1. As soon as Clk goes to 0, the state of the latch is frozen until the next time the clock
signal goes to 1. Therefore, the gated D latch stores the value of the D input seen at the time the
clock changes from 1 to 0. Figure 7.8 also gives the truth table, the graphical symbol, and the
timing diagram for the gated D latch.
The timing diagram illustrates what happens if the D signal changes while Clk = 1. During the
third clock pulse, starting at t3, the output Q changes to 1 because D = 1. But midway through the
pulse D goes to 0, which causes Q to go to 0. This value of Q is stored when Clk changes to 0.
Now no further change in the state of the latch occurs until the next clock pulse, at t4. The key
point to observe is that as long as the clock has the value 1, the Q output follows the D input. But
when the clock has the value 0, the Q output cannot change. Since the output of the gated D
latch is controlled by the level of the clock input, the latch is said to be level sensitive. The circuits
in Figures 7.6 through 7.8 are level sensitive. We will show in section 7.4 that it is possible to
design storage elements for which the output changes only at the point in time when the clock
changes from one value to the other. Such circuits are said to be edge triggered.
At this point we should reconsider the circuit in Figure 7.3. Careful examination of that circuit
shows that it behaves in exactly the same way as the circuit in Figure 7.8a. The Data and Load
inputs correspond to the D and Clk inputs, respectively. The Output, which has the same signal
value as point A, corresponds to the Q output. Point B corresponds to . Therefore, the circuit in
Figure 7.3 is also a gated D latch. An advantage of this circuit is that it can be implemented using
fewer transistors than the circuit in Figure 7.8a.
FIGURE 25 shows the symbol and operation table for a D flip-flop. As can be seen, it is easily
constructed from a J-K flip-flop.
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FIGURE 4.40. D flip-flop.

The D flip-flop will simply assume the state of the input after a clock pulse. This is useful as a
delay element and when transferring bits from one source to another. The D flip-flop is commonly
used in shift registers.

D Flip-flop
Logic circuit for D flip-flop is shown in Diagram 5 below. This flip-flop only has one input that is D.
The clock function is same as S-R and J-K flip-flops. The features of D flip-flop can be illustrated
by Table 4. From the table, it can be seen that this flip-flop produces the same output as its input
regardless of the condition of the stated flip-flop. This feature is very suitable to be used as
memory element and this flip-flop is mostly used to make registers and computer memory (RAM)
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Diagram 5 : D Flip-flop
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Table 4 : Feature table of D Flip-flop

Supplementary Notes on the operation of the D-type flip-flop.
(The content of this section is non-examinable)

This first section shows how the Clocked S-R, flip flop obtains control over when the output
changes, and makes the inputs active high. The diagram below shows the logic state of the flipflop in its reset state, with the clock input at Logic 0, and S and R at Logic 0.
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From this diagram it should be clear that in order for the outputs Q and Q to change, the input to
NAND gate C must become Logic 0, from the work done in the previous topic. This is the output
of NAND gate A, which will never go to zero because the clock is at Logic 0 which will always
make the output of NAND gate A Logic 1, since to give a Logic 0 output requires two Logic 1’s at
the input to a NAND gate.

Therefore it doesn’t matter what is done to the S and R inputs in the current configuration, no
change to S or R can cause any change at the output.

Now we will change the logic level of the clock to Logic 1, and leave inputs S and R at Logic 0 for
the time being.
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The circuit looks much the same as it did before, the only exception being that a change to S or R
now will make the outputs of NAND gates A and B respectively go to a Logic 0, the logic level
required to potentially cause a change in output. This is only a potential opportunity because if R
was the first line to be taken to Logic 1 we would end up with the following situation.
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In other words no change to the output at all, because the flip-flop was already in its reset state.
Consider now what happens if S is taken to a Logic 1 when the clock is at Logic 1.
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The state of the outputs has been ‘flipped’ into the SET state where Q = 1, and Q = 0.
In the S  R flip-flop there was another issue in as much that if both inputs were taken to Logic 0
at the same time then both Q and Q would give a Logic 1 output which is highly undesirable.

What happens in this modified form of the circuit ? Well lets take a look.
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This is a little bit confusing on the diagram but assumes that S is taken to logic 1 first and
remaining at logic 1, setting the flip-flop, then R is taken to Logic 1, causing a change in the
output of NAND gates B and D to effectively make Q and Q both logic 1. In other words this
problem still exists, even though the logic state at which this happens has been reversed, it is
now two Logic 1 inputs that create two Logic 1 outputs.

The clocked S - R flip flop then only solves two of the three issues identified with the simple

S  R flip flop.

The final addition to the circuit to remove this last issue is the addition of a NOT gate as shown
below.
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D. T Flip-Flop
The D flip-flop is a versatile storage element that can be used for many purposes. By including some
simple logic circuitry to drive its input, the D flip-flop may appear to be a different type of storage element.
An interesting modification is presented in Figure 4.42. This circuit uses a positive-edge-triggered D flipflop. The feedback connections make the input signal D equal to either the value of Q or Q' under the

Q

control of the signal that is labeled T. On each positive edge of the clock, the flip-flop may change its state
Q(t). If

(a) Circuit

(b) Graphical symbol
Figure 4.41 Positive-edge-triggered D flip-flop with Clear and Preset.

Figure 4.42 Synchronous reset for a D flip-flop.

(a) Circuit

(b) Truth table

(c) Graphical symbol

(d) Timing diagram
Figure 4.43 T flip-flop.
T = 0, then D = Q and the state will remain the same, that is, Q(t + 1) = Q(t). But if T = 1, then D =
Q' and the new state will be Q(t + 1) = Q'(t). Therefore, the overall operation of the circuit is that it
retains its present state if T = 0, and it reverses its present state if T = 1.

The operation of the circuit is specified in the form of a truth table in Figure 7.16b. Any circuit that
implements this truth table is called a T flip-flop. The name T flip-flop derives from the behavior of
the circuit, which “toggles” its state when T = 1. The toggle feature makes the T flip-flop a useful
element for building counter circuits.
FIGURE 4.44 describes the T flip-flop. As shown, the T flip-flop is simply a J-K flip-flop with
the two inputs connected. It is commonly used in counters.
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FIGURE 4.44. T flip-flop.

Master-Slave and Edge-Triggered D Flip-Flops
In the level-sensitive latches, the state of the latch keeps changing according to the values of
input signals during the period when the clock signal is active (equal to 1 in our examples). As we
will see in sections 7.8 and 7.9, there is also a need for storage elements that can change their
states no more than once during one clock cycle. We will discuss two types of circuits that exhibit
such behavior.
Master-Slave D Flip-Flop
Consider the circuit given in Figure 7.10a, which consists of two gated D latches. The first, called
master, changes its state while Clock = 1. The second, called slave, changes its state while Clock
= 0. The operation of the circuit is such that when the clock is high, the master tracks the value of
the D input signal and the slave does not change. Thus the value of Qm follows any changes in
D, and the value of Qs remains constant. When the clock signal changes to 0, the master stage
stops following the changes in the D input. At the same time, the slave stage responds to the
value of the signal Qm and changes state accordingly. Since Qm does not change while Clock =
0, the slave stage can undergo at most one change of state during a clock cycle. From the
external observer’s point of view, namely, the circuit connected to the output of the slave stage,
the master-slave circuit changes its state at the negative-going edge of the clock. The negative
edge is the edge where the clock signal changes from 1 to 0. Regardless of the number of
changes in the D input to the master stage during one clock cycle, the observer of the Qs signal
will see only the change that corresponds to the D input at the negative edge of the clock.
The circuit in Figure 7.10 is called a master-slave D flip-flop. The term flip-flop denotes a storage
element that changes its output state at the edge of a controlling clock signal. The timing diagram
for this flip-flop is shown in Figure 7.10b. A graphical symbol is given in Figure 7.10c. In the
symbol we use the > mark to denote that the flip-flop responds to the “active edge” of the clock.
We place a bubble on the clock input to indicate that the active edge for this particular circuit is
the negative edge.

(a) Circuit

(b) Timing diagram

(c) Graphical symbol
Figure 4.45 Master-slave D flip-flop.

Edge-Triggered D Flip-Flop
The output of the master-slave D flip-flop responds on the negative edge of the clock signal. The
circuit can be changed to respond to the positive clock edge by connecting the slave stage
directly to the clock and the master stage to the complement of the clock. A different circuit that
accomplishes the same task is presented in Figure 4.47a.

(a) Circuit

(b) Graphical symbol
Figure 4.47 A positive-edge-triggered D flip-flop.
It requires only six NAND gates and, hence, fewer transistors. The operation of the circuit is as
follows. When Clock = 0, the outputs of gates 2 and 3 are high. Thus P1 = P2 = 1, which
maintains the output latch, comprising gates 5 and 6, in its present state. At the same time, the
signal P3 is equal to D, and P4 is equal to its complement D. When Clock changes to 1, the
following changes take place. The values of P3 and P4 are transmitted through gates 2 and 3 to
cause P1 = D and P2 = D, which sets Q = D and Q = D. To operate reliably, P3 and P4 must be
stable when Clock changes from 0 to 1. Hence the setup time of the flip-flop is equal to the delay
from the D input through gates 4 and 1 to P3. The hold time is given by the delay through gate 3
because once P2 is stable, the changes in D no longer matter. For proper operation it is

necessary to show that, after Clock changes to 1, any further changes in D will not affect the
output latch as long as Clock = 1. We have to consider two cases. Suppose first that D = 0 at the
positive edge of the clock. Then P2 = 0, which will keep the output of gate 4 equal to 1 as long as
Clock = 1, regardless of the value of the D
input. The second case is if D = 1 at the positive edge of the clock. Then P1 = 0, which forces the
outputs of gates 1 and 3 to be equal to 1, regardless of the D input. Therefore, the flip-flop
ignores changes in the D input while Clock = 1. Figure 7.11b gives a graphical symbol for this flipflop. The clock input indicates that the positive edge of the clock is the active edge. A similar
circuit, constructed with NOR gates, can be used as a negative-edge-triggered flip-flop.

Registers
A flip-flop stores one bit of information. When a set of n flip-flops is used to store n bits of
information, such as an n-bit number, we refer to these flip-flops as a register. A common clock is
used for each flip-flop in a register, and each flip-flop operates as described in the previous
sections. The term register is merely a convenience for referring to n-bit structures consisting of
flip-flops.

E. Shift Registers
Shift Register
In section 5.6 we explained that a given number is multiplied by 2 if its bits are shifted one bit
position to the left and a 0 is inserted as the new least-significant bit. Similarly, the number is
divided by 2 if the bits are shifted one bit-position to the right. A register that provides the ability to
shift its contents is called a shift register.
Figure 4.48a shows a four-bit shift register that is used to shift its contents one bitposition to the
right. The data bits are loaded into the shift register in a serial fashion using the In input. The
contents of each flip-flop are transferred to the next flip-flop at each positive edge of the clock. An
illustration of the transfer is given in Figure 7.18b, which shows what happens when the signal
values at In during eight consecutive clock cycles are 1, 0, 1, 1, 1, 0, 0, and 0, assuming that the
initial state of all flip-flops is 0.
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0

1
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1

0

0
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1

1

(b) A sample sequence
Figure 4.48 A simple shift register.

To implement a shift register, it is necessary to use either edge-triggered or master-slave flipflops. The level-sensitive gated latches are not suitable, because a change in the value of In
would propagate through more than one latch during the time when the clock is equal to 1.
Shift registers occupy an important position in most digital systems. They are often used to
momentarily store binary information needed to be coded or decoded. They also play an
important link between systems using sequential I/O channels.
The flip-flops in a register must be wired so binary data can be inserted (shifted) into the
register, and probably shifted out as well.
F. Serial Shift Registers
Serial shift registers involve shifting bits into the register one at a time in a series fashion. A
five bit serial shift register is shown below using D flip-flops. Data shifts from a flip-flop to the next
one to its right, on each clock pulse.
0
DATA INPUT

1

2

3

4

D

Q

D

Q

D

Q

D

Q

D

Q

C

Q

C

Q

C

Q

C

Q

C

Q

DATA OUTPUT

FIGURE 27. Serial shift register.
Data can be taken out in a parallel or serial fashion, as shown.

Diagram 7 below is an example of 4-bit shift to right register that utilizes J-K flip-flop.
Input

J

Q

Clock

K
Clock
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J

Q

Clock
–

Q

K

J

Q

Clock
–

Q

K

J

Q

Clock
–

Q

K

–

Q

Output

Diagram 7: Shift to Right Register Using J-K Flip-flop
G. Parallel Load Shift Registers
In computer systems it is often necessary to transfer n-bit data items. This may be done by
transmitting all bits at once using n separate wires, in which case we say that the transfer is
performed in parallel. But it is also possible to transfer all bits using a single wire, by performing
the transfer one bit at a time, in n consecutive clock cycles. We refer to this scheme as serial
transfer. To transfer an n-bit data item serially, we can use a shift register that can be loaded with
all n bits in parallel (in one clock cycle). Then during the next n clock cycles, the contents of the
register can be shifted out for serial transfer. The reverse operation is also needed. If bits are
received serially, then after n clock cycles the contents of the register can be accessed in parallel
as an n-bit item.
Figure 4.49 shows a four-bit shift register that allows the parallel access. Instead of using the
normal shift register connection, the D input of each flip-flop is connected to

Figure 4.49 Parallel-access shift register.

two different sources. One source is the preceding flip-flop, which is needed for the shift register
operation. The other source is the external input that corresponds to the bit that is to be loaded
into the flip-flop as a part of the parallel-load operation. The control signal Shift/Load is used to
select the mode of operation. If Shift'/Load = 0, then the circuit operates as a shift register. If
Shift'/Load = 1, then the parallel input data are loaded into the register. In both cases the action
takes place on the positive edge of the clock.
In Figure 7.19 we have chosen to label the flip-flops outputs as Q3, . . . ,Q0 because shift
registers are often used to hold binary numbers. The contents of the register can be accessed in
parallel by observing the outputs of all flip-flops. The flip-flops can also be accessed serially, by
observing the values of Q0 during consecutive clock cycles while the contents are being shifted.
Acircuit in which data can be loaded in series and then accessed in parallel is called a series-toparallel converter. Similarly, the opposite type of circuit is a parallel-to-series converter. The
circuit in Figure 7.19 can perform both of these functions.

A second method of loading a register is by shifting in all the bits in parallel at the same time (for
example from a decoder). An example of a 3-bit parallel shift register is shown below.
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Q

C

Q
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FIGURE 4.50.
When the shift line goes high, the outputs of the AND gates take on the values of X. On the next
clock, this information is shifted into the register. To reset the register, the reset line goes high
and the shift line low so that all the Q's will turn low on the next clock pulse. Thus this
configuration requires two clock pulses; one to reset and one to load.
Probably the most useful register is a parallel load, serial shift register that lets you control
either mode. That type of register incorporates the two previous techniques.
COUNTERS
We showed how adder/subtractor circuits can be designed, either using a simple cascaded
(ripple-carry) structure that is inexpensive but slow or using a more complex carry-lookahead
structure that is both more expensive and faster. In this section we examine special types of
addition and subtraction operations, which are used for the purpose of counting. In particular, we
want to design circuits that can increment or decrement a count by 1. Counter circuits are used in
digital systems for many purposes. They may count the number of occurrences of certain events,
generate timing intervals for control of various tasks in a system, keep track of time elapsed
between specific events, and so on.
Counters can be implemented using the adder/subtractor circuits discussed in Chapter 5 and the
registers discussed in section 7.8. However, since we only need to change the contents of a
counter by 1, it is not necessary to use such elaborate circuits. Instead, we can use much simpler
circuits that have a significantly lower cost. We will show how the counter circuits can be
designed using T and D flip-flops.

Only synchronous counters will be described because of their simplicity. A synchronous
counter is one in which all the flip-flops change state simultaneously since all the clocks inputs
are tied together. Counters are usually constructed of T flip-flops since the flip-flops only have to
toggle at a given sequence. A 3-bit synchronous counter is shown below.
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FIGURE 4.51. 3-Bit synchronous counter.
The equations for the flip-flops are T1 = 1; T2 = Q1; T3 = Q1 · Q2. Thus T1 toggles at every
clock pulse, T2 toggles only when Q1 is high, on every other clock pulse, and finally T3 toggles
when both Q1 and Q2 are high, or every fourth clock pulse. The counting sequence is shown
below:
STATE
Count

A

B

C

0

0

0

0

1

0

0

1

2

0

1

0

3

0

1

1

4

1

0

0

5

1

0

1

6

1

1

0

7

1

1

1

8

0

0

0

9
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FIGURE 4.52. Counting sequence.
This type of counter can be extended by the following set of equations.
T1 = 1
T2 = T1
T3 = T1T2
Tn = T1T2…T n-1
Counter Designs
The 'Detect and Steer' method works by constructing the appropriate combinational control
logic at the input of each flip-flop so that the counter progresses through the desired states. A list
of general steps used to design a counter by this method is shown below.
1.
2.
3.
4.

Start by writing the desired counting sequence.
From 1 determine which flip-flop must change when going from the last state to the first.
Generate the control circuitry for each flip-flop from the analysis done in 2.
This can best be shown by the following design of a Mod-11 synchronous binary counter.

A is the most significant bit
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0
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FIGURE 4.53.
To find the expression for the T flip-flop inputs, note that there are several unused states that will
add don’t cares to the K-map. These are ABCD = 1011, 1100, 1101, 1110 & 1111. For the T 4
input for A, this flip-flop should change (T4 = 1) when ABCD = 0111 & 1010. The K-map with the
don’t cares will be:
CD
AB

00

01

11

10

00
01
11

1
d

d

10

d = don’t care

d

d

d

1

T4 = BCD + AC

Similarly, T 3 for B needs to be 1 when ABCD = 0011 & 0111. The corresponding K-map is:
CD
AB
00

00

01

11
1

10

01
11

1
d

d

d

10

d = don’t care
d

T3 = CD

d

You should work out the expression for C’s T 2 flip-flop, noting that there will be six 1s in the Kmap. The T1 expression for D could also be done this way, but since D changes almost every
time, it is easier to look at the case when it doesn’t change. Instead of filling up the K-map with all
1s except for the lower right corner, we will put a 0 in for the ABCD = 1010 state and find the
inverse (NOT) expression. Now the K-map will look like:
CD
AB

00

01

11

10

00

1

1

1

1

01

1

1

1

1

d = don’t care

11

d

d

d

d

T1 = AC

10

1

1

d

0

Once we detect the 1010 state for D (detecting AC) we can summarize all the T flip-flop input
expressions:
D = T1 = A  C
inhibits only on A · C; otherwise 1
C = T2 = D + A · C
A · C is the force term
B = T3 = C · D
A = T4 = B · C · D + A · C
A · C is the force term
The logic for the Mod-11 counter is shown below:
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FIGURE 4.54.
Answer question 6 in the QUESTIONS AND PROBLEMS of the EXPERIMENTAL
PROCEDURE.
SYNTHESIS OF SYNCHRONOUS CIRCUITS

Q

A

The synthesis of a logic circuit is one of the most difficult aspects of digital circuit design. The
designer must balance the cost of his time spent on the design to the cost of the logic used. (This
really applies to prototypes. For production, the designer will be more interested in minimizing his
circuit than minimizing his time.) There is a method, which will be explained, that minimizes the
designer's time spent working out his circuit, and maximizes his time where thought process is
needed – flow-charting.
Flow-charting is used everywhere. In composition it is called an outline. Programmers use it.
In flow-charting a finite state machine, the designer takes all the specs and puts it into his flow
chart.
Let's take a simple example - the design of a Mod-8 counter. You already know how to
design T-FF counters. This time we will synthesize a D-FF counter. Since 8 distinct outputs are
needed, the design calls for 8 states since each output will depend on the state you are in. The
flow chart is as follows:

/000

A

/001

B

/010

C

/011

D

/100

E

/101

F

/110

G

/111

H

FIGURE 4.55.
Each state is represented by a circled letter. The arrow points to the next state following a
clock pulse. For a simple counter, the arrows just follow a string. The number following the slash
shows the desired output at each transition. If there was an input it would be put in front of the
slash.
Let's continue. Suppose we wanted an up/down counter dependent upon an input, X. When
X = 1 the counter counts up and for X = 0 the counter counts down. The implementation of this
flow chart is just as simple. We now have arrows in both directions, dependent on X.

X/000
A
X /000

X/001
B

X/001

X/010
C

X /010

X/011
D

X/011

X/100
E

X /100

X /101
F

X/101

X/110
G

X /110

X /111
H

X/111

FIGURE 4.56.
On X (when X  0 ) the arrows point backwards. The outputs follow similar reasoning.
Now for a final extension. The new design calls for two inputs X,Y. On 0,1 you have a down
counter; on 1,0 you have an up counter; and on 0,0 and 1,1 you stop counting. Only the first 4
states will be shown.

11
00/000

01/111

01/000
A

10/000

11
00/001

11
00/010

01/001
B

01/010
C

10/001

11
00/011

01/011
D

10/010

10/011

10/100

FIGURE 4.57.
Once a good working flow chart has been accomplished (minimization will not be covered)
the rest is pure mechanics. The step after the flow chart is to write a state table. Let's work on a
simple 4 state up/down counter. This table simply lists each state on the left, and the transition to
the next state inside the box, dependent on the input variable X. From the state table, an
excitation table is written. Using K-map techniques, a state representation is made and inserted
for each state. Notice that only one variable changes at a time when using a K-map. Using K-map
techniques, the equations for each flip-flop are found. Note that Q1Q2 are the outputs of flip-flops.
The digits inside the box are for the inputs of the flip-flops.

X
0
1
A
D
B
B
A
C
C
B
D
D
C
A
State Table

X
Q1Q2
0
1
(A) 00
11
01
(B) 01
00
10
(C) 11
01
11
(D) 10
10
00
Excitation Table

Q1 XQ 2  XQ 2
Q 2  XQ1  XQ1

Excitation Equations

FIGURE 4.58.
Going back to the flow chart, an output table is written. It may seem a little odd that each state
codes for two outputs, but you must realize that the coding is for the next state, not the immediate
state. Finally, the equations for the outputs are written.
X
Q1Q2
0
(A) 00
11
(B) 01
00
(C) 11
01
(D) 10
10
Output Table

1
01
10
11
00

O 1  X Q 2  XQ 2  Q 1
O 2 Q 1Q 2 Q 1Q 2

Output Equations
FIGURE 4.59.

That is all there is to this type of synchronous synthesis. Once the equations are written, they can
easily be converted to actual logic.

Here is one more example and then you are on your own. It is desired to design a
synchronous machine to decode a series of ones and zeros into a special output sequence. The
input is X and the output is Z:
start
continue 
X0
1 0 0 0 0 1 1 1 0 0 0 1 1 0 1
X
Z0
1 1 0 1 0 1 1 1 1 0 1 1 1 1 1
Z
The first observation is that there is a 1 output for every 1 input. The next observation is that
the output toggles on a zero input after the first zero input. Start with state A. On a 1 input, a 1 is
output and there is no need to leave state A. On the other hand, there are two outputs for a zero
input so it takes 2 states to code for the two outputs. Therefore the flow chart is as follows:
0/0
1/1
1/1

A

B

Notation: INPUT/OUTPUT

0/1

FIGURE 4.60.
Note that all possible inputs at every state are accounted for. In this particular case, there are
a few simple flow charts that will do the trick. Experience will allow you to pick the simplest. In this
case, since we will use a D-FF and assign 0 for state A, it is simplest to let everything fall back to
A. The state-output table is:

X
0
1
A B/1 A/1
B A/0 A/1
State-Output Table
FIGURE 4.61.
The excitation table and equation is:
X
Q
0
1
(A) 0
1
0
(B) 1
0
0
Excitation Table

Q  X Q

Excitation Equation

FIGURE 4.62.
the output table and equation is:

X
Q
0
1
(A) 0
1
1
(B) 1
0
1
Output Table

O  X Q

Output Equation

FIGURE 4.63.
The final circuit is simply
X

D

Q

C

Q

O

FIGURE 4.64.
Answer question 7 in the QUESTIONS AND PROBLEMS of the EXPERIMENTAL
PROCEDURE.

EXPERIMENTAL PROCEDURE
QUESTIONS AND PROBLEMS
This procedure consists of seven short answer problems and one major design project. You
should plan to finish questions 1 - 7 during one lab session. The other 3 sessions are to be
devoted to your design project.
All the problems solved should have figures, either drawn by hand or printed out from
DesignWorks. If you are printing out circuits, move them to the top of the page. This will save
paper and speed up printing. You may also construct several circuits on the same page before
printing.
1. a) Build (from this point on, the word build will be used to mean design, test, and write in your
lab book) a four input NAND gate using gates with 2 inputs. Write down the truth table.
b) Do the same for a 4 input NOR gate.
2. a) Prove to yourself DeMorgan's theorem using DesignWorks.
b) Show, one step at a time, that
A + ( B · C) = (A + B) · (A + C)
for A = 0, B = 1, C = 1.
c) What is the dual of:
A · (B + C) + (D · A) · (C + D)
3. a) Analyze the following in two ways to get sums of product and product of sums equations.
Then show how you can get one from the other using DeMorgan's Theorem.

E1

A
B

C
D
F
E2

C
A
FIGURE 4.65.

b) Implement F  A B  A B using NAND logic. A B  A B is called an exclusive or. Draw a
truth table and test it on the simulator.
4. a) Minimize F  A B C D  ABC D  A B CD  A B C D  AB C D  A B C D  A BC D . Test out
both versions on DesignWorks.
b)

Minimize

F

and

give

the

truth

table

for

the

reduced

version

where

F  A B C D E  AB CD E  A B C D E  AB C D E  A B CD E  A BC D E  AB CD E  AB C D E  A B CD E  AB C D E

(Note that this can be reduced to a 4 variable map.)
c) Write the equation for the following:
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CD

00

01

11

10

00

1

d

1

d

01

1

1

d

0

11

d

0

0

0

10

1

0

d

1

d = don't care

FIGURE 4.66.
5. a) Familiarize yourself with the flip-flops available on DesignWorks by entering them and
testing them.
b) Use the clock on a J-K flip-flop. Naming the clock signal and the output gives a timing
diagram.
c) Simulate a 3-bit serial shift using J-K flip-flops and a switch for the input.
6. Design and build a counter that will go through the following sequence. Show all work.

STATE
A

B

C

D

0

0

0

0

0

0

0

1

0

0

1

0

0

0

1

1

0

1

0

1

0

1

1

0

0

1

1

1

1

0

0

0

0

0

0

0

Note: state '4' is skipped
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FIGURE 4.67.
7. a) Build a one stage full adder with inputs X, Y, and carry in from previous stage. There
should be outputs of a sum and a carry out. Draw the necessary truth tables.
b) How could this be expanded to create an n-stage adder? Assuming each gate has a delay,
can all the n bits be added at the same time?
8. Decide on a project, design it and build it. Show your instructor what your project is before
you start it. This project should be fairly complicated and not a common function from a TTL
data book. A function that accepts certain inputs in certain sequences and causes different
patterns to appear on the available outputs is appropriate. In other words, the design should
be unique. See guidelines below.
DESIGN PROJECT
For this final part of the logic design lab, you are to design and implement a machine of your
own choice on DesignWorks. Here are some hints and rules:
1. The design must have both combinational and sequential logic (flip-flops).
2. The design must have some user input (more is usually better).
3. The design must have some output (more is usually better).
4. The design must be implementable, even if your attempt to implement it didn't quite work (in
which case say why it didn't work in your lab report).
5. Show your T.A. the working model and he will sign it.
6. In short, the more impressive your design, the higher your grade (if it works). If your design
does something fantastic, say so on your lab write-up. Brag about your design.
7. The design ought to be relevant. That is, it should do something that has some use (even a
game), rather than some arbitrary function.
8. All parts of the design ought to have a bearing on the output; i.e., a flip-flop connected to
nothing doesn't satisfy the requirements of sequential logic.
Following these simple guidelines this should produce a good project. Suggested projects
are:
1. A simple game like Mastermind.
2. A message scroll.
3. A traffic light controller.

4. A serial to parallel/parallel to serial converter.
5. An Arithmetic-Logic Unit (ALU).
You may use the hex-keyboard and display options wherever needed or desired. There is a
device editor available on DesignWorks that allows you to make your design modular. You are
encouraged to do this.
SIMULATOR OPERATION
Some Pointers on the Use of DesignWorks
Listed are some points that should help you get started on the DesignWorks package on the
Macintosh. Also shown is a simple example. Students are advised to work through the example
before proceeding with the lab. Further information on the package should not be difficult to find
from the manual.
The manual should also be able to give you ideas for the final design project.
1. Open the DesignWorks folder by clicking the mouse twice on it.
2. Click twice on the icon labeled DesignWorks 2.5.4 (or latest version).
3. If necessary, go to the File menu at the top of the screen and open a new circuit. A circuit
template and a timing diagram appears on the screen. Work through the example shown
below.
Example
Let us try to construct the circuit shown below:
A
B

C

FIGURE 4.68. Example circuit.
The following components have to be assembled:
• NAND gate: Select a 2-input NAND gate NAND-2 from the Gates option within the selection
labeled Libraries at the top of the screen. A mouse click places the NAND gate or any other
selected component on the circuit template. Repeated clicks will place additional components.
When you have all the gates you need, press the Space Bar. This will yield the cursor.
• Connections: A connection may be made by clicking the cursor near a lead, and drawing it
across to the required place. When a connection is established between two circuit
components, the signal line flashes briefly.
• Naming signals: At the bottom left corner of the circuit template is a set of cursor selections.
Select the pen. Clicking the pen on a signal line causes it to flash, and a text cursor appears.
Name the signal and press return when done. The signal will immediately be assigned an area
on the timing diagram. Label the signals A, B, and C as shown in FIGURE 46. In addition, the
pen may be used to write any text on the circuit template; e.g. the NAND gate may be labeled
NAND.
• Switch: To be able to change the values of the input, switches need to be connected to points
A and B. Select Switch from the I/O option under the Libraries menu selection. Connections

are made as described above. The input value of may be changed by clicking the mouse on
the switch.
• Probe: The value of an input or an output may be determined by using a Probe. The Probe
selection appears in the I/O option. Connect probes to points A, B, and C. The completed
circuit is shown in FIGURE 47 for two input value sets. The arrow switch options may be used
to rotate a probe as shown by Probe2 below.
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Pr obe3
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1
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1
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B
1

Pr obe2

FIGURE 4.69. The completed circuit.

Further differences between combinational and sequential circuits can be listed as follows:

S.

Combinational Circuit

Sequential Circuit

1.

It contains no memory elements

2.

The present value of it’s
outputs are determined solely by the
present values of it’s inputs

The present value of it’s outputs
are determined by the present value of
it’s inputs and it’s past state

3.

It’s behavior is described by the
set of output functions

It’s behavior is described by the set
of next-state(memory) functions and
the set of output functions

No.
It contains memory elements

DIFFERENCE BETWEEN COMBINATIONAL LOGIC CIRCUITS
AND SEQUENTIAL LOGIC CIRCUITS
The difference between combinational logic circuits and sequential logic circuits can be easily
understood by knowing about each circuit in detail.
Combinational Logic Circuits
















The digital logic circuits whose outputs can be determined using the logic function of
current state input are combinational logic circuits, hence, these are also called as time
independent logic circuits.
Thus, these combinational digital logic circuits don’t have the capability to store a state
inside them.
Hence, the combinational logic circuits do not contain any memory elements.
The arithmetic operations performed on the date stored data in the computers are done
using combinational logic circuits.
The combinational digital logic circuits are fundamentally implemented using different
types of devices such as multiplexers, demultiplexers, encoders, decoders, half adder, and
full adders.
The components of arithmetic and logic unit of the computers are generally comprised of
combinational digital logic circuits.
The independent working states of the combinational logic circuits are represented with
Boolean algebra and after simplification by using NOR, NOT, and NAND gates the
circuit can be implemented.
The combinational digital circuits don’t require any feedbacks.
The combinational logic circuits are independent of the clock.
As there are no clocks used in these digital logic circuits, they do not need any triggering.
The combinational logic circuit’s behavior can be defined by using the set of output
functions.
In general, sum of products or products of sums method is used for the construction of
combinational logic.

Sequential Logic Circuits


The digital logic circuits whose outputs can be determined using the logic function of
current state inputs and past state inputs are called as sequential logic circuits.
















These sequential digital logic circuits are capable to retain the earlier state of the system
based on the current inputs and earlier state.
Hence, unlike the combinational logic circuits, these sequential digital logic circuits are
capable of storing the data in a digital circuit.
The sequential logic circuits contain memory elements.
The latch is considered as the simplest element used to retain the earlier memory or state
in the sequential digital logic.
Latches can also be called as flip-flops, but, if we consider the true structural form, then it
can be considered as a combinational circuit with one or more than one outputs fed back
as inputs.
These sequential digital logic circuits are used in maximum types of memory elements
and also in finite state machines, which are digital circuit models with finite possible
states.
The maximum number of sequential logic circuits uses a clock for triggering the flip
flops operation.
If the flip flop in the digital logic circuit is triggered, then the circuit is called as
synchronous sequential circuit and the other circuits (which are simultaneously not
triggered) are called as asynchronous sequential circuits.
The sequential digital logic circuits utilize the feedbacks from outputs to inputs.
The sequential logic circuit’s behavior can be defined by using the set of output functions
and set of next state or memory functions.
In practical digital logic circuits, combinational digital logic circuits and sequential
digital logic circuits are used.

Introduction to Karnaugh Mapping
Why learn about Karnaugh maps? The Karnaugh map, like Boolean algebra, is a simplification
tool applicable to digital logic. See the “Toxic waste incinerator” in the Boolean algebra

chapter for an example of Boolean simplification of digital logic. The Karnaugh Map will
simplify logic faster and more easily in most cases.
Boolean simplification is actually faster than the Karnaugh map for a task involving two or
fewer Boolean variables. It is still quite usable at three variables, but a bit slower. At four input
variables, Boolean algebra becomes tedious. Karnaugh maps are both faster and easier.
Karnaugh maps work well for up to six input variables, are usable for up to eight variables. For
more than six to eight variables, simplification should be by CAD (computer automated
design).
Recommended logic simplification Vs number of inputs
Variable

Boolean algebra

1-2

X

3

X

X

?

4

?

X

?

5-6

X

X

7-8

?

X

>8

Karnaugh map

Computer automated
?

X

In theory any of the three methods will work. However, as a practical matter, the above
guidelines work well. We would not normally resort to computer automation to simplify a three
input logic block. We could sooner solve the problem with pencil and paper. However, if we
had seven of these problems to solve, say for aBCD (Binary Coded Decimal) to seven segment
decoder, we might want to automate the process. A BCD to seven segment decoder generates
the logic signals to drive a seven segment LED (light emitting diode) display.
Examples of computer automated design languages for simplification of logic are PALASM,
ABEL, CUPL, Verilog, and VHDL. These programs accept a hardware descriptor
language input file which is based on Boolean equations and produce an output file describing
a reduced (or simplified) Boolean solution. We will not require such tools in this chapter. Let’s
move on to Venn diagrams as an introduction to Karnaugh maps.

Venn Diagrams and Sets
Mathematicians use Venn diagrams to show the logical relationships of sets (collections of
objects) to one another. Perhaps you have already seen Venn diagrams in your algebra or other
mathematics studies. If you have, you may remember overlapping circles and
the union and intersection of sets. We will review the overlapping circles of the Venn diagram.
We will adopt the terms OR and AND instead of union and intersection since that is the
terminology used in digital electronics.
The Venn diagram bridges the Boolean algebra from a previous chapter to the Karnaugh Map.
We will relate what you already know about Boolean algebra to Venn diagrams, then transition
to Karnaugh maps.
A set is a collection of objects out of a universe as shown below. The members of the set are
the objects contained within the set. The members of the set usually have something in

common; though, this is not a requirement. Out of the universe of real numbers, for example,
the set of all positive integers {1,2,3…} is a set. The set {3,4,5} is an example of a smaller set,
or subset of the set of all positive integers. Another example is the set of all males out of the
universe of college students. Can you think of some more examples of sets?

Above left, we have a Venn diagram showing the set A in the circle within the universe U, the
rectangular area. If everything inside the circle is A, then anything outside of the circle is not
A. Thus, above center, we label the rectangular area outside of the circle A as A-not instead of
U. We show B and B-not in a similar manner.
What happens if both A and B are contained within the same universe? We show four
possibilities.

Let’s take a closer look at each of the the four possibilities as shown above.

The first example shows that set A and set B have nothing in common according to the Venn
diagram. There is no overlap between the A and B circular hatched regions. For example,
suppose that sets A and B contain the following members:

set A = {1,2,3,4}
set B = {5,6,7,8}
None of the members of set A are contained within set B, nor are any of the members of B
contained within A. Thus, there is no overlap of the circles.

In the second example in the above Venn diagram, Set A is totally contained within set B How
can we explain this situation? Suppose that sets A and B contain the following members:

set A = {1,2} set B = {1,2,3,4,5,6,7,8}
All members of set A are also members of set B. Therefore, set A is a subset of Set B. Since all
members of set A are members of set B, set A is drawn fully within the boundary of set B.
There is a fifth case, not shown, with the four examples. Hint: it is similar to the last (fourth)
example. Draw a Venn diagram for this fifth case.

The third example above shows perfect overlap between set A and set B. It looks like both sets
contain the same identical members. Suppose that sets A and B contain the following:

set A = {1,2,3,4} set B = {1,2,3,4}
Therefore,
Set A = Set B
Sets And B are identically equal because they both have the same identical members. The A
and B regions within the corresponding Venn diagram above overlap completely. If there is
any doubt about what the above patterns represent, refer to any figure above or below to be
sure of what the circular regions looked like before they were overlapped.

The fourth example above shows that there is something in common between set A and set B in
the overlapping region. For example, we arbitrarily select the following sets to illustrate our
point:

set A = {1,2,3,4}
set B = {3,4,5,6}
Set A and Set B both have the elements 3 and 4 in common These elements are the reason for
the overlap in the center common to A and B. We need to take a closer look at this situation

Boolean Relationships on Venn Diagrams
The fourth example has A partially overlapping B. Though, we will first look at the whole of
all hatched area below, then later only the overlapping region. Let’s assign some Boolean
expressions to the regions above as shown below.
Below left there is a red horizontal hatched area for A. There is a blue vertical hatched area
for B.

If we look at the whole area of both, regardless of the hatch style, the sum total of all hatched
areas, we get the illustration above right which corresponds to the inclusive OR function of A,
B. The Boolean expression is A+B. This is shown by the 45o hatched area. Anything outside of
the hatched area corresponds to (A+B)-not as shown above. Let’s move on to next part of the
fourth example
The other way of looking at a Venn diagram with overlapping circles is to look at just the part
common to both A and B, the double hatched area below left. The Boolean expression for this

common area corresponding to the AND function is AB as shown below right. Note that
everything outside of double hatched AB is AB-not.

Note that some of the members of A, above, are members of (AB)’. Some of the members
of B are members of (AB)’. But, none of the members of (AB)’ are within the doubly hatched
area AB.

We have repeated the second example above left. Your fifth example, which you previously
sketched, is provided above right for comparison. Later we will find the occasional element, or
group of elements, totally contained within another group in a Karnaugh map.
Next, we show the development of a Boolean expression involving a complemented variable
below.

Example: (above)
Show a Venn diagram for A’B (A-not AND B).
Solution:
Starting above top left we have red horizontal shaded A’ (A-not), then, top right, B. Next,
lower left, we form the AND function A’B by overlapping the two previous regions. Most
people would use this as the answer to the example posed. However, only the double
hatched A’B is shown far right for clarity. The expression A’Bis the region where
both A’ and B overlap. The clear region outside of A’B is (A’B)’, which was not part of the
posed example.
Let’s try something similar with the Boolean OR function.
Example:
Find B’+A

Solution:
Above right we start out with B which is complemented to B’. Finally we overlay A on top
of B’. Since we are interested in forming the OR function, we will be looking for all hatched
area regardless of hatch style. Thus, A+B’ is all hatched area above right. It is shown as a
single hatch region below left for clarity.

Example:
Find (A+B’)’
Solution:
The green 45 o A+B’ hatched area was the result of the previous example. Moving on to a
to,(A+B’)’ ,the present example, above left, let us find the complement of A+B’, which is the
white clear area above left corresponding to (A+B’)’. Note that we have repeated, at right,
the AB’ double hatched result from a previous example for comparison to our result. The
regions corresponding to (A+B’)’ and AB’ above left and right respectively are identical. This
can be proven with DeMorgan’s theorem and double negation.
This brings up a point. Venn diagrams don’t actually prove anything. Boolean algebra is
needed for formal proofs. However, Venn diagrams can be used for verification and
visualization. We have verified and visualized DeMorgan’s theorem with a Venn diagram.
Example:
What does the Boolean expression A’+B’ look like on a Venn Diagram?

Solution: above figure
Start out with red horizontal hatched A’ and blue vertical hatched B’ above. Superimpose the
diagrams as shown. We can still see the A’ red horizontal hatch superimposed on the other
hatch. It also fills in what used to be part of the B (B-true) circle, but only that part of
the B open circle not common to the A open circle. If we only look at the B’ blue vertical
hatch, it fills that part of the open A circle not common to B. Any region with any hatch at all,

regardless of type, corresponds to A’+B’. That is, everything but the open white space in the
center.
Example:
What does the Boolean expression (A’+B’)’ look like on a Venn Diagram?
Solution: above figure, lower left
Looking at the white open space in the center, it is everything NOT in the previous solution
of A’+B’, which is (A’+B’)’.
Example:
Show that (A’+B’)’ = AB
Solution: below figure, lower left

We previously showed on the above right diagram that the white open region is (A’+B’)’. On
an earlier example we showed a doubly hatched region at the intersection (overlay) of AB. This
is the left and middle figures repeated here. Comparing the two Venn diagrams, we see that this
open region , (A’+B’)’, is the same as the doubly hatched region AB (A AND B). We can also
prove that (A’+B’)’=AB by DeMorgan’s theorem and double negation as shown above.

We show a three variable Venn diagram above with regions A (red horizontal), B (blue
vertical), and, C(green 45o). In the very center note that all three regions overlap representing
Boolean expression ABC. There is also a larger petal shaped region where A and B overlap
corresponding to Boolean expression AB. In a similar manner A and C overlap producing
Boolean expression AC. And B and C overlap producing Boolean expression BC.

Looking at the size of regions described by AND expressions above, we see that region size
varies with the number of variables in the associated AND expression.





A, 1-variable is a large circular region.
AB, 2-variable is a smaller petal shaped region.
ABC, 3-variable is the smallest region.
The more variables in the AND term, the smaller the region.

Making a Venn Diagram Look Like a Karnaugh Map
Starting with circle A in a rectangular A’ universe in figure (a) below, we morph a Venn
diagram into almost a Karnaugh map.

We expand circle A at (b) and (c), conform to the rectangular A’ universe at (d), and
change A to a rectangle at (e). Anything left outside of A is A’ . We assign a rectangle
to A’ at (f). Also, we do not use shading in Karnaugh maps. What we have so far resembles
a 1-variable Karnaugh map, but is of little utility. We need multiple variables.

Figure (a) above is the same as the previous Venn diagram showing A and A’ above except
that the labelsA and A’ are above the diagram instead of inside the respective regions. Imagine

that we have go through a process similar to figures (a-f) to get a “square Venn diagram”
for B and B’ as we show in middle figure (b). We will now superimpose the diagrams in
Figures (a) and (b) to get the result at (c), just like we have been doing for Venn diagrams. The
reason we do this is so that we may observe that which may be common to two overlapping
regions—say where A overlaps B. The lower right cell in figure (c) corresponds
to ABwhere A overlaps B.

We don’t waste time drawing a Karnaugh map like (c) above, sketching a simplified version as
above left instead. The column of two cells under A’ is understood to be associated with A’,
and the heading A is associated with the column of cells under it. The row headed by B’ is
associated with the cells to the right of it. In a similar manner B is associated with the cells to
the right of it. For the sake of simplicity, we do not delineate the various regions as clearly as
with Venn diagrams.
The Karnaugh map above right is an alternate form used in most texts. The names of the
variables are listed next to the diagonal line. The A above the diagonal indicates that the
variable A (and A’) is assigned to the columns. The 0 is a substitute for A’, and
the 1 substitutes for A. The B below the diagonal is associated with the rows: 0 for B’,
and 1 for B
Example:
Mark the cell corresponding to the Boolean expression AB in the Karnaugh map above with a 1



Solution:
Shade or circle the region corresponding to A. Then, shade or enclose the region corresponding
to B. The overlap of the two regions is AB. Place a 1 in this cell. We do not necessarily enclose
the A and B regions as at above left.

We develop a 3-variable Karnaugh map above, starting with Venn diagram like regions. The
universe (inside the black rectangle) is split into two narrow narrow rectangular regions
for A’ and A. The variables B’and B divide the universe into two square regions. C occupies a
square region in the middle of the rectangle, with C’ split into two vertical rectangles on each
side of the C square.
In the final figure, we superimpose all three variables, attempting to clearly label the various
regions. The regions are less obvious without color printing, more obvious when compared to
the other three figures. This 3-variable K-Map (Karnaugh map) has 23 = 8 cells, the small
squares within the map. Each individual cell is uniquely identified by the three
Boolean Variables (A, B, C). For example, ABC’ uniquely selects the lower right most
cell(*), A’B’C’ selects the upper left most cell (x).

We don’t normally label the Karnaugh map as shown above left. Though this figure clearly
shows map coverage by single boolean variables of a 4-cell region. Karnaugh maps are labeled
like the illustration at right. Each cell is still uniquely identified by a 3-variable product term, a
Boolean AND expression. Take, for example, ABC’ following the A row across to the right
and the BC’ column down, both intersecting at the lower right cell ABC’. See (*) above figure.

The above two different forms of a 3-variable Karnaugh map are equivalent, and is the final
form that it takes. The version at right is a bit easier to use, since we do not have to write down
so many boolean alphabetic headers and complement bars, just 1s and 0s Use the form of map
on the right and look for the the one at left in some texts. The column headers on the left B’C’,
B’C, BC, BC’ are equivalent to 00, 01, 11, 10 on the right. The row headers A, A’ are
equivalent to 0, 1 on the right map.

Karnaugh Maps, Truth Tables, and Boolean Expressions
Maurice Karnaugh, a telecommunications engineer, developed the Karnaugh map at
Bell Labs in 1953 while designing digital logic based telephone switching circuits.
Now that we have developed the Karnaugh map with the aid of Venn diagrams, let’s put it to
use. Karnaugh maps reduce logic functions more quickly and easily compared to Boolean
algebra. By reduce we mean simplify, reducing the number of gates and inputs. We like to
simplify logic to a lowest cost form to save costs by elimination of components. We define
lowest cost as being the lowest number of gates with the lowest number of inputs per gate.
Given a choice, most students do logic simplification with Karnaugh maps rather than Boolean
algebra once they learn this tool.

We show five individual items above, which are just different ways of representing the same
thing: an arbitrary 2-input digital logic function. First is relay ladder logic, then logic gates, a
truth table, a Karnaugh map, and a Boolean equation. The point is that any of these are
equivalent. Two inputs A and B can take on values of either 0 or 1, high or low, open or closed,
True or False, as the case may be. There are 22 = 4 combinations of inputs producing an output.
This is applicable to all five examples.
These four outputs may be observed on a lamp in the relay ladder logic, on a logic probe on the
gate diagram. These outputs may be recorded in the truth table, or in the Karnaugh map. Look
at the Karnaugh map as being a rearranged truth table. The Output of the Boolean equation
may be computed by the laws of Boolean algebra and transfered to the truth table or Karnaugh
map. Which of the five equivalent logic descriptions should we use? The one which is most
useful for the task to be accomplished.

The outputs of a truth table correspond on a one-to-one basis to Karnaugh map entries. Starting
at the top of the truth table, the A=0, B=0 inputs produce an output α. Note that this same
output α is found in the Karnaugh map at the A=0, B=0 cell address, upper left corner of Kmap where the A=0 row and B=0 column intersect. The other truth table outputs β, χ, δ from
inputs AB=01, 10, 11 are found at corresponding K-map locations.
Below, we show the adjacent 2-cell regions in the 2-variable K-map with the aid of previous
rectangular Venn diagram like Boolean regions.

Cells α and χ are adjacent in the K-map as ellipses in the left most K-map below. Referring to
the previous truth table, this is not the case. There is another truth table entry (β) between them.
Which brings us to the whole point of the organizing the K-map into a square array, cells with
any Boolean variables in common need to be close to one another so as to present a pattern that
jumps out at us. For cells α and χ they have the Boolean variable B’ in common. We know this
because B=0 (same as B’) for the column above cells α and χ. Compare this to the square Venn
diagram above the K-map.
A similar line of reasoning shows that β and δ have Boolean B (B=1) in common. Then, α and
β
have
Boolean A’ (A=0)
in
common.
Finally, χ and δ have Boolean A (A=1) in common. Compare the last two maps to the middle
square Venn diagram.

To summarize, we are looking for commonality of Boolean variables among cells. The
Karnaugh map is organized so that we may see that commonality. Let’s try some examples.

Example:
Transfer the contents of the truth table to the Karnaugh map above.

Solution:
The truth table contains two 1s. the K- map must have both of them. locate the first 1 in the 2nd
row of the truth table above.




note the truth table AB address
locate the cell in the K-map having the same address
place a 1 in that cell

Repeat the process for the 1 in the last line of the truth table.
Example:
For the Karnaugh map in the above problem, write the Boolean expression. Solution is below.

Solution:
Look for adjacent cells, that is, above or to the side of a cell. Diagonal cells are not adjacent.
Adjacent cells will have one or more Boolean variables in common.






Group (circle) the two 1s in the column
Find the variable(s) top and/or side which are the same for the group, Write this as the
Boolean result. It is B in our case.
Ignore variable(s) which are not the same for a cell group. In our case A varies, is both 1
and 0, ignore Boolean A.
Ignore any variable not associated with cells containing 1s. B’ has no ones under it.
Ignore B’
Result Out = B

This might be easier to see by comparing to the Venn diagrams to the right, specifically
the B column.
Example:
Write the Boolean expression for the Karnaugh map below.

Solution: (above)



Group (circle) the two 1’s in the row
Find the variable(s) which are the same for the group, Out = A’

Example:
For the Truth table below, transfer the outputs to the Karnaugh, then write the Boolean
expression for the result.

Solution:
Transfer the 1s from the locations in the Truth table to the corresponding locations in the Kmap.






Group (circle) the two 1’s in the column under B=1
Group (circle) the two 1’s in the row right of A=1
Write product term for first group = B
Write product term for second group = A
Write Sum-Of-Products of above two terms Output = A+B

The solution of the K-map in the middle is the simplest or lowest cost solution. A less desirable
solution is at far right. After grouping the two 1s, we make the mistake of forming a group of
1-cell. The reason that this is not desirable is that:




The single cell has a product term of AB’
The corresponding solution is Output = AB’ + B
This is not the simplest solution

The way to pick up this single 1 is to form a group of two with the 1 to the right of it as shown
in the lower line of the middle K-map, even though this 1 has already been included in the
column group (B). We are allowed to re-use cells in order to form larger groups. In fact, it is
desirable because it leads to a simpler result.
We need to point out that either of the above solutions, Output or Wrong Output, are logically
correct. Both circuits yield the same output. It is a matter of the former circuit being the lowest
cost solution.
Example:
Fill in the Karnaugh map for the Boolean expression below, then write the Boolean expression
for the result.

Solution: (above)

The Boolean expression has three product terms. There will be a 1 entered for each product
term. Though, in general, the number of 1s per product term varies with the number of
variables in the product term compared to the size of the K-map. The product term is the
address of the cell where the 1 is entered. The first product term, A’B, corresponds to
the 01 cell in the map. A 1 is entered in this cell. The other two P-terms are entered for a total
of three 1s
Next, proceed with grouping and extracting the simplified result as in the previous truth table
problem.
Example:
Simplify the logic diagram below.

Solution: (Figure below)






Write the Boolean expression for the original logic diagram as shown below
Transfer the product terms to the Karnaugh map
Form groups of cells as in previous examples
Write Boolean expression for groups as in previous examples
Draw simplified logic diagram

Example:
Simplify the logic diagram below.

Solution:





Write the Boolean expression for the original logic diagram shown above
Transfer the product terms to the Karnaugh map.
It is not possible to form groups.
No simplification is possible; leave it as it is.

No logic simplification is possible for the above diagram. This sometimes happens. Neither the
methods of Karnaugh maps nor Boolean algebra can simplify this logic further. We show an
Exclusive-OR schematic symbol above; however, this is not a logical simplification. It just
makes a schematic diagram look nicer. Since it is not possible to simplify the Exclusive-OR
logic and it is widely used, it is provided by manufacturers as a basic integrated circuit (7486).

Logic Simplification With Karnaugh Maps
The logic simplification examples that we have done so could have been performed
with Boolean algebra about as quickly. Real world logic simplification problems call for larger
Karnaugh maps so that we may do serious work. We will work some contrived examples in
this section, leaving most of the real world applications for the Combinatorial Logic chapter.
By contrived, we mean examples which illustrate techniques. This approach will develop the
tools we need to transition to the more complex applications in the Combinatorial Logic
chapter.
We show our previously developed Karnaugh map. We will use the form on the right.

Note the sequence of numbers across the top of the map. It is not in binary sequence which
would be 00, 01, 10, 11. It is 00, 01, 11 10, which is Gray code sequence. Gray code sequence
only changes one binary bit as we go from one number to the next in the sequence, unlike
binary. That means that adjacent cells will only vary by one bit, or Boolean variable. This is
what we need to organize the outputs of a logic function so that we may view commonality.
Moreover, the column and row headings must be in Gray code order, or the map will not work
as a Karnaugh map. Cells sharing common Boolean variables would no longer be adjacent, nor
show visual patterns. Adjacent cells vary by only one bit because a Gray code sequence varies
by only one bit.

If we sketch our own Karnaugh maps, we need to generate Gray code for any size map that we
may use. This is how we generate Gray code of any size.

Note that the Gray code sequence, above right, only varies by one bit as we go down the list, or
bottom to top up the list. This property of Gray code is often useful in digital electronics in
general. In particular, it is applicable to Karnaugh maps.
Let us move on to some examples of simplification with 3-variable Karnaugh maps. We show
how to map the product terms of the unsimplified logic to the K-map. We illustrate how to
identify groups of adjacent cells which leads to a Sum-of-Products simplification of the digital
logic.

Above we, place the 1’s in the K-map for each of the product terms, identify a group of two,
then write a p-term (product term) for the sole group as our simplified result.

Mapping the four product terms above yields a group of four covered by Boolean A’

Mapping the four p-terms yields a group of four, which is covered by one variable C.

After mapping the six p-terms above, identify the upper group of four, pick up the lower two
cells as a group of four by sharing the two with two more from the other group. Covering these
two with a group of four gives a simpler result. Since there are two groups, there will be two pterms in the Sum-of-Products result A’+B

The two product terms above form one group of two and simplifies to BC

Mapping the four p-terms yields a single group of four, which is B

Mapping the four p-terms above yields a group of four. Visualize the group of four by rolling
up the ends of the map to form a cylinder, then the cells are adjacent. We normally mark the
group of four as above left. Out of the variables A, B, C, there is a common variable: C’. C’ is a
0 over all four cells. Final result is C’.

The six cells above from the unsimplified equation can be organized into two groups of four.
These two groups should give us two p-terms in our simplified result of A’ + C’.
Below, we revisit the Toxic Waste Incinerator from the Boolean algebra chapter. See Boolean
algebra chapter for details on this example. We will simplify the logic using a Karnaugh map.

The Boolean equation for the output has four product terms. Map four 1’s corresponding to the
p-terms. Forming groups of cells, we have three groups of two. There will be three p-terms in
the simplified result, one for each group. See “Toxic Waste Incinerator”, Boolean algebra
chapter for a gate diagram of the result, which is reproduced below.

Below we repeat the Boolean algebra simplification of Toxic waste incinerator for comparison.

Below we repeat the Toxic waste incinerator Karnaugh map solution for comparison to the
above Boolean algebra simplification. This case illustrates why the Karnaugh map is widely
used for logic simplification.
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boolean algebra.

map

method

looks

easier

than

the

previous

page

of

Larger 4-variable Karnaugh Maps
Knowing how to generate Gray code should allow us to build larger maps. Actually, all
we need to do is look at the left to right sequence across the top of the 3-variable map, and
copy it down the left side of the 4-variable map. See below.

The following four variable Karnaugh maps illustrate reduction of Boolean expressions too
tedious for Boolean algebra. Reductions could be done with Boolean algebra. However, the
Karnaugh map is faster and easier, especially if there are many logic reductions to do.

The above Boolean expression has seven product terms. They are mapped top to bottom and
left to right on the K-map above. For example, the first P-term A’B’CD is first row 3rd cell,
corresponding to map locationA=0, B=0, C=1, D=1. The other product terms are placed in a
similar manner. Encircling the largest groups possible, two groups of four are shown above.
The dashed horizontal group corresponds the the simplified product term AB. The vertical

group corresponds to Boolean CD. Since there are two groups, there will be two product terms
in the Sum-Of-Products result of Out=AB+CD.
Fold up the corners of the map below like it is a napkin to make the four cells physically
adjacent.

The four cells above are a group of four because they all have the Boolean
variables B’ and D’ in common. In other words, B=0 for the four cells, and D=0 for the four
cells. The other variables (A, B) are 0 in some cases, 1 in other cases with respect to the four
corner cells. Thus, these variables (A, B) are not involved with this group of four. This single
group comes out of the map as one product term for the simplified result:Out=B’C’
For the K-map below, roll the top and bottom edges into a cylinder forming eight adjacent
cells.

The above group of eight has one Boolean variable in common: B=0. Therefore, the one group
of eight is covered by one p-term: B’. The original eight term Boolean expression simplifies
to Out=B’
The Boolean expression below has nine p-terms, three of which have three Booleans instead of
four. The difference is that while four Boolean variable product terms cover one cell, the three
Boolean p-terms cover a pair of cells each.

The six product terms of four Boolean variables map in the usual manner above as single cells.
The three Boolean variable terms (three each) map as cell pairs, which is shown above. Note
that we are mapping p-terms into the K-map, not pulling them out at this point.
For the simplification, we form two groups of eight. Cells in the corners are shared with both
groups. This is fine. In fact, this leads to a better solution than forming a group of eight and a
group of four without sharing any cells. Final Solution is Out=B’+D’
Below we map the unsimplified Boolean expression to the Karnaugh map.

Above, three of the cells form into a groups of two cells. A fourth cell cannot be combined with
anything, which often happens in “real world” problems. In this case, the Boolean pterm ABCD is unchanged in the simplification process. Result: Out= B’C’D’+A’B’D’+ABCD
Often times there is more than one minimum cost solution to a simplification problem. Such is
the case illustrated below.

Both results above have four product terms of three Boolean variable each. Both are equally
valid minimal cost solutions. The difference in the final solution is due to how the cells are
grouped as shown above. A minimal cost solution is a valid logic design with the minimum
number of gates with the minimum number of inputs.
Below we map the unsimplified Boolean equation as usual and form a group of four as a first
simplification step. It may not be obvious how to pick up the remaining cells.

Pick up three more cells in a group of four, center above. There are still two cells remaining.
the minimal cost method to pick up those is to group them with neighboring cells as groups of
four as at above right.
On a cautionary note, do not attempt to form groups of three. Groupings must be powers of 2,
that is, 1, 2, 4, 8 ...
Below we have another example of two possible minimal cost solutions. Start by forming a
couple of groups of four after mapping the cells.

The two solutions depend on whether the single remaining cell is grouped with the first or the
second group of four as a group of two cells. That cell either comes out as
either ABC’ or ABD, your choice. Either way, this cell is covered by either Boolean product
term. Final results are shown above.
Below we have an example of a simplification using the Karnaugh map at left or Boolean
algebra at right. Plot C’ on the map as the area of all cells covered by address C=0, the 8-cells
on the left of the map. Then, plot the single ABCD cell. That single cell forms a group of 2-cell
as shown, which simplifies to P-term ABD, for an end result of Out = C’ + ABD.

This (above) is a rare example of a four variable problem that can be reduced with Boolean
algebra without a lot of work, assuming that you remember the theorems.

Minterm vs Maxterm Solution
So far we have been finding Sum-Of-Product (SOP) solutions to logic reduction
problems. For each of these SOP solutions, there is also a Product-Of-Sums solution (POS),
which could be more useful, depending on the application. Before working a Product-Of-Sums
solution, we need to introduce some new terminology. The procedure below for mapping

product terms is not new to this chapter. We just want to establish a formal procedure for
minterms for comparison to the new procedure for maxterms.

A minterm is a Boolean expression resulting in 1 for the output of a single cell, and 0s for all
other cells in a Karnaugh map, or truth table. If a minterm has a single 1 and the remaining
cells as 0s, it would appear to cover a minimum area of 1s. The illustration above left shows the
minterm ABC, a single product term, as a single 1 in a map that is otherwise 0s. We have not
shown the 0s in our Karnaugh maps up to this point, as it is customary to omit them unless
specifically needed. Another minterm A’BC’ is shown above right. The point to review is that
the address of the cell corresponds directly to the minterm being mapped. That is, the
cell 111 corresponds to the minterm ABC above left. Above right we see that the
minterm A’BC’corresponds directly to the cell 010. A Boolean expression or map may have
multiple minterms.
Referring to the above figure, Let’s summarize the procedure for placing a minterm in a Kmap:





Identify the minterm (product term) term to be mapped.
Write the corresponding binary numeric value.
Use binary value as an address to place a 1 in the K-map
Repeat steps for other minterms (P-terms within a Sum-Of-Products).

A Boolean expression will more often than not consist of multiple minterms corresponding to
multiple cells in a Karnaugh map as shown above. The multiple minterms in this map are the

individual minterms which we examined in the previous figure above. The point we review for
reference is that the 1s come out of the K-map as a binary cell address which converts directly
to one or more product terms. By directly we mean that a 0 corresponds to a complemented
variable, and a 1 corresponds to a true variable. Example: 010converts directly to A’BC’.
There was no reduction in this example. Though, we do have a Sum-Of-Products result from
the minterms.
Referring to the above figure, Let’s summarize the procedure for writing the Sum-Of-Products
reduced Boolean equation from a K-map:





Form largest groups of 1s possible covering all minterms. Groups must be a power of 2.
Write binary numeric value for groups.
Convert binary value to a product term.
Repeat steps for other groups. Each group yields a p-terms within a Sum-Of-Products.

Nothing new so far, a formal procedure has been written down for dealing with minterms. This
serves as a pattern for dealing with maxterms.
Next we attack the Boolean function which is 0 for a single cell and 1s for all others.

A maxterm is a Boolean expression resulting in a 0 for the output of a single cell expression,
and 1s for all other cells in the Karnaugh map, or truth table. The illustration above left shows
the maxterm (A+B+C), a single sum term, as a single 0 in a map that is otherwise 1s. If a
maxterm has a single 0 and the remaining cells as 1s, it would appear to cover a maximum area
of 1s.
There are some differences now that we are dealing with something new, maxterms. The
maxterm is a 0, not a 1 in the Karnaugh map. A maxterm is a sum term, (A+B+C) in our
example, not a product term.
It also looks strange that (A+B+C) is mapped into the cell 000. For the
equation Out=(A+B+C)=0, all three variables (A, B, C) must individually be equal to 0.
Only (0+0+0)=0 will equal 0. Thus we place our sole 0 for minterm (A+B+C) in
cell A,B,C=000 in the K-map, where the inputs are all0 . This is the only case which will give
us a 0 for our maxterm. All other cells contain 1s because any input values other than
((0,0,0) for(A+B+C) yields 1s upon evaluation.
Referring to the above figure, the procedure for placing a maxterm in the K-map is:


Identify the Sum term to be mapped.






Write corresponding binary numeric value.
Form the complement
Use the complement as an address to place a 0 in the K-map
Repeat for other maxterms (Sum terms within Product-of-Sums expression).

Another maxterm A’+B’+C’ is shown above. Numeric 000 corresponds to A’+B’+C’. The
complement is111. Place a 0 for maxterm (A’+B’+C’) in this cell (1,1,1) of the K-map as
shown above.
Why should (A’+B’+C’) cause a 0 to be in cell 111? When A’+B’+C’ is (1’+1’+1’), all 1s in,
which is (0+0+0)after taking complements, we have the only condition that will give us a 0. All
the 1s are complemented to all0s, which is 0 when ORed.

A Boolean Product-Of-Sums expression or map may have multiple maxterms as shown above.
Maxterm(A+B+C) yields numeric 111 which complements to 000, placing a 0 in cell (0,0,0).
Maxterm (A+B+C’)yields numeric 110 which complements to 001, placing a 0 in cell (0,0,1).
Now that we have the k-map setup, what we are really interested in is showing how to write a
Product-Of-Sums reduction. Form the 0s into groups. That would be a group of two below.
Write the binary value corresponding to the sum-term which is (0,0,X). Both A and B are 0 for
the group. But, C is both 0 and 1 so we write an X as a place holder for C. Form the
complement (1,1,X). Write the Sum-term (A+B) discarding the C and the X which held its’
place. In general, expect to have more sum-terms multiplied together in the Product-Of-Sums
result. Though, we have a simple example here.

Let’s summarize the procedure for writing the Product-Of-Sums Boolean reduction for a Kmap:






Form largest groups of 0s possible, covering all maxterms. Groups must be a power of 2.
Write binary numeric value for group.
Complement binary numeric value for group.
Convert complement value to a sum-term.
Repeat steps for other groups. Each group yields a sum-term within a Product-Of-Sums
result.

Example:
Simplify the Product-Of-Sums Boolean expression below, providing a result in POS form.

Solution:
Transfer the seven maxterms to the map below as 0s. Be sure to complement the input
variables in finding the proper cell location.

We map the 0s as they appear left to right top to bottom on the map above. We locate the last
three maxterms with leader lines..
Once the cells are in place above, form groups of cells as shown below. Larger groups will give
a sum-term with fewer inputs. Fewer groups will yield fewer sum-terms in the result.

We have three groups, so we expect to have three sum-terms in our POS result above. The
group of 4-cells yields a 2-variable sum-term. The two groups of 2-cells give us two 3-variable
sum-terms. Details are shown for how we arrived at the Sum-terms above. For a group, write
the binary group input address, then complement it, converting that to the Boolean sum-term.
The final result is product of the three sums.
Example:
Simplify the Product-Of-Sums Boolean expression below, providing a result in SOP form.

Solution:
This looks like a repeat of the last problem. It is except that we ask for a Sum-Of-Products
Solution instead of the Product-Of-Sums which we just finished. Map the maxterm 0s from the
Product-Of-Sums given as in the previous problem, below left.

Then fill in the implied 1s in the remaining cells of the map above right.

Form groups of 1s to cover all 1s. Then write the Sum-Of-Products simplified result as in the
previous section of this chapter. This is identical to a previous problem.

Above we show both the Product-Of-Sums solution, from the previous example, and the SumOf-Products solution from the current problem for comparison. Which is the simpler solution?
The POS uses 3-OR gates and 1-AND gate, while the SOP uses 3-AND gates and 1-OR gate.
Both use four gates each. Taking a closer look, we count the number of gate inputs. The POS
uses 8-inputs; the SOP uses 7-inputs. By the definition of minimal cost solution, the SOP
solution is simpler. This is an example of a technically correct answer that is of little use in the
real world.
The better solution depends on complexity and the logic family being used. The SOP solution
is usually better if using the TTL logic family, as NAND gates are the basic building block,
which works well with SOP implementations. On the other hand, A POS solution would be
acceptable when using the CMOS logic family since all sizes of NOR gates are available.

The gate diagrams for both cases are shown above, Product-Of-Sums left, and Sum-OfProducts right.
Below, we take a closer look at the Sum-Of-Products version of our example logic, which is
repeated at left.

Above all AND gates at left have been replaced by NAND gates at right.. The OR gate at the
output is replaced by a NAND gate. To prove that AND-OR logic is equivalent to NANDNAND logic, move the inverter invert bubbles at the output of the 3-NAND gates to the input
of the final NAND as shown in going from above right to below left.

Above right we see that the output NAND gate with inverted inputs is logically equivalent to
an OR gate by DeMorgan’s theorem and double negation. This information is useful in
building digital logic in a laboratory setting where TTL logic family NAND gates are more
readily available in a wide variety of configurations than other types.
The Procedure for constructing NAND-NAND logic, in place of AND-OR logic is as follows:









Produce a reduced Sum-Of-Products logic design.
When drawing the wiring diagram of the SOP, replace all gates (both AND and OR) with
NAND gates.
Unused inputs should be tied to logic High.
In case of troubleshooting, internal nodes at the first level of NAND gate outputs do NOT
match AND-OR diagram logic levels, but are inverted. Use the NAND-NAND logic
diagram. Inputs and final output are identical, though.
Label any multiple packages U1, U2,.. etc.
Use data sheet to assign pin numbers to inputs and outputs of all gates.

Example:
Let us revisit a previous problem involving an SOP minimization. Produce a Product-Of-Sums
solution. Compare the POS solution to the previous SOP.

Solution:
Above left we have the original problem starting with a 9-minterm Boolean unsimplified
expression. Reviewing, we formed four groups of 4-cells to yield a 4-product-term SOP result,
lower left.
In the middle figure, above, we fill in the empty spaces with the implied 0s. The 0s form two
groups of 4-cells. The solid blue group is (A’+B), the dashed red group is (C’+D). This yields
two sum-terms in the Product-Of-Sums result, above right Out = (A’+B)(C’+D)
Comparing the previous SOP simplification, left, to the POS simplification, right, shows that
the POS is the least cost solution. The SOP uses 5-gates total, the POS uses only 3-gates. This
POS solution even looks attractive when using TTL logic due to simplicity of the result. We
can find AND gates and an OR gate with 2-inputs.

The SOP and POS gate diagrams are shown above for our comparison problem.
Given the pin-outs for the TTL logic family integrated circuit gates below, label the maxterm
diagram above right with Circuit designators (U1-a, U1-b, U2-a, etc), and pin numbers.

Each integrated circuit package that we use will receive a circuit designator: U1, U2, U3. To
distinguish between the individual gates within the package, they are identified as a, b, c, d, etc.
The 7404 hex-inverter package is U1. The individual inverters in it are are U1-a, U1-b, U1-c,
etc. U2 is assigned to the 7432 quad OR gate. U3 is assigned to the 7408 quad AND gate. With
reference to the pin numbers on the package diagram above, we assign pin numbers to all gate
inputs and outputs on the schematic diagram below.

We can now build this circuit in a laboratory setting. Or, we could design a printed circuit
board for it. A printed circuit board contains copper foil “wiring” backed by a non conductive
substrate of phenolic, or epoxy-fiberglass. Printed circuit boards are used to mass produce
electronic circuits. Ground the inputs of unused gates.

Label the previous POS solution diagram above left (third figure back) with Circuit designators
and pin numbers. This will be similar to what we just did.

We can find 2-input AND gates, 7408 in the previous example. However, we have trouble
finding a 4-input OR gate in our TTL catalog. The only kind of gate with 4-inputs is the 7420
NAND gate shown above right.
We can make the 4-input NAND gate into a 4-input OR gate by inverting the inputs to the
NAND gate as shown below. So we will use the 7420 4-input NAND gate as an OR gate by
inverting the inputs.

We will not use discrete inverters to invert the inputs to the 7420 4-input NAND gate, but will
drive it with 2-input NAND gates in place of the AND gates called for in the SOP, minterm,
solution. The inversion at the output of the 2-input NAND gates supply the inversion for the 4input OR gate.

The result is shown above. It is the only practical way to actually build it with TTL gates by
using NAND-NAND logic replacing AND-OR logic.

Sum and Product Notation
For reference, this section introduces the terminology used in some texts to describe the
minterms and maxterms assigned to a Karnaugh map. Otherwise, there is no new material here.
Σ (sigma) indicates sum and lower case “m” indicates minterms. Σm indicates sum of
minterms. The following example is revisited to illustrate our point. Instead of a Boolean
equation description of unsimplified logic, we list the minterms.

f(A,B,C,D) = Σ m(1, 2, 3, 4, 5, 7, 8, 9, 11, 12, 13, 15)
or
f(A,B,C,D) = Σ(m1,m2,m3,m4,m5,m7,m8,m9,m11,m12,m13,m15)
The numbers indicate cell location, or address, within a Karnaugh map as shown below right.
This is certainly a compact means of describing a list of minterms or cells in a K-map.

The Sum-Of-Products solution is not affected by the new terminology. The minterms, 1s, in the
map have been grouped as usual and a Sum-OF-Products solution written.
Below, we show the terminology for describing a list of maxterms. Product is indicated by the
Greek Π (pi), and upper case “M” indicates maxterms. ΠM indicates product of maxterms. The
same example illustrates our point. The Boolean equation description of unsimplified logic, is
replaced by a list of maxterms.

f(A,B,C,D) = Π M(2, 6, 8, 9, 10, 11, 14)
or
f(A,B,C,D) = Π(M2, M6, M8, M9, M10, M11, M14)
Once again, the numbers indicate K-map cell address locations. For maxterms this is the
location of 0s, as shown below. A Product-OF-Sums solution is completed in the usual manner.

Don’t Care Cells in the Karnaugh Map
Up to this point we have considered logic reduction problems where the input conditions were
completely specified. That is, a 3-variable truth table or Karnaugh map had 2n = 23 or 8-entries,
a full table or map. It is not always necessary to fill in the complete truth table for some realworld problems. We may have a choice to not fill in the complete table.
For example, when dealing with BCD (Binary Coded Decimal) numbers encoded as four bits,
we may not care about any codes above the BCD range of (0, 1, 2…9). The 4-bit binary codes
for the hexadecimal numbers (Ah, Bh, Ch, Eh, Fh) are not valid BCD codes. Thus, we do not
have to fill in those codes at the end of a truth table, or K-map, if we do not care to. We would
not normally care to fill in those codes because those codes (1010, 1011, 1100, 1101, 1110,
1111) will never exist as long as we are dealing only with BCD encoded numbers. These six
invalid codes are don’t cares as far as we are concerned. That is, we do not care what output
our logic circuit produces for these don’t cares.
Don’t cares in a Karnaugh map, or truth table, may be either 1s or 0s, as long as we don’t care
what the output is for an input condition we never expect to see. We plot these cells with an
asterisk, *, among the normal 1s and 0s. When forming groups of cells, treat the don’t care cell
as either a 1 or a 0, or ignore the don’t cares. This is helpful if it allows us to form a larger
group than would otherwise be possible without the don’t cares. There is no requirement to
group all or any of the don’t cares. Only use them in a group if it simplifies the logic.

Above is an example of a logic function where the desired output is 1 for input ABC =
101 over the range from 000 to 101. We do not care what the output is for the other possible
inputs (110, 111). Map those two as don’t cares. We show two solutions. The solution on the
right Out = AB’C is the more complex solution since we did not use the don’t care cells. The
solution in the middle, Out=AC, is less complex because we grouped a don’t care cell with the
single 1 to form a group of two. The third solution, a Product-Of-Sums on the right, results
from grouping a don’t care with three zeros forming a group of four 0s. This is the same, less
complex, Out=AC. We have illustrated that the don’t care cells may be used as either 1s or 0s,
whichever is useful.

The electronics class of Lightning State College has been asked to build the lamp logic for a
stationary bicycle exhibit at the local science museum. As a rider increases his pedaling speed,
lamps will light on a bar graph display. No lamps will light for no motion. As speed increases,
the lower lamp, L1 lights, then L1 and L2, then, L1, L2, and L3, until all lamps light at the
highest speed. Once all the lamps illuminate, no further increase in speed will have any effect
on the display.
A small DC generator coupled to the bicycle tire outputs a voltage proportional to speed. It
drives a tachometer board which limits the voltage at the high end of speed where all lamps
light. No further increase in speed can increase the voltage beyond this level. This is crucial
because the downstream A to D (Analog to Digital) converter puts out a 3-bit code, ABC, 23 or
8-codes, but we only have five lamps. A is the most significant bit, C the least significant bit.
The lamp logic needs to respond to the six codes out of the A to D. For ABC=000, no motion,
no lamps light. For the five codes (001 to 101) lamps L1, L1&L2, L1&L2&L3, up to all lamps
will light, as speed, voltage, and the A to D code (ABC) increases. We do not care about the
response to input codes (110, 111)because these codes will never come out of the A to D due to
the limiting in the tachometer block. We need to design five logic circuits to drive the five
lamps.

Since, none of the lamps light for ABC=000 out of the A to D, enter a 0 in all K-maps for
cell ABC=000. Since we don’t care about the never to be encountered codes (110, 111), enter
asterisks into those two cells in all five K-maps.
Lamp L5 will only light for code ABC=101. Enter a 1 in that cell and five 0s into the
remaining empty cells of L5 K-map.
L4 will light initially for code ABC=100, and will remain illuminated for any code
greater, ABC=101, because all lamps below L5 will light when L5 lights. Enter 1s into
cells 100 and 101 of the L4 map so that it will light for those codes. Four 0‘s fill the remaining
L4 cells
L3 will initially light for code ABC=011. It will also light whenever L5 and L4 illuminate.
Enter three 1s into cells 011, 100, 101 for L3 map. Fill three 0s into the remaining L3 cells.
L2 lights for ABC=010 and codes greater. Fill 1s into cells 010, 011, 100, 101, and two 0s in
the remaining cells.
The only time L1 is not lighted is for no motion. There is already a 0 in cell ABC=000. All the
other five cells receive 1s.
Group the 1‘s as shown above, using don’t cares whenever a larger group results. The L1 map
shows three product terms, corresponding to three groups of 4-cells. We used both don’t cares
in two of the groups and one don’t care on the third group. The don’t cares allowed us to form
groups of four.
In a similar manner, the L2 and L4 maps both produce groups of 4-cells with the aid of the
don’t care cells. The L4 reduction is striking in that the L4 lamp is controlled by the most
significant bit from the A to D converter, L5=A. No logic gates are required for lamp L4. In the
L3 and L5 maps, single cells form groups of two with don’t care cells. In all five maps, the
reduced Boolean equation is less complex than without the don’t cares.

The gate diagram for the circuit is above. The outputs of the five K-map equations drive
inverters. Note that the L1 OR gate is not a 3-input gate but a 2-input gate having
inputs (A+B), C, outputting A+B+C The open collector inverters, 7406, are desirable for
driving LEDs, though, not part of the K-map logic design. The output of an open collecter gate
or inverter is open circuited at the collector internal to the integrated circuit package so that all
collector current may flow through an external load. An active high into any of the inverters
pulls the output low, drawing current through the LED and the current limiting resistor. The
LEDs would likely be part of a solid state relay driving 120VAC lamps for a museum exhibit,
not shown here.

Larger 5 & 6-variable Karnaugh Maps
Larger Karnaugh maps reduce larger logic designs. How large is large enough? That
depends on the number of inputs, fan-ins, to the logic circuit under consideration. One of the
large programmable logic companies has an answer.

Altera’s own data, extracted from its library of customer designs, supports the value
of heterogeneity. By examining logic cones, mapping them onto LUT-based nodes
and sorting them by the number of inputs that would be best at each node, Altera
found that the distribution of fan-ins was nearly flat between two and six inputs, with
a nice peak at five.
The answer is no more than six inputs for most all designs, and five inputs for the average logic
design. The five variable Karnaugh map follows.

The older version of the five variable K-map, a Gray Code map or reflection map, is shown
above. The top (and side for a 6-variable map) of the map is numbered in full Gray code. The
Gray code reflects about the middle of the code. This style map is found in older texts. The
newer preferred style is below.

The overlay version of the Karnaugh map, shown above, is simply two (four for a 6-variable
map) identical maps except for the most significant bit of the 3-bit address across the top. If we
look at the top of the map, we will see that the numbering is different from the previous Gray
code map. If we ignore the most significant digit of the 3-digit numbers, the sequence 00, 01,
11, 10 is at the heading of both sub maps of the overlay map. The sequence of eight 3-digit
numbers is not Gray code. Though the sequence of four of the least significant two bits is.
Let’s put our 5-variable Karnaugh Map to use. Design a circuit which has a 5-bit binary input
(A, B, C, D, E), with A being the MSB (Most Significant Bit). It must produce an output logic
High for any prime number detected in the input data.

We show the solution above on the older Gray code (reflection) map for reference. The prime
numbers are (1,2,3,5,7,11,13,17,19,23,29,31). Plot a 1 in each corresponding cell. Then,
proceed with grouping of the cells. Finish by writing the simplified result. Note that 4-cell
group A’B’E consists of two pairs of cell on both sides of the mirror line. The same is true of
the 2-cell group AB’DE. It is a group of 2-cells by being reflected about the mirror line. When
using this version of the K-map look for mirror images in the other half of the map.
Out = A’B’E + B’C’E + A’C’DE + A’CD’E + ABCE + AB’DE + A’B’C’D
Below we show the more common version of the 5-variable map, the overlay map.

If we compare the patterns in the two maps, some of the cells in the right half of the map are
moved around since the addressing across the top of the map is different. We also need to take
a different approach at spotting commonality between the two halves of the map. Overlay one

half of the map atop the other half. Any overlap from the top map to the lower map is a
potential group. The figure below shows that group AB’DE is composed of two stacked cells.
Group A’B’E consists of two stacked pairs of cells.
For the A’B’E group of 4-cells ABCDE = 00xx1 for the group. That is A,B,E are the
same 001 respectively for the group. And, CD=xx that is it varies, no commonality
in CD=xx for the group of 4-cells. Since ABCDE = 00xx1, the group of 4-cells is covered
by A’B’XXE = A’B’E.

The above 5-variable overlay map is shown stacked.
An example of a six variable Karnaugh map follows. We have mentally stacked the four sub
maps to see the group of 4-cells corresponding to Out = C’F’

A magnitude comparator (used to illustrate a 6-variable K-map) compares two binary numbers,
indicating if they are equal, greater than, or less than each other on three respective outputs. A
three
bit
magnitude
comparator
has
two
inputs
A2A1A0 and
B2B1B0
An integrated circuit magnitude comparator (7485) would actually have four inputs, But, the
Karnaugh map below needs to be kept to a reasonable size. We will only solve for
the A>B output.
Below, a 6-variable Karnaugh map aids simplification of the logic for a 3-bit magnitude
comparator. This is an overlay type of map. The binary address code across the top and down
the left side of the map is not a full 3-bit Gray code. Though the 2-bit address codes of the four
sub maps is Gray code. Find redundant expressions by stacking the four sub maps atop one
another (shown above). There could be cells common to all four maps, though not in the
example below. It does have cells common to pairs of sub maps.

The A>B output above is ABC>XYZ on the map below.

Where ever ABC is greater than XYZ, a 1 is plotted. In the first line ABC=000 cannot be
greater than any of the values of XYZ. No 1s in this line. In the second line, ABC=001, only
the first cell ABCXYZ= 001000 isABC greater than XYZ. A single 1 is entered in the first cell
of the second line. The fourth line, ABC=010, has a pair of 1s. The third line, ABC=011 has
three 1s. Thus, the map is filled with 1s in any cells whereABC is greater than XXZ.
In grouping cells, form groups with adjacent sub maps if possible. All but one group of 16-cells
involves cells from pairs of the sub maps. Look for the following groups:




1 group of 16-cells
2 groups of 8-cells
4 groups of 4-cells

The group of 16-cells, AX’ occupies all of the lower right sub map; though, we don’t circle it
on the figure above.
One group of 8-cells is composed of a group of 4-cells in the upper sub map overlaying a
similar group in the lower left map.
The second group of 8-cells is composed of a similar group of 4-cells in the right sub map
overlaying the same group of 4-cells in the lower left map.
The four groups of 4-cells are shown on the Karnaugh map above with the associated product
terms. Along with the product terms for the two groups of 8-cells and the group of 16-cells, the

final Sum-Of-Products reduction is shown, all seven terms. Counting the 1s in the map, there is
a total of 16+6+6=28 ones. Before the K-map logic reduction there would have been 28
product terms in our SOP output, each with 6-inputs. The Karnaugh map yielded seven product
terms of four or less inputs. This is really what Karnaugh maps are all about!
The wiring diagram is not shown. However, here is the parts list for the 3-bit magnitude
comparator for ABC>XYZ using 4 TTL logic family parts:




1 ea 7410 triple 3-input NAND gate AX’, ABY’, BX’Y’
2 ea 7420 dual 4-input NAND gate ABCZ’, ACY’Z’, BCX’Z’, CX’Y’Z’
1 ea 7430 8-input NAND gate for output of 7-P-terms




REVIEW:
Boolean algebra, Karnaugh maps, and CAD (Computer Aided Design) are methods of
logic simplification. The goal of logic simplification is a minimal cost solution.
A minimal cost solution is a valid logic reduction with the minimum number of gates
with the minimum number of inputs.
Venn diagrams allow us to visualize Boolean expressions, easing the transition to
Karnaugh maps.
Karnaugh map cells are organized in Gray code order so that we may visualize
redundancy in Boolean expressions which results in simplification.
The more common Sum-Of-Products (Sum of Minters) expressions are implemented as
AND gates (products) feeding a single OR gate (sum).
Sum-Of-Products expressions (AND-OR logic) are equivalent to a NAND-NAND
implementation. All AND gates and OR gates are replaced by NAND gates.
Less often used, Product-Of-Sums expressions are implemented as OR gates (sums)
feeding into a single AND gate (product). Product-Of-Sums expressions are based on
the 0s, maxterms, in a Karnaugh map.








Karnaugh Maps - Rules of Simplification
The Karnaugh map uses the following rules for the simplification of
expressions by grouping together adjacent cells containing ones


Groups may not include any cell containing a zero



Groups may be horizontal or vertical, but not diagonal.



Groups must contain 1, 2, 4, 8, or in general 2n cells.
That is if n = 1, a group will contain two 1's since 21 = 2.

If n = 2, a group will contain four 1's since 22 = 4.



Each group should be as large as possible.



Each cell containing a one must be in at least one group.



Groups may overlap.



Groups may wrap around the table. The leftmost cell in a row may
be grouped with the rightmost cell and the top cell in a column may
be grouped with the bottom cell.



There should be as few groups as possible, as long as this does not
contradict any of the previous rules.

Summmary:

1.
2.
3.
4.
5.
6.
7.
8.

No zeros allowed.
No diagonals.
Only power of 2 number of cells in each group.
Groups should be as large as possible.
Every one must be in at least one group.
Overlapping allowed.
Wrap around allowed.
Fewest number of groups possible.

Gate Universality
Logic Gates
NAND and NOR gates possess a special property: they are universal. That is,
given enough gates, either type of gate is able to mimic the operation of any other gate
type. For example, it is possible to build a circuit exhibiting the OR function using
three interconnected NAND gates. The ability for a single gate type to be able to mimic
any other gate type is one enjoyed only by the NAND and the NOR. In fact, digital
control systems have been designed around nothing but either NAND or NOR gates,
all the necessary logic functions being derived from collections of interconnected
NANDs or NORs.
As proof of this property, this section will be divided into subsections showing how all
the basic gate types may be formed using only NANDs or only NORs.

Constructing the NOT function

As you can see, there are two ways to use a NAND gate as an inverter, and two ways
to use a NOR gate as an inverter. Either method works, although connecting TTL
inputs together increases the amount of current loading to the driving gate. For CMOS
gates, common input terminals decreases the switching speed of the gate due to
increased input capacitance.

Inverters are the fundamental tool for transforming one type of logic function into
another, and so there will be many inverters shown in the illustrations to follow. In
those diagrams, I will only show one method of inversion, and that will be where the
unused NAND gate input is connected to +V (either Vcc or Vdd, depending on whether
the circuit is TTL or CMOS) and where the unused input for the NOR gate is
connected to ground. Bear in mind that the other inversion method (connecting both
NAND or NOR inputs together) works just as well from a logical (1’s and 0’s) point of
view, but is undesirable from the practical perspectives of increased current loading for
TTL and increased input capacitance for CMOS.

Constructing the “buffer” function
Being that it is quite easy to employ NAND and NOR gates to perform the inverter
(NOT) function, it stands to reason that two such stages of gates will result in a buffer
function, where the output is the same logical state as the input.

Constructing the AND function
To make the AND function from NAND gates, all that is needed is an inverter (NOT)
stage on the output of a NAND gate. This extra inversion “cancels out” the
first N in NAND, leaving the AND function. It takes a little more work to wrestle the
same functionality out of NOR gates, but it can be done by inverting (“NOT”) all of
the inputs to a NOR gate.

Constructing the NAND function
It would be pointless to show you how to “construct” the NAND function using a
NAND gate, since there is nothing to do. To make a NOR gate perform the NAND
function, we must invert all inputs to the NOR gate as well as the NOR gate’s output.
For a two-input gate, this requires three more NOR gates connected as inverters.

Constructing the OR function
Inverting the output of a NOR gate (with another NOR gate connected as an inverter)
results in the OR function. The NAND gate, on the other hand, requires inversion of all
inputs to mimic the OR function, just as we needed to invert all inputs of a NOR gate
to obtain the AND function. Remember that inversion of all inputs to a gate results in
changing that gate’s essential function from AND to OR (or vice versa), plus an
inverted output. Thus, with all inputs inverted, a NAND behaves as an OR, a NOR
behaves as an AND, an AND behaves as a NOR, and an OR behaves as a NAND. In
Boolean algebra, this transformation is referred to as DeMorgan’s Theorem, covered in
more detail in a later chapter of this book.

Constructing the NOR function
Much the same as the procedure for making a NOR gate behave as a NAND, we must
invert all inputs and the output to make a NAND gate function as a NOR.




REVIEW:
NAND and NOR gates are universal: that is, they have the ability to mimic any
type of gate, if interconnected in sufficient numbers.

Boolean Algebraic Identities
In mathematics, an identity is a statement true for all possible values of its variable or
variables. The algebraic identity of x + 0 = x tells us that anything (x) added to zero
equals the original “anything,” no matter what value that “anything” (x) may be. Like
ordinary algebra, Boolean algebra has its own unique identities based on the bivalent
states of Boolean variables.
The first Boolean identity is that the sum of anything and zero is the same as the
original “anything.” This identity is no different from its real-number algebraic
equivalent:

No matter what the value of A, the output will always be the same: when A=1, the
output will also be 1; when A=0, the output will also be 0.
The next identity is most definitely different from any seen in normal algebra. Here we
discover that the sum of anything and one is one:

No matter what the value of A, the sum of A and 1 will always be 1. In a sense, the “1”
signal overrides the effect of A on the logic circuit, leaving the output fixed at a logic
level of 1.
Next, we examine the effect of adding A and A together, which is the same as
connecting both inputs of an OR gate to each other and activating them with the same
signal:

In real-number algebra, the sum of two identical variables is twice the original
variable’s value (x + x = 2x), but remember that there is no concept of “2” in the world
of Boolean math, only 1 and 0, so we cannot say that A + A = 2A. Thus, when we add
a Boolean quantity to itself, the sum is equal to the original quantity: 0 + 0 = 0, and 1 +
1 = 1.
Introducing the uniquely Boolean concept of complementation into an additive
identity, we find an interesting effect. Since there must be one “1” value between any
variable and its complement, and since the sum of any Boolean quantity and 1 is 1, the
sum of a variable and its complement must be 1:

Just as there are four Boolean additive identities (A+0, A+1, A+A, and A+A’), so there
are also four multiplicative identities: Ax0, Ax1, AxA, and AxA’. Of these, the first
two are no different from their equivalent expressions in regular algebra:

The third multiplicative identity expresses the result of a Boolean quantity multiplied
by itself. In normal algebra, the product of a variable and itself is the square of that
variable (3 x 3 = 32 = 9). However, the concept of “square” implies a quantity of 2,

which has no meaning in Boolean algebra, so we cannot say that A x A = A2. Instead,
we find that the product of a Boolean quantity and itself is the original quantity, since 0
x 0 = 0 and 1 x 1 = 1:

The fourth multiplicative identity has no equivalent in regular algebra because it uses
the complement of a variable, a concept unique to Boolean mathematics. Since there
must be one “0” value between any variable and its complement, and since the product
of any Boolean quantity and 0 is 0, the product of a variable and its complement must
be 0:

To summarize, then, we have four basic Boolean identities for addition and four for
multiplication:

Another identity having to do with complementation is that of the double complement:
a variable inverted twice. Complementing a variable twice (or any even number of
times) results in the original Boolean value. This is analogous to negating (multiplying
by -1) in real-number algebra: an even number of negations cancel to leave the original
value:

Boolean Algebraic Properties
Another type of mathematical identity, called a “property” or a “law,” describes
how differing variables relate to each other in a system of numbers. One of these
properties is known as the commutative property, and it applies equally to addition and
multiplication. In essence, the commutative property tells us we can reverse the order
of variables that are either added together or multiplied together without changing the
truth of the expression:

Along with the commutative properties of addition and multiplication, we have
the associative property, again applying equally well to addition and multiplication.
This property tells us we can associate groups of added or multiplied variables together
with parentheses without altering the truth of the equations.

Lastly, we have the distributive property, illustrating how to expand a Boolean
expression formed by the product of a sum, and in reverse shows us how terms may be
factored out of Boolean sums-of-products:

To summarize, here are the three basic properties: commutative, associative, and
distributive.

Boolean Rules for Simplification
Boolean algebra finds its most practical use in the simplification of logic circuits. If we
translate a logic circuit’s function into symbolic (Boolean) form, and apply certain algebraic
rules to the resulting equation to reduce the number of terms and/or arithmetic operations, the
simplified equation may be translated back into circuit form for a logic circuit performing the
same function with fewer components. If equivalent function may be achieved with fewer
components, the result will be increased reliability and decreased cost of manufacture.
To this end, there are several rules of Boolean algebra presented in this section for use in
reducing expressions to their simplest forms. The identities and properties already reviewed in
this chapter are very useful in Boolean simplification, and for the most part bear similarity to
many identities and properties of “normal” algebra. However, the rules shown in this section
are all unique to Boolean mathematics.

This rule may be proven symbolically by factoring an “A” out of the two terms, then applying
the rules of A + 1 = 1 and 1A = A to achieve the final result:

Please note how the rule A + 1 = 1 was used to reduce the (B + 1) term to 1. When a rule like
“A + 1 = 1” is expressed using the letter “A”, it doesn’t mean it only applies to expressions
containing “A”. What the “A” stands for in a rule like A + 1 = 1 is any Boolean variable or
collection of variables. This is perhaps the most difficult concept for new students to master in
Boolean simplification: applying standardized identities, properties, and rules to expressions
not in standard form.
For instance, the Boolean expression ABC + 1 also reduces to 1 by means of the “A + 1 = 1”
identity. In this case, we recognize that the “A” term in the identity’s standard form can
represent the entire “ABC” term in the original expression.
The next rule looks similar to the first one shown in this section, but is actually quite different
and requires a more clever proof:

Note how the last rule (A + AB = A) is used to “un-simplify” the first “A” term in the
expression, changing the “A” into an “A + AB”. While this may seem like a backward step, it
certainly helped to reduce the expression to something simpler! Sometimes in mathematics we
must take “backward” steps to achieve the most elegant solution. Knowing when to take such a
step and when not to is part of the art-form of algebra, just as a victory in a game of chess
almost always requires calculated sacrifices.
Another rule involves the simplification of a product-of-sums expression:

And, the corresponding proof:

To summarize, here are the three new rules of Boolean simplification expounded in this
section:

Circuit Simplification Examples
Let’s begin with a semiconductor gate circuit in need of simplification. The “A,” “B,” and “C”
input signals are assumed to be provided from switches, sensors, or perhaps other gate circuits.
Where these signals originate is of no concern in the task of gate reduction.

Our first step in simplification must be to write a Boolean expression for this circuit. This task
is easily performed step by step if we start by writing sub-expressions at the output of each
gate, corresponding to the respective input signals for each gate. Remember that OR gates are

equivalent to Boolean addition, while AND gates are equivalent to Boolean multiplication. For
example, I’ll write sub-expressions at the outputs of the first three gates:

. . . then another sub-expression for the next gate:

Finally, the output (“Q”) is seen to be equal to the expression AB + BC(B + C):

Now that we have a Boolean expression to work with, we need to apply the rules of Boolean
algebra to reduce the expression to its simplest form (simplest defined as requiring the fewest
gates to implement):

The final expression, B(A + C), is much simpler than the original, yet performs the same
function. If you would like to verify this, you may generate a truth table for both expressions
and determine Q’s status (the circuits’ output) for all eight logic-state combinations of A, B,
and C, for both circuits. The two truth tables should be identical.
Now, we must generate a schematic diagram from this Boolean expression. To do this, evaluate
the expression, following proper mathematical order of operations (multiplication before
addition, operations inside parentheses before anything else), and draw gates for each step.
Remember again that OR gates are equivalent to Boolean addition, while AND gates are
equivalent to Boolean multiplication. In this case, we would begin with the sub-expression “A
+ C”, which is an OR gate:

The next step in evaluating the expression “B(A + C)” is to multiply (AND gate) the signal B
by the output of the previous gate (A + C):

Obviously, this circuit is much simpler than the original, having only two logic gates instead of
five. Such component reduction results in higher operating speed (less delay time from input
signal transition to output signal transition), less power consumption, less cost, and greater
reliability.
Electromechanical relay circuits, typically being slower, consuming more electrical power to
operate, costing more, and having a shorter average life than their semiconductor counterparts,
benefit dramatically from Boolean simplification. Let’s consider an example circuit:

As before, our first step in reducing this circuit to its simplest form must be to develop a
Boolean expression from the schematic. The easiest way I’ve found to do this is to follow the
same steps I’d normally follow to reduce a series-parallel resistor network to a single, total
resistance. For example, examine the following resistor network with its resistors arranged in
the same connection pattern as the relay contacts in the former circuit, and corresponding total
resistance formula:

Remember that parallel contacts are equivalent to Boolean addition, while series contacts are
equivalent to Boolean multiplication. Write a Boolean expression for this relay contact circuit,
following the same order of precedence that you would follow in reducing a series-parallel
resistor network to a total resistance. It may be helpful to write a Boolean sub-expression to the
left of each ladder “rung,” to help organize your expression-writing:

Now that we have a Boolean expression to work with, we need to apply the rules of Boolean
algebra to reduce the expression to its simplest form (simplest defined as requiring the fewest
relay contacts to implement):

The more mathematically inclined should be able to see that the two steps employing the rule
“A + AB = A” may be combined into a single step, the rule being expandable to: “A + AB +
AC + AD + . . . = A”

As you can see, the reduced circuit is much simpler than the original, yet performs the same
logical function:










REVIEW:
To convert a gate circuit to a Boolean expression, label each gate output with a Boolean
sub-expression corresponding to the gates’ input signals, until a final expression is
reached at the last gate.
To convert a Boolean expression to a gate circuit, evaluate the expression using standard
order of operations: multiplication before addition, and operations within parentheses
before anything else.
To convert a ladder logic circuit to a Boolean expression, label each rung with a Boolean
sub-expression corresponding to the contacts’ input signals, until a final expression is
reached at the last coil or light. To determine proper order of evaluation, treat the contacts
as though they were resistors, and as if you were determining total resistance of the
series-parallel network formed by them. In other words, look for contacts that are
either directly in series or directly in parallel with each other first, then “collapse” them
into equivalent Boolean sub-expressions before proceeding to other contacts.
To convert a Boolean expression to a ladder logic circuit, evaluate the expression using
standard order of operations: multiplication before addition, and operations within
parentheses before anything else.

The Exclusive-OR Function (XOR)
One element conspicuously missing from the set of Boolean operations is that of
Exclusive-OR. Whereas the OR function is equivalent to Boolean addition, the AND
function to Boolean multiplication, and the NOT function (inverter) to Boolean
complementation, there is no direct Boolean equivalent for Exclusive-OR. This hasn’t
stopped people from developing a symbol to represent it, though:

This symbol is seldom used in Boolean expressions because the identities, laws, and rules
of simplification involving addition, multiplication, and complementation do not apply to
it. However, there is a way to represent the Exclusive-OR function in terms of OR and
AND, as has been shown in previous chapters: AB’ + A’B



As a Boolean equivalency, this rule may be helpful in simplifying some Boolean
expressions. Any expression following the AB’ + A’B form (two AND gates and an
OR gate) may be replaced by a single Exclusive-OR gate.

DeMorgan’s Theorems
A mathematician named DeMorgan developed a pair of important rules regarding
group complementation in Boolean algebra. By group complementation, I’m referring to the
complement of a group of terms, represented by a long bar over more than one variable.
You should recall from the chapter on logic gates that inverting all inputs to a gate reverses that
gate’s essential function from AND to OR, or vice versa, and also inverts the output. So, an OR
gate with all inputs inverted (a Negative-OR gate) behaves the same as a NAND gate, and an
AND gate with all inputs inverted (a Negative-AND gate) behaves the same as a NOR gate.
DeMorgan’s theorems state the same equivalence in “backward” form: that inverting the output
of any gate results in the same function as the opposite type of gate (AND vs. OR) with
inverted inputs:

A long bar extending over the term AB acts as a grouping symbol, and as such is entirely
different from the product of A and B independently inverted. In other words, (AB)’ is not
equal to A’B’. Because the “prime” symbol (’) cannot be stretched over two variables like a bar
can, we are forced to use parentheses to make it apply to the whole term AB in the previous
sentence. A bar, however, acts as its own grouping symbol when stretched over more than one
variable. This has profound impact on how Boolean expressions are evaluated and reduced, as
we shall see.
DeMorgan’s theorem may be thought of in terms of breaking a long bar symbol. When a long
bar is broken, the operation directly underneath the break changes from addition to
multiplication, or vice versa, and the broken bar pieces remain over the individual variables. To
illustrate:

When multiple “layers” of bars exist in an expression, you may only break one bar at a time,
and it is generally easier to begin simplification by breaking the longest (uppermost) bar first.
To illustrate, let’s take the expression (A + (BC)’)’ and reduce it using DeMorgan’s Theorems:

Following the advice of breaking the longest (uppermost) bar first, I’ll begin by breaking the
bar covering the entire expression as a first step:

As a result, the original circuit is reduced to a three-input AND gate with the A input inverted:

You should never break more than one bar in a single step, as illustrated here:

As tempting as it may be to conserve steps and break more than one bar at a time, it often leads
to an incorrect result, so don’t do it!
It is possible to properly reduce this expression by breaking the short bar first, rather than the
long bar first:

The end result is the same, but more steps are required compared to using the first method,
where the longest bar was broken first. Note how in the third step we broke the long bar in two
places. This is a legitimate mathematical operation, and not the same as breaking two bars in
one step! The prohibition against breaking more than one bar in one step is not a prohibition
against breaking a bar in more than one place. Breaking in more than one place in a single step
is okay; breaking more than one bar in a single step is not.
You might be wondering why parentheses were placed around the sub-expression B’ + C’,
considering the fact that I just removed them in the next step. I did this to emphasize an
important but easily neglected aspect of DeMorgan’s theorem. Since a long bar functions as a
grouping symbol, the variables formerly grouped by a broken bar must remain grouped lest
proper precedence (order of operation) be lost. In this example, it really wouldn’t matter if I
forgot to put parentheses in after breaking the short bar, but in other cases it might. Consider
this example, starting with a different expression:

As you can see, maintaining the grouping implied by the complementation bars for this
expression is crucial to obtaining the correct answer.
Let’s apply the principles of DeMorgan’s theorems to the simplification of a gate circuit:

As always, our first step in simplifying this circuit must be to generate an equivalent Boolean
expression. We can do this by placing a sub-expression label at the output of each gate, as the
inputs become known. Here’s the first step in this process:

Next, we can label the outputs of the first NOR gate and the NAND gate. When dealing with
inverted-output gates, I find it easier to write an expression for the gate’s output without the
final inversion, with an arrow pointing to just before the inversion bubble. Then, at the wire
leading out of the gate (after the bubble), I write the full, complemented expression. This helps
ensure I don’t forget a complementing bar in the sub-expression, by forcing myself to split the
expression-writing task into two steps:

Finally, we write an expression (or pair of expressions) for the last NOR gate:

Now, we reduce this expression using the identities, properties, rules, and theorems
(DeMorgan’s) of Boolean algebra:

The equivalent gate circuit for this much-simplified expression is as follows:









REVIEW
DeMorgan’s Theorems describe the equivalence between gates with inverted inputs and
gates with inverted outputs. Simply put, a NAND gate is equivalent to a Negative-OR
gate, and a NOR gate is equivalent to a Negative-AND gate.
When “breaking” a complementation bar in a Boolean expression, the operation directly
underneath the break (addition or multiplication) reverses, and the broken bar pieces
remain over the respective terms.
It is often easier to approach a problem by breaking the longest (uppermost) bar before
breaking any bars under it. You must never attempt to break two bars in one step!
Complementation bars function as grouping symbols. Therefore, when a bar is broken,
the terms underneath it must remain grouped. Parentheses may be placed around these
grouped terms as a help to avoid changing precedence.

Converting Truth Tables into Boolean Expressions

In designing digital circuits, the designer often begins with a truth table describing
what the circuit should do. The design task is largely to determine what type of circuit will
perform the function described in the truth table. While some people seem to have a natural
ability to look at a truth table and immediately envision the necessary logic gate or relay logic
circuitry for the task, there are procedural techniques available for the rest of us. Here, Boolean
algebra proves its utility in a most dramatic way.
To illustrate this procedural method, we should begin with a realistic design problem. Suppose
we were given the task of designing a flame detection circuit for a toxic waste incinerator. The
intense heat of the fire is intended to neutralize the toxicity of the waste introduced into the
incinerator. Such combustion-based techniques are commonly used to neutralize medical
waste, which may be infected with deadly viruses or bacteria:

So long as a flame is maintained in the incinerator, it is safe to inject waste into it to be
neutralized. If the flame were to be extinguished, however, it would be unsafe to continue to
inject waste into the combustion chamber, as it would exit the exhaust un-neutralized, and pose
a health threat to anyone in close proximity to the exhaust. What we need in this system is a
sure way of detecting the presence of a flame, and permitting waste to be injected only if a
flame is “proven” by the flame detection system.
Several different flame-detection technologies exist: optical (detection of light), thermal
(detection of high temperature), and electrical conduction (detection of ionized particles in the
flame path), each one with its unique advantages and disadvantages. Suppose that due to the
high degree of hazard involved with potentially passing un-neutralized waste out the exhaust of
this incinerator, it is decided that the flame detection system be made redundant (multiple
sensors), so that failure of a single sensor does not lead to an emission of toxins out the
exhaust. Each sensor comes equipped with a normally-open contact (open if no flame, closed if
flame detected) which we will use to activate the inputs of a logic system:

Our task, now, is to design the circuitry of the logic system to open the waste valve if and only
if there is good flame proven by the sensors. First, though, we must decide what the logical
behavior of this control system should be. Do we want the valve to be opened if only one out of
the three sensors detects flame? Probably not, because this would defeat the purpose of having
multiple sensors. If any one of the sensors were to fail in such a way as to falsely indicate the
presence of flame when there was none, a logic system based on the principle of “any one out
of three sensors showing flame” would give the same output that a single-sensor system would
with the same failure. A far better solution would be to design the system so that the valve is
commanded to open if and only if all three sensors detect a good flame. This way, any single,
failed sensor falsely showing flame could not keep the valve in the open position; rather, it
would require all three sensors to be failed in the same manner—a highly improbable
scenario—for this dangerous condition to occur.
Thus, our truth table would look like this:

It does not require much insight to realize that this functionality could be generated with a
three-input AND gate: the output of the circuit will be “high” if and only if input A AND input
B AND input C are all “high:”

If using relay circuitry, we could create this AND function by wiring three relay contacts in
series, or simply by wiring the three sensor contacts in series, so that the only way electrical
power could be sent to open the waste valve is if all three sensors indicate flame:

While this design strategy maximizes safety, it makes the system very susceptible to sensor
failures of the opposite kind. Suppose that one of the three sensors were to fail in such a way
that it indicated no flame when there really was a good flame in the incinerator’s combustion
chamber. That single failure would shut off the waste valve unnecessarily, resulting in lost
production time and wasted fuel (feeding a fire that wasn’t being used to incinerate waste).
It would be nice to have a logic system that allowed for this kind of failure without shutting the
system down unnecessarily, yet still provide sensor redundancy so as to maintain safety in the
event that any single sensor failed “high” (showing flame at all times, whether or not there was
one to detect). A strategy that would meet both needs would be a “two out of three” sensor
logic, whereby the waste valve is opened if at least two out of the three sensors show good
flame. The truth table for such a system would look like this:

Here, it is not necessarily obvious what kind of logic circuit would satisfy the truth table.
However, a simple method for designing such a circuit is found in a standard form of Boolean
expression called the Sum-Of-Products, or SOP, form. As you might suspect, a Sum-OfProducts Boolean expression is literally a set of Boolean terms added (summed) together, each
term being a multiplicative (product) combination of Boolean variables. An example of an SOP
expression would be something like this: ABC + BC + DF, the sum of products “ABC,” “BC,”
and “DF.”
Sum-Of-Products expressions are easy to generate from truth tables. All we have to do is
examine the truth table for any rows where the output is “high” (1), and write a Boolean
product term that would equal a value of 1 given those input conditions. For instance, in the
fourth row down in the truth table for our two-out-of-three logic system, where A=0, B=1, and
C=1, the product term would be A’BC, since that term would have a value of 1 if and only if
A=0, B=1, and C=1:

Three other rows of the truth table have an output value of 1, so those rows also need Boolean
product expressions to represent them:

Finally, we join these four Boolean product expressions together by addition, to create a single
Boolean expression describing the truth table as a whole:

Now that we have a Boolean Sum-Of-Products expression for the truth table’s function, we can
easily design a logic gate or relay logic circuit based on that expression:

Unfortunately, both of these circuits are quite complex, and could benefit from simplification.
Using Boolean algebra techniques, the expression may be significantly simplified:

As a result of the simplification, we can now build much simpler logic circuits performing the
same function, in either gate or relay form:

Either one of these circuits will adequately perform the task of operating the incinerator waste
valve based on a flame verification from two out of the three flame sensors. At minimum, this
is what we need to have a safe incinerator system. We can, however, extend the functionality of

the system by adding to it logic circuitry designed to detect if any one of the sensors does not
agree with the other two.
If all three sensors are operating properly, they should detect flame with equal accuracy. Thus,
they should either all register “low” (000: no flame) or all register “high” (111: good flame).
Any other output combination (001, 010, 011, 100, 101, or 110) constitutes a disagreement
between sensors, and may therefore serve as an indicator of a potential sensor failure. If we
added circuitry to detect any one of the six “sensor disagreement” conditions, we could use the
output of that circuitry to activate an alarm. Whoever is monitoring the incinerator would then
exercise judgment in either continuing to operate with a possible failed sensor (inputs: 011,
101, or 110), or shut the incinerator down to be absolutely safe. Also, if the incinerator is shut
down (no flame), and one or more of the sensors still indicates flame (001, 010, 011, 100, 101,
or 110) while the other(s) indicate(s) no flame, it will be known that a definite sensor problem
exists.
The first step in designing this “sensor disagreement” detection circuit is to write a truth table
describing its behavior. Since we already have a truth table describing the output of the “good
flame” logic circuit, we can simply add another output column to the table to represent the
second circuit, and make a table representing the entire logic system:

While it is possible to generate a Sum-Of-Products expression for this new truth table column,
it would require six terms, of three variables each! Such a Boolean expression would require
many steps to simplify, with a large potential for making algebraic errors:

An alternative to generating a Sum-Of-Products expression to account for all the “high” (1)
output conditions in the truth table is to generate a Product-Of-Sums, or POS, expression, to
account for all the “low” (0) output conditions instead. Being that there are much fewer
instances of a “low” output in the last truth table column, the resulting Product-Of-Sums
expression should contain fewer terms. As its name suggests, a Product-Of-Sums expression is
a set of added terms (sums), which are multiplied (product) together. An example of a POS
expression would be (A + B)(C + D), the product of the sums “A + B” and “C + D”.
To begin, we identify which rows in the last truth table column have “low” (0) outputs, and
write a Boolean sum term that would equal 0 for that row’s input conditions. For instance, in
the first row of the truth table, where A=0, B=0, and C=0, the sum term would be (A + B + C),
since that term would have a value of 0 if and only if A=0, B=0, and C=0:

Only one other row in the last truth table column has a “low” (0) output, so all we need is one
more sum term to complete our Product-Of-Sums expression. This last sum term represents a 0
output for an input condition of A=1, B=1 and C=1. Therefore, the term must be written as (A’
+ B’+ C’), because only the sum of the complemented input variables would equal 0 for that
condition only:

The completed Product-Of-Sums expression, of course, is the multiplicative combination of
these two sum terms:

Whereas a Sum-Of-Products expression could be implemented in the form of a set of AND
gates with their outputs connecting to a single OR gate, a Product-Of-Sums expression can be
implemented as a set of OR gates feeding into a single AND gate:

Correspondingly, whereas a Sum-Of-Products expression could be implemented as a parallel
collection of series-connected relay contacts, a Product-Of-Sums expression can be
implemented as a series collection of parallel-connected relay contacts:

The previous two circuits represent different versions of the “sensor disagreement” logic circuit
only, not the “good flame” detection circuit(s). The entire logic system would be the
combination of both “good flame” and “sensor disagreement” circuits, shown on the same
diagram.
Implemented in a Programmable Logic Controller (PLC), the entire logic system might
resemble something like this:

As you can see, both the Sum-Of-Products and Products-Of-Sums standard Boolean forms are
powerful tools when applied to truth tables. They allow us to derive a Boolean expression—
and ultimately, an actual logic circuit—from nothing but a truth table, which is a written
specification for what we want a logic circuit to do. To be able to go from a written
specification to an actual circuit using simple, deterministic procedures means that it is possible
to automate the design process for a digital circuit. In other words, a computer could be
programmed to design a custom logic circuit from a truth table specification! The steps to take
from a truth table to the final circuit are so unambiguous and direct that it requires little, if any,
creativity or other original thought to execute them.









REVIEW:
Sum-Of-Products, or SOP, Boolean expressions may be generated from truth tables quite
easily, by determining which rows of the table have an output of 1, writing one product
term for each row, and finally summing all the product terms. This creates a Boolean
expression representing the truth table as a whole.
Sum-Of-Products expressions lend themselves well to implementation as a set of AND
gates (products) feeding into a single OR gate (sum).
Product-Of-Sums, or POS, Boolean expressions may also be generated from truth tables
quite easily, by determining which rows of the table have an output of 0, writing one sum
term for each row, and finally multiplying all the sum terms. This creates a Boolean
expression representing the truth table as a whole.
Product-Of-Sums expressions lend themselves well to implementation as a set of OR
gates (sums) feeding into a single AND gate (product).

CHAPTER 5
SOFTWARE & FLOWCHARTS
LEARNING OBJECTIVES
 Basic Concepts of Software and its types.
 Interpreter, Compiler, Assembler.
 Algorithm
 Flowchart
5.1 SOFTWARE
As you are aware, computer cannot do anything on its own. It is the user who
instructs computer; what to do, how to do and when to do. In order to perform any task,
you have to give a set of instructions in a particular sequence to the computer. These sets
of instructions are called Programs. Software refers to a set of programs that makes the
hardware perform a particular set of tasks in particular order.
The application software is one, which is application oriented, like our inventory
program, payroll program are few. Similarly system software is used for system oriented
tasks. Examples are compilers, assemblers, loaders. In this chapter, we discuss the
computer language fundamentals, application software and system software.

Software is the set of instructions that the computer follows. The software that controls
the whole system is called the operating system and this has a number of specific
functions such as:
 Manages the CPU usage by hardware and software.
 Managing the hardware including peripherals such as printers using, e.g. device
drivers.
 Provides an environment for software applications to run.
 Provides a suitable user interface.
 Manages software on the computer system.
 Provide a multitasking environment that allows a user to carry more than one task at
once.
 Manages inputs and outputs.
 Manages memory resources.
Firmware:
- Firmware is a pre written program that is stored in ROM. It configures the
computer and not easily modified by users. The instructions coded in BIOS(

Basic Input Output Service) are example of Firmware. Firmware ROM contains
loader program to load a program into memory.
-

Data stored in a computer or other hardware device read-only memory (ROM) or
elsewhere in the circuitry that provides instruction on how that device should
operate. Unlike normal software, firmware cannot be changed or deleted by an
end-user without the aid of special programs and remains on that device
regardless if it's on or off.

-

Firmware refers to the applications and operating system that control how a cell
phone or smartphone operates. It is called firmware rather than software to
highlight that it is very closely tied to the particular hardware components of a
device. Firmware is generally flashed into a phone's ROM rather than simply
being loaded into normal phone storage, where it could more easily be erased
and lost in the event of a crash. Firmware updates are sometimes provided by a
company as a way to fix bugs or introduce new functionality.
Firmware is programming that's written to the read-only memory (ROM) of a
computing device. Firmware, which is added at the time of manufacturing, is
used to run user programs on the device.

-

Software:
-

-

-

-

-

Software (programs or data)
that
has
been
written
onto read-only
memory (ROM). Firmware is a combination of software and hardware. ROMs,
PROMs and EPROMs that have data or programs recorded on them are
firmware.
Software is the collection of program and other associated documents that helps
to control, manage and integrate the components of computer system to
accomplish a specific task. It is a non-touchable, non viable set of instructions
coded in computer languages. It is a vital part of computer, without it computer
is nothing.
Examples are operating system, compiler and interpreter, application software
etc.
OR
Software is a collection of instructions that enable the user to interact with a
computer or have it perform specific tasks for them. Without software,
computers would be useless.
For example, without your Internet browser software you would be unable to
surf the Internet or read this page and without a software operating system the
browser would not be able to run on your computer. In the picture is Microsoft
Excel, an example of a software program.

Software can be classified mainly into following categories and sub-categories are
shown in Figure 1.17.

Fig. 1.17 Classification of Software
5.1.1 System Software
When you switch on the computer the programs stored in ROM are executed which
activates different units of your computer and makes it ready for you to work on it. This
set of programs can be called system software.
System software’s are sets of programs, responsible for running the computer, controlling
various operations of computer systems and management of computer resources.
Operating System (OS) falls under this category.
An operating system is a system software that provides an interface for a user to
communicate with the computer, manages hardware devices (disk drives, keyboard,
monitor, etc), manages and maintains disk file systems and supports application
programs. Some popular Operating systems are UNIX, Windows and Linux.
Although operating system provides all the features users need to use and maintain their
systems, inevitably, they still do not meet everyone’s expectations. This has led to
another type of system software called "Utilities". These are programs that bridge
the gap between the functionality of an OS and the needs of users. Utility programs are a
broad category of software such as compress (zip)/uncompress (unzip) files software, anti
virus software, split and join files software, etc.
Types of System Software
There are a lot of system software which are used to solve the system’s problem. Most
commonly used system software's are language translator. A language translator is a
program which converts statements written in one language into statements in another
language. There are basically there types of translators.
1. Assembler
2. Compiler
3. Interpreter
1. Assembler:
A computer can only understand machine language. Hence, the programs written in other
language must be translated into the machine language of the computer. Such translation
is performed with the help of a software. A program which translates an assembly
language program into a machine language program is called Assembler. An Assembler

which runs on a computer for which it produces object codes (machine code) is called a
self Assembler (or Resident Assembler). A program written in assembly language is
called source program. The assembler converts the source program into machine
language program known as object program. In fact an assembler is a look-up table
which contains machine language equivalent of the mnemonics and memory addresses
used in assembly language programs.
Working of an Assembler: An assembly language program (source program) is fed to
the computer though an input device. The assembler program present in the computer
memory translates this source program to an equivalent machine language program called
the object program by translating one instruction at a time.

Figure 3.4 : Illustration of the Translation by an Assenbler
In the assembler reads the program twice. During first reading it develops the table of
names used in the source program, assign and stores the numerical address for each
name. Then in the second reading it translates the instructions into machine language and
generates the object program. The object program is stored on the disk. Such an
assembler is called Two- Pass Assemble.
2. Compiler:
A program written in high level language needs to be translated into machine language
before it can be executed by the computer. This job of translation is performed with the
help of a software program. This program is known as a compiler. A Compiler is so
called because for every program instruction of a high level language, it compiles a set of
machine language instructions. A program written in a high level language is known as
source program. The program obtained after compilation is known as the object program.

Figure 3.5 : Illustration of the translation by Compiler
Every high level language has its own compiler and it can translate only those programs
which are written in that particular language compilers are large programs which reside
permanently on secondary storage. When a program is to be compiled the compiler is
copied into the main memory of the computer and is executed in the CPU. During
compilation the compiler analyses each statement in the source program and generates a
sequence of machine instructions the instruction. Besides translating in high level
language into machine language instructions, the compiler also brings out any errors

related to the syntax (grammar) or semantics (meaning) of the specified high level
language.
A compiler can detects following kinds of errors :
(i) Illegal characters.
(ii) Illegal combination of characters
(iii) Improper sequencing of instructions in a program
3. Interpreter:
An interpreter is a translating program for the purpose of converting high level language
in to machine language. An interpreter translates only one statement of a high level
language at a time. After translation the statement is immediately executed. This is in
contrast to a compiler which translator the entire source program into object program.
This object code is saved permanently for future use and is used every time the program
is to be executed. In this manner repeated compilation is not necessary for repeated
execution of a program. However, in the case of an interpreter the object program is not
stored because the translation and execution take place alternately. So it a statement is to
be used again then it must be interpreted again.
The advantage of an interpreter over a compiler is, fast response to changes in the source
program. Moreover,a compiler is a complex program compared to an interpreter.
Interpreter are easy to write and do not require large memory space in the computer. The
interpreter, however is a time consuming translation method because each statement must
be translated every time it is executed from the source program.
Thus, a compiled machine language program runs much faster than an interpreted one.
Utility Software
The softwares which are used for developing, writing, debugging and documenting
programs are known as utility software. These help the users in the preparation of
programs. There are two types of utilities:
(i) File management utilities.
(ii) Program development utilities.
(i) File management utilities - These are a part of operating system and help the user in
copying, erasing (deleting), renaming and printing the files.
(ii) Program development utilities - These are used for writing and testing of programs.
These include editor, compiler, assembler, linker, loader, debuger etc. A simple text
editor is a part of operating system but an elaborate editor is stored separately. The
compilers are stored separately.
All the softwares are controlled by the operating system. Utilities are those helpful
programs that ensure the smooth functioning of the computer. Utilities are meant to assist
your computer. Some utilities help you backup data, some help remove outdated files or
recover data that has been accidentally erased. Some make it easier to find and arrange
the information you need. And some help you avoid virus attacks or clean
viruses, if any. In other words, the utility programs perform housekeeping functions.
It is an established truth that everything comes with certain pros and cons. Software also
are not an exception to it. Utilities bridge the gaps by helping to solve the problems and
maximize your computer’s potential.
Some important utilities are being discussed below.

1. Text Editor: This utility program is used for creating, editing text files. Using this
program any text manner can be typed and saved on a disk file. This file can be retrieved
any time and can also be edited, corrected etc. Text editor software supports special
commands for text editing i.e., you can insert, delete, find, replace characters, lines and
paragraphs etc.
2. Backup Utility: This utility program facilitates the backing-up of disk. Back-up means
duplicating the disk information so that in case of any damage or data-loss, this backed
up data may be used the files or folders or even drives can be backed up using this utility.
You can back up files floppy disk, a tape drive or even on another computer on your
network. The backed up data may be restored when needed i.e., if your original files are
damaged or lost.
3. Compression Utility: This utility program facilitates compression of files. Large files
can be compressed so that they take less storage area. When needed, these compressed
files can be exploded back to their original form. By compression, the files are stored in a
special format that takes less space. However, these compressed files cannot be directly
used, they need to be exploded back to their original form before they can be worked
upon.
4. Disk Defragment: This utility program attempts to minimize the fragmentation on
your disk. A file is fragmented when it becomes too large for your computer to store in a
single location on a disk. When this happens, your computers split the file up and store it
in pieces. You can use fragmented files, but it takes your computer longer to access them.
Disk Defragment or speeds up disk access by rearranging the files and free space on your
computer, so that files are stored in contiguous units and free space is consolidated in one
contiguous block.
5. Antivirus Software: This utility program ensures virus-free work environment. A
computer
virus is a computer program that can inject other computer programs by modifying them
in such a way as to include a copy of itself A virus not only copies itself but also makes
the computer system behave abnormally. For instance, unknown or unasked messages
may get flashed or unwanted music get played or unwanted graphical displays might
occur. An antivirus software scans your disk for viruses and removes them, if any virus is
found Moreover, some antivirus software remains present in memory all the time so that
they can detect the viruses (as soon as they occur) and counterattack them.
5.1.2 Application Software
Application software is a set of programs, which are written to perform specific tasks, for
example: An application package for managing library known as library information
system is used to manage information of library such as: keeping book details, account
holder details, book issue details, book return details etc. Another application package for
managing student details is called student’s information system, manages student’s roll
no, name, parents name, address, class, section, processing of examination results etc.
Application software can be broadly classified into two types:
(a) Generalized packages
(b) Customized packages
Generalized Packages

These are user friendly softwares written to cater to user’s very general needs such as
preparing documents, drawing pictures, database to manage data/information, preparing
presentations, play games etc.
It is a group of programs that provide general purpose tools to solve specific problems.
Some of the generalized packages are listed below:
 Word Processing Software(for preparing documents): Word Perfect, MS-Word,
OpenOffice.org Writer
 Spreadsheets (Data Analysis): Lotus Smart suites, MSExcel, OpenOffice.org
Calc, Apple Numbers
 Presentations : Presentation Graphics, MS-PowerPoint, OpenOffice.org Impress
 Database Management System: MS-Access, OpenOffice.org Base, MS-SQL
Server, ORACLE
 Graphics Tools: Paint shop pro, Adobe Photoshop
Customized Packages These are the applications that are customized (or developed) to
meet the specific requirements of an organization/institution. For Example: Student
information details, Payroll packages, inventory control etc.
These packages are developed using high-level computer language.
Types of Application Software
In the early days of computers, everyone just paid for PC application software. Users
brought it as part of
a computer or in a software store, or download it online with a credit card charge. There
are following types of application software's are available in market :
(i) Commercial Software:
It is also known as proprietary software or packaged software. It is the software that is
offered for sale, such as MS-ward or Office 2000. Generally, we pay for it as part of the
purchase of a new PC We pay for a new game or other commercial program which are
generally copyrighted. A copyright is the exclusive legal right that prohibits copying of
intellectual property without the permission of the copyright holder.
Software manufacturers don’t sell us their software but provide us a license to become an
authorized user of it. In paying for a software license, we sign a contract in which we
agree not to make copies of the software to give away or for resale. That is we have only
the permission to use the software and not the software itself.
(ii) Public - domain Software:
It is not protected by copyright and thus may be duplicated by everyone at will. These are
oftenly available through sites on the Internet. We can duplicate public domain software
without fear of legal prosecution.
(iii) Freeware:
It is copyrighted software that is distributed free of charge, today most often over the
internet. It is due to the wish of some developers to see the response of the users, so that
they can make modifications in a later version. Linux is an example of such a program. In
its most recent form, freeware is made available by companies trying to get money some
other way -actually, by attracting viewers to their advertising. The web browsers Internet
Explorer and Netscape Navigator are examples of this type. The copyrights of freeware
are generally retained by its developers.

(iv) Rental Ware:
It is software that users lease for a fee. This is the concept behind Application Service
Providers (ASPs), firms that lease software on the Internet. Users download programs
whenever they require it.
(v) Printed Software:
It is an illegal copy of a software For example a commercial video game. In doing so the
original copyright owners are not paid for their creative work. A risk of picking up a
virus is always there. Occasionally, companies or individuals require software written
specifically, to meet their unique needs. This software is known as custom software, and
it is developed by software engineers and programmers.
Some of the most commonly used application softwares are (i) Word Processing Software: It helps us to use the computer system for document
preparation, text file manipulation like edit, create, view, format, store, retrieval and print
documents / files. It is useful for writing books, letters and other documents.
(ii) Education Software: It helps us to use the computer as a teaching and learning tool.
NCERT has effectively used educational software for providing quality education to the
students of different classes in India.
(iii) Graphics Software: It helps us to use computer system for creating, editing,
viewing, storing, retrieving and printing designs, pictures, graphics, drawings and
everything that can be drawn manually.
(iv) Entertainment Software: These software's are used in computer systems as tools
for developing and playing video games.
(v) Spreadsheet Software: It is used in computer system for numeric data analysis. This
software maintains computerized ledger for financial, educational organizations, eg. MSExcel.
(vi) Database Software: A database software helps us to use computer system for
creation, maintenance (add, delete, and update the records), organization and retrieval of
data information from the database. A database is a collection of files for storage and
retrieval of data.
(vii) Personal Help software: It helps us to use computer for storage and retrieval our
personal information.
For example, planning and managing students personal schedules, such as study, play,
entertainment etc.
5.2 COMPUTER LANGUAGES
Languages are a means of communication. Normally people interact with each other
through a language. On the same pattern, communication with computers is carried out
through a language. This language is understood both by user and the machine. Just as
every language like English, Hindi has its grammatical rules; every computer language is
bound by rules known as SYNTAX of that language. The user is bound by that syntax
while communicating with the computer system.
Computer languages are broadly classified as:
1. Low Level Language:
The term low level means closeness to the way in which machine understand. The low
level languages are:

a. Machine Language:
This is the language (in the form of 0’s and 1’s, called binary numbers) understood
directly by the computer. It is machine dependent. It is difficult to learn and even more
difficult to write programs.
At the lowest level computer understands only 0 and 1. Programs expressed in terms of
binary language are called machine language. A computer’s programming language
consists of strings of binary numbers (0’s and 1’s) and is the only one language computer
can understand. This language is the lowest level of computer language recognized and
used by the CPU. An instruction prepared in any machine language consists of 2 parts.
The first part is the command or opcode or operation code. The second part of the
instruction is the operand/s or data and it tells the processor where to find or store the
data or other instructions that are manipulated. A short sample of machine language to
perform addition in the storage location 0166 will look like this
00010000 00000001 01100010
A machine language programmer has to know the binary code for each operation
to be carried out. Machine language programmers must also be familiar with the internal
organization of the computer. A machine language programmer must also keep track of
all the addresser of main memory locations that are referred to in the program. The
machine language format is slow and tedious. We the human beings work on natural
language and not on binary language. Hence writing machine language program is
difficult for the humans.
b. Assembly Language:
This is the language where the machine codes comprising of 0’s and 1’s are substituted
by symbolic codes (called mnemonics) to improve their understanding. It is the first step
to improve programming structure.
Assembly language programming is simpler and less time consuming than machine level
programming, it is easier to locate and correct errors in assembly language than in
machine language programs. It is also machine dependent. Programmers must have
knowledge of the machine on which the program will run.
A low level first generation computer language, popular during early 1960s, which uses
abbreviations or mnemonic codes ( mnemonic means mind full) for operation codes and
symbolic addresses. This symbolic instruction language is called Assembly language.
One of the first step in improving the program preparation was to substitute mnemonics
for operation codes. The mnemonics are different among makes and models of
computer. Second step was symbolic addressing to express an address in terms of
symbols convenient to the programmer. Another improvement was the programmer
turned the work of assigning and keeping track of instruction addresses over to the
computer. The programmer merely told the machine the storage address number of the
first program instruction and the assembly language software the automatically stored all
others in the sequence from that point.
The mnemonics are converted into binaries with the help of a translator known as
Assembler.

Assembly
Language

Assembler

Machine
Language

The program written using mnemonics is called Source program or assembly language
program, the binary form of the source program equivalent is called Object Program.
Let us consider an assembly language program
LDA 9000
MOV B,A
MOV C,A
HLT
Assembler is used to convert assembly language into the machine language.
For example object program or machine language equivalent for the above assembly
language is
01110 0100001100
01110011101
0111110000
1011100000
Assembly language programs are commonly used to write programs for electronic
controls using microprocessors e.g., compilers , operating systems, animation in
computer graphics and so on.
Assembly language is relatively easy for the human beings compared to machine
language. Programs writing are faster compared to machine language.
Assembly language programmer should know details of the architecture of the machine.
Assembly language programs are not portable.
2. High Level Language
You know that low level language requires extensive knowledge of the hardware since it
is machine dependent. To overcome the limitation, high level language has been evolved
which uses normal English like, easy to understand statements to solve any problem.
Higher level languages are computer independent and programming becomes quite easy
and simple.
In order to execute the instructions, the source program is translated into binary form by a
compiler or interpreter. A compiler is also used to translate source program into an object
program. An interpreter is a program which takes the source program line by line and
converts into machine code line by line. .
C language uses a compiler as its translator to translate or compile the complete C
program. It is also necessary to create an executable program to execute the instructions
given in a source program by linking the input and output devices with your program. A
linker (another program) is used to link library routing and generate an executable
program from an object program. Compiler converts source program into object program
in terms of stages called passes. Normally, most of the compilers uses two passes to
convert source program into the machine language program.
For example, Gwbasic is an interpreter used to convert basic program into object
program.

Various high level languages are given below:








BASIC (Beginners All Purpose Symbolic Instruction Code): It is widely used,
easy to learn general purpose language. Mainly used in microcomputers in earlier
days.
COBOL (Common Business Oriented language): A standardized language used
for commercial applications.
FORTRAN (Formula Translation): Developed for solving mathematical and
scientific problems. One of the most popular languages among scientific
community.
C: Structured Programming Language used for all purpose such as scientific
application, commercial application, developing games etc.
C++: Popular object oriented programming language, used for general purpose.

5.3 COMPILER AND ASSEMBLER
As you know that High Level language is machine independent and assembly
language though it is machine dependent yet mnemonics that are being used to represent
instructions are not directly understandable by machine. Hence to make the machine
understand the instructions provided by both the languages, Compiler and Assembler are
required to convert these instructions into machine language.
The software (set of programs) that reads a program written in high level language and
translates it into an equivalent program in machine language is called as Compiler.
The program written by the programmer in high level language is called source program
and the program generated by the compiler after translation is called as object program.
Compilers:
Compilers convert the program instructions from human understandable form to the
machine understandable form and the translated program instruction is called object code.
Compiler is nothing but a language translator used to translate the entire program of the
high level language into machine language. Every programming language requires its
own compiler to translate the program. For example, the programming language
PASCAL requires PASCAL compiler and C uses C compiler.

Fig. Compiler
Assembler:
The software (set of programs) that reads a program written in assembly language and
translates it into an equivalent program in machine language is called as Assembler.

Fig. Assembler
Interpreter:
Interpreters also convert the source program to machine language instruction but
executes each line as it is entered. The translation of the source program takes place for
every run and is slower than the compiled code. An interpreter must accompany the
object code to run a program. Programming languages BASIC and LISP use interpreters.
High level Language

Interpreter

Machine Language

Editor:
An editor is used to type the source program and store program in disk. C
language uses one popular Borland’s a IDE (Integrated Development Environment)
editor in MS-DOS system and in Vi editor in UNIX system. In dos, we use popular Edit
editor also.
Editors are commonly used to type and edit documents and store them. Thus, they
are also called text editors. In word processors we can perform the operation like setting
up margins, spell check and so on. MS-WORD is one of the popular word processor.

5.4 Introduction
A language usually consists of all the verbal or written symbols, grammatical rules and
expressions that are used to exchange ideas and information. Communications can take
place between individuals or between an individual and a computer.
The two BASIC types of languages used in computers are low-level language and highlevel languages. Low-level languages are again subdivided into machine and assembly
languages. High-level languages may be general purpose or special purpose. They may
be either compiler based or interpreter based. High-level languages look similar to our
English language and hence are better understood by the programmers rather than the
computers. Low-level languages are compatible with the hardware of the computer and
consist of binary or mnemonic codes. Hence, low-level languages are understood by the
computers in a better manner. It is difficult for the programmer to understand the low
level language.
5.2.1 Machine language
The lowest form of computer language is machine language. In the first generation
computers, programs were written only in binary based machine level languages. It has to
be remembered that the only language that is understood by the computer is the machine
language. However, almost all the programs that are written today are in high level
languages. Since computers can understand only machine language, these programs
(written in higher level languages) are translated to machine level languages using a
software program called compiler/interpreter.
Machine language is the most BASIC form of programming and hence explicit
instructions are to be given to the machine to perform each operation. Hence, it is
necessary to tell the machine where to store numbers in its memory and how to add the
numbers and so on. A statement of the form P = Q + R is meaningless in a machine code.
If you want to add Q with R, then you have to instruct the machine exactly how to
transfer and process the numbers, where to store the result P, etc. Any set of instructions
in a machine level language can be divided into the following four categories: Arithmetic,
control, input-output and direct use. The functions of these statements are as follows:
Arithmetic:
Control:
Input-output:
Direct use:

Add, subtract, multiply and divide
Load, store and jump
Read and write
Start, halt and end

The arithmetical operations or comparisons are done in the arithmetic logic unit with the
use of accumulators. Hence, if you want to add two numbers together, we will need one
instruction which will order the control unit to place a number in an accumulator and
another instruction to identify the addition operation. Machine language instructions are
represented by binary numbers, i.e., sequences consisting of 0s and 1s. For example, the
binary sequence.

001010011010
Could represent a 12 bit machine language instruction. The instruction is divided into two
parts: operation code (or Op code) and an operand.
Op code
Operand
0010
10011010
The Op code specifies the operations such as add, multiply, etc. and the operand is the
address of the data item that is to be operated upon. Thus, while using a machine
language, we have to remember the code numbers for the operations and also keep track
of the addresses of all the data items. Hence, machine language is highly complicated and
complex and subject to error. Also, the programs written in machine language are
machine dependent. That means, a program that has been developed for a particular
machine cannot be run on another machine.
It is clearly seen from the above program that coding a program in the binary form is very
tedious. Hence, machine language is often coded in hexadecimal codes, which are still
quite tedious. The programs written in machine language are also called as Object
programs.
5.2.2 Symbolic/assembly languages
To overcome the difficulties of writing programs in machine code, symbolic languages
(which are also called as assembly languages) were developed in 1950s and were used
extensively in some of the second generation computers. These languages enabled
instructions to be written using symbolic codes (called mnemonics) rather than in strings
of 0s and 1s. One word (or mnemonic) represented a particular machine language
instruction. Once a series of instructions or words were put together to form a program,
they are translated (by referencing a symbolic equivalence table) by the computer into
their machine language counterparts.
Let us assume that the following symbolic operation codes are used (The meaning of the
mnemonics are given in brackets).
0001
0010
0011
0100
0101
0110
0111
1000
1001
1010

ADD
(Addition)
SUB
(Subtraction)
MULT
(Multiplication)
DIV
(Division)
LDA
(Load accumulator with value)
STO
(Store contents of accumulator)
IN
(Read a value into accumulator)
OUT
(Output value in accumulator to output device)
JUN
(Jump unconditionally)
JGT
(Jump to the address location if the contents of the
accumulator are greater than zero)
1011
JNE
(Jump to the address location if the contents of the
accumulator are not equal to zero).
It is clearly seen that symbolic language program is much simpler than the program
written in the machine code. Yet assembly language programming has many of the same

advantages as machine language programming; i.e., the program has access to and
control over the registers, I/O ports and other features of the computer. However, the
BASIC disadvantages of having to work with binary, octal or hexadecimal numbers are
eliminated.
The program that has been written using a symbolic language has to be translated into a
machine language and only then it can be executed by the computer. The software
program that will translate the program written in symbolic language is called as the
assembler program or assembler. The source program acts as an input to the assembler,
which is loaded in the computer memory. Then, the assembler performs the translation
and generates the equivalent machine code, which is called as the object program or
object code.
Once the object program is generated, the computer can execute the program without the
aid of the assembler program. In typical computer systems, the assembler is stored in a
secondary storage device and when needed loaded into the Random Access Memory
(RAM). The source program is then entered by the user through the visual display unit
and is also stored in RAM. The assembler translates the source program into object
program and stores it in another portion of RAM. The object code or program can also be
stored on some external device in order to execute it again and again when needed.
In addition to using mnemonics to represent instructions, decimal numbers or names can
also be used to refer to addresses of data names. By having such a system, the
programmer is relieved of the problem of remembering each absolute address. Such
names can have three or four characters and may use alphabets or numbers. However, the
first character should be an alphabet. Thus, using symbolic names, the symbolic program
may be written as
IN
STO Q
IN
STO R
LDA R
ADD Q
STO P
LDA P
OUT
The symbolic language is called as low-level language because it is designed for a
particular machine. It cannot be developed without knowing the size of the main memory
and the size of the location word.
5.2.3 High level languages
Unlike symbolic languages, high-level languages can be used with a number of different
hardware makes with little or no modifications. Hence, the programming and
reprogramming expense is greatly reduced when the program has to be translated to
another machine. Other advantages of high-level languages are as follows:
1. They are easier to learn than symbolic languages.

2. They require less time to write.
3. They are simpler in formats.
4. They are easier to maintain.
5. They are easier to understand.
6. They provide better documentation.
7. The programs written in such a language can be executed on any computer.
8. Four or five level instructions are reduced to a single high-level language statement.
Some of the popular high-level languages are given in Table 4.1.
Table 4.1. High Level Languages
Languages Year
Meaning
Developed By
Main
application area
BASIC
1965
Beginners All
Kemeny & Kurtz Teaching
scientific
Purpose Symbolic
and
Instruction Code
also commercial.
FORTRAN 1956
Formula
IBM
Scientific and
Translation
Engineering
COBOL

1958

Common Business US Dept. of
Oriented
Defence
Language

Commercial

ALGOL

1958

Algorithmic
Language

International
Committee

Scientific

PL/1

1963

Programming
Language 1

IBM

PASCAL

1968

Named after the
French
Philosopher
PASCAL

N. Wirth

Scientific,
Commercial and
Systems
Teaching

C

1970

Programming
language

Dennis
Ritchie

General
purpose

Obviously, a source program written in a high level language should also be translated
into a machine language. The program that performs this operation is called the compiler
(which is sometimes also called as a compiler program) or interpreter.
High-level languages may be further subdivided into procedure oriented languages,
problem-oriented languages and interactive programming languages. Procedure-oriented
languages are useful for some special applications. For example, COBOL is a procedureoriented language, which is used extensively in business applications. Other examples of
procedure-oriented languages are FORTRAN and PL/1.

Problem-oriented language just attempts to solve processing requirements with minimal
programming effort allowing the user to focus on what results are desired rather than on
the individual steps needed to get those results. A typical example of problem-oriented
language is RPG (Report Program Generator).
Interactive programming languages allow the user to interact with the program in a
conversational fashion. These languages are quite useful especially in computer aided
design/computer aided manufacture (CAD/CAM). BASIC, PASCAL and APL are typical
examples of interactive languages.
High-level languages are sometimes classified as general purpose and special purpose
languages. General-purpose languages (e.g. BASIC and PASCAL) are suitable for any
type of application whereas special purpose languages (e.g. COBOL and LISP) are used
only in some special application areas. Though there are about 150 computer languages,
only a few are used extensively.
In India, the languages which are used widely are : BASIC, FORTRAN (used mainly in
scientific and engineering applications), COBOL (mainly used in business applications)
and PASCAL. We shall consider some of the features of these four high level languages
now.
5.2.3.1 BASIC language
BASIC is an acronym for Beginners All Purpose Symbolic Instruction Code. This
language was developed as a teaching aid for computing at Dart-mouth College, USA, in
1965 by Professors Kemeny and Kurtz. BASIC is a simple and “friendly” language, easy
to learn and particularly suitable for the non-specialist user. It also provides preparations
for using more powerful languages like FORTRAN and PL/1. BASIC is widely used for
commercial, scientific and educational purposes. BASIC has a fairly limited repertoire of
statements and unlike any other high level language, allows only a certain range of
identifiers to be used for the variables in the program. Hence, it is mainly used as an
introductory language. However, after the introduction of micro and home computers,
which use BASIC as the only language, a number of application programs in different
areas have been written in BASIC.
BASIC is oriented to direct access use and programs are usually submitted to the
computer by means of a console or visual display. Some of the commonly used
statements are READ, DATA, INPUT, FOR-NEXT, IF-THEN, DIM etc. In BASIC, a
variable name is limited to a single letter
followed by a digit or special characters. The READ statement in BASIC is always
associated with a DATA statement. The IF-THEN statement is used for branching. The
FOR-NEXT statement of BASIC is used to perform looping.
Though BASIC compilers do exist, most of the installations use BASIC interpreter. Let
us now consider an example program written in BASIC for the following problem which
gives a fair idea about the structure of a BASIC program.
The following program reads 100 positive numbers and outputs the highest and the sum
of these numbers:
5 REM M is a variable used here to store the highest and T is used to store sum.
10 LET M = 0
20 LET T = 0
30 FOR I = 1 TO 100
40 PRINT “TYPE IN NUMBER”

50 INPUT N
60 IF N< M THEN 80
70 LET M = N
80 LET T = T + N
90 NEXT I
100 PRINT “THE MAXIMUM NO IS” ; M
110 PRINT “THE SUM OF THE NUMBERS =”; T
120 END
5.2.3.2 FORTRAN
The name FORTRAN stands for formula translation and as the name suggests it was
developed and used as a scientific application language. FORTRAN is the oldest of the
high level languages. It was introduced by the IBM in 1957 for their IBM-704 computers.
Efforts were taken to standardize this language from 1962 and the first standard was
produced by the American National Standards Institute and is called as FORTRAN II. In
1966, another version was brought out. This is called as FORTRAN IV. This version
remained in constant use until 1978, when a new standard was produced called
FORTRAN 77 then later on FORTRAN 90. This latest standard showed marked
difference from FORTRAN IV which is, however, still the most commonly used version.
A FORTRAN source program is composed of statements that may cause data to be read,
processing to be performed and results to be recorded. FORTRAN statements are
composed of operation symbols (+, -, *,/) and expressions (of the type A + B – C).
Statements may be divided into four groups.
Input-output statements— which describe the operations that are necessary to read in data
and to write the results of the program.
Control statements— which may determine the sequence in which the statements are to
be executed.
Arithmetic statements— which specify the mathematical calculations to be performed.
These statements very closely resemble a conventional arithmetic formulae; for example,
A = B + C is a valid statement.
Specification statements— which provide certain additional facts such as the size of the
input data that is read by the program, or the placement of alphabetical and numerical
information on printed page.
Each statement in FORTRAN produces about five instructions in machine language.
Although FORTRAN can handle a fairly large range of jsimple data types (real, integer,
logical, complex, etc.), it cannot deal adequately with characters or characters strings as
data types, and the only complex data structure available to the programmer is the array.
Although it provides the ability to perform conditional statements, this ability is fairlylimited unless coupled with the GO TO (jump to another part of the program) statement.
FORTRAN is not suited for problems involving file maintenance, editing of data or
production of documents.

Despite these drawbacks, FORTRAN is still widely used. The program that was written
in BASIC in section 4.4.1 can be rewritten in FORTRAN as follows:
C
M is used to store highest value and T is used to store the sum
REAL M, N
T = 0.0
M = 0.0
DO 30 I = 1,100
WRITE (*,40)
READ (*,10) N
IF (N.LT.M) GO TO 50
M=N
50 T = T + N
30 CONTINUE
WRITE (*,20) M, T
10 FORMAT (F 10.4)
20 FORMAT (2 X, ‘MAXIMUM NO. IS =’,F10.4, 5X, ‘SUM=’, F12.4)
40 FORMAT (5 X, ‘TYPE IN NUMBER’)
END
5.2.3.4 COBOL
The name COBOL is derived from Common Business Oriented Language. In 1959, a
group was set up to develop a common language that will be suitable for business
applications and in December that year an interim language was proposed, which formed
the basis for COBOL. It was standardized only in 1968 by the American National
Standards Institute. A further standard was presented in 1974.
COBOL is by far the most widely used programming language in the world today. The
COBOL character set is composed of the 26 letters of the alphabet, the numbers 0
through 9, and 12 special characters. The COBOL language consists of names (can have
up to 30 characters) to identify locations; constants and literals; operators that specify
some action or relationship; key words essential to the meaning of a statement;
expressions consisting of names, constants, operators or key words; statement containing
a verb and an item to be acted on; and sentences composed of one or more statements
properly punctuated. COBOL programs can be written in ‘paragraph’ form and the
source program consists of statements in English. A program written in COBOL can be
divided into four parts:
1. The identification division – which is used to attach a unique identification such as
program name, program identification, date written, date compiled, author name etc.
2. The environment division – which is used to acquaint the processor with the computer
on which the program is to be compiled and executed.
3. The data division - which is used to define the characteristics and format of the data to
be processed.
4. The procedure division – which is used to describe the internal processing that is to
take place. All input output operations, logical decisions, data movement, and computing
operations must be
performed in the procedure section.

Data types are declared by picture clauses, which define the exact way in which data is
structured. Statements are separated from each other with a comma or a blank space and
particular parts of statement and paragraphs have to occupy certain positions on the
coding line.
The IF statement in COBOL closely parallels that used in FORTRAN.
COBOL doesn’t provide for absolute values, direct exponentiation of the base e, or
trigonometric functions. The PERFORM statement in COBOL corresponds to
FORTRAN DO statement and STOP RUN statement corresponds to the END statement
of FORTRAN.
COBOL is more difficult to learn than FORTRAN. However, the documentation
provided by a COBOL source program is better than that provided by other languages.
COBOL programs are organized in such a way that the data are physically separated from
the computations (since they have separate data and procedure divisions) and this is
generally accepted by present day computer scientists as being a natural representation of
a programming problem.
The language has the ability to handle conditional constructs and repetition constructs
and is exceptionally goods at dealing with records of different structures which may form
files or data bases. The COBOL language is highly suitable where we have less
computations and huge inputs and outputs in a given problem.
However, the main drawback of the COBOL language is that it cannot be used for
scientific applications. Further, COBOL processors require more CPU time to compile
the programme. The solution to the example problem (which was taken to illustrate and
features of BASIC and FORTRAN languages) may be written using the COBOL
languages as follows:
IDENTIFICATION DIVISION.
PROGRAM-ID. ADDNOS.
AUTHOR. USER-NAME.
ENVIRONMENT DIVISION.
CONFIGURATION SECTION.
SOURCE-COMPUTER. IBM-PC.
OBJECT-COMPUTER. IBM-PC.
DATA DIVISION.
FILE SECTION.
WORKING-STORAGE SECTION.
77
N
PIC 9(10)V9(4).
77
T
PIC 9(12).9(4) VALUE ZERO.
77
M
PIC 9(10).9(4) VALUE ZERO.
PROCEDURE DIVISION.
START-PARA.
PERFORM SUMMING 100 TIMES.
DISPLAY “THE MAXIMUM NUMBER IS”, M.
DISPLAY “THE SUMOF THE NUMBERS IS”, T.
STOP RUN.
SUMMING.
DISPLAY “TYPE IN NUMBER”.

ACCEPT N.
IF N > M MOVE N TO M.
ADD N TO T.
5.2.3.4 PASCAL
The language PASCAL is named after the French mathematician Blaise PASCAL who
invented the first mechanical adding machine. Niklaus Wirth, a computer scientist from
Switzerland developed PASCAL during 1968-70. The objective was to formulate an
ALGOL-like language which could be used as a tool to teach people the methodology of
structured programming. which is an efficient method of developing software? Since
then PASCAL has been adopted as a primary teaching language for programming courses
in many universities. Now-a-days, PASCAL is available with most of the microcomputer
installations and used not only in educational applications but also in business and
scientific applications.
PASCAL is rich both in data structures and control structures. In addition to data types
real, integer, character, boolean, the programmer can also device his own data type and
define the values they can take (for example, he/she can choose the type, colour, which
can have values such as red, green, black, etc.). The data structures include the array and
the record structure, which allows the structuring of elements of differing types. The
control structures include the full flexibility of the conditional statement, and three
different forms of repeat statement. It provides for sub-program facilities which are
similar to those of ALGOL.
Pointer variables which are of considerable importance while using dynamic data
structures (such as linked lists and trees) can also be implemented. PASCAL is well
suited for both batch and interactive modes of processing. The major drawback of
PASCAL is that it is not yet standardized. Many versions are available which will make
its transportability difficult. Compared to other languages like FORTRAN, PASCAL has
poor input/output capabilities. Following is a version of the program written in PASCAL
for the same example problem considered previously.
PROGRAM TOTAL (INPUT, OUTPUT);
VAR I, N, M, T: INTEGER ;
BEGIN
T: = 0;
M: = O;
FOR I : = 1 TO 100 DO
BEGIN
WRITELEN (‘TYPE IN NUMBER’);
READLN (N);
IF N > M THEN M : = N;
T : = T + N;
END;
WRITELN (‘THE MAXIMUM NUMBER IS’, M);
WRITELN (‘THE SUM OF THE NUMBERS IS’, T);
END.
5.2.3.4 C Language

C is a structured language, as is PASCAL, BASIC, COBOL and FORTRAN are nonstructured languages. C language uses blocks. A block is a set of statements that are
logically connected. A structured language gives you a variety of programming
possibilities such as it supports the concept of functions. Because of clarity, C is not only
easier to program in but also much easier to maintain.
C was first used for system programming. System programs make the computer capable
of performing useful work. C does have its benefits. It has 28 keywords to remember. C
code is very portable.
A ‘C’ program is a collection of one or more functions. To write a program, you first
create functions and then put them together.
Following is a program written in C for the same example considered previously:
# include <stdio-h>
main ()
{
int i;
float t = 0, m = 0, n;
for (i = 1; i < = 100; i ++)
{
printf (“Type in number:”);
scanf(“%f”,&n);
if (n > m)
{
m = n;
}
t + = n;
}
printf (“\n The Maximum Number is %f”, m);
printf (“\n The sum of Number is % f”, t);
}
5.2.4 Assemblers, compiles and interpreters
As discussed already, any program that is not written in machine language has to be
translated before it is executed by the computer. We shall see the details of three types of
translator programs : assembler, compiler and interpreter now.
5.2.4.1 Assembler
Assembler is a program which is used to translate programs written in assembly language
into machine code. One machine instruction is
generated for each source program instruction. The resulting program
can be executed only when the assembly process is completed. The
functions of an assembler can be summarized as:
1. To translate mnemonic operation codes into machine code, and symbolic
addresses into machine addresses.
2. To assign absolute address to any symbolic address or label names.
3. To check each instruction for its correctness and to generate diagnostic messages.

4. To place each instruction in central memory.
5. To provide a cross-reference table between all symbolic names used and their
absolute addresses.
6. To provide the necessary linkages for closed subroutines.
7. To produce the object program on tape, or disk when required.
8. To produce printed listing of the source and object program with comments.
9. To inform the control unit (after all the errors have been corrected to execute the
program starting from the first instruction of the object code.
The main stages of assembling are:
1. Input source program (in assembly language) through an input device.
2. Use the assembler to produce an object program in machine language. If errors
are found by the assembler, the source program must be modified and corrected.
This process of modification and correction should be repeated until all errors
found have been corrected.
3. Load object program into main memory by using a loader.
4. Execute the object program (by using the operating system) in order to get the
desired results.
5. The above process is illustrated in Fig. 4.1.

Fig. 4.1. Schematic diagram of assembly process
5.2.4.2 Compiler
A compiler translates a program written in a high level language to executable machine
instructions. The compiler, like the assembler, is a program that resides on a disk or other
mass-storage media. When the compiler is needed, it is called by the computer and
loaded into RAM. It has to be remembered that the process for translating high level
language source program into object code will be more lengthy and complex. Hence,
compilers tend to be longer and more complex programs than assemblers and hence

occupy more main memory space. Compilers can serve more purposes than mere
translation. Many modern compilers have diagnostic capabilities that make them
excellent quality assurance tools (quality assurance tools are some aids- in the form of
programs- which will assure the quality of software that is produced). They are useful at
all stages after pre-coding. The job of a compiler include.
1. To translate the source program statements into machine code (one high level language
statement is normally translated into four or five machine language statements),
2. To check for conformity to programming standards.
3. To perform some limited, but useful semantic analysis (e.g. indicating mixed mode
arithmetic).
4. To trace variables.
5. To include linkage for closed subroutines.
6. To allocate areas of main storage.
7. To provide extensive maps that are useful in diagnosing information flow.
8. To generate object program on tape or disk-whenever required.
9. To produce printed listing of the source and object programs when required.
Sometimes compilers are also used to indicate less efficient programming practices such
as two branch IF statements. Although it may look that the compiler does the same job as
an assembler, it does fat more, particularly in the translation of source statements and the
linkage of subroutines.
The process of compilation is shown in Fig. 4.2, which consists of the following steps:
1. The user enters the source program through the terminal i.e. keyboard and stores it in
the RAM.
2. The compiler, which is available in RAM is called and asked to perform the
translation. The translation process is repeated again and again till all the errors in the
source program are identified and corrected.
3. The compiler transforms the source program into an equivalent object program (in
machine language).
4. The object program thus generated is executed in order to get the desired results.
It has to be noted that compilers are not needed to run the program and are needed only to
translate it. Also, one compiler is capable of translating source programs written in only
one high level language. Thus, a COBOL compiler cannot be used to translate a
FORTRAN source program.

Fig. 4.2. Procedure for using a compiler
5.2.4.3 Interpreter
High level languages may also be translated using interpreters. Using a compiler, the
whole program is translated completely and then the resulting machine language version
is executed. Whereas using an interpreter, each instruction is translated and executed.
Whereas using an interpreter, each instruction is translated and executed in turn- which
means repetitive translation of instructions within loops. In other words, the interpreter
takes one source program instruction, translates it into object code and executes it, then
takes the next instruction, translates it, and so on. Use of an interpreter can save core
space since the interpreter program itself is quite small in size. It also eliminates the need
to store the program’s translated object code in the computer. Interpreters are convenient
and easy to u se because they are totally interactive. The user can sit in front of the
terminal and converse with the computer in order to solve his problems directly through
the interpreter. Whereas if he is using a compiler, he has to generate the object code and
if he wants to change something in the program (to add some new features or to correct

errors), the entire process must be repeated. That is, the program is corrected, recompiled, and executed. Whereas using an interpreter, changes and additions can be
made interactively.

Fig. 4.3. Procedure for using an interpreter
When he needs to modify or add something, he can do it immediately through the
interpreter. When using an interpreter, a programmer gets a feeling that he is directly
speaking to a computer and commanding its attention.
However it has some disadvantages, program statements that are used multiple times
must be translated each time they are executed. Another big drawback of an interpreter is
its low speed. Interpreters execute programs at a speed 10-20 times lower than the
equivalent machine code generated by an assembler or compiler. In some applications,
this low speed is undesirable and also unacceptable.
The process of executing programs using an interpreter is shown in Fig. 4.3. It has to be
noted that on some micros and personal computers, the interpreter for the BASIC
language is resident in ROM and hence there is no need to load them on to the memory.

5.5 Algorithm
Algorithm is an ordered sequence of finite, well defined, unambiguous instructions for
completing a task. Algorithm is an English-like representation of the logic which is used
to solve the problem. It is a step-by-step procedure for solving a task or a problem. The
steps must be ordered, unambiguous and finite in number.
For accomplishing a particular task, different algorithms can be written. The different
algorithms differ in their requirements of time and space. The programmer selects the
best-suited algorithm for the given task to be solved.
Let’s now look at simple algorithm to find the greatest among three numbers, as follows:
AlgorithmStep 1: Start
Step 2: read the three numbers A,B,C.
Step 3: Compare A and B. if A is greater perform step 4 else perform step 5.
Step 4: Compare A and C. if A is greater, output “A is greatest” else output “C is
greatest” perform step 6.
Step 5: Compare B and C. If B is greater, output “B is greatest” else output “C is
greatest”.
Step 6: Stop.

FLOWCHARTING
5.6
INTRODUCTION
The flowchart is a means of visually presenting the flow of data through an information
processing systems, the operations performed within the system and the sequence in
which they are performed. In this lesson, we shall concern ourselves with the program
flowchart, which describes what operations (and in what sequence) are required to solve a
given problem. The program flowchart can be likened to the blueprint of a building. As
we know a designer draws a blueprint before starting construction on a building.
Similarly, a programmer prefers to draw a flowchart prior to writing a computer program.
As in the case of the drawing of a blueprint, the flowchart is drawn according to defined
rules and using standard flowchart symbols prescribed by the American National
Standard Institute, Inc.
OBJECTIVES
At the end of this lesson, you will be able to understand:
 The meaning of flowchart
 The basic parts of the flowchart such as flowchart symbols and the flow lines
connecting these symbols.
 The advantages and limitations of flowchart
5.6.1 MEANING OF A FLOWCHART
A flowchart is a diagrammatic representation that illustrates the sequence of operations to
be performed to get the solution of a problem. Flowcharts are generally drawn in the
early stages of formulating computer solutions. Flowcharts facilitate communication
between programmers and business people. These flowcharts play a vital role in the
programming of a problem and are quite helpful in understanding the logic of
complicated and lengthy problems. Once the flowchart is drawn, it becomes easy to write
the program in any high level language. Often we see how flowcharts are helpful in
explaining the program to others. Hence, it is correct to say that a flowchart is a must for
the better documentation of a complex program.
5.6.2 GUIDELINES FOR DRAWING A FLOWCHART
FLOWCHART SYMBOLS
Normally, an algorithm is expressed as a flowchart and then the flowchart is converted
into a program with the programming language. Flowcharts are independent of the
programming language being used. Hence one can fully concentrate on the logic of the
problem solving at this stage. A large number of programmers use flowcharts to assist
them in the development of computer programs. Once the flowchart is fully ready, the
programmer then write it in the programming language. At this stage he need not
concentrate on the logic but can give more attention to coding each instruction in the box
of the flowchart in terms of the statements of the programming language selected.
A flowchart can thus be described as the picture of the logic to be included in the
computer program. It is always recommended for a beginner, to draw flowcharts prior to
writing programs in the selected language. Flowcharts are very helpful during the testing
of the program as well as incorporating further modifications. Flowcharting has many
standard symbols. Flowcharts use boxes of different shapes to denote different types of
instructions. The actual instruction is written in the box. These boxes are connected with

solid lines which have arrowheads to indicate the direction of flow of the flowchart. The
boxes which are used in flowcharts are standardized to have specific meanings. These
flowchart symbols have been standardized by the American National Standards Institute.
(ANSI).
While using the flowchart symbols following points have to be kept in mind:
 The shape of the symbol is important and must not be changed.
 The size can be changed as required.
 The symbol must be immediately recognizable.
 The details inside the symbol must be clearly legible.
 The flow lines, as far as possible, must not cross.
Terminal Symbol:
Every flowchart has a unique starting point and an ending point. The flowchart begins at
the start terminator and ends at the stop terminator. The Starting Point is indicated with
the word START inside the terminator symbol. The Ending Point is indicated with the
word STOP inside the terminator symbol. There can be only one START and one STOP
terminator in you entire flowchart. In case a program logic involves a pause, it is also
indicated with the terminal symbol.
Input/Output Symbol :
This symbol is used to denote any input/output function in the program. Thus if there is
any input to the program via an input device, like a keyboard, tape, card reader etc. it will
be indicated in the flowchart with the help of the Input/Output symbol. Similarly, all
output instructions, for output to devices like printers, plotters, magnetic tapes, disk,
monitors etc. are indicated in the Input/output symbol.

Figure: Flowchart Symbols
Process Symbol:
A process symbol is used to represent arithmetic and data movement instructions in the
flowchart. All arithmetic processes of addition, subtraction, multiplication and division
are indicated in the process symbol. The logical process of data movement form one
memory location to another is also represented in the process box. If there are more than

one process instructions to be executed sequentially, they can be placed in the same
process box, one below the other in the sequence in which they are to be executed.
Decision Symbol :
The decision symbol is used in a flowchart to indicate the point where a decision is to be
made and branching done upon the result of the decision to one or more alternative paths.
The criteria for decision making is written in the decision box. All the possible paths
should be accounted for. During execution, the appropriate path will be followed
depending upon the result of the decision.
Flowlines :
Flowlines are solid lines with arrowheads which indicate the flow of operation. They
show the exact sequence in which the instructions are to be executed. The normal flow of
the flowchart is depicted from top to bottom and left to right.
Connectors :
In situations, where the flowcharts becomes big, it may so happen that the flowlines start
crossing each other at many places causing confusion. This will also result in making the
flowchart difficult to understand. Also, the flowchart may not fit in a single page for big
programs. Thus whenever the flowchart becomes complex and spreads over a number of
pages connectors are used. The connector represents entry from or exit to another part of
the flowchart. A connector symbol is indicated by a circle and a letter or a digit is placed
in the circle. This letter or digit indicates a link. A pair of such identically labelled
connectors are used to indicate a continued flow in situations where flowcharts are
complex or spread over more than one page. Thus a connector indicates an exit from
some section in the flowchart and an entry into another section of the flowchart. If an
arrow enters a flowchart but does not leave it, it means that it is an exit point in the
flowchart and program control is transferred to an identically labelled connector which
has an outlet. This connector will be connected to the further program flow from the point
where it has exited. Connectors do not represent any operation in the flowchart. Their
use is only for the purpose of increased convenience and clarity.
Flowcharts are usually drawn using some standard symbols; however, some special
symbols can also be developed when required. Some standard symbols, which are
frequently, required for flowcharting many computer programs are shown in Fig. 1
Start or end of the program
Computational steps or processing function of a program
Input or output operation
Decision making and branching
Connector or joining of two parts of program
Magnetic Tape

Magnetic Disk
Off-page connector
   

Flow line
Annotation
Display

Fig. 1 Flowchart Symbols
The following are some guidelines in flowcharting:
(a)
In drawing a proper flowchart, all necessary requirements should be listed out
in logical order.
(b)
The flowchart should be clear, neat and easy to follow. There should not be
any room for ambiguity in understanding the flowchart.
(c)
The usual direction of the flow of a procedure or system is from left to right or
top to bottom.
(d)
Only one flow line should come out from a process symbol.



or

(e)
Only one flow line should enter a decision symbol, but two or three flow lines,
one for each possible answer, should leave the decision symbol.

Yes

No

<0

>0

=0

(f)

Only one flow line is used in conjunction with terminal symbol.

(g)

Write within standard symbols briefly. As necessary, you can use the
annotation symbol to describe data or computational steps more clearly.
This is top secret data

(h)

(i)
(j)

If the flowchart becomes complex, it is better to use connector symbols to
reduce the number of flow lines. Avoid the intersection of flow lines if you
want to make it more effective and better way of communication.
Ensure that the flowchart has a logical start and finish.
It is useful to test the validity of the flowchart by passing through it with a
simple test data.

5.6.3 ADVANTAGES OF USING FLOWCHARTS
The benefits of flowcharts are as follows:
1. Communication: Flowcharts are better way of communicating the logic of a system
to all concerned.
2. Effective analysis: With the help of flowchart, problem can be analysed in more
effective way.
3. Proper documentation: Program flowcharts serve as a good program
documentation, which is needed for various purposes.
4. Efficient Coding: The flowcharts act as a guide or blueprint during the systems
analysis and program development phase.
5. Proper Debugging: The flowchart helps in debugging process.
6. Efficient Program Maintenance: The maintenance of operating program becomes
easy with the help of flowchart. It helps the programmer to put efforts more
efficiently on that part.
There are a number of advantages when using flowcharts in problem solving. They
provide a very powerful tool to programmers to first represent their program logic
graphically and independent of the programming language.
 Developing the program logic and sequence. A macro flowchart can first be designed
to depict the main line of logic of the software. This model can then be broken down
into smaller detailed parts for further study and analysis.
 A flowchart being a pictorial representation of a program, makes it easier for the
programmer to explain the logic of the program to others rather than a program.
 It shows the execution of logical steps without the syntax and language complexities
of a program.
 In real life programming situations a number of programmers are associated with the
development of a system and each programmer is assigned a specific task of the
entire system. Hence, each programmer can develop his own flowchart and later on
all the flowcharts can be combined for depicting the overall system. Any problems
related to linking of different modules can be detected at this stage itself and suitable
modifications carried out. Flowcharts can thus be used as working models in design
of new software systems.
 Flowcharts provide a strong documentation in the overall documentation of the
software system.
 Once the flowchart is complete, it becomes very easy for programmers to write the
program from the starting point to the ending point. Since the flowchart is a detailed
representation of the program logic no step is missed during the actual program
writing resulting in error free programs. Such programs can also be developed faster.
 A flowchart is very helpful in the process of debugging a program. The bugs can be
detected and corrected with the help of a flowchart in a systematic manner.



A flowchart proves to be a very effective tool for testing. Different sets of data are fed
as input to program for the purpose.

5.6.4 LIMITATIONS OF USING FLOWCHARTS
1. Complex logic: Sometimes, the program logic is quite complicated. In that case,
flowchart becomes complex and clumsy.
2. Alterations and Modifications: If alterations are required the flowchart may require
re-drawing completely.
3. Reproduction: As the flowchart symbols cannot be typed, reproduction of flowchart
becomes a problem.
4. The essentials of what is done can easily be lost in the technical details of how it is
done.
FEW EXAMPLES ON FLOWCHARTING
DEVELOPING FLOWCHARTS
In developing the flowcharts following points have to be considered:
 Defining the problem.
 Identify the various steps required to form a solution.
 Determine the required input and output parameters.
 Get expected input data values and output result.
 Determine the various computations and decisions involved.
With this background of flowcharts and flowchart symbols let us now draw some sample
flowcharts. First we shall write the steps to prepare the flowchart for a particular task and
then draw the flowchart.
Example : To prepare a flowchart to add two numbers. (Fig. 2a.)
The steps are :
1. Start.
2. Get two numbers N1 and N2.
3. Add them.
4. Print the result.
5. Stop.
Example : To prepare a flowchart to determine the greatest of two numbers. Here we
use the decision symbol. We also combine the two reads for numbers A and B in one
box.

The steps are :
1. Start
2. Get two number A and B.
3. If A > B then print A else print B.
4. Stop.
Note that in the first example, we have used two separate input/output boxes to read the
numbers N1 and N2. In the second example, both the numbers a and b are read in the
same box. Thus if more than one instructions of the same kind follow one another then
they can be combined in the same box.
TECHNIQUES
In this section we shall cover the various flowcharting techniques viz.
 flowcharts for computations
 flowcharts for decision making
 flowcharts for loops
 Predefined Process
Flowcharts for Computations :
Computers are used to perform many calculations at high speed. When you develop a
program it also involves several calculations.
The general format of the flowcharting steps for computations is :
 Create memvars used in calculations and read operation.
 Get required data input using memvars.
 Perform the necessary calculations.
 Print the result.

Programming considerations while using computation techniques : Most languages
have provision for creating memvars. The exact syntax depends on the language used. In
most cases (but not all) your programs have to create and initialize the memvars before
you can use them.
The following examples show the usage of flowcharts in computations.
The flowcharts are shown in Fig.3a and Fig. 3b.
Example : Flowchart for a program that converts temperature in degrees Celsius to
degrees Fahrenheit.
First let us write the steps involved in this computation technique.
1. Start.
2. Create movers F and C (for temperature in Fahrenheit and Celsius).
2. Read degrees Celsius into C.
3. Compute the degrees Fahrenheit into F.
4. Print result (F).
5. Stop.

Example : Flowchart for a program that converts inches to centimeters First let us write
the steps involved in this computation technique.
1. Start.
2. Create movers C and I (for Centimeters and Inches respectively).
2. Read value of Inches into I
3. Compute the Centimeters into C.
4. Print result (C).
5. Stop.

Flowcharts for decision making :
Computers are used extensively for performing various types of analysis. The decision
symbol is used in flowcharts to indicate it.
The general format of steps for flowcharting is as follows:
 Perform the test of the condition.
 If condition evaluates true branch to Yes steps.
 If condition evaluates false branch to No steps.
Programming Considerations :
Most programming languages have commands for performing test and branching. The
exact commands and syntax depends on the language used. Some of the conditional
constructs available in programming languages for implementing decision making in
programs are as follows:
 If
 If - else - endif
 If - elseif – endif
 Switch.
All languages do not support all of the above constructs.
The operators available for implementing the decision test are as follows:
 Relational Operators (which determine equality or inequality)
 Logical Operators, (useful for combining expressions)
The branching to another set of commands can be implemented by using functions,
procedures etc.
Example: Flowchart to get marks for 3 subjects and declare the result.
If the marks >= 35 in all the subjects the student passes else fails.
The steps involved in this process are :
1. Start.
2. Create memvars m1, m2, m3.
3. Read marks of three subjects m1, m2, m3.
4. If m1 >= 35 goto step 5 else goto step 7
5. If m2 >= 35 goto step 6 else goto step 7
6. If m3 >= 35 print Pass. Goto step 8
7. Print fail
8. Stop

The flowchart is shown in Fig. 4.
An alternative method is the one in which you can combine all the conditions with the
AND operator. The steps then would be :
1. Start
2. Create memvars m1, m2, m3.
3. Read marks of three subjects into m1, m2 and m3.

4. If m1 >= 35 and m2 >= 35 and m3 >= 35 print Pass. Otherwise
goto step 5.
5. Print Fail.
6. Stop
Developing this flowchart is left as an exercise to the student.
Flowcharts for loops
Looping refers to the repeated use of one or more steps. i.e. the statement or block of
statements within the loop are executed repeatedly. There are two types of loops. One is
known as the fixed loop where the operations are repeated a fixed number of times. In
this case, the values of the variables within the loop have no effect on the number of
times the loop is to be executed. In the other type which is known as the variable loop,
the operations are repeated until a specific condition is met. Here, the number of times
the loop is repeated can vary.
The loop process in general includes :
 Setting and initialising a counter
 execution of operations
 testing the completion of operations
 incrementing the counter
The test could either be to determine whether the loop has executed the specified number
of times, or whether a specified condition has been met.
Programming considerations :
Most of the programming languages have a number of loop constructs for efficiently
handling repetitive statements in a program. These include :
 do-while loop
 while loop
 for loop
 for-next loop
In most of the looping situations, we make use of counters. In situations where the loop is
to be repeated on the basis of conditions, relational operators are used to check the
conditions.
Example : To find the sum of first N numbers. This example illustrates the use of a loop
for a specific number of times. Fig. 5a.
The steps are :
1. Start
2. Create memvars S , N, I
3. Read N
4. Set S (sum) to 0
5. Set counter (I) to 1.
6. S = S + I
7. Increment I by 1.
8. Check if I is less than or equal to N. If no, go to step 6.
9. Print S
10. Stop

The flowchart is shown in Figure 5a.
Example : To check whether character read from keyboard is Z. If it is Z then print
END, else read another character. This example shows the test which executes till a
particular condition is satisfied.
The steps are :
1. Start
2. Create memvar C
3. Read C,

4. Check if C = ‘Z’. If no goto step 3.
5. Print END
6. Stop
The flowchart is shown if figure 5b.
Predefined Process
In a large application, we use programs written by others. Also when we invoke a library
routine of a language, we are using predefined process. In a predefined process the
required inputs are known and the expected output. We do not know how the routine
handles the task. For us it is a like a black box. Predefined processes have great use as
they enable us to use programs written by others and save a lot of time.
It also permits the integration of various parts of the software into a single unit. The
predefined routine can be put at any place in the flowchart. It is a single symbol of
flowchart that represents an entire flowchart created elsewhere.
Programming Considerations:
Today structured and modular programming is accepted as the best way to developed
software applications. Each module treats the other module as a predefined process. The
development of the library routines also envisions the use of predefined process. It
prevents us from having to write separate programs again and again each time to do the
same task, in different applications.
Now we shall present few examples on flowcharting for proper understanding of this
technique. This will help in student in program development process at a later stage.
Example 1
Draw a flowchart to find the sum of first 50 natural numbers.
Answer: The required flowchart is given in Fig.2.
START
SUM = 0

N=0
N=N+1

NO

SUM = SUM + N
IS N=50?
YES
PRINT SUM
END

Fig.2 Sum of first 50 natural numbers
Fig 2 Flowchart for computing the sum of first 50 natural numbers.
Example 2
Draw a flowchart to find the largest of three numbers A,B, and C.
Answer: The required flowchart is shown in Fig 3
START
READ A, B, C

YES

IS
B>C?

NO

IS
A>B?
NO

YES

PRINT C

PRINT B

IS
A>C?
NO
PRINT C

END

Fig.3 Flowchart for finding out the largest of three numbers
Example 3
Draw a flowchart for computing factorial N (N!)
Where N! = 1  2  3  …… N .
The required flowchart has been shown in fig.4
Answer:
START
READ N
M=1
F=1
F=F*M

NO
M=M+1

IS
M=N?

YES

PRINT F
END

Fig.4 Flowchart for computing factorial N
Example 4

YES

PRINT A

The current year and the year in which the employee joined the organization are entered
through the keyboard. If the number of years for which the employee has served the
organization is greater than 3 then a bonus of Rs. 2500/- is given to the employee. If the
years of service are not greater than 3, then the program should do nothing.

Example 5
In a company an employee is paid as under:
If his basic salary is less than Rs. 1500, then HRA = 10% of basic salary and DA = 90%
of basic salary. If his salary is either equal to or above Rs. 1500, then HRA = Rs. 500 and
DA = 98% of basic salary. If the employee's salary is input through the keyboard draw a
flowchart to find his gross salary.

Types of Flow Charts
The two major varieties of flow charts used presently in practice are:
1. System flow charts
2. Program flow charts
System Flow Chart
 In system flow charts, the unit of data transformation is usually an operation, i.e.,
it usually shows the work done by an entire computer program. e.g.: Sorting a file
of data, Inverting a matrix, Producing a report.
 System charts stress on what data is used and produced at various points in a
sequence of operations.
 It represents the flow of documents, the operation or activities performed, the
persons or work station.
 It is an important tool of system analysis and plays a key role in the evaluation of
existing system, designing, and documentations of new systems.
 System flow charts are usually prepared as an aid to the management and systems
analysts.

Program Flow Charts
 In program flow charts the unit of data transformation is usually an operation or
short sequence of operations that a computer performs.
 Program flow charts stress on how data is transformed.
 Such a diagram provides complete and detailed sequence of logical operations, to
be performed in the central processing unit of the computer for executing the
program.
 Generally, the programer will use these flow charts to translate the elementary
steps of a procedure into a program of coded instructions.
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PROGRAM
A computer program is a series of organized instructions that directs a computer
to perform tasks. Without programs, computers are useless. A program is like a
recipe. It contains a list of variables (called ingredients) and a list of statements
(called directions) that tell the computer what to do with the variables.



PROGRAMMING
Programming is a creation of a set of commands or instructions which directs a
computer in carrying out a task.



PROGRAMMING LANGUAGE
A programming language is a set of words, symbols and codes that enables
humans to communicate with computers.
Examples of programming languages are:
BASIC (Beginner’s All Purpose Symbolic Instruction Code) , Pascal, C ,
Smalltalk.

GENERATIONS OF PROGRAMMING LANGUAGE



A low-level programming language is a programming language that provides little
or no abstraction from computer’s microprocessor.



A high-level programming language is a programming language that is more
abstract, easier to use, and more portable across platforms.
LEVELS OF PROGRAMMING LANGUAGE
First Generation Programming Language(1GL)
Second Generation Programming Language(2GL)
Third Generation Programming Language(3GL)
Fourth Generation Programming Language(4GL)
Fifth Generation Programming Language(5GL)



FIRST GENERATION OF PROGRAMMING LANGUAGE
The first generation of programming language, or 1GL, is machine language.
Machine language is a set of instructions and data that a computer's central
processing unit can execute directly. Machine language statements are written in
binary code, and each statement corresponds to one machine action.



SECOND GENERATION PROGRAMMING LANGUAGE
The second generation programming language, or 2GL, is assembly language.
Assembly language is the human-readable notation for the machine language used
to control specific computer operations. An assembly language programmer
writes instructions using symbolic instruction codes that are meaningful
abbreviations or mnemonics. An assembler is a program that translates assembly
language
into
machine
language.



THIRD GENERATION PROGRAMMING LANGUAGE
The third generation of programming language, 3GL, or procedural language uses
a series of English-like words that are closer to human language, to write
instructions.
High-level programming languages make complex programming simpler and
easier to read, write and maintain. Programs written in a high-level programming
language must be translated into machine language by a compiler or interpreter.
PASCAL, FORTRAN, BASIC, COBOL, C and C++ are examples of third
generation programming languages.



FOURTH GENERATION PROGRAMMING LANGUAGE
The fourth generation programming language or non-procedural language, often
abbreviated as 4GL, enables users to access data in a database. A very high-level
programming language is often referred to as goal-oriented programming
language because it is usually limited to a very specific application and it might
use syntax that is never used in other programming languages. SQL, NOMAD
and FOCUS are examples of fourth generation programming languages.



FIFTH GENERATION PROGRAMMING LANGUAGE
The fifth generation programming language or visual programming language is
also known as natural language. Provides a visual or graphical interface, called a
visual programming environment, for creating source codes. Fifth generation
programming allows people to interact with computers without needing any
specialized knowledge. People can talk to computers and the voice recognition
systems can convert spoken sounds into written words. Prolog and Mercury are
the
best
known
fifth-generation
languages.

PROGRAM DEVELOPMENT PHASES

In program development, there are five main phases. These phases are a series of
steps that programmers undertake to build computer programs. The program
development phases guide computer programmers through the development of a
program.
The five main phases of program development are as follows:


PROBLEM ANALYSIS PHASE
During the problem analysis phase, the programmer will interview the client to
find out what the client’s needs are.



PROGRAM DESIGN PHASE
Based on that, the programmer will design a flow chart that represents the needs
of the client, which in this case is the school registration program.



CODING PHASE
Once the flow chart is confirmed, the programmer will perform coding.



TESTING AND DEBUGGING PHASE
The school registration program will be tested by the users at the client’s site. In
this case, it will be the school office administrators. If there are any errors, the
programmer will do a debugging of the program.
Once the programmer has finished the coding, the next step is to test it. The
purpose of program testing is to ensure the program runs correctly and is errorfree. There are three types of errors uncovered during this phase: syntax errors,
logic errors and run-time errors.

SYNTAX ERROR
 When the code violates the syntax of the programming language, a
syntax error occurs.
 A syntax error is caused by a wrong spelling in command and
declaration. Other syntax errors include case sensitive, punctuation
and wrong word command.
 When syntax error is located, a message is displayed on the screen.
LOGIC ERROR
 If the expected output and actual output do not match for any set of
data, the program has a logic error. A logic error is an error in the
design that causes inaccurate outputs.

RUN-TIME ERROR
 Run-time error is an error that occurs while the program is running
or executing. A run-time error may cause the program to stop
running.


DEBUGGING
The process of locating and correcting of syntax and logic errors in a program is
known as debugging the program. The program errors themselves are called bugs.
Thus removing the errors are called debugging.
DOCUMENTATION PHASE
After this, the programmer will complete the documentation for the
program; this includes the user manual, a clear layout of the input and
output records and a program listing. In program development,
documentation refers to the written material generated throughout all the
phases of program development. All documentation must be ready by the
end of program development.
INTERNAL DOCUMENTATION
Internal documentation consists of comments within the program. These
two types of comments are global comments and internal comments.

Important characteristics of good programming language
The popularity of any programming language depends upon the useful features
that it provides to its users. A large number of programming languages are in
existence around the world but not all of them are popular.
The following are some of the important characteristics of a good programming
language:







The language must allow the programmer to write simple, clear and concise
programs.
The language must be simple to use so that a program can learn it without any
explicit training.
The language must be platform independent, i.e. the programs developed using
the programming language can run on any computer system.
The graphical user interface (GUI) of the language must be attractive, userfriendly and self explanatory.
The language must be consistent in terms of both syntax and semantics.
The program should also be well documented so that later the author or any other
programmer can understand the program.

How a Program Works
CONCEPT: A computer’s CPU can only understand instructions that are written
in machine language. Because people find it very difficult to write entire programs
in machine language, other programming languages have been invented.
Earlier, we stated that the CPU is the most important component in a computer because
it is the part of the computer that runs programs. Sometimes the CPU is called the
“computer’s brain,” and is described as being “smart.” Although these are common
metaphors, you should understand that the CPU is not a brain, and it is not smart. The
CPU is an electronic device that is designed to do specific things. In particular, the CPU
is designed to perform operations such as the following:
• Reading a piece of data from main memory
• Adding two numbers
• Subtracting one number from another number
• Multiplying two numbers
• Dividing one number by another number
• Moving a piece of data from one memory location to another
• Determining whether one value is equal to another value
As you can see from this list, the CPU performs simple operations on pieces of data. The
CPU does nothing on its own, however. It has to be told what to do, and that’s the
purpose of a program. A program is nothing more than a list of instructions that cause
the CPU to perform operations.
Each instruction in a program is a command that tells the CPU to perform a specific
operation. Here’s an example of an instruction that might appear in a program:
10110000
To you and me, this is only a series of 0s and 1s. To a CPU, however, this is an
instruction to perform an operation.1 It is written in 0s and 1s because CPUs only
understand instructions that are written in machine language, and machine language
instructions always have an underlying binary structure.
A machine language instruction exists for each operation that a CPU is capable of
performing. For example, there is an instruction for adding numbers, there is an
instruction for subtracting one number from another, and so forth. The entire set of
instructions that a CPU can execute is known as the CPU’s instruction set.
The machine language instruction that was previously shown is an example of only one
instruction. It takes a lot more than one instruction, however, for the computer to do
anything meaningful. Because the operations that a CPU knows how to perform are so
basic in nature, a meaningful task can be accomplished only if the CPU performs many
operations. For example, if you want your computer to calculate the amount of interest
that you will earn from your savings account this year, the CPU will have to perform a
large number of instructions, carried out in the proper sequence. It is not unusual for a
program to contain thousands or even millions of machine language
instructions.
Programs are usually stored on a secondary storage device such as a disk drive. When
you install a program on your computer, the program is typically copied to your
computer’s disk drive from a CD-ROM, or perhaps downloaded from a website.

Although a program can be stored on a secondary storage device such as a disk drive, it
has to be copied into main memory, or RAM, each time the CPU executes it. For
example, suppose you have a word processing program on your computer’s disk. To
execute the program you use the mouse to double-click the program’s icon. This causes
the program to be copied from the disk into main memory. Then, the computer’s CPU
executes the copy of the program that is in main memory. This process is illustrated in
Figure

Figure :A program is copied into main memory and then executed.
When a CPU executes the instructions in a program, it is engaged in a process that is
known as the fetch-decode-execute cycle. This cycle, which consists of three steps, is
repeated for each instruction in the program. The steps are:
1. Fetch A program is a long sequence of machine language instructions. The first step
of the cycle is to fetch, or read, the next instruction from memory into the CPU.
2. Decode A machine language instruction is a binary number that represents a
command that tells the CPU to perform an operation. In this step the CPU decodes the
instruction that was just fetched from memory, to determine which operation it should
perform.
3. Execute The last step in the cycle is to execute, or perform, the operation. The
following Figure llustrates these steps.

Figure : The fetch-decode-execute cycle
From Machine Language to Assembly Language
Computers can only execute programs that are written in machine language. As
previously mentioned, a program can have thousands or even millions of binary
instructions, and writing such a program would be very tedious and time consuming.
Programming in machine language would also be very difficult because putting a 0 or a
1 in the wrong place will cause an error.
Although a computer’s CPU only understands machine language, it is impractical for
people to write programs in machine language. For this reason, assembly language was
created in the early days of computing2 as an alternative to machine language. Instead of
using binary numbers for instructions, assembly language uses short words that are
known as mnemonics. For example, in assembly language, the mnemonic add typically
means to add numbers, mul typically means to multiply numbers, and mov typically
means to move a value to a location in memory. When a programmer uses assembly
language to write a program, he or she can write short mnemonics instead of binary
numbers.
Assembly language programs cannot be executed by the CPU, however. The CPU only
understands machine language, so a special program known as an assembler is used to
translate an assembly language program to a machine language program. This process is
shown in Figure. The machine language program that is created by the assembler can
then be executed by the CPU.

Figure : An assembler translates an assembly language program to a machine
language program
High-Level Languages
Although assembly language makes it unnecessary to write binary machine language
instructions, it is not without difficulties. Assembly language is primarily a direct
substitute for machine language, and like machine language, it requires that you know a
lot about the CPU. Assembly language also requires that you write a large number of
instructions for even the simplest program. Because assembly language is so close in
nature to machine language, it is referred to as a low-level language.
In the 1950s, a new generation of programming languages known as high-level
languages began to appear. A high-level language allows you to create powerful and
complex programs without knowing how the CPU works, and without writing large
numbers of low-level instructions. In addition, most high-level languages use words that
are easy to understand.
For example, if a programmer were using COBOL (which was one of the early highlevel languages created in the 1950s), he or she would write the following instruction to
display the message Hello world on the computer screen:
DISPLAY "Hello world"
Python is a modern, high-level programming language that we will use in this book. In
Python you would display the message Hello world with the following instruction:
print 'Hello world'
Doing the same thing in assembly language would require several instructions, and an
intimate knowledge of how the CPU interacts with the computer’s output device. As you
can see from this example, high-level languages allow programmers to concentrate on
the tasks they want to perform with their programs rather than the details of how the
CPU will execute those programs. Since the 1950s, thousands of high-level languages
have been created. Table 1-1 lists several of the more well-known languages.
Table 1-1 Programming languages
Language
Description
Ada
Ada was created in the 1970s, primarily for applications used
by the U.S. Department of Defense. The language is named in
honor of Countess Ada Lovelace, an influential and historic
figure in the field of computing.
BASIC

Beginners All-purpose Symbolic Instruction Code is a

FORTRAN

COBOL
Pascal

C and C++

C#

Java

JavaScript
Python

Ruby

Visual Basic

general-purpose language that was originally designed in the
early 1960s to be simple enough for beginners to learn.
Today, there are many different versions of BASIC.
FORmula TRANslator was the first high-level programming
language. It was designed in the 1950s for performing
complex mathematical calculations.
Common Business-Oriented Language was created in the
1950s, and was designed for business applications.
Pascal was created in 1970, and was originally designed for
teaching programming. The language was named in honor of
the mathematician, physicist, and philosopher Blaise Pascal.
C and C++ (pronounced “c plus plus”) are powerful, generalpurpose languages developed at Bell Laboratories. The C
language was created in 1972 and the C++ language was
created in 1983.
Pronounced “c sharp.” This language was created by
Microsoft around the year 2000 for developing applications
based on the Microsoft .NET platform.
Java was created by Sun Microsystems in the early 1990s. It
can be used to develop programs that run on a single
computer or over the Internet from a web server.
JavaScript, created in the 1990s, can be used in web pages.
Despite its name, JavaScript is not related to Java.
Python, the language we use in this book, is a generalpurpose language created in the early 1990s. It has become
popular in business and academic applications.
Ruby is a general-purpose language that was created in the
1990s. It is increasingly becoming a popular language for
programs that run on web servers.
Visual Basic (commonly known as VB) is a Microsoft
programming language and software development
environment that allows programmers to create Windows
based applications quickly. VB was originally created in the
early 1990s.
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7.1 INTRODUCTION
A set of program design concepts has evolved over the past three decades. Although the degree
of interest in each concept has varied over the years, each has stood the test of time. Each
provides the program designer with a foundation from which more sophisticated design methods
can be applied. In this chapter we will discuss various techniques of program design. The
concept of modularity will also be discussed.
7.2 PROGRAM DESIGN TECHNIQUES
Top Down Design
The top down design approach is based on the fact that large problems become more manageable
if they are divided into a number of smaller and simpler tasks which can be tackled separately.
What is really required is that each of these parts have the properties of a module. Top down
design approach is performed in a special way. The main program is written first. It is tested
before sub-programs are written. To do this, the actual sub-programs are replaced with stubs.
The stubs simply test to see if the data is passed correctly. After the main program is written and
checked, each module is written and tested in turn. This should first be done without the main
program in order to isolate a stub if an error occurs. A simple main program is written to test the
sub programs. If the modules run properly, then it is tested with the main program. If the module
and the main program run properly then the next module is written and checked and so on.
To describe the program at its highest level, we use something called the "universal program",
and then by a process of "stepwise refinement" work out the details of each part of the program.
Example 1
Problem: How to reach Kolkata from Delhi by train?

Let us apply top-down design approach on this problem. Break this problem into smaller
problem as follows:

Figure 7.1: Top-down Design
The problem (whole) has been broken into smaller problems each easily manageable and
solvable. If need be, these smaller tasks may be further broken into still smaller tasks. These
smaller tasks - viz. how to buy a ticket, can be solved easily than the whole problem at a time.
Advantages
1. At each stage, the sub programs are tested by themselves and then the main program is tested.
Whenever modules are added, they are tested with the main program so if any error occurs it will
probably be in a module only and this will be easy to debug.
2. It is desirable for modules to be kept small in general. As far as possible a module should be
less than 100 statement lines long.
Top Down Implementation
1. Start with a very simple and short statement of what the program does. This is the top level in
the design.
2. Go to the next level of details for the whole program, try to describe the program as sequence,
selection or repetition of main tasks. Each of these tasks should be complete in itself but will be
described in greater detail at the next level of program development. These tasks are called
module. A module should have just one entry point and just one exit point.
3. This process is repeated step by step, and at each step all the modules at that level are refined
or developed to the next level of details. This is called step-wise-refinement. The step-wiserefinement stops when there are sufficient details for the procedure to be written in a
programming language.
4. At the intermediate steps in the refinement, pseudo code or flowcharts are used to represent
the procedure.

5. At every stage unnecessary details are left out.
6. It is important that at each stage the .individual modules are checked to make sure that they
perform the correct actions on the appropriate data.
Bottom Up Design
A bottom up approach would be to write the most basic subroutines in the hierarchy first and
then use them to make more sophisticated subroutines.
Example 2
Problem: How to reach Delhi to Kolkata by train?

Figure 7.2: Bottom-up Approach
The pure bottom up approach is generally not recommended because it is difficult to anticipate
which low level subroutines will be needed for any particular program. It can often be a useful
first step to produce a library of basic functions and procedures before embarking on a major
project. In the bottom up approach it is usually assumed that the basic routines created will be
general enough to be used more than once. Using the subroutines, to construct a program, save
yourself repeating the same lines of code by reusing it.
A routine that is used many times has a very difficult status to those higher in the hierarchy. It is
more like a basic instruction in the programming language than a large scale program
component.
7.3 PROGRAMMING TECHNIQUES
Linear Programming
Linear program is a method for straight forward programming in a sequential manner. This type
of programming does not involve any decision making. A general model of these linear
programs is:
1. Read a data value

2. Compute an intermediate result
3. Use the intermediate result to compute the desired answer
4. Print the answer
5. Stop.
Structured Programming
Structured programs are the ones that are divided into functional modules and arranged in an
hierarchical order instead of programs written in a sequence. One of the most versatile properties
of a digital computer is that it can make a "decision", thus creating a branching point. There are
also times when it becomes necessary for a program to
"Look Back" over a set of statements, a number of times. If branching and looping can be used,
then much more complex iterative algorithms can be written, which in turn results in more
complex programs.

There are procedures that can be used for writing these complex programs that make them much
less error prone and much easier to debug. The technique for writing such programs are referred
to as Structured programming.
Structured programming refers to the process in which we break the overall job down into
separate piece of modules. The above figure shows, that how a salary program is broken down
into number of small modules. These modules, in turn, are broken down into smaller pieces
which can also be further subdivided. Modules must be chosen in such a way that we can specify
how they have to interact. In effect, there is a contact between each pair of modules.
This contact specifies two things:
1. What the module will do?
2. What assumptions is it making about the behavior of the other modules? In particular, we must
specify explicitly what inputs a particular module is to receive from the various other modules
and what outputs it is to provide for them.

Advantages to Structured Programming
1. Decreases the complexity of the program by breaking it down into smaller logical units.
2. Allows several programmers to perform coding simultaneously.
3. Allows common functions to be written once and then use in all the programs needing it.
4. Decreases debugging time, because modules make it easier to isolate errors.
5. Amendments to single modules do not affect the rest of the program.
6. It saves time to use modular structures rather than using self made structure. If a job can be
done well by using what is already available and known to be well tried and tested then trying
out something new for sake of it, is a waste of effort.
7. Standard method; so, less time is required in writing programs.
8. It is easier to name modules in such a way that they are easy to find in the documentation, and
consistent.
Basic Constructs of Structured Programming
There are three program constructs used normally in structured programs. They are:
1. Sequence
2. Selection
3. Repetition (Iteration Logic)
Sequence
Structure consists of the action followed by another till the desired result is obtained.
Statement 1
Statement 2
----------------------------Statement n
Selection
 This construct indicates a decision one way, two way or multi-way selection. In
conditional execution there is a need carry out a logical test and then take some particular
action which depends upon the result of that test.
 Selection is a special kind of conditional execution in which a particular group of
statements is chosen from several available groups.
If (condition is true) then
sequence of statements
else
another sequence of statements
end if
 The selection structure consists of a test for a condition followed by two alternative paths
for the program to follow. The program selects one of the program-control paths
depending on the outcome of the test condition. After performing one of two paths, the
program control returns to a single point. This pattern can be termed as if ... else because
of its logic.
Iteration
 In most cases programs require that a group of consecutive instructions be executed
repeatedly until some logical condition has been satisfied. Generally, the required

number of repetitions are not known in advance. This type of repetition is known as
conditional looping.
 Another type of repetition is unconditional looping. In this, the execution of a group of
consecutive instructions is repeated for some specified number of times, this is done by
for loop.
 The repetitive structure can also be called loop and represents an iterative process.
Iterative logic refers to structure involving loops of which, there are two types:
1. do while (condition is true)
a sequence of statements end do
2. repeat
a sequence of statements until (condition is true)
These three coding structures allow a program to be read from top to bottom, making the logic of
the program more visible for checking and maintenance.
These control structures are easy to use because:
1. They are easy to recognize when looking for solutions to programming problems.
2. They are simple to deal with because they have just one entry point and just one exit point.
3. They are free of the complications of any particular programming language.

7.4 MODULAR DESIGN OF PROGRAMS
One of the key concepts in the application of programming discipline is the design of a program
as a set of units referred to as blocks or modules. A program module is defined as the part of a
program that performs a separate function, e.g., input, input validation, processing of one type of
input. A program module maybe quite large, so that it maybe further divided into logical sub
modules. The process of subdivision continues until all modules are of manageable size in terms
of complexity of logic and numbers of instructions.
Programs can be logically separated into the following functional modules:
1. Initialization
2. Input
3. Input data validation
4. Processing
5. Output
6. Error handling
7. Closing procedure
The modules reflect a logical flow for a computer program. After initialization, processing
proceeds logically with input, input validation, various processing modules and output. Error
handling maybe required during execution of any module.
Basic Attributes
A module is a collection of program statements with five basic attributes.
 An input
 An output
 A function
 A mechanism
 Internal data

Control Relationship between Modules
 The structure charts show the interrelationships of modules by arranging them at different
levels and connecting modules in those levels by arrows. An arrow between two modules
means the program control is passed from one module to the other at execution time. The
first module is said to call or invoke the lower level modules.
 There are three rules for controlling the relationship between modules:
There is only one module at the top of the structure. This is called the root or boss module. The
root passes control down the structure chart to the lower level modules. However, control is
always returned to the invoking module and a finished module should always terminate at the
root.
There can be no more than one control relationship between any two modules on the structure
chart, thus, if module a invokes module b, then b cannot invoke module a.
Communication between Modules
Two types of informations are passed between modules:
(i) Data
(ii) Control
Data is shown by an arrow with an empty circle at its tail.

Control items are used to direct program control and show error or end of file conditions. This
control couple is shown by a filled-in circle on the tail of arrow.

7.5 MODULE DESIGN REQUIREMENTS
A hierarchical structure should present many advantages in management, development, testing
and maintenance. However, such advantages will only occur if the module design reflects certain
particular qualities like independence and strength.
 Coupling: Coupling means the strength of relations between modules. Modules should
have little dependence on other modules in a system so that any change in one module
has limited effect on any other modules. It means that coupling should be minimized.
 Cohesion: Cohesion means strength of relations within a module. Modules should carry
out a single processing function, i.e., cohesion should be maximized.
 Span of: It means number of modules subordinate to a calling module. Modules should
interact with and manage the functions of a limited number of lower level modules. Limit
of span of control is 5 to 7 modules.
 Size: The number of instructions contained in a module should be limited so that module
size is generally small.
 Shared Use: Functions should not be duplicated in separated modules, but established in
a single module that can be invoked by any other module when needed.

CHAPTER 8
INTRODUTION TO OOPS
LEARNING OBJECTIVES
 Concept of OOPS and their features?
 Concept of data hiding, encapsulation, operator overloading etc with example?
 Concept of function overloading, inheritance polymorphism etc?
 Concepts of Java.

8.1 OBJECTIVE
The objective of this lesson is to make the students familiar with the basics of object oriented
programming language, their features and use of them in programming with examples. After
studying this lesson they will be familiar with:
1. Concept of OOPS and their features?
2. Concept of data hiding, encapsulation, operator overloading etc with example?
3. Concept of function overloading, inheritance polymorphism etc?
8.2 INTRODUCTION TO OOPS
Object-oriented programming (OOP) is a programming paradigm that uses "objects" – data
structures consisting of data fields and methods together with their interactions – to design
applications and computer programs. Programming techniques may include features such as
data abstraction, encapsulation, modularity, polymorphism, and inheritance. Many modern
programming languages now support OOP. An object-oriented program may be viewed as a
collection of interacting objects, as opposed to the conventional model, in which a program is
seen as a list of tasks (subroutines) to perform. In OOP, each object is capable of receiving
messages, processing data, and sending messages to other objects. Each object can be viewed
as an independent 'machine' with a distinct role or responsibility. The actions (or "methods")
on these objects are closely associated with the object. For example, OOP data structures tend
to 'carry their own operators around with them' (or at least "inherit" them from a similar
object or class). In the conventional model, the data and operations on the data don't have a
tight, formal association.
Fundamental concepts and features:
• Dynamic dispatch – when a method is invoked on an object, the object itself determines

what code gets executed by looking up the method at run time in a table associated
with the object. This feature distinguishes an object from an abstract data type (or
module), which has a fixed (static) implementation of the operations for all instances.
It is a programming methodology that gives modular component development while
at the same time being very efficient.
• Encapsulation (or multi-methods, in which case the state is kept separate)
• Subtype polymorphism
• Object inheritance (or delegation)

• Open recursion – a special variable (syntactically it may be a keyword), usually called

this or self, that allows a method body to invoke another method body of the same
object. This variable is late-bound; it allows a method defined in one class to invoke
another method that is defined later, in some subclass thereof.
8.3 NEED OF OOPS
The concept of OOPS is needed to overcome some the basic limitations of non object
oriented programming languages like : data hiding and polymorphism. Though the
programmer can build effective programmers by using procedural languages yet the basic
problems cannot be overcome without the introduction of the concept of OOPS. The object
oriented programming elements like class and objects provide that basic feature to the
programmer by using which the programmer can build the highly secure and effective
programs. Another feature like encapsulation is so useful, that by using it the programmer
can keep the data and the related operations together under one roof, i.e can be bound within
same boundary. This feature of combining together the data and function helps by the small
range of domain in which the application is to be used. Encapsulation ultimately helps the
programmer to think over the requirements which are supposed to be fulfilled over the
specified range only.
8.4 CLASSES AND OBJECTS
Aclass is a construct that is used as a blueprint (or template) to create objects of that class.
This blueprint describes the state and behavior that the objects of the class all share. An
object of a given class is called an instance of the class. The class that contains (and was used
to create) that instance can be considered as the type of that object, e.g. an object instance of
the "Fruit" class would be of the type "Fruit". a class is a cohesive package that consists of a
particular kind of metadata. A class has both an interface and a structure. The interface
describes how to interact with the class and its instances using methods, while the structure
describes how the data is partitioned into attributes within an instance. A class may also have
a representation (metaobject) at run time, which provides run time support for manipulating
the class-related metadata. In object-oriented design, a class is the most specific type of an
object in relation to a specific layer.
Why Classes?
Classes can accelerate development by reducing redundant program code, testing and bug
fixing. If a class has been thoroughly tested and is known to be a 'solid work', it is usually
true that using or extending the well-tested class will reduce the number of bugs - as
compared to the use of freshly-developed or ad hoc code - in the final output. In addition,
efficient class reuse means that many bugs need to be fixed in only one place when problems
are discovered.
Another reason for using classes is to simplify the relationships of interrelated data. Rather
than writing code to repeatedly call a graphical user interface (GUI) window drawing
subroutine on the terminal screen (as would be typical for structured programming), it is
more intuitive. With classes, GUI items that are similar to windows (such as dialog boxes)
can simply inherit most of their functionality and data structures from the window class. The
programmer then need only add code to the dialog class that is unique to its operation.
Indeed, GUIs are a very common and useful application of classes, and GUI programming is
generally much easier with a good class framework.

Structure of a class
Along with having an interface, a class contains a description of structure of data
stored in the instances of the class. The data is partitioned into attributes (or properties, fields,
data members). Going back to the television set example, the myriad attributes, such as size
and whether it supports color, together comprise its structure. A class represents the full
description of a television, including its attributes (structure) and buttons (interface).
Some languages allow an implementation of a class to specify constructor (or initializer) and
destuctor (or finalizer) methods that specify how instances of the class are created and
destroyed, respectively. A constructor that takes arguments can be used to create an instance
from passed-in data. The main purpose of a constructor is to establish the invariant of the
class, failing if the invariant isn't valid. The main purpose of a destructor is to destroy the
identity of the instance, invalidating any references in the process. Constructors and
destructors are often used to reserve and release, respectively, resources associated with the
object. In some languages, a destructor can return a value which can then be used to obtain a
public representation (transfer encoding) of an instance of a class and simultaneously destroy
the copy of the instance stored in current thread's memory.
Information hiding and encapsulation
Many languages support the concept of information hiding and encapsulation, typically with
access specifiers for class members. Access specifiers specify constraints on who can access
which class members. Some access specifiers may also control how classes inherit such
constraints. Their primary purpose is to separate the interface of a class from its
implementation.
A common set of access specifiers that many object-oriented languages support is:


Private (or class-private) restricts the access to the class itself. Only methods
that are part of the same class can access private members.



Protected (or class-protected) allows the class itself and all its subclasses to
access the member.
Public means that any code can access the member by its name.



Categories of classes
Concrete classes
A concrete class is a class that can be instantiated. This contrasts with abstract classes as
described below.
Abstract class
An abstract class, or abstract base class (ABC), is a class that cannot be instantiated. Such a
class is only meaningful if the language supports inheritance. An abstract class is designed
only as a parent class from which child classes may be derived. Abstract classes are often
used to represent abstract concepts or entities. The incomplete features of the abstract class
are then shared by a group of subclasses which add different variations of the missing pieces.
Abstract classes are superclasses which contain abstract methods and are defined such that
concrete subclasses are to extend them by implementing the methods. The behaviors defined
by such a class are "generic" and much of the class will be undefined and unimplemented.
Before a class derived from an abstract class can become concrete, i.e. a class that can be

instantiated, it must implement particular methods for all the abstract methods of its parent
classes.
Sealed classes
Some languages also support sealed classes. A sealed class cannot be used as a base class.
For this reason, it also cannot be an abstract class. Sealed classes are primarily used to
prevent derivation. They add another level of strictness during compile-time, improve
memory usage, and trigger certain optimizations that improve run-time efficiency.
Inner class
One common type is an inner class, which is a class defined within another class. Since it
involves two classes, this can also be treated as another type of class association. The
methods of an inner class can access static methods of the enclosing class(es). An inner class
is typically not associated with instances of the enclosing class, i.e. an inner class is not
instantiated along with its enclosing class. Depending on language, it may or may not be
possible to refer to the class from outside the enclosing class. A related concept is inner types
(a.k.a. inner data type, nested type), which is a generalization of the concept of inner classes.
C++ is an example of a language that supports both inner classes and inner types (via typedef
declarations).
Named vs. anonymous classes
In most languages, a class is bound to a name or identifier upon definition. However, some
languages allow classes to be defined without names. Such a class is called an anonymous
class (analogous to named vs. anonymous functions).
Metaclasses
Metaclasses are classes whose instances are classes. A metaclass describes a common
structure of a collection of classes. A metaclass can implement a design pattern or describe a
shorthand for particular kinds of classes. Metaclasses are often used to describe frameworks.
In some languages such as Pythron, Ruby, Java, and Smalltalk, a class is also an object; thus
each class is an instance of the unique metaclass, which is built in the language. For example,
in Objective-C, each object and class is an instance of NSObject. The Common Lisp Object
System (CLOS) provides metaobject protocols (MOPs) to implement those classes and
metaclasses.
Partial classes
Partial classes are classes that can be split over multiple definitions (typically over multiple
files), making it easier to deal with large quantities of code. At compile time the partial
classes are grouped together, thus logically make no
difference to the output. An example of the use of partial classes may be the separation of
user interface logic and processing logic. A primary benefit of partial classes is allowing
different programmers to work on different parts of the same class at the same time. They
also make automatically generated code easier to interpret, as it is separated from other code
into a partial class.
Objects
In the "real" world, objects are the entities of which the world is comprised. Everything that
happens in the world is related to the interactions between the objects in the world. Just as

atoms, which are objects, combine to form molecules and larger objects, the interacting
entities in the world can be thought of as interactions between and among both singular
("atomic") as well as compound ("composed") objects. The real world consists of many,
many objects interacting in many ways. While each object may not be overly complex, their
myriad of interactions creates the overall complexity of the natural world. It is this
complexity that we wish to capture in our software systems. The existence of data in an
object is an implementation technique used to generate the required behavior of that object.
In an object-oriented software system,objects are entities used to represent or model a
particular piece of the system.
Objects are the primary units used to create abstract models.
There are a number of schools of object-oriented programming, which differ slightly on how
they view objects. Here, we will take a "behaviorist" (our term) stance:
An object is characterized solely by it behaviors.
Essentially this defines an object by the way it interacts with its world. An object that does
not interact with anything else effectively does not exist. Access to internally stored data is
necessarily through some sort of defined behavior of the object. It is impossible for an
outside entity to truly "know" whether or not a particular piece of data is being stored inside
of another object.
8.5 DATA HIDING
Data hiding is the method of writing the code in such a way that the actual code will remain
hidden from the other persons who uses that data. The purpose of hiding the data is to keep
the basic details hidden from the other and hence to keep our data secure and safe. A number
of methods are used to hide the data, the OOP languages like C++ support this concept
through encapsulation (discussed in next section). The programmer through access specifier
like public, private etc can control the visibility of the data which is to be shown and which is
to be hide. The general trend is to hide the data members and to show the member function is
followed by programmer in the object oriented programming languages. After writing code
to hide the data, the user is able to use only the publically specified member functions.
8.6 DATA ENCAPSULATION
Encapsulation as "the process of compartmentalizing the elements of an abstraction that
constitute its structure and behavior; encapsulation serves to separate the contractual interface
of an abstraction and its implementation." This formulation is cited by a number of books as
an authoritative definition of encapsulation.
The purpose is to achieve potential for change: the internal mechanisms of the component
can be improved without impact on other components, or the component can be replaced
with a different one that supports the same public interface. Encapsulation also protects the
integrity of the component, by preventing users from setting the internal data of the
component into an invalid or inconsistent state. Another benefit of encapsulation is that it
reduces system complexity and thus increases robustness, by limiting the interdependencies
between software components.
Encapsulating software behind an interface allows the construction of objects that mimic the
behavior and interactions of objects in the real world. For example, a simple digital alarm
clock is a real-world object that a lay person can use and understand. They can understand
what the alarm clock does, and how to use it through the provided interface (buttons and

screen), without having to understand every part inside of the clock. Similarly, if you
replaced the clock with a different model, the lay person could continue to use it in the same
way, provided that the interface works the same.
In the more concrete setting of an object-oriented programming language, the notion is used
to mean either information hiding mechanism, a bundling mechanism, or the combination of
the two.
class Exforsys {
public:
int sample();
int example(char *se)
int endfunc();
.........
......... //Other member functions
private:
int x;
float sq;
..........
......... //Other data members };
in the example discussed above all the data members declared within the specifier public are
available outside the boundary of the class and the other which are declared within the
specifier private are available directly for the use by the user but they can be accessed only
through public member function of the class.
8.7 OPERATOR OVERLOADING
Operator overloading is a specific case of polymorphism in which some or all of
operators like +, =, or == have different implementations depending on the types of their
arguments. Sometimes the overloading is defined by the language; sometimes the
programmer can implement support for new types.
Operator overloading is claimed to be useful because it allows the developer to program
using notation "closer to the target domain" and allows user-defined types a similar level of
syntactic support as types built into the language. It can easily be emulated using function
calls; for an example, consider the integers a, b, c:
a+b*c
In a language that supports operator overloading, and assuming the '*' operator has higher
precedence than '+', this is effectively a more concise way of writing:
add (a, multiply (b,c))
The operator keyword declares a function specifying what operator-symbol means when
applied to instances of a class. This gives the operator more than one meaning, or "overloads"
it. The compiler distinguishes between the different meanings of an operator by examining
the types of its operands.

type operator operator-symbol ( parameter-list)
The name of an overloaded operator is operatorx, where x is the operator. For example, to
overload the addition operator, you define a function called operator+. Similarly, to overload
the addition/assignment operator, +=, define a function called operator+=.
Example :
Time operator+(const Time& lhs, const Time& rhs) {
Time temp = lhs;
temp.seconds += rhs.seconds;
if (temp.seconds >= 60) {
temp.seconds -= 60;
temp.minutes++;
}
temp.minutes += rhs.minutes;
if (temp.minutes >= 60) {
temp.minutes -= 60;
temp.hours++;
}
temp.hours += rhs.hours;
return temp;
}
Time Time::operator+(const Time& rhs) const {
Time temp = *this; /* Copy 'this' which is not to be modified */
temp.seconds += rhs.seconds;
if (temp.seconds >= 60) {
temp.seconds -= 60;
temp.minutes++;
}
temp.minutes += rhs.minutes;
if (temp.minutes >= 60) {
temp.minutes -= 60;
temp.hours++;
}
temp.hours += rhs.hours;
return temp;
}
8.8 FUNCTION OVERLOADING
Function overloading or method overloading is a feature found in various programming
languages such as C#, VB.Net, C++, D and Java that allows the creation of several methods
with the same name which differ from each other in terms of the type of the input and the
type of the output of the function. For example, doTask() and doTask(object O) are
overloaded methods. To call the latter, an object must be passed as a parameter, whereas the
former does not require a parameter, and is called with an empty parameter field. A common
error would be to assign a default value to the object in the second method, which would

result in an ambiguous call error, as the compiler wouldn't know which of the two methods to
use.
Another example would be a Print(object O) method. In this case one might like the method
to be different when printing, for example, text or pictures. The two different methods may
be overloaded as Print(text_object T); Print(image_object P). If we write the overloaded
print methods for all objects our program will "print", we never have to worry about the type
of the object, and the correct function call again, the call is always: Print(something).
Method overloading is usually associated with statically-typed programming languages
which enforce type checking in function calls. When overloading a
method, you are really just making a number of different methods that happen to have the
same name. It is resolved at compile time which of these methods is used. Method
overloading should not be confused with virtual functions, where the correct method is
chosen at runtime.
Bill()
{ tip = 15.0, total = 0.0 }
Bill(double setTip, double setTotal)
{ tip = setTip, total = setTotal }
Bill cafe(10.00, 4.00);
8.9 INHERITANCE AND POLYMORPHISM
In object-oriented programming (OOP), Inheritance is a way to compartmentalize and reuse
code by creating collections of attributes and behaviors called objects which can be based on
previously created objects. In classical inheritance where objects are defined by classes,
classes can inherit other classes. The new classes, known as Sub-classes (or derived classes),
inherit attributes and behavior of the pre-existing classes, which are referred to as Superclasses (or ancestor classes). The inheritance relationship of sub- and super-classes gives rise
to a hierarchy. In Prototype-based programming objects can be defined directly from other
objects without the need to define any classes.
Inheritance should not be confused with (subtype) polymorphism, commonly called just
polymorphism. Inheritance is a relationship between implementations, whereas subtype
polymorphism is relationship between types (interfaces in OOP). (Compare
connotation/denotation.) In some, but not all OOP languages, the notions coincide because
the only way to declare a subtype is to define a new class that inherits the implementation of
another.
Inheritance does not entail behavioral sub-typing either. It is entirely possible to derive a
class whose object will behave incorrectly when used in a context where the parent class is
expected; see the Liskov substitution principle.
Polymorphism
Polymorphism in the context of object-oriented programming, is the ability of one
type, A, to appear as and be used like another type, B. The purpose of polymorphism is to
implement a style of programming called message-passing in the literature, in which objects
of various types define a common interface of operations for users.

In strongly typed languages, polymorphism usually means that type A somehow derives from
type B, or type C implements an interface that represents type B. In weakly typed languages
types are implicitly polymorphic.
The primary usage of polymorphism in industry (object-oriented programming theory) is the
ability of objects belonging to different types to respond to method, field, or property calls of
the same name, each one according to an appropriate type-specific behavior. The
programmer (and the program) does not have to know the exact type of the object in advance,
and so the exact behavior is determined at run-time (this is called late binding or dynamic
binding).
The different objects involved only need to present a compatible interface to the clients'
(calling routines). That is, there must be public or internal methods, fields, events, and
properties with the same name and the same parameter sets in all the super-classes,
subclasses and interfaces. In principle, the object types may be unrelated, but since they share
a common interface, they are often implemented as subclasses of the same super-class.
Though it is not required, it is understood that the different methods will also produce similar
results (for example, returning values of the same type).
Polymorphism is not the same as method overloading or method overriding. Polymorphism is
only concerned with the application of specific implementations to an interface or a more
generic base class. Method overloading refers to
methods that have the same name but different signatures inside the same class. Method
overriding is where a subclass replaces the implementation of one or more of its parent's
methods. Neither method overloading nor method overriding are by themselves
implementations of polymorphism.

Difference between Procedure Oriented(POP) and Object Oriented
Programming(OOP)
We all know there exist 2 approaches to write a program – (1) Procedure oriented
programming (POP) and (2) Object oriented programming (OOP).
we can write a program in either way but there are notable differences between both
approaches. These 2 approaches are the result of software development evolution over
many decades. Since the invention of computer, many approaches and methods have
been tried to write a program.
It
includes
methods
like (a) Top-Down
programming (b)Bottom-Up
programming (c) Modular programming ( d) Structured programming etc.

The basic purpose or the basic aim of all these methods were same – “to make
programming efficient” – means to make the process of writing a complex program less
harder, bug free, easily understandable, easily expandable/modifiable etc.
In simple words, difference between POP and OOP can be explained like this:- A
programmer can handle the task of developing a moderately complex program fairly well
enough with POP method. When the program gets even more complex or is of a highly
complex type; it would be difficult to write it efficiently using POP method. The whole
task of programming would get harder, will take more time, more bugs, more time for
debugging etc. In such a case OOP method proves to be much more efficient than POP
method. A highly complex program can be developed much efficiently using OOP
method. It's a general idea of the difference between both! There is no rule that one
should use a particular method to develop a program. Its upto the discretion of the
programmer. However in the software development industry, they all follow OOP
method as it facilitates collaborative working. The main reason is code reusability. A
particular piece of code developed by one programmer can be reused any number of
times by any number of other programmers. This makes software development much
faster and efficient.

Procedure Oriented Programming
The word “procedure” is the key element here to notice. It means “a set of procedures”
which is a “set of subroutines” or a “set of functions“. We all know about “functions in
C language”. ‘C’ is a procedure oriented language. In a POP method, emphasis is given
to functions or subroutines. Functions are a set of instructions which performs a particular
task. Functions are called repeatedly in a program to execute tasks performed by them.
For example, a program may involve collecting data from user (reading), performing
some kind of calculations on the collected data (calculation), and finally displaying the
result to the user when requested (printing). All the 3 tasks of reading, calculating and
printing can be written in a program with the help of 3 different functions which performs
these 3 different tasks.

Structure of POP method
The problem with POP approach is its handling of data. POP approach gives no
importance to data. By ‘data’ we mean the information collected from user, the new
results obtained after calculations etc. If you are familiar with ‘C programming’, you
may recollect “storage classes” in C. In C, a data member must be
declared GLOBAL inorder to make it accessible by 2 or more functions in the program.
What happens when 2 or more functions work on the same data member ? If there are 10
functions in a program, all these 10 functions can access a global data member. It is
possible one function may accidentally change values of this global data member. If this
data member is a key element of the program, any such accidental manipulation will
affect the whole program. It will be too difficult to debug & identify which function is
causing the problem if the program is really big.

Handling of data & functions in POP
One of the most important feature of C language is “structures“. If you are familiar with
C, recall the way structure is declared in C using keyword struct. Structure provides a
way to pack together different data types into a single entity. Programmer can pack
together integer data, decimal point data (float), array data type etc into a single entity
using structure. Programming using “structure” was first introduced by C language and
this is the single best reason for its wide popularity and acceptance. You know the
reason? Structure models real world requirements well into a computer program. The
problem with structures was that it handled only data. Structure do not allows to pack
together associated functions inside it along with data. All the function to manipulate data
members inside structure has to be written separately inside a program. For this reason, a
C program has an over dependency on functions.
In POP method, a problem is viewed as a sequence of tasks to be implemented like
reading, performing calculations, displaying results etc. All the tasks are analysed first
and later functions/procedures are developed to implement all these tasks in a program.
Object Oriented Programming
An OOP method differs from POP in its basic approach itself. OOP is developed by
retaining all the best features of structured programming method/procedural method, to
which they have added many concepts which facilitates efficient programming. Object
oriented programming methods brings in many features and I would say it makes
possible an entirely new way of approaching a program. Let’s first keep in mind that
OOP retains all best features of POP method like functions/sub routines, structure etc.
1) The first feature that any programmer would talk about OOP is “data hiding” facility.
OOP gives lots of importance to data. Programmer can hide the really important core data
from external world using OOP method. The basic concept of OOP revolves around a
feature similar to structure in POP, named as class in OOP. A class is a feature in OOP
which facilitates to pack together different data types along with different functions that
manipulate these data members of class. Data members can be declared
as private or public inside a class. To hide the data from external world, a programmer
does it by declaring the data as private. Keep note that a class is really similar
tostructure in ‘C’. Just like structure, a class packs together different things into a single
entity. The major difference between class and structure is with functions. Structure does
not allow to pack together data with functions (structure deals with data only)
whereas class allows to pack together data with its associated functions. In addition
there are differences like ‘data hiding’ using private/public. Structure does not facilitates
data hiding! We know in structure, the structure members are accessed uing an entity
called structure variables. In OOP we use another entity named‘object’ to access both

data and functions inside a class. We call data or function inside a class as ‘class
member‘. A class member can be accessed from external world (outside the class)
using an object of the class only!

This feature of data hiding is called as “Data Encapsulation“. Thus one of the major
flaws of POP is solved in OOP. OOP ties the data closely to a particular class and its
objects. There is no need of “global data types” as in POP and hence data will not flow
freely around the program. This makes sure there will be no ‘accidental modification’ of
critical data.
2) Another important feature brought in by OOP is ‘code reusability‘. This simply
means, a piece of code written earlier in a program can be used later. This is made
possible by a feature of classes named “inheritance”. By using inheritance, one class can
acquire the properties of another class. Let me try to explain this using an example. Take
the case of a “School Management System”. Initially the management decided to develop
a software focused on students only (no data of teachers). The programmer made the
software perfectly and while developing he had declared a class dedicated for collecting
personal details like Name,Age,Sex,Address etc. After one year school management
decides to incorporate data of teachers to the software. The programmer can add this
extension within a small time as he can reuse many of the codes he had written earlier by
making use of“inheritance“. The class personal details is of general nature (Age, Sex etc
are same for every person irrespective of student/teacher). Programmer can inherit this
class as such to a new one and add extension to this class with new properties like
‘educational qualification’ of the teacher.
There are even more features for Object oriented programming like Polymorphism
(overloading of operators and functions), dynamic binding etc.

Object Oriented Programming is programming concept which is focused on object rather
than actions and data rather than logic.
To design and to use system, OOP offers some outstanding features including the
followings,
Basic Features of OOP:
1. Emphasis on data rather than procedure.
2. Programs are divided into small parts called object.
3. Data structures are designed such that they characterized the objects.
4. Data and related functions stay tied in classes.
5. Data is secured as they can’t be accessed by external functions.
6. Objects may communicate with each other through functions.
7. New data and functions can be added easily whenever necessary.
8. Follows bottom-up approach in program design.
9. Using inheritance, a class can be modified to create another one.
10. If necessary, system size can also be modified easily.
11. Multiple Programmer System Design is easy using OOP concept.
12. The complexity can be reduced.
13. Data Type can be created based on the necessity.
Procedural or Procedure Oriented Programming (POP):
As the name implies, Procedure Oriented Programming contains step by step procedure
to execute. Here, the problems get decomposed into small parts and then to solve each
part one or more functions are used. Thus in POP approach, the problem is viewed as a
sequence of things to be done, such as, input taking, calculating and displaying. The
primary focus stays on functions which will be used to accomplish each task.
Main Characteristics of POP:
Following are the found main characteristics of POP,
1. Puts much importance on Things to be Done.
2. Large problems are divided into smaller programs known as functions.
3. Most of the functions share global data.
4. Data move openly around the system from function to function.
5. Functions transfer data from one form to another.
6. Employs top-down approach in program designing.
7. In the cases of large program, bringing change is difficult and time consuming.
8. Appropriate and effective techniques are unavailable to secure data of a function
from others.
What are the problems of POP? How they can be solved in OOP?
Problems of POP:
It is true that the programs created using POP can be extremely efficient and highperformance, but the main problem is the maintenance. Some other problems includes the
followings,

1. Insecure data, if we declare a variable before main function then it can be
accessed freely from any function present in the program.
2. No better memory management.
3. Difficult to implement today's client requirements.
4. No structure or code reusability. Hence time of development, testing and length of
program increases.
5. As length of application increases it causes slow performance.
6. No proper way method for Exception handling.
Solution to Problems of POP in OOP:
The OOP is newer than POP. So OOP has came with the solution to most the problems
found in POP. Such as,
1. Data in OOP is secured as they under cover of classes and their usage by
functions can be authorized.
2. OOP emphasizes abstract relationships and a ladder of related functionality where
similar functionality can all share a common core, making maintenance much
easier.
3. As similar functions will use a core thus the length of code will reduce.
4. Code reuse is increased as well, as one can easily adapt the abstracted base
functionality for new tasks.
5. OOP also can aid in large-scale program design, helping encapsulate and
categorize the different sets of functionality required by each part of the system.
Differences between OOP and POP:
OOP and POP differs in many ways from each other including the followings,
Subject
of Procedure
Oriented
Programming
Difference
(POP)
Decompose the main problem in small
Problem
decomposition
parts called functions.
Connections of Connects small parts of the program by
passing parameters & using operating
parts
system.
Emphasizes on functions.
Emphasizing
In large programs, most functions use
Use of data
global data.
Data may get passed from one function to
Passing of data
another.
Appropriate & effective techniques are
Security of data
unavailable to secure the data.
Modification of Modification of a completed program is
very difficult and it may affect the whole
program
program.
Employs top-down approach for designing
Designing
programs.
approach
In large programs, it is very difficult to
Data
find what data has been used by which
identification

No.
01
02

Object
Oriented
Programming
(OOP)
Decompose the main problem in small
parts called objects.
Connects small parts of the program by
passing messages.

03
04

Emphasizes on data.
Each object controls data under it.

05

Data never get passed from one object
to another.
Data stay secured as no external
function can use data of an object.
Modifications are easy as objects stay
independent to declare and define.

06
07

08
09

Employs bottom-up approach for
designing.
As data and functions stay close, it is
easy to identify data.

Used languages

function.
Languages like C, FORTRAN, COBOL 10
etc. use POP.

Languages like C++, JAVA etc. use
OOP.

THE GENESIS OF JAVA
INTRODUCTION
This unit talks about the evolution of Java and its various features that have made it a
popular programming language. Architecture Neutrality is one of the most importance
characteristics of Java. Several other features of Java that have given it the status of an
Internet language have also been discussed in this unit.
When the chronicle of computer language will be written, the following will be said: B
led to C, C evolved into C++ and C++ set the stage for Java. Java is the first and foremost
programming language. Creation of Java was driven by two elements in nearly equal
measures viz.:
i. To adapt to the changing environments and uses.
ii. To implement refinements and improvements in the art of programming.
A Brief History of Java
In 1990, Sun Microsystems began a project called Green to develop software for
consumer electronics. Gosling began writing software in C++ for embedding into such
items as toasters, VCR's and Personal Digital Assistants (PDA's). The embedded software
makes many appliances more intelligent. Gosling's solution to the problem of C++ was a
new language called Oak. Finally in 1995, Oak was renamed Java. Since then, Java has
been rising in popularity.
APPLETS AND APPLICATIONS

An applet is a Java program that appears embedded in a web document, just as graphics
are. The Java applet runs when a Java enabled web browser, such as Netscape Navigator,
loads it. Application is a program that runs on your computer, under the operating system
of that computer.
This means that an application created by Java is more or less like one created in C or
C++.
SECURITY

Security is probably the main problem facing Internet developers. Users are typically
afraid of two things : confidential information being compromised and their computer
systems being corrupted or destroyed by hackers. Java's built-in security addresses both
these concerns. When you use a Java compatible web browser, you can safely download
Java applets without fear of virus infection.
BYTECODES
The key that allows Java to solve both the security and portability problems just described above
is that the output of a Java compiler is not an executable code, rather it is a bytecode. Bytecode is
a highly optimized set of instructions designed to be executed by the Java run time system, which
is called Java Virtual Machine (JVM). It is an interpreter for bytecodes.
Translating a Java program into bytecode makes it much easier to run a program in a wide variety
of environments. Although the details of JVM will differ from platform to platform, all interpret
the same Java bytecode.
When a program is interpreted, it generally runs substantially longer than it would run if compiled
to executable code.

Sun has just completed its JIT (Just in Time) compiler for bytecodes which is included in Java2
release. When the JIT compiler is part of the JVM, it compiles bytecodes executable code in real
time, on a piece by piece, demand basis.
JAVA BUZZWORDS
The fundamental forces that necessitated the extension of Java were portability and security.
Java is
 Simple
 Secure
 Portable
 Object Oriented
 Robust
 Multi-threaded
 Architecture Neutral
 Interpreted



Distributed
Dynamic

SIMPLE
Java was designed to be easy for the professional programmer. It is easy to learn and can
be used effectively. If you are an experienced C++ programmer, moving to Java will
require very little effort.

MULTI-THREADED
A single threaded application has one thread of execution running at all times and such
programs can do only one task a time. A multi-threaded application can have several
threads of execution running independently and simultaneously. These threads may
communicate and cooperate and will appear to be a single program to the user.

ARCHITECTURE NEUTRAL
The central issue for Java designers was that of code longevity and portability. One of the
main problems facing programmers is that no guarantee exists that if you write a program
today, it will run tomorrow even on the same machine. Operating system upgrades,
processor upgrades and changes in core system resources can all combine to make a
program malfunction. It is basically 'write once; run anywhere, any time, forever'.
OBJECT ORIENTED
Simply stated, object oriented design is a technique that focuses design on the data and on
the
interfaces rather than modularization of the functionalities or the tools used to develop
them. Java uses object-oriented concepts as for basis for S/W design. Java provides a
clean and efficient object based development platform.
ROBUST
The multi-platform environment of the web places high demand on the reliability of the
program to execute on a variety of systems. Thus, high priority has been given to create
robust and highly

reliable programs in the design of Java. It provides extensive compile-time checking
followed by a second level of run time checking. The most common problems in
programming languages are related to memory management and exception handling.
The memory management model of Java does not allow the creation of pointers. Java has
a true
array which allows subscript checking to be performed. Thus Java programmers need not
worry
about freeing or corrupting memory as the programs cannot overwrite the end of a
memory buffer.
Also Java has automatic garbage collection once the memory is no longer required.
Situations like File not found, or division by few, are examples of exceptional condition
which are not handled properly by traditional programming.
SECURE
Java is designed to be used in networked and distributed environments where security is
of paramount importance. Java supports the creation of applications that cannot be
invaded from outside.
On the other side, Java programs are executed in their own environment and do not go
outside these boundaries unless They are authorized to do so. The authentication
techniques are based on the public key encryption method.
PORTABLE
Besides being architecturally neutral, Java is strict in its definition of the basic language.
Unlike C or C++, there are no "implementation dependent" aspect of the specification.
The size of the primitive data types are specified as is the behaviour of the arithmetic on
them. For example, "int" always means a 32 bit integer.
Thus, java programs are the same on any platform. There are no data type
incompatibilities across the hardware and software architectures.
INTERPRETED
Java bytecode is not directly executed by the system, because Java is interpreted
However, the speed is more than adequate for most interactive application.
MULTITHREADED
Java was designed to meet the real world of creative, interactive, networked programs.
Java's multithreading capability provides the means to build applications with many
concurrent threads of activity. The multithreading feature of Java has various
sophisticated synchronization primitives. Moreover, Java's high level system libraries
have been written to be thread safe, i.e., the functionality provided by the libraries is
available without conflict to multiple concurrent threads of execution.
DYNAMIC
While the Java compiler is strict in its static checking during compile time, the language
and run time systems are dynamic during linking and loading stages. Classes are linked
only as needed. New code modules can be linked in on demand from a variety of sources,
even from sources across the network in a large number.

JAVA AND JAVASCRIPT
JavaScript is a separate programming language closely related to Java. It can be coded
directly in an HTML document which makes the JavaScript source code part of the
document itself. JavaScript is less powerful than Java but it gives the programmer a bit
more control over the browser and it is used primarily to create dialog boxes and
animations on web pages.
JavaScript does have a limited ability to call Java applet routines and alter Java applet
variables. However, the core Java APD has no mechanism for calling JavaScript code or
changing JavaScript variables.

NEW IN JDK 1.2
Java 1.2 adds even more enhancements, improvements or capabilities in Java 1.1. Some
other completely new features that have been added are mentioned below:
Enhancements to Security, JavaBeans, Reflection and Performance
Numerous Java packages have received enhancements in Java 1.2. The security
architecture incorporates policy based access control to enhance permission –
management. JavaBeans add drag and drop support while reflection includes the ability
to bypass security, specially when using object reflection.
Some performances have been improved, for instance, faster memory allocation, reduced
memory usage for loaded classes and Just In Time compilers.
Java Foundation Classes
The Java Foundation Classes (JFC) encompass a broad range of enhancements. There is
now support for advanced technologies with an Accessibility API, a Java 2-D API for
enhanced Graphics and Imaging and Swing for a new set of GUI components in addition
to the AWT components.
Collections
The Collections API makes working with groups of objects much easier. Prior to Java 1.2
you
basically used the earlier Vector and Hashtable classes as well as the Enumeration
interface.
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9.1 INTRODUCTION
The computer processes the data to give information. Processing of data is done by the
CPU in various ways. In this unit we will discuss various types of data processing
techniques, their functions, data hierarchy and structure, At last some computerized
system models are discussed for your ready reference.
9.2 MODES OF DATA PROCESSING
Organizations generally follow the following types of data processing systems with the
aim of optimizing efficiency. The systems are:
Batch Processing
Also referred as serial or off-line or sequential processing. This type of processing
requires the data to be initially grouped (as a batch) before it is processed serially, and the
results obtained periodically.
The batch might be a group of sales orders or purchase orders, etc., collected off-line.
The batch is processed at definite period of time in stipulated frequency, and each
transaction in batch is processed in serial order. The method of batch processing reduces
the idle time of a computer system because transition from one job to another does not
require operator intervention. It is the most appropriate method of processing for many
types of applications, such as payroll or preparation of customer statements, where it is
not necessary to update information (records) on daily basis.
Batch processing suffers from several disadvantages which are as follows:
 Reduces timeliness in some cases.
 It makes each job wait in line at each step and often increases its turnaround time.
 It is difficult to provide the desired priority scheduling.
On-line Processing
On-line processing is that type of processing where the result of data processing
transaction is available immediately. It permits transaction data to be fed under CPU
control directly into secondary on-line storage devices from the point of origin without
sorting it first. It also permits users to enter into a conversation with the computer to send
and receive messages, within a fraction of a second after the enquiry message has been

transmitted. This conversation permits the user to process transactions one after the
another with greater assurance that the actions taken by the computer are correct. This
type of processing also provides a satisfaction to the users that they are able to command
the machine. However, this type of processing can not be used in all circumstances as
otherwise the processing time will increase. Examples of online applications include:
Banking, stock exchanges, stock control, work progress control in plants, inventory
status, etc.
Real Time Processing
Real time system is defined as a data processing system in which the time interval
required to process and respond to inputs is so small that the response itself is useful for
controlling the physical activity of a process. Real time processing provides immediate
(not periodic, as in batch processing) transaction input capability from all input
originating stations.
The essential requirements of a real time processing system include:
 direct connection (on-line) between input/output devices and the central processor,
and
 fairly fast response time, allowing two-way communication.
The characteristic of real time data processing that truly distinguishes it from the more
common batch and on-line processing systems is the immediacy of its response on receipt
of a message. Thus, all on-line systems are not necessarily real time data processing
systems. The application areas of real time systems are:
 Enquiries about customer's account status can be answered in seconds.
 Credit appraisal can be carried out immediately.
 Sales analysis master file can be updated on-line. This file provides a ready
information to the sales manager regarding sales trends, etc.
Real time system also finds extensive application in airlines booking, banking system, air
and ground traffic control, automatic radar connected defence and space programs.
Distributed Data Processing
Distributed processing, broadly speaking, involves a computer system linked by a
communication network where processing is performed by separate computers. Often,
each computer in the system is chosen to handle a specific workload with the network
supporting the system as a whole. When distributed processing is used, it requires that
databases be located at different sites for efficient functioning.
The database is broken up into logical cooperating parts and situated at a different
location. User can access data from any location, easily accessing the local as well as the
remote databases. Distributed Database Systems (DDBS) forms the backbone of
distributed computing. This form is most convenient for organizations with many branch
offices located over great distances. Each branch stores data elements relating to its daily
operations at its own site. A major part of processing can be taken care of at the local
level.
A typical application is in banks where all the branches have intelligent terminals linked
to a big computer at the head office. Data from the branches is sent to the master where it
is processed.

9.3 BASIC FUNCTIONS OF DATA PROCESSING
Data Processing is the restructuring, manipulation or recording of data by people or
machine, to increase their usefulness and value for some particular purpose.
Following are the basic functions carried out in any data processing:
Origination
The first function involved in the processing of data is the origination of the data to be
processed. Specifically, the nature, type and origin of the source documents must be
determined, such as sales orders, purchase orders, etc.
Data Capture
Data must be recorded or captured in some form or the other before they can be
processed. What data are important and should be collected for input and processing
depends upon the organization and the system. Data maybe captured in paper forms using
source documents and in paperless forms through:
 Keyboards
 Automated teller machines
 Other direct input devices that accept input data in machine readable form
Sorting
Normally, it is easier to work with data if they are arranged in a logical sequence. e.g.,
First to last time sequence.
Biggest to smallest. Oldest to newest, etc. Arranging classified data in such a sequence is
called "sorting".
Merging
This function allows multiple files to be put together in a sequence, provided the files are
already in sorted order. e.g.: A file of a new customer could be merged into an existing
customer master file that is stored on a magnetic disk in customer number sequence.
Calculating
The arithmetic manipulation of data to create meaningful results is known as calculating,
and is a common data processing task. This process is usually the most significant part of
the manipulation operation because the results are generally provided as part of the
output.
Summarizing
Reducing masses of data to a more concise and usable form is called summarizing.
Generally, the data is ummarized into the form desired for output. e.g.: Pie charts ,Bar
charts, Other graphs
These are the few of the many of computer generated graphics that are used to view data
at a glance.
Managing Output Results
Once data have been captured and manipulated, one or more of the following operations
maybe needed:
Output
After the various operations on the data have been completed, the delivery or
communication of the information or results must be carried out by:
(a) Reporting, which is the format presentation and distribution of processed data.
(b) Issuance of documents, such as cheques, invoices, and reports.
(c) Retrieval, which is the fetching of a specific item or items of stored information at the
request of a user.

(d) Analysis, which encompasses all of the ways in which the receivers utilize output,
i.e., use the information provided by the system.
(e) Communicating and reproducing (transmission).
Transferring data from one location or operation to another, for use or further processing,
is data transmission, a process that continues until information in a usable form reaches
the final user. Sometimes, of course, it is necessary to copy or duplicate output
documents.
Storage
Finally, the results of the processing of data must be retained for future use of reference.
This function is called storage.
9.4 DATA HIERARCHY
Listed below are the components of the data hierarchy in the ascending order of
complexity:

This is called a data hierarchy because databases are composed of files, files are
composed of records, and so on.
Bit
The term bit is short for binary digit. It can assume either of the two states, representing
numeric value 0 or 1.
Byte
In a computer system, basic unit of information is called a byte. A byte of information is
generally stored by using 8 bits in a specified combination.
Field or Item
A field or item of data is one or more bytes that contain data about attributes of an entity.
Record
A record is a collection of fields relating to a specific entity.
File
A file is a collection of related records. The concept of a computer file is very similar to
the manual file in a filing cabinet.
Database
A database consists of all the files of an organization, structured and integrated to
facilitate updation. of files and retrieval of information from them.

9.5 DATA STRUCTURE
Data maybe organized in various ways; the logical or mathematical model of a particular
situation using data is called a data structure. A data structure is a class of data that can be
characterized by its organization and the operations that are defined on it. Data structures
are also called abstract data types.
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10.1 Introduction to Files
Traditionally the term file has been used to refer to the folder that holds related material in
ordered storage for quick reference. A file may be used to describe the object as well as its
contents. A file is a block of information stored under a single name. For example, all the text of
a term paper could be stored under the name "final_paper." A file may also be referred to as an
arrangement of its contents according to user’s expected requirements for future reference. For
example, if we have a file of date of joining of employees in an organization, it would be better
to arrange them by date of joining. We can suitably name these files such as Employees, Bills
etc. Almost all information stored in a computer must be in a file. A file is named and is referred
to by its name. It has certain other properties such as its type, the time of its creation, the name of
its creator, its length, and so on.
The information in a file is defined by its creator. Many different types of information may be
stored in a file: source programs, object programs, numeric data, text, payroll records, and so on.
A file has a certain defined structure according to its use. A text file is a sequence of characters
organized into lines (and possibly pages); a source file is a sequence of subroutines and
functions, each of which is further organized as declarations followed by executable statement;
an object file is a sequence of words organized into loader record blocks.
All files are identified by their extension, the ".xxx" that follows any file name. For example,
Microsoft Word documents end with the file extension ".doc". Microsoft Word creates word
files; FrontPage creates HTML files. Listed below are some common file extension and the
programs that create them.
.html or .htm- Hypertext Markup Language, the code for most web pages
.pdf- Portable Document Format. Allows for universal printing without format changes
.exe- An executable program file
.jpg- JPEG (Joint Photographic Experts Group) A graphic file
.gif- Graphics Interchange Format; another graphic file
.mp3- MPEG Layer III compressed audio. This file can be played with QuickTime
Player, Real Player, and some other sound players.
.wav- Sound file
.mov- QuickTime movie. This file can be viewed with QuickTime Player.

.avi- AVI movie format
.zip- Compressed or "zipped" file; can be opened with WinZip
Now we can define a file as:
“An associated group of records is a file”
Or
A file may be defined as named collection of records where record is defined as value
assigned to field and a field is the smallest addressable element.
In simple words we can define a file as a recommended space in computer to store large amount
of information in a systematic manner so as to make the user easy to study the particulars of a
matter. There are many different types of files: data files, text files, program files, directory files,
and so on. Different types of files store different types of information. For example, program
files store programs, whereas text files store text. In the same manner a file containing data is a
data file. Thus a data file is a collection of organized data (a group of records).
A data file is a collection of logical related records. A record is a structure of logically related
fields or elements of information. The data hierarchy of a file in ascending order of complexity is
as shown below:
Simple
bit - a 1 or 0
byte - 8 bits, one character's worth of storage
field - a collection of characters, usually in a record
record - a common logical unit of data organization
file - a collection of records
data base - a collection of one or more files
Most Complex database
For Example: Data File
Employee
Employee
Number
Name

Date of
Joining

Department

Salary

Employee
Address

E001
E002
E003
E004

10/12/1995
08/03/1998
06/07/1993
21/09/1999

Marketing
R&D
Marketing
Accounts

13000
12500
13200
11400

Sirsa
Rohtak
Hisar
Jhajjar

Ravinder
Nawneet
Sanjay
Joginder

A file is an abstract data type. To define a data file properly, we need to consider the operations
which can be performed on files. To understand these files, let us look at various types of data
files and their operations in more detail.
As we have seen already, database consists of tables, views, index, procedures, functions etc.
The tables and views are logical form of viewing the data. But the actual data are stored in the
physical memory. Database is a very huge storage mechanism and it will have lots of data and
hence it will be in physical storage devices. In the physical memory devices, these datas cannot
be stored as it is. They are converted to binary format. Each memory devices will have many

data blocks, each of which will be capable of storing certain amount of data. The data and these
blocks will be mapped to store the data in the memory.
Any user who wants to view these data or modify these data, simply fires SQL query and gets
the result on the screen. But any of these queries should give results as fast as possible. But how
these data are fetched from the physical memory? Do you think simply storing the data in
memory devices give us the better results when we fire queries? Certainly not. How is it stored in
the memory, Accessing method, query type etc makes great affect on getting the results. Hence
organizing the data in the database and hence in the memory is one of important topic to think
about.

10.2 Data File Types:
Data Files are the backbone of data processing and data management. Depending upon
the nature of data, some common types of data files include:
1. Master Files
2. Transaction Files or Activity Files
3. Output Files
4. Report Files
5. Backup Files
6. Scratch Files
7. Reference Files or Table Files
8. Suspense Files or Error Files
9. Open Files
10. History Files
11. Archive Files
10.3 Master and Transaction Files
1. Master files: For any business organization master file is one of the most important file where
permanent records are stored. A master file contains relatively permanent data or historical status
data. A special kind of master file is a dictionary file which contains descriptions of data rather
than the data themselves. A master file contains all the permanent or semi-permanent data
needed by an application. Some of the fields may be regularly updated from transactions. All the
current data relevant to an application is stored in a master file. Master files do not contain event
or activity data but their balances are updated by this data. Adding, deleting, and changing data
values or records in the master files are the normal means of updating. These are of two types:
1. Static/Reference Master Files: These files are permanent or semi-permanent in nature and are
subject to occasional revision. Examples of these types of files include Vendors, Customers, and
Employees etc. of a business organization.
A business organization may contain information about existing customers or previous
customers or details of all items. In master file some of the records are rarely updated. For
Example, General Information about any organization such as name of the company, address,
starting date, board of directors are unlikely to be changed.

2. Dynamic/Table Master Files: These files are transitory in nature. Examples of these types of
files include Price List, Customer Orders etc. of a business organization.
Some records of master file need to be updated periodically. For Example, Balances, Stock
Balances, Reservation, Records of files, Financial year, Opening balance, Credit/Debit of Banks
etc. A master file presents a static view of some aspect of an organization’s business at a point of
time. For Example, A manufacturing organization may have payroll file, a customer file, a
personnel file, an inventory file, a material requirement as master file.
2. Transaction or activity files (temporary): A transaction file is a temporary file of all the
transactions (items, bought sold, added, deleted etc) which have taken place in a given period. A
transaction file is used to store input data until it can be processed. It is designed to capture
transaction or event data. In this type of files, data relating to events are recorded before a further
stage of processing. Because transaction files are used to update master files, they often link
applications together. For Example, in a payroll processing application for generating pay slips
of employees on a weekly basis, the transaction file will contain weekly data of each employee.
The transaction file which is temporary in nature contains all relevant data about all the
transactions of one type and the purpose of transaction file is to accumulate data about relevant
events as they occur and to update master files to reflect the results of most recent transactions.
This file is also called movement or activity file. For example, for an organization it may contain
daily sales-records, daily production entries etc. This file after insertion of records is used to
update master file. The life of this type of file is very short. The file is in-processing most of
time. Changes which are applied to a master file are collected on a transaction file. A transaction
file may contain data to add a new record or to remove or modify an existing record. The data
normally stored in journals in a traditional accounting system are examples of transaction files.
They contain the activity data used to update the running balance listed in the subsidiary and
general ledger master files.
Batches of source documents are also examples of transaction files.
In a batch processing system, groups of transactions are batched or stored together in a
transaction file. In an online real time processing system, transactions are processed as they
occur (individually) and may then be written to a transaction activity log file as backup.
3. Output Files: The output produced by one program is used as input to another program in
many of the applications using multiple programs for data processing. This output is stored in
file known as output file, which is later on used by the latter program.
4. Report Files: The reports generated by data processing applications in computer accessible
form are stored, until it is convenient to print them. These files are referred to as report files.
Keeping report files instead of printed reports or documents is always beneficial as the files are
easier to store and carry.
5. Backup files: These files are duplicate copies of a file for security reasons and created as a
safety precaution against loss of data, which may be caused due to corruption or inadvertent
deletion of the original file. It is very important to create backup files regularly.
6. Scratch files: These are very temporary files and are used to collect data for file update or file
sort temporary backup.

7. Reference files or table files: It is a type of master file containing referential data. Reference
file contains data that are necessary to support data processing i.e. price lists, dictionary files,
present value schedules, amortization tables, table of inventory codes or categories, lookup tables
etc.
8. Suspense files or error files: These files include transactions which are not able to be fully
processed due to the presence of erroneous data. These transactions are suspended from further
processing and may be classified as incomplete or erroneous, needing correction and reentry for
processing.
9. Open files: These files are used to record incomplete transactions. They have characteristics
of both master and transaction files and is also known as hybrid files. An example would be the
open sales order file, open purchase order file, or open invoice file. Open files are waiting for an
event to occur to resume processing. These files are not error files. Closing the record usually
amounts to setting a flag alerting computer software to the changed status. Later, the closed
records will be purged from the file, and perhaps written to a history file. Open files usually
remain open indefinitely. Only individual records are purged as the transactions are completed.
10. History files: This type of files provide a permanent record of transactions processed during
certain time period. The examples would be bank records, court documentation and records,
previous years’ financial statements. They could also contain data to support those statements,
such as sales history file, purchase order history file, etc. They are accessed or read infrequently
and contain inactive past or historical data.
11. Archive Files: An archive file is a file of data in long-term storage usually for legal reasons.
Archive files contain all information about the past dealings of the business and would normally
be stored on a different site in case of fire etc.

10.4 File Organization
In general speaking, a file consists of a collection of records and file management is the way in
which the records are organized inside the file. File organization heavily affects system
performances as far as record finding and access is concerned. File organization deals with the
structure of data in secondary storage devices. Organization refers to the logical arrangement of
the records in the file that helps in determining the physical ordering of the records in storage
and the access method i.e. set of operations necessary to find a particular record. Access method
is the way a record is accessed or read from a file. The main objectives behind organizing a file
are ease of file creation, maintenance and to provide an effective way of storing and retrieval of
information. File organization represents the arrangement of records within a file whereas data
organization represents the arrangement of data within a record. The criteria usually considered
important are:
• Easy record adding/update/removal, without disrupting fast access to single record or collection
of related records
• Storage efficiency
• Redundancy as a warranty against data corruption

Needless to say, these requirements are in contrast with each other for all but it is the designer
job to find a good compromise among them, yielding adequate solution to the problem. There are
four commonly used file organization techniques that help in computer data processing for
business applications which are as follows:
1. Serial Files
2. Sequential Files
3. Indexed Sequential Files
4. Direct or Relative Files
Choosing a file organization is a design decision, hence it must be done having in mind the
achievement of good performance with respect to the most likely usage of the file. The selection
of a particular file organization depends upon the factors like, the type of application, the method
of processing for updating files, size of files etc. The best organization to use in a given
application is the one that meets the application’s data access and processing requirements in the
most effective and economical manner. Hence, an application designer must evaluate the
strengths and weaknesses of each file organization, before making a choice of the type of
organization to be used for the application. Data in files is organized in the following common
ways according to user's needs:

10.5 Serial Files
Serial
Records on a serial file are not in any particular order sequence so the serial file is equivalent to
an unordered sequence. The data are collected in the file in the order in which they arrive. Each
record is written after the last record in the current file. This type of organization would not be
used for a master file as there would be no way to find a particular record except by reading
through the whole file, starting at the beginning until the right record was located. The order of
records in the serial file is according to the time when the data was generated. Serial files are
used as temporary files to store transaction data. Memory dumps, archival files, records of events
are the examples of this type of file organization.
Location of a record in a file can be done by sequentially searching the records till the desired
value of the key attribute is reached. New records are always at the end of the file. Changes and
deletions of records in a serial file stored on random access media can be done by locating the
record and changing its contents and flagging the record to indicate that the record has been
invalidated. The file may be reorganized periodically to remove the holes created by deleting of
records. However, updating of the serial file on sequential access media can be done only by
creating a new file.

10.6 Sequential and Indexed Sequential Files
Sequential
As with serial organization, records are stored one after another, but in a sequential file the
records are sorted into key sequence i.e. according to some identifying characteristic called a key
and the records are accessible only in the order stored, (in key order). This means that records are
stored in ascending or descending order or chronological order of a key field in a sequential file
organization. For example, the records of the employee file may be organized sequentially by
employee code sequence. Files that are stored on storage media (magnetic tape, cartridge tape

etc.) are always either serial or sequential, as it is impossible to write records onto a tape in
anyway except one after the other. From the computer's point of view, there is essentially no
difference between a serial and sequential file. In both cases, in order to find a particular record,
each record must be read, starting from the beginning of the file, until the required record is
located. This kind of file organization works well for tasks which need to access nearly every
record in a file, e.g. payroll. Hence, sequential files are not suitable for applications that process
only one or a few records at a time however, when the whole file has to be processed, sequential
file is fast and efficient.
The updating and processing of records of a sequential file stored on a sequential access media is
carried out in a batch mode. The updating involves the reading of records from both transaction
and the master file and matching the two for the key attribute. The additions, deletions, and
changes are then carried out in the records of the master file and the updated records are written
on the new updated master file.
It is one of the simple methods of file organization. Here each file/records are stored one after the
other in a sequential manner. This can be achieved in two ways:
 Records are stored one after the other as they are inserted into the tables. This method is
called pile file method. When a new record is inserted, it is placed at the end of the file. In
the case of any modification or deletion of record, the record will be searched in the memory
blocks. Once it is found, it will be marked for deleting and new block of record is entered.

Inserting a new record:

In the diagram above, R1, R2, R3 etc are the records. They contain all the attribute of a row. i.e.;
when we say student record, it will have his id, name, address, course, DOB etc. Similarly R1,
R2, R3 etc can be considered as one full set of attributes.



In the second method, records are sorted (either ascending or descending) each time they are
inserted into the system. This method is called sorted file method. Sorting of records may be
based on the primary key or on any other columns. Whenever a new record is inserted, it will
be inserted at the end of the file and then it will sort – ascending or descending based on key
value and placed at the correct position. In the case of update, it will update the record and
then sort the file to place the updated record in the right place. Same is the case with delete.

Inserting a new record:

Advantages of Sequential Files:
1. Simple to understand and use.
2. Easy to organize and maintain.
3. Most economic and efficient to use in applications in which the activity ratio is high.
4. Relatively inexpensive I/O media and devices for storage and data processing.
5. The design is very simple compared other file organization. There is no much effort
involved to store the data.
6. When there are large volumes of data, this method is very fast and efficient. This method
is helpful when most of the records have to be accessed like calculating the grade of a
student, generating the salary slips etc where we use all the records for our calculations
7. This method is good in case of report generation or statistical calculations.
8. These files can be stored in magnetic tapes which are comparatively cheap.

Disadvantages of Sequential Files:
1. Very uneconomic and inefficient to use for applications in which the activity ratio is low.
2. Entire sequential file requires to be read as to retrieve and update few records.

3. Prior sorting of records in both master and transaction files is must in sequential processing.
4. Same data is stored in many files in case of sequential processing which leads to increased
data redundancy.
5. Sorted file method always involves the effort for sorting the record. Each time any
insert/update/ delete transaction is performed, file is sorted. Hence identifying the record,
inserting/ updating/ deleting the record, and then sorting them always takes some time and
may make system slow.

Indexed sequential
Indexed Sequential files are organized like a large dictionary, i.e., records are stored in order by
key and an index is kept which also permits a type of direct access. In sequential files search for
a given record on average requires access to half the records in the file which is an inefficient
and time consuming operation in case of large files. An index file can be used to effectively
overcome this problem, and to speed up the key search as well. A sequential file (records sorted
on primary keys) that is indexed and stored on a direct access device such as magnetic disk from
where data can be accessed either in random or sequential fashion is called an indexed sequential
file. In fact, this type of file organization includes two files for every data file. The data file
containing the records stored in the file and an index file containing the key and disk address of
each record stored in the data file. The records may be stored randomly but the index table is in
the sorted sequence on the key value. With this type of arrangement file can be processed
randomly as well as sequentially. The index provides for random access to records, while the
sequential nature of the file provides easy access to the subsequent records as well as sequential
processing. This technique is referred to as Indexed Sequential Access Method (ISAM).
This is an advanced sequential file organization method. Here records are stored in order of
primary key in the file. Using the primary key, the records are sorted. For each primary key, an
index value is generated and mapped with the record. This index is nothing but the address of
record in the file.

In this method, if any record has to be retrieved, based on its index value, the data block address
is fetched and the record is retrieved from memory.
Advantages of Indexed Sequential Files:
1. Most economic and efficient use for sequential processing where the activity ratio is high.
2. Efficient use for direct access processing where the activity ratio is low.
3. Since each record has its data block address, searching for a record in larger database is easy
and quick. There is no extra effort to search records. But proper primary key has to be
selected to make ISAM efficient.
4. This method gives flexibility of using any column as key field and index will be generated
based on that. In addition to the primary key and its index, we can have index generated for
other fields too. Hence searching becomes more efficient, if there is search based on columns
other than primary key.
5. It supports range retrieval, partial retrieval of records. Since the index is based on the key
value, we can retrieve the data for the given range of values. In the same way, when a partial
key value is provided, say student names starting with ‘JA’ can also be searched easily.
Disadvantages of Indexed Sequential Files:
1. Requires relatively expensive hardware and software resources as to be stored on a direct
access device such as magnetic disk.
2. Requires extra space as compared to other types of files because of the need for index file.
3. An extra cost to maintain index has to be afforded. i.e.; we need to have extra space in the
disk to store this index value. When there is multiple key-index combinations, the disk space
will also increase.
As the new records are inserted, these files have to be restructured to maintain the sequence.
Similarly, when the record is deleted, the space used by it needs to be released. Else, the
performance of the database will slow down.

10.7 Direct or Relative Files
Direct Access or Relative files
An alternative access method is direct access, which is based upon the concept that data can be
retrieved directly in any order. This is a more sophisticated file organization but essential for
certain types of applications, e.g. airline reservation system, teller facility in banking applications
etc. Because only a single transaction has to be processed in a single time, the activity ratio is
very low in these types of applications so the use of serial/sequential file organization is much
inefficient and uneconomical. Therefore a direct/random or relative file organization is
recommended for this type of transaction where desired record pertaining to the current
transaction at hand can be directly located by its key field value, without having to search
through a sequence of other records.
For direct access, the file is viewed as a numbered sequence of blocks or records. A direct access
file allows arbitrary blocks to be read or written. Thus we may read block 14, then read block 53,
and then write block 7. There are no restrictions on the order of reading or writing for direct
access files and need to be stored on a direct access storage device (DASD) such as
magnetic/optical disk to enable direct access of records. If a record has to be accessed from a
number of records stored in the file in which the records are organized physically in a manner to

directly access, a record is stored by its key field value. The direct file organization uses an
address generating function to convert the record key value into a storage address on the disk on
which the file is stored.
Each record in the file is stored at the location to which the address generating function maps the
record’s key field value. The procedure used for mapping the key field value to the locations is
called hashing algorithm. To search a record, given its key value, the computer applies this
hashing algorithm on the given key to generate its corresponding address.
Direct access files are of great use for immediate access to large amounts of information. They
are often used in accessing large data bases. When a query concerning a particular subject
arrives, the user computes which block contains the answer and then read that block directly to
provide the desired information.
Not all operating systems support both sequential and direct access for files. Some systems allow
only that a file is defined as sequential or direct when it is created; such a file can only be
accessed in a manner consistent with its declaration.
Advantages of Direct Access or Relative files:
1. Records can be quickly located and retrieved directly, given the key value, in this type of
file organization.
2. No ascending or descending order of records in a file is required for transaction
processing.
3. Accumulation of transactions into batches is not required before processing them. They
may be processed as and when generated.
4. Supports also online applications that need to provide up-to-the minute information in
response to enquiries from users.
5. If required, it is also possible to process direct file records sequentially in a record key
sequence.
Disadvantages of Direct Access or Relative files:
1. Requires relatively expensive hardware and software resources as to be stored on a direct
access device such as magnetic disk.
2. It is more difficult to add or delete records in direct files as compared to sequential files.
3. Extra security measures are required for online direct files because these files are to be
accessed simultaneously from multiple online locations.
4. The direct file organization is considered to be more complex and costly design.
5. This method may accidentally delete the data. For example, In Student table, when hash
field is on the STD_NAME column and there are two same names – ‘Antony’, then same
address is generated. In such case, older record will be overwritten by newer. So there
will be data loss. Thus hash columns needs to be selected with utmost care. Also, correct
backup and recovery mechanism has to be established.
6. Since all the records are randomly stored, they are scattered in the memory. Hence
memory is not efficiently used.
7. If we are searching for range of data, then this method is not suitable. Because, each
record will be stored at random address. Hence range search will not give the correct
address range and searching will be inefficient. For example, searching the employees
with salary from 20K to 30K will be efficient.

8. Searching for records with exact name or value will be efficient. If the Student name
starting with ‘B’ will not be efficient as it does not give the exact name of the student.
9. If there is a search on some columns which is not a hash column, then the search will not
be efficient. This method is efficient only when the search is done on hash column.
Otherwise, it will not be able find the correct address of the data.
10. If there is multiple hash columns – say name and phone number of a person, to generate
the address, and if we are searching any record using phone or name alone will not give
correct results.
11. If these hash columns are frequently updated, then the data block address is also changed
accordingly. Each update will generate new address. This is also not acceptable.
Hardware and software required for the memory management are costlier in this case. Complex
programs needs to be written to make this method efficient.

Other Types of File Organization
In a database we have lots of data. Each data is grouped into related groups called tables. Each
table will have lots of related records. Any user will see these records in the form of tables in the
screen. But these records are stored as files in the memory. Usually one file will contain all the
records of a table.
As we saw above, in order to access the contents of the files – records in the physical memory, it
is not that easy. They are not stored as tables there and our SQL queries will not work. We need
some accessing methods. To access these files, we need to store them in certain order so that it
will be easy to fetch the records. It is same as indexes in the books, or catalogues in the library,
which helps us to find required topics or books respectively.
Storing the files in certain order is called file organization. The main objective of file
organization is
Optimal selection of records i.e.; records should be accessed as fast as possible.
Any insert, update or delete transaction on records should be easy, quick and should not harm
other records.
No duplicate records should be induced as a result of insert, update or delete
Records should be stored efficiently so that cost of storage is minimal.
There are various methods of file organizations. These methods may be efficient for certain types
of access/selection meanwhile it will turn inefficient for other selections. Hence it is up to the
programmer to decide the best suited file organization method depending on his requirement.
Some of the file organizations are
Heap File Organization
B+ Tree File Organization
Cluster File Organization
Heap File Organization
This is the simplest form of file organization. Here records are inserted at the end of the file as
and when they are inserted. There is no sorting or ordering of the records. Once the data block is
full, the next record is stored in the new block. This new block need not be the very next block.
This method can select any block in the memory to store the new records. It is similar to pile file
in the sequential method, but here data blocks are not selected sequentially. They can be any data
blocks in the memory. It is the responsibility of the DBMS to store the records and manage them.
An unordered file, sometimes called a heap file, is the simplest type of file organization.

Records are placed in file in the same order as they are inserted. A new record is inserted in the
last page of the file; if there is insufficient space in the last page, a new page is added to the file.
This makes insertion very efficient. However, as a heap file has no particular ordering with
respect to field values, a linear search must be performed to access a record. A linear search
involves reading pages from the file until the required is found. This makes retrievals from heap
files that have more than a few pages relatively slow, unless the retrieval involves a large
proportion of the records in the file.
To delete a record, the required page first has to be retrieved, the record marked as deleted, and
the page written back to disk. The space with deleted records is not reused. Consequently,
performance progressively deteriorates as deletion occurs. This means that heap files have to be
periodically reorganized by the Database Administrator (DBA) to reclaim the unused space of
deleted records.
Heap files are one of the best organizations for bulk loading data into a table, as records are
inserted at the end of the sequence; there is no overhead of calculating what page the record
should go on.

If a new record is inserted, then in the above case it will be inserted into data block 1.

When a record has to be retrieved from the database, in this method, we need to traverse from the
beginning of the file till we get the requested record. Hence fetching the records in very huge
tables, it is time consuming. This is because there is no sorting or ordering of the records. We
need to check all the data.
Similarly if we want to delete or update a record, first we need to search for the record. Again,
searching a record is similar to retrieving it- start from the beginning of the file till the record is
fetched. If it is a small file, it can be fetched quickly. But larger the file, greater amount of time
needs to be spent in fetching.
In addition, while deleting a record, the record will be deleted from the data block. But it will not
be freed and it cannot be re-used. Hence as the number of record increases, the memory size also
increases and hence the efficiency. For the database to perform better, DBA has to free this
unused memory periodically.
Advantages of Heap File Organization
1. Very good method of file organization for bulk insertion. i.e.; when there is a huge number of
data needs to load into the database at a time, then this method of file organization is best
suited.
2. They are simply inserted one after the other in the memory blocks.
3. It is suited for very small files as the fetching of records is faster in them. As the file size
grows, linear search for the record becomes time consuming.
Disadvantages of Heap File Organization
1. This method is inefficient for larger databases as it takes time to search/modify the record.
2. Proper memory management is required to boost the performance. Otherwise there would be
lots of unused memory blocks lying and memory size will simply be growing.

3. Records need not be sorted after any of the transaction. Hence the effort of sorting is reduced
in this method.
4. Since block address is known by hash function, accessing any record is very faster. Similarly
updating or deleting a record is also very quick.
5. This method can handle multiple transactions as each record is independent of other. i.e.;
since there is no dependency on storage location for each record, multiple records can be
accessed at the same time.
6. It is suitable for online transaction systems like online banking, ticket booking system etc.
7. Heap files are inappropriate when only selected tuples of a relation are to be accessed.

B+ Tree File Organization
B+ Tree is an advanced method of Indexed Sequential Access Method (ISAM) file organization.
It uses the same concept of key-index, but in a tree like structure. B+ tree is similar to binary
search tree, but it can have more than two leaf nodes. It stores all the records only at the leaf
node. Intermediary nodes will have pointers to the leaf nodes. They do not contain any
data/records.
Consider a student table below. The key value here is STUDENT_ID. And each record contains
the details of each student along with its key value and the index/pointer to the next value. In a
B+ tree it can be represented as below.

Please note that the leaf node 100 means, it has name and address of student with ID 100, as we
saw in R1, R2, R3 etc above.
From the above B+ tree structure, it is evident that
 There is one main node called root of the tree – 105 is the root here.
 There is an intermediary layer with nodes. They do not have actual records stored. They
are all pointers to the leaf node. Only the leaf node contains the data in sorted order.
 The nodes to the left of the root nodes have prior values of root and nodes to the right
have next values of the root. i.e.; 102 and 108 respectively.
 There is one final node, called leaf node, which has only values. i.e.; 100, 101, 103, 104,
106 and 107
 All the leaf nodes are balanced – all the leaf nodes at same distance from the root node.
Hence searching any record is easier.
 Searching any record is linear in this case. Any record can be traversed through single
path and accessed easily.
 Since the intermediary nodes have only pointers to the leaf node, the tree structure is of
shorter height. Shorter the height, faster is the traversal and hence the retrieval of records.

Advantages of B+ Trees
1.
2.
3.
4.
5.

Since all records are stored only in the leaf node and are sorted sequential linked list,
searching is becomes very easy.
Using B+, we can retrieve range retrieval or partial retrieval. Traversing through the tree
structure makes this easier and quicker.
As the number of record increases/decreases, B+ tree structure grows/shrinks. There is no
restriction on B+ tree size, like we have in ISAM.
Since it is a balance tree structure, any insert/ delete/ update does not affect the
performance.
Since we have all the data stored in the leaf nodes and more branching of internal nodes
makes height of the tree shorter. This reduces disk I/O. Hence it works well in secondary
storage devices.

Disadvantages of B+ Trees
This method is less efficient for static tables.
This method is best suited when there is frequent request for joining the tables with same
joining condition.
3. When there is a 1:M mapping between the tables, it results efficiently
1.
2.

Disadvantages of Clustered File Organization
This method is not suitable for very large databases since the performance of this method
on them is low.
2. We cannot use this clusters, if there is any change is joining condition. If the joining
condition changes, the traversing the file takes lot of time.
3. This method is not suitable for less frequently joined tables or tables with 1:1 conditions.
1.

Difference between Sequential, heap/Direct, Hash, ISAM, B+ Tree, Cluster file organization in
database management system (DBMS) as shown below:
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11.1 Introduction
An Operating System is system software which may be viewed as an organized collection of
software consisting of procedures for operating a computer and providing an environment for
execution of programs. It acts as an interface between user and the hardware of a computer
system.
The operating system (OS) is the first thing loaded onto the computer. The most important
program that runs on a computer and without the operating system, a computer is useless. Every
general-purpose computer must have an operating system to run other programs. Operating
systems perform basic tasks, such as recognizing input from the keyboard, sending output to the
display screen, keeping track of files and directories on the disk, and controlling peripheral
devices such as disk drives and printers. Any desktop or laptop PC that you buy normally comes
pre-loaded with Windows OS. Macintosh computers come pre-loaded with OS X. Many
corporate servers use the Linux or UNIX operating systems.
Understanding the operations and functions of operating system used in computers for a user is
quite important as per the following reasons:
• User interacts with the computer through operating system in order to accomplish his task since
it is his primary interface with a computer.
• It helps users to understand the inner functions of a computer very closely.
• Many concepts and techniques found in operating system have general applicability in other
applications.
The purpose of an operating system is to organize and control hardware and software so that the
device it lives in behaves in a flexible but predictable way. In this lesson, we will learn what a
piece of software must do to be called an operating system, and to know how the operating
system in our desktop computer works and how many types of operating systems are around.

11.2 Concept and Definitions of Operating System
Operating System is that system software which when fed into the memory of computer enables
the user to read or write on the computer. It acts as an interface between hardware and the user.
All the hardware functioning are performed under the supervision of this operating system. It is

always desired by the user that the operating system should be small in size and easily
maintainable so that operations can be performed in an efficient manner with more reliability.
For large systems, the operating system has even greater responsibilities and powers. It makes
sure that different programs and users running at the same time do not interfere with each other.
The operating system is also responsible for security, ensuring that unauthorized users do not
access the system.
Following are the main characteristics of an operating system:
• Sharing of resources
• Concurrency
• Long-term Storage
• Non-determinacy
We can define Operating System in the following manner:
Operating System may be defined as system software which controls all the resources of
computer and provides a base upon which application programs can be developed and
handled.
An Operating System may also be defined as a set of programs/procedures (manual and/or
automatic) that enables user or a user group to share a computer installation efficiently.
An Operating System may also be viewed as an organized collection of system programs
consisting of control routines for operating a computer and for providing an environment
for execution of programs.
An Operating System (OS) is a system program different from word processing programs,
spreadsheets and all the other software programs. OS is the master control program. The
Operating System is involved in performing the following activities:
•
•
•
•

OS provides the instructions to display the on screen elements with which the user
interact. Collectively, these elements are known as the user interface.
OS loads programs such as word processing and spreadsheet programs into the
computer’s memory to be used by the users.
OS coordinates how programs work with the central processing unit, keyboard, mouse,
printer, and other hardware as well as with other software.
OS manages the way information is stored on and retrieved from disks.

The Operating System mainly consists of the Control Programs and the Processing Programs.
• Control programs include Supervisory programs, Job Control programs and Input/Output
Management programs. These programs help in supervising the system operations and perform
tasks such as Input/output, scheduling, handling interrupts, and communication with computer
users or programmer.

• Processing programs include language translator programs, link editors, library programs and
a set of utility programs which are executed under the supervision of control programs. These
programs are used by the programmers to simplify program operations for the computer system.
Operating systems have also two basic unrelated dimensions:
• Operating System as an Extended Machine
• Operating System as a Resource Manager

Operating System as an Extended Machine
The Operating System isolates the hardware from the user. The user communicates only with the
OS and it links the various languages and the systems and applications programs available. The
OS performs all requests for services and totally eliminates the need for the user to deal with the
hardware or related problems. Thus the operating system allows the user to concentrate on his
application and prevents him for having to spend a lot of time determining how things are to be
specifically accomplished by the hardware.

Operating System as a Resource Manager
An operating system’s major function is to manage the resources of the computer system. It
allocates the resources on the basis of the user need and system capability.
As a Resource Manager, the operating system must perform the following functions for each
resource viz. processor, memory, I/O devices and file systems:
• Keep track of status of each resource
• Decide which job should get the resource and for how much time based on certain policy
• Allocate the resource to the job decided
• After the resource is used by the job for the allocated time, deallocate the resource.

11.3 Booting or Bootstrapping of Operating System
The process of loading the operating system into memory is known as booting. When a computer
is turned on the operating system must be brought into the memory of computer from the harddisk storage. The process is normally started by a small program called bootstrap loader. This
program resides in a ROM as a firmware. The bootstrap loader is a small program that has a
single function: It loads the operating system into memory and allows it to begin operation.
When the power is turned on of a computer, the first program that runs is usually a set of
instructions kept in the computer's read-only memory. This code examines the system hardware
to make sure everything is functioning properly. This power-on self test (POST) checks the
central processing unit, memory, and basic input-output systems (BIOS) for errors and stores the
result in a special memory location. Once the power-on self test (POST) has successfully
completed, the software loaded in read only memory (sometimes called the BIOS or firmware)
will begin to activate the computer's disk drives. In most modern computers, when the computer
activates the hard disk drive, it finds the first piece of the operating system: the bootstrap loader.
Bootstrap Loader is a very simple program sufficient only to direct the CPU to look for specific
file on the disk memory, and executes the instructions stored in the file. The file contains
machine codes to direct the CPU to continue loading the rest of the operating system into the
memory. When the operating system is fully loaded into the memory, the computer is ready to
accept user’s commands.

In the most basic form, the bootstrap loader sets up the small driver programs that interface with
and control the various hardware subsystems of the computer. It sets up the divisions of memory
that hold the operating system, user information and applications. It establishes the data
structures that will hold the myriad signals, flags and semaphores that are used to communicate
within and between the subsystems and applications of the computer. Then it turns control of the
computer over to the operating system.

11.4 Types of Operating System
Within the broad family of operating systems, there are generally five types, categorized based
on the types of computers they control and the sort of applications they support. The broad
categories are:
1. Batch Operating Systems
2. Multiprogramming Operating Systems
3. Real-time operating system
4. Network Operating Systems
5. Distributed Operating Systems
Batch Operating Systems
This type of OS requires grouping of similar jobs consisting of programs, data, and appropriate
system commands in the form of a batch to be dealt on the computer system. The suitability of
this type of processing is in the programs with large computation time with no need of user
interaction or involvement. Users are not required to wait while the job is being processed. The
users can submit their programs to operators and return later to collect them. Some of the
examples of such programs which accept the batch processing environment are payroll,
forecasting, statistical analysis and large scientific number-crunching programs.
There are some difficulties with a batch operating system from the point of view of programmer
or user. Firstly, batch operating systems provide a non interactive environment i.e. allow little or
no interaction between user and executing programs. Secondly, due to turnaround delays and
offline debugging, batch processing is not very convenient for program development. Therefore,
only the programs that do not require interaction and programs with long execution times may be
served well by a batch operating system.
Multiprogramming Operating System
These OS are fairly sophisticated as compared to batch operating system. It allows two or more
users to run programs at the same time. Some operating systems permit hundreds or even
thousands of concurrent users. In addition to supporting multiple concurrent processes (i.e.
several processes in execution states simultaneously), multiprogramming operating system
allows the instruction and data from two or more separate processes to reside in primary memory
simultaneously. Multiprogramming has a significant potential for improving system throughput
and resource utilization with very minor differences. Different forms of Multiprogramming
operating system are:
•
•

Multi-tasking operating system: Allows more than one program to run concurrently.
Multi-process operating system: Supports running a program on more than one CPU.

•
•

Multi-threading operating system: Allows different parts of a single program to run
concurrently.
Multi-user operating system: Permits hundreds or even thousands of concurrent users to
run programs.

Multi-tasking operating system: A running state of a program is called a process or a task. The
ability to execute more than one task at the same time, a task being a program is known as multitasking processing. A multitasking operating system has the capability to execute more than one
task concurrently on a computer system having a single CPU. In these operating systems, CPU
switches from one task to another so quickly that it gives the illusion to the user of executing all
the programs (or tasks) at the same time.
This is the type of operating system most people use on their desktop and laptop computers
today. Microsoft's Windows and Apple's Mac OS platforms are both examples of operating
systems that will let a user have several programs in operation at the same time. For example, it's
entirely possible for a Windows user to be writing a note in a word processor while downloading
a file from the Internet while printing the text of an e-mail message.
There are two basic types of multitasking: preemptive and cooperative. In preemptive
multitasking, the operating system parcels out CPU time slices to each program. In cooperative
multitasking, each program can control the CPU for as long as it needs it. If a program is not
using the CPU, however, it can allow another program to use it temporarily. OS/2, Windows 95,
Windows NT, the Amiga operating system and UNIX use preemptive multitasking, whereas
Microsoft Windows 3.x and the MultiFinder (for Macintosh computers) use cooperative
multitasking. The terms multitasking and multiprocessing are often used interchangeably,
although multiprocessing implies that more than one CPU is involved.
Multi-processing operating system: These OS have the ability to support more than one
process at the same time i.e. allowing more than one programs to run concurrently on the
multiple CPUs in a single computer system. Multiprocessing systems are much more
complicated than single-process systems because the operating system must allocate resources to
competing processes in a reasonable manner. This type of operating system differs from multiuser operating system in the way that these refer to utilization of multiple CPUs. This is also
called parallel processing. The examples of this type of operating system are OS/2 for high-end
PCs, UNIX, MVS etc.
Multi-threading operating system: This type of OS permits different portions of a single
program to run concurrently and thus it is having the ability of an operating system to execute
different parts of a program (also called threads) simultaneously. It requires the programmer to
design the program so carefully that all the threads can run at the same time without interfering
with each other.
Multi-user operating system: A multi-user operating system allows many different users to
take advantage of the computer's resources simultaneously. The operating system must make
sure that the requirements of the various users are balanced, and that each of the programs they
are using has sufficient and separate resources so that a problem with one user doesn't affect the
entire community of users. Unix, VMS and mainframe operating systems, such as MVS, are
examples of multi-user operating systems.

These OS refer to computer systems that support two or more simultaneous users and allow
simultaneous access to a computer system through two or more terminals. Although frequently
associated with multiprogramming, multi-user operating system does not imply multiprogramming or multi-tasking. A dedicated transaction processing system such as railway
reservation system that supports hundreds of terminals under control of a single program is an
example of multi-user operating system. All mainframes and minicomputers are multi-user
systems, but most personal computers and workstations are not. Another term for multi-user is
time sharing.
The words multiprogramming, multiprocessing and multitasking are often confused. There are,
of course, some distinctions between these similar, but distinct terms. The term
multiprogramming refers to the situation in which a single CPU divides its time between more
than one jobs. The term multitasking is described as any system that runs or appears to run more
than one application program at one time. Whereas in multiprocessing, multiple CPUs perform
more than one job at one time. Time-sharing is a special case of multiprogramming, where a
single CPU serves a number of users at interactive terminals.
Time-sharing operating system: These operating systems allow two or more users to run their
respective programs at the same time by making these programs resident in the memory of
computer. The concept of allowing more than one programs in the memory of computer is called
multiprogramming. Therefore this OS is a form of multiprogramming operating system which
operates in an interactive mode with a quick response time. All time-sharing systems need to be
multi-programmed but not necessarily all the multi-programmed systems to be time shared.
In this type of OS, the user types a request to the computer through a keyboard. The computer
processes it and a response is displayed on the user’s terminal. A time sharing system allows the
many users to simultaneously share the computer resources. Since each action or command in a
time-shared system take a very fraction of time, only a little CPU time is needed for each user.
As the CPU switches rapidly from one user to another user, each user is given impression that he
has his own computer, while it is actually one computer shared among many users.
Time-slice scheduling of CPU approach is used for time sharing processing in which programs
are executed with rotating priority that increases during waiting and drops after the service is
granted. In order to prevent a program from monopolizing the processor, a program executing
longer than the system defined time-slice is interrupted by the operating system and placed at the
end of the queue of waiting program. The examples of this type of operating system are VMS
(on DEC Mainframes), UNIX, XENIX, MVS etc.
Real-time operating system (RTOS)
Real-time operating systems are used to control machinery, scientific instruments and industrial
systems. This OS has very little user-interface capability, and no end-user utilities, since the
system will be a "sealed box" when delivered for use. A very important part of this type of OS is
managing the resources of the computer so that a particular operation executes in precisely the
same amount of time every time it occurs. In a complex machine, having a part move more
quickly just because system resources are available may be just as catastrophic as having it not
move at all because the system is busy.
These OS are used in environments where a large number of events mostly external to computer
systems, must be accepted and processed in a short time or within certain deadlines. The primary
objective of real-time operating systems is to provide quick response time and thus meet the

scheduling deadlines. User convenience and resource utilization are of secondary concern to
real-time system. Real time can also refer to events simulated by a computer at the same speed
that they would occur in real life. In graphics animation, for example, a real-time program would
display objects moving across the screen at the same speed that they would actually move. The
major positive features of this type of operating system are fast response time, feedback
mechanism and reliability.
Real-time operating systems respond to input immediately. They are used for such tasks as
navigation, in which the computer must react to a steady flow of new information without
interruption. Most general-purpose operating systems are not real-time because they can take a
few seconds, or even minutes, to react. Examples of such applications are flight control,
Industrial Control, Telephone Switching Equipments, Real-time Simulations etc. Real time
systems are also frequently used in military application. In case of real-time systems, memory
management and file management are of least importance as compared to processor and I/O
management therefore real-time operating systems are different from traditional operating
systems like MS-DOS and UNIX or XENIX. Some of the examples of real-time operating
systems are:
Operating System for IBM System/3: Communication Control Program (CCP),Operating
System: Duplex Multiple Environment Real-time (DMERT) etc.
Network Operating System
It is a collection of system software and associated protocols that allow a set of autonomous
computers which are interconnected by a computer network to be used together in a convenient
and cost-effective manner. In this OS, the users are aware of existence of multiple computers and
can log into remote machines and copy files from one machine to another machine. Users are
typically aware of where each of their files are kept and must move file from one system to
another with explicit transfer commands instead of having file placement managed by the
operating system. The system has little or no fault tolerance; only that personal computer will be
out of business which crashes.
A network operating system offers the following capabilities:
• Allowing users to access the various resources of the network hosts
• Controlling access so that only users in the proper authorization are allowed to access particular
resources
• Making the use of remote resources appear to be identical to the use of resources
• Providing up-to-the minute network documentation on-line.
Distributed Operating System
In this type of OS users view the system as a virtual uniprocessor but not as a collection of
distinct machines. In a true distributed system, users are not aware of where their programs are
being run or where their files are residing; they should be handled automatically and efficiently
by the operating system. Thus the OS looks to its users as an ordinary centralized operating
system but runs on multiple independent CPUs. The main focus here is transparency. In other
words, component and resource distribution should be hidden from users and application
programs unless they explicitly demand otherwise. These operating systems usually provide the
means for system-wide sharing of resources, such as computational capacity, files and I/O
devices.

The main advantage of distributed operating systems is that there is a little fault tolerance and are
considered to be more reliable than uni-processor based systems. They perform even if certain
part of the hardware is malfunctioning. On the other side, the disadvantage is that unless one is
careful, it is easy for the communication protocol overhead to become a major source of
inefficiency. With the different types of operating systems in mind, it is time to look at the basic
functions provided by an operating system.

11.5 Functions of Operating System
An operating system concerns itself with every single and minute detail of computer working. It
manages everything that runs on computer straight from running application software, entering
data, displaying information on monitor, printing a report to store data on external storage device
(disk). It does many jobs on a user’s behalf without showing him each and every step of
processing. For example, if someone gives a command to open a document file in a word
processor, the document is immediately displayed on the screen. But, how this file is opened
from the disk (storage device) and how information is displayed on the monitor (output device).
All these types of functions are performed by the operating system. In order to enable computer
to effectively and efficiently utilize its resources to monitor the system performance and to
provide services to the users, an operating system is needed. So, an operating system performs
basically three types of functions.
(a) Essential Functions: The essential functions of an operating system are concerned with
effective utilization of computer resources. Storage management and processes management are
two important essential functions of an operating system. Storage management is concerned with
allocation and reclamation of storage when a program is initiated and terminated. Processor
management is concerned with scheduling of programs in a time sharing system.
(b) Monitoring Functions: These functions are concerned with collection of resource utilization
and system performance information. CPU and IO devices form the resources whose utilizations
are collected and monitored by device management functions of operating system.
(c) Service Functions: These functions of operating system enhance facilities provided to the
users. They include mainly automatic procedures for recovery due to hardware errors, file editing
facilities and file organization and access methods.
These functions of operating system, in the most general sense, can be classified into six
categories:
• Processor management
• Memory and Storage management
• File management
• Device Management
• Security
• Command Interpretation

While there are some who argue that an operating system should do more than these six tasks,
and some operating-system vendors do build many more utility programs and auxiliary functions
into their operating systems, these six tasks define the core of nearly all operating systems. Let's
look at the tools the operating system uses to perform each of these functions.
Processor Management: The process management module of an operating system takes care of
the creation and deletion of processes, scheduling of various resources to the different processes
requesting them, and providing mechanisms for synchronization and communication among
processes. The heart of managing the processor comes down to two related issues:
•
•

Ensuring that each process and application receives enough of the processor's time to
function properly.
Using as many processor cycles for real work as is possible.

It is processes, rather than applications, that the operating system controls and schedules for
execution by the CPU. In a single-tasking system, the schedule is straightforward. The operating
system allows the application to begin running, suspending the execution only long enough to
deal with interrupts and user input.
Memory and Storage Management: The memory management module of an operating system
takes care of the allocation and deallocation of memory space to the various programs in need of
this resource. When an operating system manages the computer's memory, there are two broad
tasks to be accomplished:
• Each process must have enough memory in which to execute, and it can neither run into the
memory space of another process nor be run into by another process.
• The different types of memory in the system must be used properly so that each process can run
most effectively.
Disk storage is only one of the memory types that must be managed by the operating system, and
is the slowest. Ranked in order of speed, the types of memory in a computer system are:
High-speed cache - This is fast, relatively small amounts of memory that are available to the
CPU through the fastest connections.
Main memory - This is the RAM that you see measured in megabytes when you buy a computer.
Secondary memory - This is most often some sort of rotating magnetic storage that keeps
applications and data available to be used, and serves as virtual RAM under the control of the
operating system.
The operating system must balance the needs of the various processes with the availability of the
different types of memory, moving data in blocks between available memories as the schedule of
processes dictates.
File Management: The file management module of an operating system takes care of file related
activities such as organization, storing, retrieval, naming, sharing, and protection of files. The
important concepts used for file management are as follows:

File Access Methods: To use the information stored in a file, it must be accessed and read into
computer memory. The two commonly supported file access methods at operating system level
are sequential and random access.
File Operations: An operating system provides a set of operations to deal with files and their
contents. File operations like creating, renaming, copying, deleting, opening, closing, reading,
writing, seeking the files or setting the attributes of the files are some of the operations provided
by operating system.
File Naming: When a file is created, it is given a name, which can be later used to access the
file. The rules for naming files vary from one operating system to another.
Device Management: Device Management refers to coordination and control of various I/O
devices and is an important function of the operating system. This involves receiving the request
for I/O interrupts and communicating back to the requesting process. The path between the
operating system and computer hardware goes through a special program called a driver. Much
of a driver's function is to be the translator between the electrical signals of the hardware
subsystems and the high-level programming languages of the operating system and application
programs. Drivers take data that the operating system has defined as a file and translate them into
streams of bits placed in specific locations on storage devices, or a series of laser pulses in a
printer.
One reason that drivers are separate from the operating system is so that new functions can be
added to the driver and thus to the hardware subsystems without requiring the operating system
itself to be modified, recompiled and redistributed. Through the development of new hardware
device drivers, development often performed or paid for by the manufacturer of the subsystems
rather than the publisher of the operating system, input/output capabilities of the overall system
can be greatly enhanced.
Security Management: The security module of an operating system protects the resources and
information of a computer system against destruction and unauthorized access. A total approach
to computer security involves both external and internal security.
External Security: It deals with securing the computer system against external factors such as
fires, floods, leaking out of stored information by a person who has access to the information and
so on. Internal Security: It mainly deals with User authentication (user identification must be
checked), Access Control (prohibit the user from accessing those information for which not
authorized to access) and cryptography (a method to ensure access control).
Command Interpretation: The command interpretation module of an operating system takes
care of interpreting user commands given to computer for getting some job done by it. The
commands supported by the command interpretation module are known as system calls. When a
user gives instructions by using these system calls, the command interpreter takes care of
interpreting these commands and directing the system resources to handle the requests. With this
mode of interaction with the system, the user is usually not too concerned with the hardware
details of the system. In this manner, it greatly contributes to the ‘ease of use’ objective of an
operating system.
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CHAPTER 12

INTRODUCTION
Objectives:
After completing this chapter, you will the able to:


List 3 important phases of UNIX



Understand why UNIX popular



History of UNIX

UNIX consists of a large number of ideas, too many for a single person to master in
a lifetime.

12.1.1 Why you must know UNIX Today
UNIX had to grow through 3 important phases in its life cycle. First reason, it was
considered a product for the Engineering and Scientific community. Later, it made
significant inroads into large Corporations and Government Organizations where its
robustness established it on the operating system of choice for database work (Example
Oracle, Sybase & Informix) The Internet is the third and most significant phase of the
UNIX cycle. Even though the people say that UNIX was died, most servers on the net are
UNIX machines. Internet Service Providers use UNIX machines.

12.1.2 History of UNIX
In 1965, Bell Telephone Laboratories joined an effort with the General Electric
Company and Project MAC of the Massachusetts Institute of Technology to develop a
new operating system called Multics. The goals of the Multics system were to provide
simultaneous computer access to a large community of users, to supply ample
computation power and data storage, and to allow users to share their data easily, if
desired. Many scientists later took part in the early development of the UNIX system. In
1969, Bell laboratories ended its participation in the project.

Later Ken Thompson, Dennies Ritchie, and others sketched a paper design of a file
system that it evolved into an early version of the UNIX file system. Although this early

version of the UNIX system held much promise, it could not realize its potential until it
was used in a real project. Ritchie has developed a new language called ‘C’, and in 1973,
the UNIX operating system was rewritten in C.
In January 1983, Bell Laboratories added several features to UNIX system III and
called a new product UNIX System V, and AT & T announced official support for
System V.

12.1.3

Popularity and Success of UNIX

Unlike DOS and Windows UNIX can be used by several users concurrently. The
UNIX is popular for the following reasons:


The system is written in a High Level Language, making it easy to read,
understand, change, and move to other machines.



It uses a hierarchical File System that allows easy maintenance and efficient
implement



It has a simple user interface that has the power to provide the service that
users want.



It provide a simple, consistent interface to peripheral devices.



It is a multi-user, multiprocessor System, each user can execute several
processes



simultaneously.



It hides the machine architecture from the user, making it easier to write
program that run on different Hardware implementations.



UNIX is a multitasking operating system, You can be performing two tasks



simultaneously.



UNIX has networking built in environment.

If you are migrating from the DOS/ Windows environment, then you have quite a bit
of mental preparation to do before you start feeling comfortable. That is, UNIX is not
very friendly.

Features of UNIX

1. Portability
Easier to modify the UNIX system code for installation on a new
computer rather than write from scratch a new operating system as 90% of
the software is written in high level language and 10% in assembly
language which is depended on the system
2. Hierarchical File System
UNIX follows a hierarchical file structure, which is quite similar to an
inverted tree, having the root directory at the top and under it are the files
and directories, which expand dynamically. This hierarchical structure of
the file system gives flexibility for the grouping and retrieving files.
3. On-line Help facility
It provides extensive on line help facility
E.g. man <command>
4. Library of application software
These are the set of the standard utility programs, which come along with
the system to enhance the functionality of the UNIX system.
5. Multitasking
 Performing multiple tasks simultaneously rather than sequentially


Each task is considered to be a process e.g.: While printing a document,
one can start editing another document

6. Multi-user
 Several users can use the same computer simultaneously i.e. more than
one keyboard and terminal can be connected to one computer
 Highly cost-effective
7. Integral utilities
UNIX comes with many utilities, which aid user by providing various
facilities like processing text, sorting data, searching etc. One need not
write new programs for accomplishing tasks to a great extent.
8. Development Tools
UNIX comes with several tools that help application developers for
developing various softwares. These tools include “C” Compiler, version

control systems, Library management, file processing and Syntax
analyzer, Debugger, Macro processor.
9. UNIX Communications and Electronic Mail
UNIX comes with great power for the communication and networking
facility. There are several in-built programs, which enable different users
to communicate with each other by sending and receiving messages to and
from different terminals. There is also provision for interactive
conversations. Use of LAN between the UNIX machines is very popular.
10. Modularity
Modularity feature of the UNIX operating system makes it an unique
operating system. UNIX operating system is composed of modules, which
can be added or removed by the user to fit their needs, without affecting
the working of the system. This is very helpful when there is constraint for
memory and hard disk space.
11. Consistent Peripheral Interface
UNIX treats all the peripherals like keyboard, monitor, printer etc. as files,
exactly as same as any other files. All the peripheral devices are treated as
special device files. As all the files treat the data as the stream of bytes,
which are unformatted, so are the device files, which also work the same
way as any other files.
12. Security
Being a multi-user system, there should be special consideration for the
security of the data. UNIX provides with different levels of security so
that the users need not worry about their data. The security has external
and internal levels. At External level it maintains security by maintaining
the list of the authorized users and their passwords, so that only authorized
users can log on to the system. On the internal front it maintains the
security by setting permissions for the access of the files and directories.
13. Incorporation of third party application programs
UNIX can incorporate almost any third party programs very easily.

Difference Between DOS & UNIX
DOS

UNIX/LINUX

1. Single user environment
2. User friendly.
3. Single user programming

Multi-user environment.
Complicated.
The Multitasking, time
sharing Multiprogramming.

4.The Booting procedure just require

The Booting procedure
require
number of files.

IO.SYS, MSDOS.SYS & COMMAD.COM
5. Does not require password as compulsory.
6. Commands are internal or External commands.
7. It can run over on PC
8. Lower case or upper case by which commands
can be entered
9. Networking is not available
10. Dos is not Portable
11. No library facility available
12. SHELL programming not available

Password is compulsory.
Most commands are External
only.
It can urn only on PC-AT 386
or on higher machine.
Unix is case sensitive all
commands should be entered
in proper case and syntax..
Built in networking
Unix is Portable O.S.
Library facility available
Rich SHELL programming
available

Exercise 12.1:
1. Give three important reasons of UNIX
2. When UNIX system III released
3. Name the Scientist who give the paper discover of or File system

12.2 ARCHITECTURE OF UNIX
Objectives:
After completing this section, you will be able to :


List Operating system functions



Draw UNIX system architecture

12.2.1 What Exactly is UNIX

UNIX is an operating system in the same way MS-DOS and OS/2 are Operating
System. An operating system performs many functions:



It actually runs a program: When you enter a program‘s filename at the
command line the operating system takes over by loading the program into
your computers memory and runs it.



It controls all input and output on the computer: When you delete a file,
the operating system goes ahead and eliminates a record of that file. When
you save a file, the operating system makes sure your file isn’t written on top
of an existing file.

12.2.2 System Architecture:
UNIX carries out various functions through 3 separate, but closely integrated parts:
the File System . the shell, and the kernel. The responsibilities are given below:


the kernel is responsible for all basic operating system functions.



the File System tracks files and where they are located. Every thing on UNIX,
whether it’s a file created in a text processor or a driver used to send
instructions to a pointer is contained in a file.



the shell or command-line interpreter, is the part of UNIX you will actually



be using most of the time.
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Figure 1 depicts the high-level architecture of the UNIX system.

The hardware at the center of the diagram (see Figure1) provides the operating
system with basic services.
The operating system interacts directly with the hardware, providing common
services to programs, viewing the system as a set of layers. The operating system is
commonly called the system kernel or just the kernel.
Programs such as shell and editors (ed and vi) shown in the outer layers interact with
the kernel, by invoking a defined set of system calls. The system calls instruct the kernel
to do various operations for the calling program and exchange data between the kernel
and the program.
Several programs shown the figure 1 are in standard system configurations and are
known as commands.
Others application programs can build on top of low-level programs. For example,
the standard C compiler cc is in the outermost layer of the kernel: it involves a C
preprocessor, assembler, and loader, all separate lower-level programs.
Many application subsystems and programs that provide a high-level view of the
system such as the shell, editors, and document preparation packages, have gradually
become synonymous with the name “UNIX System”.

Memory Management Policies

Unix is a multi-user, multitasking operating System where all the tasks are executed on a
host machine (i.e. Server). Thus requiring more capacity of primary memory and which
has a limitation from machine to machine. Due to its multitasking feature, considering the
fact that many users are working with large database then it is very essential to adopt
same sort of comprehensive management for dealing with memory. As you know many
task means many process has to be executed simultaneously and as the term process itself
means state of the program in memory for execution. Thus the concept of Memory
Management.

At least part of a process must be contained in the primary memory to run; otherwise it
cannot execute a process that exists entirely in secondary memory. However, primary
memory is a precious resource that frequently cannot contain all active processes in the
system. For instance, if a system contains 8 megabytes of primary memory, nine 1megabyte processes will not fit there simultaneously. The memory management
subsystem decides which processes should reside (at least partially) in main memory, and
manages the parts of the virtual address space of a process that are not core resident. It
monitors the amount of available primary memory and may periodically write processes
to a secondary memory device called the swap device to provide more space in primary
memory. At a later time, the kernel reads the data from the swap device back to main
memory.

Historically, UNIX systems transferred entire processes between primary memory and
the swap device, but did not transfer parts of a process independently, except for shared

text. Such a memory management policy is called swapping. It made sense to implement
such a policy on the PDP 11, where the maximum process size was 64 Kbytes. For this
policy, the size of a process is bounded by the amount of physical memory available on a
system. The BSD system (release 4.0) was the first major implementation of a demand
paging policy, transferring memory pages instead of processes to and from a secondary
device; recent release of UNIX System V also support demand paging. The entire process
does not have to reside in main memory to execute, and the kernel loads pages for a
process on demand when the process references the pages. The advantage of a demand
paging policy is that it permits greater flexibility in mapping the virtual address space of
a process into the physical memory of a machine, usually allowing the size of a process
to be greater than the amount of available physical memory and allowing more processes
to fit simultaneously in main memory. The advantage of a swapping policy is that it is
easier to implement and results in less system overhead.

Disk Swapping
1. In the multi-user operating system as more and more programs are loaded into the
memory. All of the computer’s memory gets filled with running program.
2. At this point, if a new program is to run, the scheduler must find a way to fit in
the memory.
3. In Disk Swapping when the memory is full and a new program needs to be
executed, the scheduler takes a program from memory and copies it to a disk, and
then places the new program in memory and allows it to run.
4. Later, the process copied to the disk is swapped with one of the processes in the
memory, that is, the process in memory is copied to the disk, and the process on
the disk is copied back into the memory.
Disk Swapping: for example, lets say there are three processes a, b, and c. Now a
request is made by a user to run program d. To fit program d in the memory the
backup of the process a in the memory is taken on the swap disk and then program d
is placed in the memory. After a few time slices, the scheduler will swap process a
back into memory, usually exchanging it with the process that has been in the
memory for longest time. This method of copying processes to and from disk and
memory continues as long as there is not enough room for all of the processes to fit in
memory.

SWAPPING
The simple model of scheduling works fine at first, but later if all of the
computer’s memory gets filled with running processes. At this point, if a
user wants to run a process, the scheduler must find a way to fit it in. This
brings up the concept of swapping. When memory is full and a new
program needs to be run, the scheduler takes a process in memory and
copies it to a disk. The scheduler then places the new program in memory

(creating a new process) and allows it to run. Later, the process copied to
disk is swapped with one of the processes in memory. That is, the process
in memory is copied to disk and the process on the disk is copied back into
memory. For example, let’s say there are three processes, a, b and c. now a
request is made by a user to run program d:
New
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New Programme d
Since there is no room left in memory for process d, process a is copied to the disk.
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After a is copied to the disk, a copy of d is then put in memory where a was.
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After a few time slices, the scheduler will swap process a back into memory, usually
exchanging it with the process that has been in memory the longest. Let’s assume that a
will be swapped with b. first, b must be copied to the disk.
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Then a is copied back into memory.
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Copy a back to Memory
This method of copying processes to and from disk and memory continues as long as
there is not enough room for all of the processes to fit in memory. Of course, this
example is very simple compared to the actual operation of the UNIX scheduler. It must
handle hundreds of processes of all different sizes, of which only thirty might fit into
memory at one time.

To understand the actual concept of swapping we have to go through the following terms:
- Managing space on the swap device,
- Swapping processes out of main memory,
- Swapping processes into main memory.

Swapping Processes Out
The kernel swaps a process out and if it needs space in memory, which may result from
any of the following:
1.
2.
3.
4.

The fork system call must allocate space for a child process,
The brk system call increases the size of a process,
A process becomes larger by the natural growth of its stack,
The kernel wants to free space in memory for processes it had previously
swapped out and should now swap in.

The case of fork stands out, because it is the case where the in-core memory previously
occupied by the process is not relinquished.
When the kernel decides that a process is eligible for swapping from main memory, it
decrements the reference count of each region in the process and swaps – the region out if
its reference count drops to 0. The kernel allocates space on a swap device and locks the
process in memory (for cases 1-3), preventing the swapper from swapping it out while
the current swap operation is in progress. The kernel saves the swap address of the region
in the region table entry.
The kernel swaps as much data as possible per I/O operation directly between the swap
device and user address space, bypassing the buffer cache. If the hardware cannot transfer
multiple pages in one operation, the kernel software must iteratively transfer one page of
memory at a time. The exact rate of data transfer and its mechanics therefore depend on
the capabilities of the disk controller and the implementation of memory management,
among other factors. For instance, if memory is organized in pages, the data to be
swapped out is likely to be dis-contiguous in physical memory. The kernel must gather
the page addresses of data to be swapped out and the disk driver may use the collection of
page addresses to set up the I/O. The swapper waits for each I/O operation to complete
before swapping out other data.
It is not necessary that the kernel to write the entire virtual address space of a process to a
swap device. Instead, it copies the physical memory assigned to a process to the allocated
space on the swap device, ignoring unassigned virtual addresses. When the kernel swaps
the process back into memory, it knows the virtual address map of the process, so it can
reassign the process to the correct virtual addresses. The kernel eliminates an extra copy
from a data buffer to physical memory by reading the data into the physical memory
locations that were previously set up to conform to the virtual address locations.
Figure E gives an example of mapping the in-core image of a process onto a swap device.
The process contains three regions for text, data and stack: the text region ends at virtual
address 2K, and the data region starts at virtual address 64K, leaving a gap of 62K bytes
in the virtual address space. When the kernel swaps the process out, it swaps the pages
for virtual addresses 0, 1K, 64K, 65K, 66K, and 128K: it does not allocate swap space for
the empty 62K bytes between the text and data regions or the empty 61K bytes between

the data and stack regions but fills the swap space contiguously. When the kernel swaps
the process back in, it knows that the process has a 62K-byte-hole by consulting the
process memory map, and it assigns physical memory accordingly. Figure F
demonstrates this case. Comparison of figures E and F shows that the physical addresses
occupied by the process before and after the swap are not the same however, the process
does not notice a change at user-level because the contents of its virtual space are the
same.
Figure E

Layout of Virtual Addresses
Virtual, Physical Addresses
Swap Device
Text

0
1K

278K
432K

684

empty

Data

..
..
..

64K

573K

65K

647K

66K

595K
empty

690

..
..
Stack

128K

401K
empty

Theoretically, all memory space occupied by a process, including its u area and kernel
stack, is eligible to be swapped out, although the kernel may temporarily lock a region
into memory while a sensitive operation is underway. Practically, however kernel
implementations do not swap the u area if the u area contains the address translation
tables for the process. The implementation also dictates whether a process can swap itself
out or whether it must request another process swap it out.

Swapping Process In
Process 0, the swapper, is the only process that swaps processes into memory from swap
devices. At the conclusion of system initialization, the swapper goes into an infinite loop,
where its only task is to do process swapping. It attempts to swap processes in from the
swap device and it swaps processes out if it needs space in main memory. The swapper
sleeps if there is no work for it to do (for example, if there are no process to swap in) or if
it is unable to do any work (there are no processes eligible to swap out); the kernel
periodically wakes it up, as will be seen. The kernel schedules the swapper to execute just
as it schedules other processes, albeit at higher priority, but the swapper executes only in
kernel mode. The swapper makes no system calls but uses internal kernel functions to do
swapping; it is the archetype of all kernel processes.
The clock handler measures the time that each process has been in core or swapped out.
When the swapper wakes up to swap processes in, it examines all processes that are in
the state “ready to run but swapped out” and selects one that has been swapped out the
longest. If there is enough free memory available, the swapper swaps the process in,
reversing the operation done for swapping out. It allocates physical memory, reads the
process from the swap device and frees the swap space.
If the swapper successfully swaps in a process, it searches the set of “ready-to-run but
swapped out” processes for others to swap in and repeats the above procedure. One of the
following situations eventually arises:




No “ready-to-run” processes exist to the swap device: The swapper goes to sleep
until a process on the swap device wakes up or until the kernel swaps out a
process that is “ready to run”.
The swapper find an eligible process to swap in but the system does not contain
enough memory: The swapper attempts to swap another process out and, if
successful, restarts the swapping algorithm, searching for a process to swap in.

Zombie Processes
These processes are the child process in the dead state or infact the finished state and
which is not acknowledged by the parent process.

Figure F

Layout of Virtual Addresses
Virtual, Physical Addresses
Swap Device
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empty

THE KERNEL
The kernel is the heart of the system – a collection of programs mostly written in C,
which communicate with the hardware directly. There is only one kernel for any system.
It is that part of the UNIX system that is loaded into memory when the system is booted.
It manages the system resources, allocates time between users and processes, decides
process priorities and performs all the other tasks, which you wouldn’t like to bother
about. Because the kernel isolates itself from the user programs, and these programs are
independent of the hardware they use, it is easy to move them across different systems.

Programs therefore, must not have knowledge of the devices they use. The kernel, in
traditional parlance, is often called the operating system.
Figure gives a block diagram of the kernel, showing various modules and their relational
ships each other, in particular, it shows the file subsystem on the left and the process
control subsystem on the right, the two major components of the kernel. The diagram
serves as a useful logical view of the kernel, although in practice the kernel deviates from
the model because some modules interact with the internal operations of others.
Figure shows three levels,

1. User

2. Kernel

3. Hardware.

The system call and library interface represent the border between user programs and
kernel. System calls look like ordinary function calls in C programs, and libraries map
these function calls to the primitives needed to enter the operating system. Assembly
language programs may invoke system calls directly without a system call library to
provide a more sophisticated use of the system calls. The libraries are linked with the
programs at compile time and thus part of the user program.
The figure partitions the set of system calls into those that interact with the file subsystem
and those that interact with the process control subsystem. The file subsystem manages
files, allocating file space, administering free space, controlling access to files, and
retrieving data for users. Processes interact with the file subsystem via a specific set of
system calls, such as open (to open a file for reading or writing) close, read, write, stat
(query the attributes of a file), chown (change the record of who owns the file) and
chmod (change the access permissions of a file).
The file subsystem accesses file data using a buffering mechanism that regulates data
flow between the kernel and secondary storage devices. The buffering mechanism
interacts with block I/O device drivers to initiate data transfer to and from the kernel.
Device drivers are kernel modules that control the operation of peripheral devices. Block
I/O devices are random access storage devices; alternatively, their device drivers make
them appear to be random access storage devices to the rest of the system. For example, a
tape driver may allow the kernel to treat a tape unit as random access storage device. The
file subsystem also interacts directly with “raw” I/O device drivers without the
intervention of a buffering of a buffering mechanism. Raw devices sometimes called
character devices include all devices that are not block devices.

The process control subsystem is responsible for process synchronization; inter process
communication, memory management, and process scheduling. The file subsystem and
the process control subsystem interact when loading a file into memory for execution.
The process subsystem reads executable files into memory before executing them.
Some of the system calls for controlling processes are fork (create a new process), exec
(overlay the image of a program onto the running process), exit (finish executing a
process), wait (synchronize process execution with the exit of a previously forked

process) brk (control the size of memory allocated to a process0 and signal (control
process response to extraordinary events).
The memory management module controls the allocation of memory. If at any time the
system does not have enough physical memory for all processes, the kernel moves them
between main memory and secondary memory so that all processes get a fair chance to
execute. The swapper process is sometimes called the scheduler, because it “schedules
“the allocation of memory for processes and influences the operation of the CPU
scheduler. However, to avoid confusion with the CPU scheduler.
The scheduler module allocates the CPU to processes. It schedules them to run in turn
until they voluntarily relinquish CPU while awaiting a resource or until the kernel
preempts them when their recent run time exceeds a time quantum. The scheduler then
chooses the highest priority eligible process to run; the original process will run again
when it is the highest priority eligible process available.
There are several forms of inter process communication, ranging from asynchronous
signaling of events to synchronous transmission of messages between processes.
Finally, the hardware control is responsible for handling interrupts and for
communicating with machine. Devices such as disks or terminals may interrupt the CPU
while a process is executing. If so, the kernel may resume execution of the interrupted
process after servicing the interrupt: interrupts are not serviced by special processes but
by special functions in the kernel, called in the context of the currently running process.

KERNEL:
1.
2.
3.
4.
5.
6.

Direct communicates with hardware.
Makes UNIX portable.
Controls computer resources.
Allocates the resources to different users and tasks.
Runs two important processes, init and getty at the time of system start-up.
Keeps track of all various programs being run, allotting time to each, deciding
when to stop one and start another.
7. Assigns storage for files.
8. Runs the shell programs.
9. Handles the transfer of information.

Concept of a File







A file in UNIX is a stream of bytes.
File may contain text data and even machine language code.
UNIX file doesn't have a predefined structure to work with it.
In UNIX everything is treated as a file, even devices and directories are also
treated as a file.
User accesses a file by a user assigned file name.
Filename can be a sequence of characters (maximum of 14 sometimes 255)





May be identified by two or more file names (Multiple links to a file)
Different files with same relation can be grouped under a directory.
Internally each file is assigned a unique Inode number.

Types of Files
Ordinary files





Used to store data
Users can add data to ordinary files directly. E.g. executable programs
Includes all data, source programs, object and executable code, all UNIX
programs, as well as any files created by the user.
Commands like pwd, is etc. are treated as ordinary files.

Data Present in Ordinary File
Text files
Commands
Data
Executable

-

Lines of ASCII characters separated by new line
Sequence of commands interpreted by UNIX text.
File containing data as a stream of bytes
File containing machine language instructions.

Directory files



Contains list of files in the directory
Each entry in the list consists of two parts:
a) Name of the file
b) Inode number of the file (a pointer to the actual file on the disk)

CONCEPT OF DIRECTORIES
 Gathering together related files in a common place.
 Every file is assigned to a directory.
 Directories have names (Maximum of 14 characters)
 A file within a directory can itself be another directory (A Sub-directory)
 Internally a directory is just a table that contains a list of file names and their
inode
Number (a pointer to the actual file on the disk)
File Name
Test 1
Test 2

Inode Number
23
24




An upper limit of around 35 sub-directories
Examples
/ (Forward slash)
-Prime or Root Directory
Note in DOS it is \(Backward slash)
/usr
-Directory for the user
/usr/trg1
-Sub-Directory for trg1
under Directory usr
Special files


Used to reference physical devices, such as terminals, printers, disk, tape
drives etc.

Concept of Special Files





Used to refer physical devices such as terminals, disks, floppy drives, tape
drives etc.
Read and write like ordinary files
Requests cause activation of the associated physical device.
Device Drivers are associated with each special file
Type:
Character file
Block file

Terminal
(tty0, tty10)
Disk Drives (hd0, fd0)

Transmits Character by
Char.
Transmits data in 512 or
1024 byte chunks

Exercise 12.2:
1. Close the book and draw the architecture of UNIX system
2. Who taken over, when your delete a file
3. List out the program around the kernel
4. Give the another name of command-line interpreter

12.3 FILE SYSTEM
Objectives:

After completing this section, you will be able to:


List UNIX File system characters



Under stand file system hierarchy



List- operating services

12.3.1 File system
The UNIX file system is characterized by


a hierarchical structure



consistent treatment of file data



the ability to create and delete files



dynamic growth of files



the protection of file data



the treatment of peripheral devices as files

12.3.2 Tree Structure
The file system is organized as a tree with a single root node called rod (“/”) (see
figure 2) every non leaf node of the file system structure is a directory of files, and files at
the leaf nodes of the tree are either directories, regular files, or special device files.
The name of the file is given by a path name that describes how to locate the file in
the file system hierarchy.
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Figure 4.2: Typical UNIX directory structure

A path name is a sequence of component names separated by slash(/) characters.

Example:
“/etc/password”, “/usr/ucb/telnet”, “/home/Anand”. etc . A full path names start is a
slash (‘/‘) character and specifies a file that can be provided by staring at this file system
root and traversing the file tree.
12.3.3 Directories
Directories are like regular files the system treats this data in a directory as a byte
stream, but the data contains the names of the files in the directory.
Permission to access a file is controlled by access permissions associated with the
file. Access permission can be set independently to control read, write, and execute
permission.
Permission is given three classes of users: the file owner, a file group, and every
one else. You may create files if directory permission is given.
Devices are also protected in the same way that regular files are protected.
Generally, the system calls allow uses to write programs that do sophisticated
operations and as a result, the kernel of the UNIX system does not contain many
functions that are part of the “kernel” in their systems.
The shell allows 3 types of commands. First, a command can be an executable file
that contains object code produced by compilation of source code (a C program for
example). Second, a command can be an executable file that contains a sequence of shell
command lines. Finally, a command can be internal shell command.
The shell searches for commands in a given sequence of directories, changeable by
user/invocation of the shell. The shell usually execution a command synchronously,
waiting for the command to terminate before reading the next command line.
12.3.4 Operating System Services
Among the services provided by the kernel so (Figure 1) are:


controlling the execution of process by allowing their creation, termination or
suspension, and communication.



Scheduling process fairly for execution on the CPU.



Allocating main memory for an executing program



Allocating secondary memory for efficient storage and retrieval of user data.



Allowing processes controlled access to peripheral devices such as terminal
tape drives, disk drives, and network devices.

Exercise 12.3:
1) List at least 3 characters of UNIX file system
2) What is root?
3) Check whether the following statements True/False
a) Leaf nodes are directories
b) Leaf nodes are special device files
4) What is path give one example
5) Who allocate main memory for program execution
6) Who control access to peripheral devices

12.4 GETTING STARTED
Objectives:
After completing the section, you will be able to:


Understand what is Account and Password



Understand One job of system administrator



Understand login procedure



Know what is shell



List different shells

12.4.1 Account and password
UNIX is security- conscious, and can be used only by those persons who maintain an
account with the computer system .You can’t simply sit down at any terminal and start
working as in DOS/Windows.
If you are using a UNIX workstation, you must set up your own user account.
System administrator will grant you that authority. He opens an account with the name
(is known as login name/user name) for your use, and given you a secret code called
password that you have to enter when the system prompts you for it.
12.4.2 Logging In
Logging in is a simple procedure that tells the UNIX system who you are:
$ login:
The login prompt indicates that the terminal is available for some one to login (i.e
connect). This message also indicates that the previous user has “logged out”
(disconnected).
Enter your user name (or login name) and hit the <Enter> key after the string:
$ login : Type user name <Enter>
Password:
The system now, request you to enter the secret code (password) that was handed
over to you by your administrator. This code should be known to none except yourself.
Enter your password. The terminal does not display what you type. Then press the
<Enter> key.
Example:
$ login: Anand <Enter>
Password:*******<Enter>
The system cross check this password and if it is right you will be presented with a
login sequence like the following:
Welcome to SCO system v/386
Login:
Password:

If you are logging onto a UNIX system V Release 5, the sequence look like this:
Login:
Password:
UNIX system V release AT & T 3B2
System id
Copy right © 1984, 1986, 1987, 1988 AT & T
All Rights Reserved
Last login : Friday March 09 10 :45 : 21 on term /12
If you make mistakes while typing simply press this <Enter> key one or two times
till the login prompt reappears on the screen.
If you enter either of them in correctly, the system flashes the following message
Login incorrect
Wait for login retry:
If the login was successful, you will be taken to the $ prompt.
$

This is equivalent of the C:\>

12.4.3 Shell
When you login your UNIX system, you are immediately thrust into your login
shell. Information about this shell is usually contained in this file /etc/password, as in
login into for all this users on your system.
No Command can be executed unless it obtains the clearance of the shell some
popular shells one:


Sh.

the Bourne shell, developed by stephen Bourne in 1979.



Ksh.

korn shell, Developed by David Korn at Bell labs



Csh

the C shell. Developed by Bill joy ( a founder of Sun Microsystems Inc)



Jsh

the job shell. An extension of the Bourne shell.

Bourne Again shell. Developed by the Free Software Foundation.
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Figure 12.3: shows this kernel-shell relationship

Exercise 12.4:
1) What is an account?
2) What is login name or user name
3) What is Password
4) Explain how to login in UNIX
5) Ask your system administrator and create your own account
and then login
6) Who sets the required environment when login is done
7) List different shells
8) Close the book and draw the kernel-shell relation ship diagram

CHAPTER 13
LINUX SYSTEM
LEARNING OBJECTIVES
13.1 INTRODUCTION
13.1.1 What you need?
13.1.2 What is LINUX?
13.1.3 Features of LINUX
13.2 GETTING STARTED
13.2.1 Logging in to Red Hat Linux
13.2.2 The login session
13.2.3 The Shell interface
13.2.4 Checking Directories and permission
13.2.5 Exiting the shell
13.3 LINUX FILE SYSTEM
13.3.1 Working with the Red Hat Linux File system
13.3.2 Creating files and directories
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13.3.4 Moving Copying and deleting files
13.4 vi TEXT EDITOR
13.4.0 Using the vi Text editor
13.4.1 Starting with vi
13.4.2 Moving around the file
13.4.3 Searching for text

13.4.4 Using numbers with command
Structurre

13.1 INTRODUCTION
Objectives:
After completing this chapter, you will be able to:

1. PC configuration needed for LINUX
2. Know what is LINUX
3. Features of LINUX

13.1.1 What you need?
To work with LINUX, you need a Personal Computer with the following general
configuration:


An Intel 80386, Pentium, or compatible CPU.



At least 16MB of RAM, although 24MB or more is recommended. To run the
GNOME or KDE desktop, Red Hat recommends 48MB.



You need 500MB of hard disk space for a typical installation. To install
everything, you need about 1.6GB of space.



A CD-ROM drive is recommended for installation, although you can install
over a network instead. For that, you need at least a 3.5-inch floppy disk drive
and a network connected to a computer that has the Red Hat Linux software
packages available.

13.1.2 What is LINUX?
LINUX is a free Operating System that was created by Linus Torvalds when he
was a student as the University of Helsinki in 1991. Torvalds started Linux by writing a
kernel, which is the heart of the operating system, In the 1980s and 1990s, while
Microsoft flooded the world with personal computers running DOS and Windows
operating systems, power users demanded more from an operating system. They ached
for system that could run on networks, support many users at once (multiuser), and run
many programs at once (multitasking). DOS and Windows didn’t cut it.

13.1.3 Features of LINUX:


Multi user –Not only can you have many user accounts available on a
LINUX system, but you can also have multiple users logged in and working
on the system, at the same time.



Multitasking –You can have many programs running at the same time in
LINUX. Besides meaning that you can have lots of programs going at once, it
also means that Linux, itself, can have programs running in the background.
Many of these system processes make it possible for LINUX to work as a
server.



Graphical User Interface (X Window System) –The powerful framework
for working with graphical applications in Linux is referred to as the X
Window system (or simply X). X handles the functions of opening X-based
GUI applications and displaying them on X server process (the process that
manages your screen, mouse, and keyboard).



On top of X, you use an X-based window manager to provide the specific
look-and-feel of your GUI (icons, window frames, menus, and colors). There
are dozens of desktop managers you can choose from. (Red Hat provides
several desktop managers, but focuses on Gnome and KDE.)



Hardware support –You can configure in support for almost every type of
hardware that can be connected to a computer. There is support for floppy
disk drives, CD-ROMs, removable disks (such as Zip drives), sound cards,
tape devices, video cards, and most anything else you can think of.



Networking connectivity –To connect your Linux system to a network,
Linux offers support for a variety of Local Area Network (LAN) boards,
modems, and serial devices, Ethernet, the most popular protocol TCP/IP
(which is used to connect to the Internet). Other protocols, such as IPX (for
Novell networks) and X.25 (a packet-switching network type that is popular in
Europe), are also available.



Network service-Providing networking services to the client computers on
your LAN or to the entire Internet is what Linux does best. A variety of
software packages are available that enable you to use Linux as a print server,
file server, FTP server, mail server, web server, news server, or workgroup
server.



Application support- Because of compatibility with POSIX and several
different application programming interfaces (APIs), a wide range of
freeware.

Exercise 13.1:
Practice the following:
1. Give the general configuration of PC to run LINUX operating system.
2. Is LINUX is a free software?
3. Who wrote LINUX operating system.
4. Mention at least five important features of LINUX system.

13.2 GETTING STARTED
Objectives:
After completing this section, you will be able to:


Logon to LINUX system



Understand login session



Understand shell interface



List existing shells

This section presents a view of Red Hat Linux from the shell. The shell is a
command line interpreter that lets you access some of the most critical Red Hat Linux
tools. The shell is powerful, complex, and almost completely unintuitive.
This section is your guide to logging in and working with Linux system commands,
processes, and file system from the shell. This chapter also describes the shell
environment and helps you tailor it to your needs.
13.2.1 Logging in to Red Hat Linux
Because Red Hat Linux was created as a multi-user computer system, even if you
are the only person using the computer, you start by logging in. Logging in identifies you
as a particular user.
After the computer has been turned on and the operating system has started, you will
see a login prompt similar to this:

Red Hat Linux release 6.1 (Hedwig)
Kernel 2.2.10-3smp on an i686
local host login:
The graphical login is typically your entry into the X Window System graphical user
interface (GUI).

13.2.2 The login session
As you log on, Red Hat Linux starts up a user environment that is unique to your
user account. Some of the features that make up your user environment are:


A home directory: The home directory identifies a location on the
computer’s hard disk where you can save and protect the files that you need.
The root user’s home directory in Linux is usually root(/). Other users
typically have home directories in the /home directory.



A shell configuration: There are several shells available for use with Linux,
with each having slightly different features. The bash shell (which stands for
Bourne Again Shell) is most commonly used with Linux.



A graphical configuration: Most GUIs used with Linux are based on X
Windows system (often referred to simply as X). While X provides a
framework for a GUI that lets you run applications, it enables you to choose
from many different window managers. The window manager provides the
specific look and feel of the GUI.

Once the login process is complete, either a shell or a GUI is started automatically.

13.2.3 The shell interface
Assuming that you are using a shell interface, the first thing you see is the shell
prompt. The default prompt for a user is simply a dollar sign:
$
The default prompt for the root user is a pound sign:
#

13.2.4 Checking Directories and permissions
When you first log in to Linux, you begin with your home directory as the current
directory. When you request to open or save a file, your shell uses the current directory
as the point of reference.
To find out what your current directory is, type the pwd command;
$ pwd
/usr/bin
In this example, the current or working directory is /urs/bin. To find out the name of
your home directory, type the echo command, followed by the $HOME variable:
$ echo $HOME
/home/Anand
In the above example, the home directory is /home/Anand. To get back to your
home directory, you can simply type the change directory (cd) command.
$ cd
The UNIX system commands cd, ls, which work in the same way in LINUX
system.
13.2.5 Exiting the shell
To exit from the shell when you are done, you either type exit or press Ctrl+D. If
you are existing from your login shell (the shell that started when you first logged in),
type logout to exit the shell.

Exercise 2:
Practice the following:
1. What message will appear on the screen when the LINUX system on.
2. When you login into your account, which prompt appears.
3. Use pwd command to know your current directory.

4. Use cd .. command and then use pwd to know where you are.
5. Type echo $HOME command and then use pwd.
6. Type logout and see the effect.
7. Type exit from login mode and watch the difference with respect to
logout.

13.3 LINUX FILE SYSTEM
Objectives:
After completing this section, you will be able to:








Know the hierarchy of LINUX file system
Create your own directory
Use ls command
Use cd command
Use chmod command
Understand file permissions
Move files from one directory to another directory

13.3.1 Working with the Red Hat Linux File system
The Red Hat Linux file system is the structure in which all the information on your
computer is stored. Files are organized within a hierarchy of directories. Each directory
can contain files, as well as other directories.
At the top is the root directory, which is represented by a single slash (/). Below that
is a set of common directories in the Linux system, such as /bin, /dev, /home, /lib, and
/tmp, to name a few. Each of those directories, as well as directories added to the root,
can contain subdirectories.
bin/ dev/ etc/
home/ root/ tmp/ …

mary/
Anand/

memos/

tom/

briefs/

personal/

Figure 3-1 illustrates how the Linux file system is organized as a hierarchy.

Some of the Red Hat Linux directories that may be of interest to you include the
following:


/bin- Contains common Linux user commands, such as ls, sort, date and
chmod.



/dev- Contains files representing access points to devices on your systems.
These include terminal devices (tty*), floppy disks (fd*), hard disks (hd*),
RAM (ram*), and CD-ROM (cd*). (Users normally access these devices
directly through the device flies.)



/etc-Contains administrative configuration commands and files.



/home-Contains directories assigned to each user with a login account.



/mnt- Provides a location for mounting devices, such as remote file systems
and removable devices (cdrom, floppy, and so on).



/root-Represents the root user’s home directory.



/sbin- Contains administrative commands and daemon processes.



/tmp- Contain temporary files used by applications.



/usr-Contains user documentation, games, graphical files (X11), libraries
(lib), and a variety of other user and administrative commands and files.
The files systems in the DOS or MS Windows operating systems differ from
Linux file structure.
13.3.2 Creating files and directories
You will use some of these commands in the file creation process:


cd – Change to another current working directory.



pwd – Print the name of the current working directory.



mkdir – Create a directory



chmod – Change the permission on a file or directory



ls – List the contents of a directory.

The following procedure steps for creating directories within your home directory,
moving among your directories, and setting appropriate file permissions:
1. First, go to your home directory. To do this, simply type cd.
2. To make sure that you got to your home directory, type pwd. When
you do this, you get the following response (reflects your home
directory):
$ pwd
/home/Anand
3. Create a new directory called test by using mkdir command in your
home directory as follows:
$ mkdir test
4. Check the permission of the directory by typing:
$ ls - ld test
drwxr-xr-x 2 Anand sales 1024 January 24 12:17 test
Notice that this listing says that test is a directory (d), the owner is Aanand, the
group is sales, and the file was most recently modified on January 24 at 12:17 p.m.
Suppose that you want to prevent everyone else who uses this computer from using or
viewing the files in this directory. The permissions for the directory is rwxr-xr-x. The
coming section explains what these permissions are.
5. Type the following;
$ chmod 700 test
This command changes the permissions of the directory to give you complete access
and everyone else no access at all. (The new permissions should read like rwx --- ---).
6. Next, make the text directory your current directory as follows:
$ cd test

13.3.3 Understanding File Permissions
Permissions associated with files and directories in Linux (exactly similar to
UNIX) were designed to keep users from accessing other users’ private files and to
protect important system files.
The nine bits assigned to each file for permissions define the access that you and
others have to your file. Permission bits appear as rwxrwxrwx. The first three bits
apply to the owner’s permission, the next three apply to the owner’s group, and the
last three apply to all others.
You can see the permission for any file or directory by typing the ls – ld name
command. The name file or directory will appear as those shown in the example below:
$ ls - ld ch3 test
-rw-rw-r-- 1 Anand sales 4983 Jan 18 22:13 ch3
drwxr-xr-x 2 Anand sales 1024 Jan 24 13:47 test
Here are some examples of how to change permission on a file and what the
resulting permission would be:
chmod 777 file names  rwx rwx rwx
chmod 755 file names  rwx r-x r-x
chmod 644 file names  rw- r-- r—
chmod 000 file names  --- --- --When you try to create a file, by default it is given the permission: rw- r-- r--. A
directory is given the permission rwx r-x r-x. These default values are determined by
the value of umask. Type umask to see what your umask values. For example:

$ umask
022

13.3.4 Moving copying and deleting Files
Commands for moving, copying, and deleting files are fairly straight forward. To
Change the location of a file, use the mv command. To copy a file one location to
another, use the cp command. To remove a file, use the rm command. Here are some
examples:
$ mv abc def
$ mv abc ~
$ cp abc def
$ cp abc ~
$ rm abc
$ rm *

Exercise 13.3:
Practice the following:
1.
2.
3.
4.
5.
6.
7.

Draw the organization of a LINUX file system
Name few subdirectories of root directory
What is home directory
Work with mkdir, chmod, and ls commands
Explain file permissions
Watch file permission of any file
Work with mv, cp, and rm command

Warning: Do not use rm * command!

13.4 vi TEXT EDITOR
Objectives:
After completing this section, you will be able to:




Open a file in vi editor
Understand various vi commands
Move around the file



Search for text

13.4.0 Using the vi Text Editor
The vi editor is difficult to learn at first. But once you know it, you will be able to
edit and move around files quickly and efficiently. The vi in LINUX System is exactly
similar vi in UNIX system.
13.4.1 Starting with Vi
To open a file called /tmp/test, type the following command:
$ vi /tmp/test
If this is a new file, you should see something similar to the following:
~
~
~
~
~
“ /tmp/test” [New File]
To start out, type either of the following input commands:
a Add: After you type a you can input text that starts to the right of the cursor.
i Insert: After you type i you can input text that starts to the left of the cursor.
Type a few words and press Enter. Repeat that a few times until you have a few lines
of text. When you are done typing press Esc. Try moving around within that text with the
following commands:
Arrow keys

Use the arrow keys to move up, down, left, or right in the file one
character at a time. To move left and right you can also use
Backspace and the spacebar, respectively. If you prefer to keep you
fingers on the keyboard, use h (left), I (right), j (down), or k (up)
to move the cursor.

w

Moves the cursor to the beginning of the next word.

b

Moves the cursor to the beginning of the previous word.

0 (Zero)

Moves the cursor to the end of the current line.

$

Moves the cursor to the end of the current line.

H

Moves the cursor to the upper-left corner of the screen (first line on
the screen).

M

Moves the cursor to the first character of the middle line on the
screen.

L

Moves the cursor to the lower-left corner of the screen (last line on
the screen).

Vi commands for deleting text:
Deletes the character under the cursor.

x

X Deletes the character directly before the cursor.
dw Deletes from the current character to the end of the current word.
Deletes from the current character to the end of the current line.

d$

d0 Deletes from the previous character to the beginning of the current line.
Several ways of saving and quitting the file follow:
ZZ

Save the current changes to the file and exit from vi.

:w

Save the current file but continue editing.

:wq

Same as ZZ.

:q

Quit the current file. This works only if you don’t have any
unsaved changes.

:q!

Quit the current file and DON’T save the changes you just made to
the file.

5.4.2 Moving around the file
Other ways of moving around a vi file.
Ctrl + f

Page ahead, one pages at a time.

Ctrl + b

Pages back, one page at a time.

Ctrl + d

Page ahead ½ page at a time

Ctrl + u

Pages back ½ page at a time

G

Go to the last line of the file.

Go to the first line of the file. (Instead of I, you could use any
number to go to that line number in the file.)

1G

5.4.3 Searching for text
To search for the next occurrence of text in the file, use either the slash (/) or the
question mark (?) character. Within the search, you can also use metacharacters.
/ hello

Searches forward for the word hello.

? goodbye

Searches backwards for the word goodbye.

/ The * foot

Searches forward for a line that has the word The in it and also,
after that at some point, the word foot.

? [ pP]rint

Searches backward for either the word print or print. Remember
that case does matter in Linux, so using brackets is one way to
search for words that could have different capitalization:

The vi command was originally based on the ex editor.
13.4.4 Using numbers with commands
You can precede most Vi commands with numbers to have the command repeated
that number of times. Here are some examples:
3dw

Deleting the next three words.

5cl Changes the next five letters (i.e., removes the letters and goes
into input mode).
12j Moves down 12 lines.

Exercise 13.4:
Practice the following:
1. Are there any differences, in starting up vi editor in UNIX and
LINUX system.
2. Try the inert command i, in both UNIX and LINUX.
3. Move the cursor to end of the current line.
4. Move the cursor to lower left corner of the screen.
5. Move the cursor to the upper-left corner of the screen.

6. Delete from the current character to the end of the current line.
7. Move the cursor ½ page at a time in forward direction.
8. Move the cursor ½ page at a time in backward direction.
9. Search for the word ‘hello’.
10. Search for the word ‘the’.
11. Go to the last line of the file.
12. Search backwards for the word ‘hello’.

CHAPTER 14
COMMUNICATION & COMPUTER NETWORK
LEARNING OBJECTIVES









Explain the concept of data communication
Understand the use of computer network
Identify different components of computer network
Identify different types of network
Explain communication protocols
Understand what is internet and email and its uses in modern communication
Appreciate the use of satellite communication

14.1 INTRODUCTION
Today computer is available in many offices and homes and therefore there is a need to
share data and programs among various computers with the advancement of data
communication facilities. The communication between computers has increased and it thus it
has extended the power of computer beyond the computer room. Now a user sitting at one
place can communicate computers of any remote sites through communication channel. The
aim of this chapter is to introduce you the various aspects of computer network.
14.2 OBJECTIVES
After going through this lesson you will be in a position to:








explain the concept of data communication
understand the use of computer network
identify different components of computer network
identify different types of network
explain communication protocols
understand what is internet and email and its uses in modern communication
Appreciate the use of satellite communication.

14.3 DATA COMMUNICATION
We all are acquainted with some sorts of communication in our day to day life. For
communication of information and messages we use telephone and postal communication
systems. Similarly data and information from one computer system can be transmitted to
other systems across geographical areas. Thus data transmission is the movement of
information using some standard methods. These methods include electrical signals carried
along a conductor, optical signals along an optical fibers and electromagnetic areas.
Suppose a manager has to write several letters to various clients. First he has to use his PC
and Word Processing package to prepare his letter. If the PC is connected to all the client's
PCs through networking, he can send the letters to all the clients within minutes. Thus

irrespective of geographical areas, if PCs are connected through communication channel, the
data and information, computer files and any other program can be transmitted to other
computer systems within seconds. The modern form of communication like e-mail and
Internet is possible only because of computer networking.
Basic Elements of a Communication System
The following are the basic requirements for working of a communication system.
1. A sender (source) which creates the message to be transmitted.
2. A medium that carries the message. It is the channel or physical path through which the
message is carried from sender to the receiver. The medium can be wired like twisted
pair wire, coaxial cable, fiber-optic cable or wireless like laser, radio waves, and
microwaves.
3. A receiver (sink) which receives the message. It is the device or computer that receives
the message. The location of receiver computer is generally different from the sender
computer. The distance between sender and receiver depends upon the types of network
used in between.
In data communication four basic terms are frequently used. They are





Data: A collection of facts in raw forms that become information after processing.
Signals: Electric or electromagnetic encoding of data.
Signaling: Propagation of signals across a communication medium.
Transmission: Communication of data achieved by the processing of signals.

14.3.1 Communication Protocols
You may be wondering how do the computers send and receive data across communication
links. The answer is data communication software. It is this software that enables us to
communicate with other systems. The data communication software instructs computer
systems and devices as to how exactly data is to be transferred from one place to another.
The procedure of data transformation in the form of software is commonly called protocol.
The data transmission software or protocols perform the following functions for the efficient
and error free transmission of data.
1. Data sequencing: A long message to be transmitted is broken into smaller packets of
fixed size for error free data transmission.
2. Data Routing: It is the process of finding the most efficient route between source and
destination before sending the data.

List of Routing protocols
The process of routing governs the path and passage of data traffic in the form of packets
and frames. The process of routing is aim to transfer the logical packets from their source
to their eventual destination. This process is however monitored by routing protocols.
The routing protocols how routers can communicate among themselves. The routing
information is circulated that enables the routers to communicate within the computer
network.
Border Gateway Protocol (BGP)

The network traffic is forwarded along the desired paths during the process of routing.
However this process of routing is governed by crucial routing protocols. Border
gateway protocol is the significant routing protocol. Border Gateway Protocol or BGP is
capable of maintaining and keeping the track of IP networks which provides network
access to autonomous systems (the collection of IPs which illustrates the routing
procedure to the internet). Also this protocol substituted the Exterior Gateway Protocol
(EGP), the use of this protocol has diminished completely now.
Cisco Discovery Protocol (CDP)
This data link layer network protocol, developed and used by Cisco International. It is
most compatible to be used with Cisco network devices; it can be used to share
information with the other directly attached Cisco devices. It can serve another purpose
of on demand routing. On demand routing enables the CDP to identify the IP addresses
and the model and type of the Cisco device connected to the network. This use of CDP in
enhanced on demand routing removes the use of other vibrant protocols in the network.
Connectionless Network Service (CNS)
It is network services at the second third layer of the OSI model that is network layer. It
is referred to as CNS because it does not require the establishment of circuit and hence
the messages are transferred to the destinations independent of each other.
Hot Standby Router Protocol (HSRP)
This redundancy protocol established by Cisco is used as a fault tolerant gateway. The
default gateway failover is covered by HSRP by using a simple technique. A
multicasting data packet is sent by one HSRP to the other HSRP enabled router. The
router with the pre defined IP address and gateway will respond to it quickly. This router
is termed as a primary router if it fails to receive the ARP request then the next router
receiving the ARP request with the same MAC address is thus successful in
accomplishing the default gateway failover.
IGRP/EIGRP (Enhanced Interior Gateway Routing Protocol
EIGPR is a Cisco routing protocol based on its earlier version IGPR. This is termed as a
distance vector protocol because it is used in a packet switch networks for
communicating. The basic purport of this network protocol is to stabilize the working of
the router. Hence it can guide the router in utilizing the bandwidth and power. Moreover
the routers associated with using EIGRP can reallocate the route information to IGRP
neighbors.
Internet Protocol (IP)
The internet protocol performs the task of delivering eminent data packets from the
source to the destination using IP address. It is used to transfer data packets in packet
switched network by utilizing internet protocol suits like TCP/IP. Intermediate Systemto-Intermediate System (IS-IS).
IS–IS is a network protocol which determines the best and most suitable route for the
data packets to be transferred via packet switched network by the network devices such
as routers.
Multiprotocol Label Switching (MPLS)
A highly scalable protocol skeptic mechanism used in high performing
telecommunication system which assigns labels to the data packets is known as MPLS. It
helps to transfer data between distant nodes by creating virtual links.
Network Address Translation (NAT)
Network address translation is a mechanism which modifies different network addresses

into one IP header and it travels across a routing device, this serves the purpose of
remapping the discrete addresses from one address legroom to another.
Open Shortest Path First (OSPF)
It is an interior gateway protocol that delivers IP packets to the autonomous systems. It
also assembles link state information to form a topology map. This topology map helps
the routing tables to make decisions merely based on IP addresses present in IP
datagrams.
Quality of Service (QoS)
Quality of service is the term most commonly used in network technologies to refer to
the ability to provide recital and performance to data flow .it is a teletraffic engineering
terminology. It is specialized in guaranteeing and improving bit rate and multi media
streaming capabilities.
Routing Information Protocol (RIP)
This efficient protocol sends the update routing messages to the routers in order to
update their routes. Network routing table makes the desirable changes to it when it
receives a message to alter its entry level network topologies.
3. Flow control: All machines are not equally efficient in terms of speed. Hence the flow
control regulates the process of sending data between fast sender and slow receiver.
4. Error Control: Error detecting and recovering is the one of the main function of
communication software. It ensures that data are transmitted without any error.

CONNECTION-ORIENTED & CONNECTION-LESS SERVICE
On the basis of acknowledgement send by the receiver, there are two distinct techniques used in data
communications to transfer data. These are:
connection-oriented and connection-less services.
Each service can be characterized by a quality of service. In general, a reliable service is
implemented by having the receiver acknowledge the receipt of each message so the sender is sure
that it arrived.
• Connection-oriented service is modeled after the telephone system. For making a call to someone,
first we have to pick up the phone and dial the number. After the connection is established, we talk,
and then hang up.
Connection-oriented service requires a connection be established before any data can be sent. It set
up virtual links between end systems through a network. After the connection is established, the data
is transferred. As soon as the transmission is completed, the service user releases the connection.
This procedure requires a specific acknowledgement for the information whether the connection is
established or not. This method is often called a “reliable” network service.
In some cases, when the connection is established, the sender, receiver, and subnet conduct a
negotiation about parameters to be used such as maximum message size, quality of service required,
and other issues. Typically, one side makes a proposal and the other side can accept it, reject it, or
make a proposal as an alternative to the earlier proposal.
• The analogy of sending letters and postcards best explains the connection- less service. Each
message (letter) carries a full destination address, and each one is routed through the system
independent of all the others. Normally, when two messages are sent to the same destination, the first

one sent will be first one to arrive. But it also possible that the first one sent can be delayed so that
the second one arrives first. In a connection-less service, there is no initial end-to-end setup for a
session; each packet is independently routed to its destination. The sender simply starts sending
packets (called datagrams) to the destination. This service does not have the reliability of the
connection-oriented method, but it is useful for periodic burst transfers. Neither system must
maintain state information for the systems that they send transmission to or receive transmission

from.
14.3.2 Data Transmission Modes
Transmission mode means transferring of data between two devices. It is also called
communication mode. These modes direct the direction of flow of information. There are three
types of transmission mode. They are :




Simplex Mode
Half duplex Mode
Full duplex Mode

There are three ways for transmitting data from one point to another
1. Simplex: In simplex mode the communication can take place in one direction. The
receiver receives the signal from the transmitting device. In this mode the flow of
information is Uni.-directional. Hence it is rarely used for data communication.
Examples of simplex Mode is loudspeaker, television broadcasting, television and
remote, keyboard and monitor etc.
A simplex connection is a connection in which the data flows in only one direction,
from the transmitter to the receiver. This type of connection is useful if the data do not
need to flow in both directions, for example, from our computer to the printer or from the
mouse to our computer. It allows one-way communication of data through the network,
with the full bandwidth of the cable being used for the transmitting signal.

2. Half-duplex: In half-duplex mode the communication channel is used in both directions,
but only in one direction at a time. Thus a half-duplex line can alternately send and
receive data.

Example of half duplex is a walkie- talkie in which message is sent one at a time and
messages are sent in both the directions.
or
A half-duplex system provides for communication in both directions, but only one
direction at a time (not simultaneously). Typically, once a party begins receiving a
signal, it must wait for the
transmitter to stop transmitting, before replying. This type of connection makes it
possible to have bidirectional communications using the full capacity of the line. A good
analogy for a half-duplex system would be a one-lane road with traffic controllers at
each end. Traffic can flow in both directions, but only one direction at a time, regulated
by the traffic controllers. Many networks are configured for half-duplex communication.
One suitable example of a half-duplex system is a two-“walkie-talkie”.

Full-duplex: In full duplex the communication channel is used in both directions at the same
time. Example of Full Duplex is a Telephone Network in which there is communication
between two persons by a telephone line, through which both can talk and listen at the same
time.

In full duplex system there can be two lines one for sending the data and the other for
receiving data.

Use of full-duplex line improves the efficiency as the line turn-around time required in halfduplex arrangement is eliminated. Example of this mode of transmission is the telephone
line.

or
The preferred transmission mode for network communication is the full-duplex mode. A
full-duplex, allows communication in both directions simultaneously. Each end of the line
can thus transmit and receive at the same time, which means that the bandwidth is divided in
two for each direction of data transmission if the same transmission medium is used for both
directions of transmission. A good analogy for a full-duplex system would be a two-lane
road with one lane for each direction. For example, telephone networks are full-duplex, since
they allow both callers to speak and be heard at the same time.
14.3.3 Digital and Analog Transmission
Data is transmitted from one point to another point by means of electrical signals that may
be in digital and analog form. So one should know the fundamental difference between
analog and digital signals. In analog signal the transmission power varies over a continuous
range with respect to sound, light and radio waves. On the other hand a digital signal may
assume only discrete set of values within a given range. Examples are computer and
computer related equipment. Analog signal is measured in Volts and its frequency in Hertz
(Hz). A digital signal is a sequence of voltage represented in binary form. When digital data
are to be sent over an analog form the digital signal must be converted to analog form. So
the technique by which a digital signal is converted to analog form is known as modulation.
And the reverse process, that is the conversion of analog signal to its digital form, is known
as demodulation. The device, which converts digital signal into analog, and the reverse, is
known as modem.
Modems
A modem is a communication device that is used to provide the connectivity with the
internet. Modem works in two ways i.e. modulation and demodulation. It converts the digital
data into the analog and analog to digital.
Modem comes in two shapes: Internal Modem (which is a card, installed in a slot, inside the
computer), and External Modem (which is a hardware device, found outside the case of
computer).
a. Internal modems

Internal modems are in the form of circuit boards, fitted in expansion slots of the
motherboard. An internal modem is a device installed inside desktop or laptop computer,
allowing the computer to communicate over a network with other connected computers.
There are two types of internal modems: dial-up and Wife (wireless). Dial-up operates over
a telephone line and requires a network access phone number and logon ID to make a
connection. WIFI connect wirelessly and without identification in certain cases.
b. External modems
External modems are enclosed in separate cases and not inside the system units. The modem
is connected to the computer and telephone line by means of two separate cables, as shown
in figure.

Modems:
Modems can be of two types. One modem is very common in every computer which we use
to connect to internet using our telephone line by dialing to our ISP and the other one is used
to connect to DSL. Functions however are same for both types of modems; they are used for
modulation and demodulation, they are used to convert analog signals into digital and digital
signals into analog so that signals can be travelled on telephone lines.

Fig 14.2:Analog Signal

Fig 14.3 :Digital Signal
14.3.4 Asynchronous and Synchronous Transmission
Data transmission through a medium can be either asynchronous or synchronous. In
asynchronous transmission data is transmitted character by character as you go on typing on
a keyboard. Hence there is irregular gaps between characters. However, it is cheaper to
implement, as you do not have to save the data before sending. On the other hand, in the
synchronous mode, the saved data is transmitted block by block. Each block can contain
many characters. Synchronous transmission is well suited for remote communication
between a computer and related devices like card reader and printers.
Network Hardware
It is now time to turn our attention from the application and social aspects of networking to
the technical issues involved in network design. There is no generally excepted taxonomy

into which all computer network fit, but two dimensions stand out as important: transmission
technologies and scale. We will now examine each of these in turns.
Broadly speaking, there are two types of transmission technologies:
1. Broadcast networks.
2. Point-to-point networks.
Broadcast networks: It have a single communication channel that is shared by all
the machines on the network. Short messages, called packets in certain contexts, sent
by any machine are received by all the others. An address field within the packet
specifies for whom it’s intended. Upon receiving a packet, a machine checks the
address field. If the packet is intended for itself, it process the packet, if the packet is
intended for the other machine, it is just ignored.
Broadcast systems generally also allow the possibility of addressing a packet to all
destinations by using a special code in the address field. When a packet with this
code is transmitted, it is received and processed by every machine on the network.
This mode of operation is called broadcasting. Some broadcast system also support
transmission to a subset of a machines, something now has multicasting.
Point-to-point networks: It consists of many connections between individual pairs
of machines. To go from the source to the destination, a packet on this type of
network may have to first visit one or more intermediate machines. Often multiple
routes, of different lengths are possible, so routing algorithm play an important role
in point-to-point networks. As a general rule (although there are many exceptions),
smaller, geographically localized networks tend to use broadcasting, where larger
usually are point-to-point.
Whenever we want two devices – transmitting and receiving device to communicate
with each other, we need hardware’s to achieve that. We would be discussing about
the various hardware such as:
1. Sender and Receiver hardware
2. Communication devices
3. Communication channels
Sender and Receiver Hardware:
Following hardware are used for handling communication messages, data
transfer etc.
Nodes and workstations:
Data communication is done using various communication devices and
softwares interconnected for information exchange. The devices used to
communicate a data in communication network are called Workstations.
These workstations may be computer, terminal, printer, telephones and other
communication devices. Each workstation is connected to something called a
Data Communication Network Mode.

Multiplexer:
As the name suggests, multiplexing is a form of data transferring which are
communication channels and is used for several transmission. For e.g. the
telephone lines that we used for our daily conversation can carry 100’s and
even 1000’s of conversations using multiplexing.
In other words
multiplexing is a type of network which allows a number of simple, low cost
terminals to share each communication lines introduces almost no delay and
requires no special computer softwares.
Multiplexing is used in two major ways:
FDM (Frequency Division Multiplexing)
TDM (Time Division Multiplexing)
FDM: By dividing a communication channel into various smaller
segments of different frequencies.
TDM: By taking groups of bytes from each sender and send or
transmit them over the channel one after another. Each group of data
bytes are tagged at the beginning and end with start and stop bytes.
These by control bytes are then separated at the receiving end and
send to their respective places. This type of multiplexing occurs so
fast that the transmission seems continuous.

14.4 Communication devices
There are several types of communication devices or interface used in data communication.
These interfaces are connection between receiver and sender hardware involved in data
communication and the communication network. Some of these interface or communication
devices are discussed below:
1. Modems: Modulator and Demodulators are devices which converts digital
signals in to analog for transmission over the analog transmission facilities such
as telephones. At the receiving end, a modem performs the reverse function and
converts analog signals into digital form.
2. Codec performs the opposite function of a modem. A communication port /
adapter is a connector on the computer, which is used as an entry to departure
point for data involved in data communication.
A common type of
communication port is RS-232c. This adapter is used for transfer of data
between the computer and the telephone lines.
3. Line Drivers are simple devices used to transmit digital signals over short
distances. These devices do not modulate or demodulate signals, but use filters
to reduce the high frequency components and the modified signal is transmitted
directly over the media. These devices are used for the distances up to 1 KM and
can achieve data transfer rates of up to 19200 BPS. It is mainly used for

connecting VDU terminals with a computer at a distance of more than 100 feet
or so.

14.4.1 Types of Networking Cable – Networking Cable Types
Network cables are using every where in the networks all over the world. They are used to
directly connect, interconnect the same or different networks within the same and separate
compute network for the purpose of information exchange between the multiple users they
are widely used with almost all types of the network topologies worldwide. There are
different types of networks that are chosen according to the need and type of the network for
which they are used. They are available in different categories each with the separate design
and physical properties according to the network suitability. The use of the network cable
was started in 1980s when physical connection was nee between the different computers for
the sake of communication. Later on they became most use medium for maintaining the
reliable connections between the networks.

Transmission Mediums in Computer Networks
Data is represented by computers and other telecommunication devices using signals.
Signals are transmitted in the form of electromagnetic energy from one device to another.
Electromagnetic signals travel through vacuum, air or other transmission mediums to travel
between one point to another(from source to receiver).
Electromagnetic energy (includes electrical and magnetic fields) includes power, voice,
visible light, radio waves, ultraviolet light, gamma rays etc.
Transmission medium is the means through which we send our data from one place to
another. The first layer (physical layer) of Communication Networks OSI Seven layer model
is dedicated to the transmission media, we will study the OSI Model later.

Factors to be considered while choosing Transmission Medium
1.
2.
3.
4.

Transmission Rate
Cost and Ease of Installation
Resistance to Environmental Conditions
Distances

Types of Cables in networking
At first the trend as started with the Coaxial cables which became highly popular but new
technology provide a replacement with the direct connectors and after that fiber optic
technology brought tremendous change in the existing network cables. All types of the
cables are chosen according to the requirements of the maximum size and need of eth data
transfer.
Following are the major communication devices used to day.
1. Wire Pairs: Wire pairs are commonly used in local telephone communication and for
short distance digital data communication. They are usually made up of copper and the
pair of wires is twisted together. Data transmission speed is normally 9600 bits per
second in a distance of 100 meter.
Communication media refers to the means of delivering and receiving data or information.
In telecommunication, these means are transmission and storage tools or channels for data
storage and transmission.

Bounded/Guided Transmission Media

It is the transmission media in which signals are confined to a specific path using wire or
cable. The types of Bounded/ Guided are discussed below.

Twisted Pair Cable
Another type of the networking cables are the twisted pair cables. These cables are typically
designed and constructed by using the twisted pair technology .Twisted pair cables are the
next major technology introduced after the coaxial cable and found much better then the
original cables. These cables have four wire termination pair most known are the RJ45
connectors. They provide high data transfer speed with minimal chance of the distortion
such as noise and data leakage .There maximum length that these cables offers is 300
feet.CAT5 cables are notorious for its short length and some time distance restriction
makes them unsuitable for the large networks but the further enchantments have mad these
CAT5 cables suitable for the networks with 1000 feet 100 base TX Ethernet fats technology
has been used to equip the existing twisted pair technology with high speed and extension
factors .These are known as CAT5e.At first 100 base method was used which slower the
overall performance of the cable but later on 100 base technology were used which gave
birth to the next level of Cat cables such as CATe5, and advanced CATe6,CATe7 which are
capable of connecting the networks over 3300 feet .Still they are known as the best
transmission surfers between the interconnected networks with consistent and reliable
performance. Over 1000 Giga bytes of data can travel through these cables in the form of
packets and digital signals.
This cable is the most commonly used and is cheaper than others. It is lightweight, cheap,
can be installed easily, and they support many different types of network. Some important
points :





Its frequency range is 0 to 3.5 kHz.
Typical attenuation is 0.2 dB/Km @ 1kHz.
Typical delay is 50 µs/km.
Repeater spacing is 2km.

Twisted Pair is of two types:



Unshielded Twisted Pair (UTP)
Shielded Twisted Pair (STP)

Unshielded Twisted Pair Cable

It is the most common type of telecommunication when compared with Shielded Twisted
Pair Cable which consists of two conductors usually copper, each with its own colour plastic
insulator. Identification is the reason behind coloured plastic insulation.
UTP cables consist of 2 or 4 pairs of twisted cable. Cable with 2 pair use RJ-11 connector
and 4 pair cable use RJ-45 connector.

Advantages :







Installation is easy
Flexible
Cheap
It has high speed capacity,
100 meter limit
Higher grades of UTP are used in LAN technologies like Ethernet.

It consists of two insulating copper wires (1mm thick). The wires are twisted together in a
helical form to reduce electrical interference from similar pair.
Disadvantages :



Bandwidth is low when compared with Coaxial Cable
Provides less protection from interference.

Shielded Twisted Pair Cable
This cable has a metal foil or braided-mesh covering which encases each pair of insulated
conductors. Electromagnetic noise penetration is prevented by metal casing. Shielding also
eliminates crosstalk (explained in KEY TERMS Chapter).
It has same attenuation as unshielded twisted pair. It is faster the unshielded and coaxial
cable. It is more expensive than coaxial and unshielded twisted pair.

Advantages:







Easy to install
Performance is adequate
Can be used for Analog or Digital transmission
Increases the signaling rate
Higher capacity than unshielded twisted pair
Eliminates crosstalk

Disadvantages:



Difficult to manufacture
Heavy

2. Coaxial Cables: Coaxial cable is groups of specially wrapped and insulted wires that are
able to transfer data at higher rate. They consist of a central copper wire surrounded by
an insulation over which copper mesh is placed. They are used for long distance
telephone lines and local area network for their noise immunity and faster data transfer.
Coaxial is called by this name because it contains two conductors that are parallel to
each other. Copper is used in this as centre conductor which can be a solid wire or a
standard one. It is surrounded by PVC installation, a sheath which is encased in an outer
conductor of metal foil, barid or both.
Outer metallic wrapping is used as a shield against noise and as the second conductor
which completes the circuit. The outer conductor is also encased in an insulating sheath.
The outermost part is the plastic cover which protects the whole cable.
The first type of the network cables that are used in many networks are the Coaxial cables.
These cables are available in different further classifications such as 10 Base these are

recognized as the original network cables. These cables are constructed with the coaxial wire
typically RG-58A/U or other similar elements and terminated at the end wit the BNC
connectors. These cables provide good data safety and prevents the data leakage .Segments
of the cable are connected to the network at the end of every connecting device .these cable
are the best fit for the networks that are 600 feet long.
Here the most common coaxial standards.





50-Ohm RG-7 or RG-11 : used with thick Ethernet.
50-Ohm RG-58 : used with thin Ethernet
75-Ohm RG-59 : used with cable television
93-Ohm RG-62 : used with ARCNET.

There are two types of Coaxial cables :
BaseBand
This is a 50 ohm (Ω) coaxial cable which is used for digital transmission. It is mostly used
for LAN’s. Baseband transmits a single signal at a time with very high speed. The major
drawback is that it needs amplification after every 1000 feet.
BroadBand
This uses analog transmission on standard cable television cabling. It transmits several
simultaneous signal using different frequencies. It covers large area when compared with
Baseband Coaxial Cable.
Advantages :






Bandwidth is high
Used in long distance telephone lines.
Transmits digital signals at a very high rate of 10Mbps.
Much higher noise immunity
Data transmission without distortion.



The can span to longer distance at higher speeds as they have better shielding when
compared to twisted pair cable

Disadvantages :




Single cable failure can fail the entire network.
Difficult to install and expensive when compared with twisted pair.
If the shield is imperfect, it can lead to grounded loop.

3. Microwave: Microwave system uses very high frequency radio signals to transmit data
through space. The transmitter and receiver of a microwave system should be in line-ofsight because the radio signal cannot bend. With microwave very long distance
transmission is not possible. In order to overcome the problem of line of sight and power
amplification of weak signal, repeaters are used at intervals of 25 to 30 kilometers
between the transmitting and receiving end.
Microwave transmission also requires line of sight in order to work properly. In order to
allow two way communications two frequencies are used. However, this does not mean
that there has to be two antennas because the frequencies can be dealt with by one
antenna at both ends.
The distance covered by microwave signals is based upon the height of the antenna. In
order to increase this coverage each antenna has a built-in repeater that regenerates the
signal before passing it on to the next antenna in line. The placement of the antenna to do
this is approximately 25 miles.
The main drawback of microwave signals is that they can be affected by weather,
especially rain.
Principles of Microwave Transmission
Microwave transmission relies on three key elements:





Use of radio frequency to achieve the transmissions (operating between 1Ghz to
170Ghz)
Clear line-of-sight with no obstacles in the way
Regular relay stations required due to line of site and cost considerations
Microwave Advantages and Disadvantage

Advantages:




No cables needed
Multiple channels available
Wide bandwidth

Disadvantages:





Line-of-sight will be disrupted if any obstacle, such as new buildings, are in the
way
Signal absorption by the atmosphere. Microwaves suffer from attenuation due to
atmospheric conditions.
Towers are expensive to build.

4. Communication Satellite: The problem of line-sight and repeaters are overcome by
using satellites which are the most widely used data transmission media in modern days.
A communication satellite is a microwave relay station placed in outer space. INSAT-1B
is such a satellite that can be accessible from anywhere in India. In satellite
communication, microwave signal is transmitted from a transmitter on earth to the
satellite at space. The satellite amplifies the weak signal and transmits it back to the
receiver. The main advantage of satellite communication is that it is a single microwave
relay station visible from any point of a very large area. In microwave the data
transmission rate is 16 giga bits per second. They are mostly used to link big
metropolitan cities.
A satellite is any object that revolves around a planet in a circular or elliptical path. The
moon is Earth’s natural satellite at 240,000 miles distant. Other satellites that fulfil this
definition are man made and have been launched into orbit to carry out specific
functions. These satellites are typically between 100 and 24,000 miles away.
Satellites have many purposes including data communications, scientific applications
and weather analysis.
Satellite transmission requires an unobstructed line of sight. The line of site will be
between the orbiting satellite and a station on Earth. Satellite signals must travel in
straight lines but do not have the limitations of ground based wireless transmission, such
as the curvature of the Earth.
Microwave signals from a satellite can be transmitted to any place on Earth which means
that high quality communications can be made available to remote areas of the world
without requiring the massive investment in ground-based equipment.
Satellite Orbits
The path that a satellite takes round the Earth is called its orbit. There are three types of
orbit and each is used for different purposes. The orbits used are:




Low Earth Orbit (LEO)
Geosynchronous Earth Orbit (GEO)
Polar Orbit (PO)

Low Earth Orbit (LEO)
Low Earth Orbit (LEO) satellites are placed at the top of Earth’s atmosphere from
between 100 and 1240 miles high. The higher a satellite’s orbit the longer it takes for the

signal to be received. The time delay between sending and receiving is called latency.
With LEOs this latency is relatively negligible at hundredths of a second.
In order to resist the pull of the Earth’s gravity LEOs must travel at high speeds of about
17,000 miles an hour. Due to this the time taken for a LEO’s period is 90 minutes. A
period is the term used to describe how long it takes for a satellite to complete one full
orbit of the Earth.
A low Earth orbit is the simplest and most cost effective of satellite placement and
provides high bandwidth and low latency. The other types of orbit require much more
rocket fuel and energy.
Low Earth Orbit satellite systems require several dozen satellites to provide coverage of
the entire planet.
Geosynchronous Earth Orbit (GEO)
Geosynchronous Earth Orbit satellites orbit the Earth at approximately 23,000 miles
above the equator and have a period of exactly one day. If looked at from Earth GEOs
would look as if they were fixed in one location.
GEO satellites must have their sending and receiving antenna locked to each other to
maintain line of sight and to do this they must rotate at the same speed of the Earth. A
GEO satellite must also attain a specific orbit around the equator to keep away from
other GEO satellites. The distance between GEO satellites is 2 degrees or 1000 miles.
Only three equally spaced GEO satellites are needed to cover the entire surface of the
Earth, except or the Polar regions. The main drawback of a GEO satellite is the high
latency with a value of 0.24 of a second.
Most of today’s satellites are GEO satellites and their applications include
communications and weather.
Polar Orbit
Polar Orbit (PO) satellites are generally Low Earth Orbit (LEO) satellites that have an
orbit near or over the poles. These satellites orbit from north to south at low altitudes of
around 600 miles and can pass over the north and south poles many times a day.
Typical applications of polar orbit satellites are for observation of the Earth and
reconnaissance.
A Satellite’s Coverage Area
Satellites can cover massive areas of the Earth’s surface and this area is called a
satellite’s footprint. The further from the Earth a satellite is the larger its footprint.

Satellites use two frequencies for communications. One band sends while the other
receives. Transmission from the Earth to a satellite is called an uplink whereas
transmission from the satellite to the Earth called a downlink.
Satellite Advantages and Disadvantage
Advantages:




High bandwidth
Coverage over a large geographical area
Can be cheaper over long distances

Disadvantages:




Huge initial cost
Noise and interference
Propagation delay

Fiber Optic Cable
These are similar to coaxial cable. It uses electric signals to transmit data. At the centre is the
glass core through which light propagates.
These cable completely lie in the different category due to the construction elements which
ah fully replaced the normal copper wring with the completely glass or some times plastic
medium for the transmission of the data. Fiber connectors are us o terminate these cables
.they are available in the single and multi modes and can cover widest range of eth area than
the other types of the network cables.
In multimode fibers, the core is 50microns, and In single mode fibres, the thickness is 8 to
10 microns.
The core in fiber optic cable is surrounded by glass cladding with lower index of refraction
as compared to core to keep all the light in core. This is covered with a thin plastic jacket to
protect the cladding. The fibers are grouped together in bundles protected by an outer shield.
Fiber optic cable has bandwidth more than 2 gbps (Gigabytes per Second)

Advantages :




Provides high quality transmission of signals at very high speed.
These are not affected by electromagnetic interference, so noise and distortion is very
less.
Used for both analog and digital signals.

Disadvantages :





It is expensive
Difficult to install.
Maintenance is expensive and difficult.
Do not allow complete routing of light signals.

Unguided media relates to data transmission through the air and is commonly referred to as
wireless. The transmission and reception of data is carried out using antenna.
There are two main ways that antenna work:



Directional (in a beam)
Omnidirectional (all around)

Types of Fiber Optic Cable
Fiber optic cable is a cable which carries one or more than one optical fibers in it. Elements
of this optical fiber are generally individually covered with some plastic coatings and these
are stored in a tube so that these cables can be protected from any damage that can be cause
by natural environment. When it comes to types of fiber optic cable; mainly fiber optic is
categories into three types. One is single mode, other is multimode and the last one is hybrid
or composite.
Single Mode Fiber Optic Cable:
Single mode fiber optic cable use laser light transmitters to send information. High light
power is needed here because information uses to travel over single mode over long
distances. The range that single mode cable can cover is 100KM. This is a cable with

diameter which is less than ten times of wavelength of light. This cable use to carry only one
ray of light at a time and support only one mode. Instead of wavelength its diameter should
be measured in electromagnetic structure. This electromagnetic structure is very useful in
understanding the behavior of light that travels in optical fiber cables. This single mode fiber
use to support one or more transverse modes. Through these modes, light uses to travel in
the fiber. These modes help us in understanding the way through which light waves use to
travel through space. The waves of light can have same mode while traveling through space
but their frequencies use to be different. Only in single mode fiber optic cable waves use to
have different frequencies, with same mode. In single mode fiber optic cable fraction of light
energy travels in cladding when it is in bound mode. Usually the core diameter of single
mode cable is about 8-10 micrometers. The structure of mode depends upon the wavelength
of light that is used in cable and that wavelength decides about the number of additional
modes which this fiber will support.

Multi Mode Fiber Optic Cable:
Multimode fiber optic cable LED light transmitters because light do not have to travel the
long distances. This light use less power as well because the distance that has to be covered
by this cable is much shorter than single mode cable. The range that multi mode cable can
cover is 2KM. Multimode fiber cable is used within a building or office etc. Diameter of
multi mode fiber optic is greeter than 10 micrometers. In multimode cable rays of lights that
travel through the cable are directed along the core of fiber. Only those rays are reflected

from the core which meets the core-cladding boundary. Critical angle of those rays is also
calculated, but with the help of difference between index of reflection from core and
cladding. If any ray of light which meets the boundary but its angle is low then it would be
reflected towards cladding material and no information would be transferred through that ray
in cable. So all the data on rays with low angle uses to disperse at different paths, and takes
time in transfer as well.
Different types of multimode cable are now available for use. Differentiation between these
cables in made on the basis of their core and cladding diameters. Some modern types of
cable include OM1, OM2, and OM3 and OM4. OM1 to OM3 are based in modal bandwidth.
OM4 use to support 125m links.
Hybrid or Composite Optical Cables: when single mode and multimode cables are packet
together in a single tube then this type or optical cable is known as hybrid optical cable. This
kind of cable can be constructed with different combinations of single and multimode cables.
Like 4 multimode and 4 single mode cables can be twisted together as single cable and
packed in a protective plastic tube.
Other Types of Optical Cables:
OFC: Optical fiber, conductive
OFN: Optical fiber, nonconductive
OFCG: Optical fiber, conductive, general use
OFNG: Optical fiber, nonconductive, general use
OFCP: Optical fiber, conductive, plenum
OFNP: Optical fiber, nonconductive, plenum
OFCR: Optical fiber, conductive, riser
OFNR: Optical fiber, nonconductive, riser
OPGW: Optical fiber composite overhead ground wire
ADSS: All-Dielectric Self-Supporting
Radio Transmission
Radio transmission works with or without line of sight. If line of sight is possible then
transmission can take place between sending antenna and receiving antenna. The placement
of antenna has to take into account the curvature of the Earth with antenna being built taller
accordingly. This will also allow for greater transmission distances. If line of sight cannot be
implemented then signals can be broadcast to the upper layers or the atmosphere or space
and then transmitted back to Earth.
The electromagnetic spectrum used for radio communication consists of eight distinct ranges
which are regulated by government authorities:
Name

Description

Range

VLF

Very low frequency

3 – 30KHz

LF

Low frequency

30 – 300KHz

MF

Middle frequency

300KHz – 3MHz

HF

High frequency

3 – 30MHz

VHF

Very high frequency

30- 300MHz

UHF

Ultra high frequency

300MHz – 3GHz

SHF

Super high frequency

3 – 30GHz

EHF

Extremely high frequency

30 – 300GHz

14.5 COMPUTER NETWORK
A computer network is an interconnection of various computer systems located at different
places. In computer network two or more computers are linked together with a medium and
data communication devices for the purpose of communicating data and sharing resources.
The computer that provides resources to other computers on a network is known as server.
In the network the individual computers, which access shared network resources, are known
as workstations or nodes.
There are several different types of computer networks. Computer networks can be
characterized by their size as well as their purpose.
The size of a network can be expressed by the geographic area they occupy and the number
of computers that are part of the network. Networks can cover anything from a handful of
devices within a single room to millions of devices spread across the entire globe.

Figure 14.4- Simplest form of a computer network
Or in other words “Networking is the concept of sharing resources and services. A network
of computers is a group of interconnected systems sharing resources and interacting using a
shared communications link. A network, therefore, is a set of interconnected systems with
something to share. The shared resource can be data, a printer, a fax modem, or a service
such as a database or an email system. The individual systems must be connected through a
pathway (called the transmission medium) that is used to transmit the resource or service
between the computers. All systems on the pathway must follow a set of common
communication rules for data to arrive at its intended destination and for the sending and
receiving systems to understand each other. The rules governing computer communication
are called protocols”. The rules governing computer communication are called protocols.
In summary, all networks must have the following:
1.A resource to share (resource)
2.A pathway to transfer data (transmission medium)

3.A set of rules governing how to communicate (protocols)
Having a transmission pathway does not always guarantee
communication. When two entities communicate, they do not merely exchange information;
rather, they must understand the information they receive from each other. The goal of
computer networking, therefore, is not simply to exchange data but to understand and use
data received from other entities on the network.
An analogy is people speaking, just because two people can speak, it does not mean they
automatically can understand each other. These two people might speak different languages
or interpret words differently. One person might use sign language, while the other uses
spoken language. As in human communication, even though you have two entities who
"speak," there is no guarantee they will be able to understand each other. Just because two
computers are sharing resources, it does not necessarily mean they can communicate.

Figure 14.4(2) - An analogy of a computer network
Because computers can be used in different ways and can be located at
different distances from each other, enabling computers to communicate often can be a
daunting task that draws on a wide variety of technologies.
The two main reasons for using computer networking are to provide
services and to reduce equipment costs. Networks enable computers to share their resources
by offering services to other computers and users on a network. The following are specific
reasons for networking PCs
1. Sharing files
2. Sharing printers and other devices
3. Enabling centralized administration and security of the resources within the system.
4. Supporting network applications such as electronic mail and database services
5. Limited resources
6. Desire to share the resources
7. Cost Reduction
Today, that's a limiting view, because the most important resource is
information. Network lets us share information and Resource Sharing achieves the same.
Resource Sharing
The purpose of many computer networks is to permit a far-flung community of
users to share computer resources. Many such users now have their own microcomputers, so
the shared resources have to be interesting enough to warrant access via a network. The
facilities accessible by networks are in fact becoming more interesting at a rapid rate.

The remote computer may contain software that a user needs to employ. It may be
proprietary software kept at one location. It may require a larger machine than any at the
user's location. The distant computer may provide access to data that is stored and
maintained at its location. Sometimes the remote machine controls a large or special printing
facility. Sometimes the remote machine compiles programs that are used on smaller
peripheral machines.
Cost Reduction
There are various aspects of technology that are likely to force the price of terminal
usage drastically lower. This is important because almost all aspects of telecommunications
are characterized by high price elasticity. In other words, when the price comes down, the
usage goes up.

Why Computer Networks?
The first and foremost need of computer networks is to enable people to share information or
tasks and that can be achieved by sharing all programs, equipment, and especially data
available to anyone on the network without regard to the physical location of the resource
and the user.
Secondly, to provide high reliability by having alternative sources of supply such as having
replicated files on two or three machines, so if one of them is unavailable due to a hardware
failure, the other copies could be used.
Thirdly, the organizations have a tendency to limit their resources but have a desire to share
these resources so as it may result in cost reduction.
Another need may be scalability i.e. the ability to increase system performance gradually as
the workload grows just by adding new processors.
Lastly, a powerful communication medium among widely spread people can be a computer
network.

14.5 Uses of Computer Networks
The following uses of computer networks serve the purpose of computer networks in
organizations.
• Share resources, such as hard drives, printers, scanners, etc., to get more use out of office
equipment.
• Share data on a central server, where all data is collected.
• Share files in electronic form to reduce printing costs and paper waste.
• Share software with multi-user licenses.
• Perform data backups quicker and easier with files on shared drives.
• Exchange information via an internal network.
• Allow access to the Internet.
• Use the network and the Internet to allow access to data from anywhere in the world
• Integrate the whole operations of business organizations into a networked operation,
including sales activity, stock holding, quotations, ordering raw materials, control the
production process, process invoices, process all the accounts, analyze business
performance, quality control.

Computer networks also have many uses to deliver services to private individuals at home.
The people can use computer networks for achieving the following purposes:
• Access to remote information (e.g. Home shopping, Billing etc.)
• Person-to-person communication (e.g. E-mail, Video conferencing etc.)
• Interactive entertainment (e.g. Video on demand, Live shows on TV & Radios)

14.6 Benefits and Limitations of Computer Networks
The most obvious benefit of computer network is that one can store virtually any kind of
information at, and retrieve it from, a central location on the network as well as access it
from any connected computer. One can store, retrieve, and modify textual information such
as letters and contracts, audio information such as voice messages, and visual images such as
facsimiles, photographs, medical x-rays, and even video segments.
A network also enables to combine the power and capabilities of diverse equipment and to
provide a collaborative medium to combine the skills of different people regardless of
physical location. Computer networking enables people to share information and ideas
easily, so they can work more efficiently and productively.
Networks also improve commercial activities such as purchasing, selling, and customer
service. Networks are making traditional business processes more efficient, more
manageable, and less expensive. The key benefits of computer networks for business
organizations can be summarized in the following manner:
• Increase employee productivity
• Reduce office equipment costs
• Backup and protect your data
• Communicate better with customers
• Provide access to your data 24-hours a day
• Cost-Effective Resource Sharing
• Streamlined Business Processes
• Freedom to Choose the Right Tool
• Powerful, Flexible Collaboration between Companies
• Improved Customer Relations
• Secure Management of Sensitive Information
• Worldwide, Instantaneous Access to Information
Computer Networks have highly benefited various fields of educational sectors, business
world, and many organization. They can be seen everywhere they connect people all over
the world. There are some major advantages which computer Networks has provided making
the human file more relaxed and easy, some of them are listed below (i) Date Sharing : Data sharing is one of the biggest advantages provided by the computer
networks.
All the data and resources like documents, files, accounts information, reports, multi media
etc. can be shared with the help of computer networks. Hardware sharing and application
sharing is also allowed in many organizations such as banks and small firms.
(ii) Instant and Multiple Accesses : Computer Networks are multiply processed, many of
users can access the same information at the same time. Immediate commands such as
printing commands can be made with the help of computer networks.

(iii) High Reliability : High reliability is achieved by replicating important data or files on
two or three machines. This cause that if one of machines goes down, the user can still
access the data through some other machines on the network. High reliability is the keyword
for organization like military, banks, air traffic control etc. which need to be operational
even if some hardware problem arises.
(iv) Video Conferencing : Before the arrival of the computer networks there was no concept
for the video conferencing. LAN and WAN have made it possible for the organizations and
business sectors to call the live video conferencing for important discussions and meeting.
(v) Internet Service : Computer networks provide internet service over the entire network.
Every single computer attached to the network can experience the high speed internet, fast
processing and work load distribution.
(vi) Broad Casting : With the help of computer networks news and important messages can
be broadcast just in the matter of seconds who saves a lot of time and effort of the work.
People, can exchange messages immediately over the network any time or we can say 24
hours.
(vii) Saves Cost : Computer networks save a lot of cost for any organizations in different
ways. Building up links through the computer networks immediately transfers files and
message to the other people which reduced transportation and communication expanse. It
also raises the standard of the organization because of the advanced technologies that reused
in networking.
(viii) Remote Access and Login : Employees of different or same organization connected
by the networks can access the networks by simply entering the network remote IP or web
remote IP. In this the communication gap which was present before the computer networks
no more exist.
(ix) Flexibility : Computer networks are quite flexible all of its topologies and networking
strategies supports addition for extra components and terminals to the network. They are
equally fit for large as well as small organizations.
(x) Communication : Computer networks serves as a powerful medium of communication
between people who are separated by geographical distance. Communication the biggest one
advantage by the computer networks. Different computer networking technology has
improved the way of communication people from the same or different organization can
communicate in the matter of minutes for collaborating the work activities. In offices and
organizations computer networks are serving the backbone of the daily communication from
top to bottom level of organization. Different types of software's can be installed which are
useful for transmitting messages and emails at fast speed.
Limitations of Computer Networks
Although the benefits of having a network are significant, technology also presents some
limitations to the networks.
• A network's sharing capabilities can be difficult to configure initially
• Network cabling can be difficult to manage
• Shared Internet access may not perform satisfactorily
• Network connections drop unexpectedly
• Network is too insecure
Components of a Network
A computer network comprises the following components:
 A minimum of at least 2 computers






Cables that connect the computers to each other, although wireless communication is
becoming more common (see Advice Sheet 20 for more information)
A network interface device on each computer (this is called a network interface card
or NIC)
A ‘Switch’ used to switch the data from one point to another. Hubs are outdated and
are little used for new installations.
Network operating system software

Structured Cabling
The two most popular types of structured network cabling are twisted-pair (also known as
10BaseT) and thin coax (also known as 10Base2). 10BaseT cabling looks like ordinary
telephone wire, except that it has 8 wires inside instead of 4. Thin coax looks like the copper
coaxial cabling that's often used to connect a Video Recorder to a TV.
10BaseT Cabling
When 10BaseT cabling is used, a strand of cabling is inserted between each computer and a
hub. If you have 5 computers, you'll need 5 cables. Each cable cannot exceed 325 feet in
length. Because the cables from all of the PCs converge at a common point, a 10BaseT
network forms a star configuration.
Fig 4a shows a Cat5e cable, with a standard connector, known as an RJ-45 connector.
Fig 4b shows a standard Cat5e Wall Outlet socket which the cables are connected to.
Fig 4c shows a standard Cat5e Patch Panel Wall Outlet socket which is used to terminate the
cables from various points in the school bank to a central point.
Fig 4d shows a wall mounted cabinet used to house and protect patch panel cables and
connectors.

Figure 14.5a: Cat5e Cable and a close up of RJ-45 connector

Figure 14.5b: Cat5e Wall Outlets

Figure 14.5c: Cat5e Patch Panel

Figure 14.5d: Wall Mounted Cabinet
10BaseT cabling is available in different grades or categories. Some grades, or "cats", are
required for Fast Ethernet networks, while others are perfectly acceptable for standard
10Mbps networks--and less expensive, too. All new networks use a minimum of standard
unshielded twisted-pair (UTP) Category 5e 10BaseT cabling because it offers a
performance advantage over lower grades.
Following are the characteristics used to categorize different types of networks:
Topology
The geometric arrangement of positioning computer systems is known as a network
topology. Common topologies include a bus, star, and ring.
Architecture
Network Architecture basically means how computer networks should be made and can be
broadly classified as using either a peer-to-peer or client/server architecture. Computers on a
network are sometimes called nodes. Computers and devices that allocate resources for a
network are called servers.
Types of Computer Networks
Networks are all about sharing resources of computers, servers, printers, scanners etc to each
other. There are two different types with which network between computers can be formed.
Networking formation completely depends on the requirement of the organization scale and
usability. We should always study requirements and needs before we decide to choose any
type of network. Picking wrong set of options can cost you waste of money, time and
resources. Two types of networks are Peer to Peer networking also known to be p2p, the
other one is Client and Server networks.
Peer-to-Peer: Sometimes called P2P, these networks are the simplest and least expensive
networks to set up but provide less performance under heavy loads. In this type of
architecture, each computer (workstation or node) has equal capability and responsibility i.e.
none of the node is superior over other nodes.

P2P networks are simple in the sense that the computers are connected directly to each other
and share the same level of access on the network, hence the name. Computer ‘X’ will
connect directly to Computer ‘Y’ and will share all files with the appropriate security or
sharing rights. If many computers are connected a hub may be used to connect all these
computers and/or devices. P2p networking type is most commonly used computer networks.
This type of network is very cost effective but supports lesser number of computers in
network. Ten to fifteen computers can be connected to each other using p2p networking
model without problem, more number of computers often create problems. All computers
possesses same status within the network and no computer control any other computer but it
self, this network does not have server to control and monitor. Security level is not towards
higher side and each work station it self is responsible for security. Using p2p models files
can be shared among computers. Files like, videos, audios, pictures, spreadsheets and all
digital media can be sent or received with in the network. Printers, scanners and internet can
be shared with in all computers. Below is the picture showing three computers connected to
each other with hub and switch. All computers are connected to hub through Network
adaptor card using Cable and hub or switch is connected to internet to pass it on to
connected computers.. You can see there is no server involved in this diagram but all
individual computers are connecting to hub forming P2P network.
NIC Adapters:
NIC is Network Interface Card; this is the most important device in building network.These
adapters are the most common part of computers which are used in our homes and
offices.Nic is also referred to LAN, i.e. is Local area network card. Communication
mediums (cables) are attached to this card to build network. This device has unique Mac
address. To build network unique IP address is assign to this LAN card to begun
communication.In case of developing WLAN, instead of LAN card we use Wireless card. Its
functionality is same as simple LAN card; it is just wireless communication device which
connects to router for communication.

Cables:
Cables are obviously used to connect communication devices with each other to form
network. There different types of cables, commonly used cables are 10baseT/CAT5 , coaxial
cable, Ethernet and fiber optical cable. Fiber optical is the most expensive as it enables the
data transfer at speed of light. It is costly solution which is mostly get adopted by corporate
sector. However in recent developments optical fiber cable is now being used in home
networking and also used as medium to connect to internet.
One can opt for Peer-to-Peer when:
• have five or fewer PC’s.
• want to share files and printers.
• want easy installation.
• want users to manage their own computers.
• do not frequently share large files such as CAD or graphic files.
• there is a tight budget.
Limitation of P2P networking model:
Before deciding to implement P2P model one must know the limitations of this type. Getting
to know later can be frustrating big time. It would highly be recommended to get your
organizational people site together and discuss the needs. Peer to Peer looks very simple,
quite cost effective and attractive, yet it can keep progress very limited.




Peer-To-Peer networks are designed for limited number computers, it will start
creating issues when exceed 15 number of computers
High security levels can not be achieved using p2p networks, so if organization have
concerns with security p2p will not be that great.
Organizational growth will outgrow p2p networks; it will not support growing
number of computers when increased above fifteen.



Regular training is required for computer users of p2p network. p2p network is
control by computers and computers are controlled by human, small mistake by one
of the user can hold the work for other users on same p2p network.

Client/Server:
Choosing right kind of networking model is very important for organization. If you are
using lesser number of computer and do not see any need to increase the numbers of
computers to more than 15 then you are fine with peer to peer networking model, but if
you are bigger organization or seeing growth in network, client and server model is
designed for it.
The difference in p2p and client server model is that p2p does not have any device or
computer that controls computers on network whereas; client / server model has one
dedicated computer which is called server. It is called dedicated server. All computers
are connected to hub and hub is connected to dedicated server. Server is responsible to
perform according to the request sent to it by clients. For example server can act as print
server, if client request a print of document server will send print command to printer
and it will be printed. Same way all the files are stored on the server and not on client
computer, same client can retrieve data by using any other computer on the same
network. This concept is known as centralization, this enables server to keep profile of
users, data, and software etc completely in tacked and organized.
Normal computer can also be configured as server and it should be alright and perform
server tasks efficiently, but if network growth is on seen and many computers are
required to attach to network that’s where we might need proper server to take over the
network.
You can see in diagram below. All the workstations (Clients) are attached on server,
some times there is hub involved but in this case it is just clients and server.

Features of Server:
Servers are powerful machines when they are compared to normal desktop computers.
They are meant to provide strength to computing power within the entire network.
Controlling developed network can only be done by dedicated servers as they have
higher specifications to support network. Servers can have better processing speed with
multiple processors capability available. Server machine have higher RAM to load and

execute software with ease. They have more advance network cards installed for faster
data transfer. Hard drives are way bigger to store the data for entire clients. Hardware
can be plugged in and plugged out while server is on, this helps network stable, and
hardware like hard disk can be removed and attached accordingly.
Server Os:
Operating systems are also specially designed for servers. Server Os have much more
features file serving, print serving, backing up data, enhanced security features etc. There
are few major Server Os which are used commonly in servers, Windows server NT. 2000
, 2003,Linux and Novell NetWare. Windows server 2003 is more powerful and enhanced
for much higher security levels, Linux servers provide the maximum security to
networks.
To use the services available on an Internet, application programs, running at two
end computers and communicating with each other, are needed. In other words, in an
Internet, the application programs are the entities that communicate with each other, not the
computers or users.
The application programs using the Internet follow these client-server model strategies
1. An application program, called the client, running on the local machine, requests a
service from another application program, called the server, running on the remote
machine, the following Figure illustrates this.

Figure 14.6 - Client-server Model
2. A server can provide a service for any client, not just a particular client. In other words,
the client-server relationship is many-to-one. Many clients can use the services of one
server.
3. Generally, a client program, which requests a service, should run only when it is
needed. The server program, which provides a service, should run all of the time
because it does not know when its service is needed.
4. Services needed frequently and by many users have specific client-server application
programs. For example, we should have client-server application programs that allow
users to access files, send e-mail, and so on. For services that are more customized, we
should have one generic application program that allows users to access the services
available on a remote computer.
Client
A client is a program running on the local machine requesting service from a server.
A client program is finite, which means it is started by the user (or another application
program) and terminates when the service is complete.

Server
A server is a program running on the remote machine providing service to the clients.
When it starts, it opens the door for incoming requests from clients, but it never initiates a
service until it is requested to do so.
A server program is an infinite program. When it starts, it runs infinitely unless a
problem arises. It waits for incoming requests from clients. When a request arrives, it
responds to the request.
They consist of the server which stores the files or runs applications and the client machines,
which are the computers used by workers. Here, server is having a superiority over other
nodes and will serve the client nodes. Hence, server is more powerful and clients have to
completely rely on server. Using a client/server setup can be helpful in many ways. It can
free up disk space by providing a central location for all the files to be stored. It also ensures
the most recent copy of that file is available to all. A server can also act as a mail server
which collects and sends all the e-mail or a print server which takes all the print jobs and
sends them to the printer, thus freeing computing power on the client machine to continue
working.
The client/server network is the most widely-used type of networking because of its
efficiency. Whereas the computers in a peer-to-peer network can perform multiple
operations, including running applications, displaying documents onscreen, and
printing, computers in a client/server network are more specialized. One can opt for
client/server when:
• have six or more computers.
• need strong central security and reliable back up.
• need the additional speed and performance.
Peer-to-Peer Networks vs Client/Server Networks
Peer-to-Peer Networks
Client/Server Networks
· Easy to set up
· More difficult to set up
· Less expensive to install
· More expensive to install
· Can be implemented on a wide range of
· A variety of operating systems can be supported on
operating systems
the client computers, but the server needs to run an
operating system that supports networking
· More time consuming to maintain the software
· Less time consuming to maintain the software being
being used (as computers must be managed
used (as most of the maintenance is managed from the
individually)
server)
· Very low levels of security supported or none at · High levels of security are supported, all of which are
all. These can be very cumbersome to set up,
controlled from the server. Such measures prevent the
depending on the operating system being used
deletion of essential system files or the changing of
settings
· Ideal for networks with less than 10 computers
· No limit to the number of computers that can be
supported by the network
· Does not require a server
· Requires a server running a server operating system

· Demands a moderate level of skill to administer
the network.

· Demands that the network administrator has a high
level of IT skills with a good working knowledge of a
server operating system

What are Types of Servers ?
The history of servers moves parallel to the history of computer networks. The computer
networks allow multi-systems to communicate with each other at the same time and its
evolution was expected to assign some computers with some serving role where all other
computers that are in direct interaction with the human users, perform as clients. Server
types have grown along with the development and growth of networks. To do the job of
serving, servers and associated software are manufactured.
The origin of the server is to serve – technically means that the specific computer is serving
all those computers that are present in its network. It facilitates them by making queue of the
printing command of several computers at a time and also acts like a file server for those
applications that are accessed by the online terminals.

Today the role of the server is similar to that of microcomputers of the past which are now
substituted. For this role many servers are appointed but this allocation does not limit the
role of a server as many other roles can be assigned to the server simultaneously. For
instance, we can take the example of a small office where a desktop computer can serve all
other computers present within the office while simultaneously serving as a workstation for
some employee.

Types of servers: What are the types of servers available with brief information
Typically servers are of four types:
1.
2.
3.
4.

FTP servers
proxy servers,
online game servers
web servers.

Server networking model or client is used by many systems together with email services
and web sites. Peer to peer networking, a substitute model, makes all computers to work like
servers and clients simultaneously. You can better understand a server by these examples.
Name servers gives information about internet host names, FTP servers keep hold on FTP
sites and provide files to does users who request for it, mail servers are responsible for
delivering e-mails, web servers are bound to send web pages where list servers are
programmed to administrate mailing lists.
Servers are physically like other computers where their hardware configuration is specifically
optimized to make them most appropriate for their role. In many servers the hardware installed is
alike the hardware of any other normal computer but the software run in the server is far more
different form the software that are installed in other computers. Additional processing, storage
capacity and memory are commonly configured in the network servers to improve its capacity to
handle clients – other computers on the network

The underlying hardware or software for a system that drives the server is called a server
platform. Instead of operating system, the term server platform is used.


Application Servers

Application servers have lion’s share in computer territory between database servers and the
end user, where servers are often connected to the two. They are often referred as
middleware Middleware is that software which establishes a connection between two
separate applications that are otherwise apart. A number of middleware products can link a
database system to a Web server. It enables users to request data from database by the help
of those forms that are displayed on Web browser and based on the users’ profile and
request, allowing the Web server to return dynamic Web pages.


List Servers

To improve the management of mailing lists list servers are used despite of what is there
type. Whether they are interactive debates open to the public or one-way lists that deliver
newsletters, announcements or advertising.


Chat Servers

This server enables a number of people to share information in the environment of an
internet newsgroup that offer real time discussion capabilities. It is used to refer to a number
of different features of computer. To immediately respond to the input real-time operating
systems are used.


IRC Servers

Internet Relay Chat is comprised of various independent networks of servers that allow users
to connect to each other via an IRC network. It is an option for those who are seeking real
time competence.


Fax Servers

Those organizations that want to reduce the incoming and outgoing telephone resources; a
fax server is an ideal solution. However, there is a need to fax the actual document.


Groupware Servers

It is software that is designed to make the users able to work together, regardless of their
location, through Internet or a corporate Intranet and to work together in a virtual
environment.


Mail Servers

Mail server is as important as web server s and mail servers to send and store mails on the
corporate networks through LANs and WANs and across the internet.


Telnet Servers

By the help of it users log on to a host computer and perform work as if they are working on
isolated computer.


News Servers

They work as source of distribution and delivery for hundreds of available public news
groups accessible over the USENET news network. USENET is global bulletin board
system that can be approached via internet or via a variety of online services


Proxy Servers

In computer networks, a proxy server is a server (a computer system or an application)
that acts as an intermediary for requests from clients seeking resources from other
servers. A client connects to the proxy server, requesting some service, such as a file,
connection, web page, or other resource, available from a different server. The proxy
server evaluates the request according to its filtering rules.
The proxy concept was invented in the early days of distributed systems as a way to
simplify and control their complexity. Today, most proxies are a web proxy, allowing
access to content on the World Wide Web.











A proxy server has a large variety of potential purposes, including:
To keep machines behind it anonymous (mainly for security).
To speed up access to resources (using caching). Web proxies are commonly used to
cache web pages from a web server.
To apply access policy to network services or content, e.g. to block undesired sites.
To log / audit usage, i.e. to provide company employee Internet usage reporting.
To bypass security / parental controls.
To scan transmitted content for malware before delivery.
To scan outbound content, e.g., for data leak protection.
To circumvent regional restrictions.
To allow a web site to make web requests to externally hosted resources (e.g.
images, music files, etc.) when cross-domain restrictions prohibit the web site from
linking directly to the outside domains.

A proxy server that passes requests and responses unmodified is usually called a
gateway or sometimes tunneling proxy. A proxy server can be placed in the user’s local
computer or at various points between the user and the destination servers on the Internet.
These servers work in-between a client programme (commonly a Web browser) and an
external server (another server on web) to filter requests, improve performance, and share
connections.

The role played by the servers in a networking is very significant. An out of order
server can halt the interconnectivity of all computers on its network. The rise in the usage of
internet in homes and office users along with the increase in corporate computer networks
are responsible for boosting the development of server. Servers are used in today’s
computers and we do not know what will be there developed form and of course what will

be the choice of the upcoming generation. Let us wait and see how will be these serving
computers molded in near future
Types of dedicated servers
Introduction
Servers are the machines or computers that are typically deigned and configured for fulfills
the specific need of any organization such as hosting, link forwarding, monitoring etc. they
can be seen in wide variety specifically in the technological and business organizations.
Dedicated servers are those which are designed and dedicated for some specific tasks such as
network mangers and host providers. There are two types of the dedicated servers. It’s quite
significant that users and client must know the difference between two types of the serves
which are.


Unmanaged Dedicated Servers



Managed Dedicated Servers.

Unmanaged dedicated servers
The servers that are used by eth people who have small business particularly restricted to
themselves. These are known as unmanaged servers because no external source is
maintaining and monitoring the data. Only client itself is responsible for the all the backups.
They can use technical resource for this purpose and they are highly beneficial for clients
from the cost point of view.
Managed Dedicated Servers
Managed dedicated serves are controlled by the internet service provider ISP. if the client is
using managed dedicated servers then all their tasks such as monitoring, back ups, accounts
are handled by the service providers directly. These servers are more popular in the internet
users because people feel totally free when they use managed dedicate servers. These servers
are perfect fit for the business oriented small as well as large firms.
Advantages of the Managed Dedicated Servers.


No need to manage the activities by oneselves .all the technical support and
functionalities are performed by the internet service providers.



High speed server response as compared to the unmanaged servers.



Maximum server uptime.



Hosting feature is easily available for the clients in dedicated managed servers.



one can experience increased security with these servers.



Easier and greater access to the server across.

Disadvantages


Maintenance cost of managed servers is comparatively higher even in the
start ups.



Root admin access is not granted to the clients because service providers are
responsible for that and only limited access to the client is provided that is
totally monitored by the managed servers.

Disadvantages of unmanaged servers
Unmanaged servers are totally handled at the client hand no immediate or external source is
involved in any technical support. In this situation thee are some critical tasks such as
network synchronization and configuration etc, which are time taking. A lot of time of
clients are consumes here which can distract people form other work routines. Secondly one
must have complete knowledge about the web businesses when dealing with unmanaged
servers.
Future Perception
Managed and unmanaged servers are both useful according to the situations. Improvement
can be proven useful to the technological and business world more specifically the
individuals, because people from different sectors of life are getting involved into online
world day by day such as in universities and college online lectures an video conferencing,
searching techniques, search methods and references for the course of studies are
recommended to the students and they look into the stuff online to stay updated .Second
reason for its rapid growth is the online integration of many commercial firm which were
manual before internet technology more specifically the banks who are focusing more on the
internet banking and online transactions, Leading countries of the world such as United
States and Japan holds online stock markets for collaborating with the ret of the world
instantly. In future SDSL technology will be very useful for the world in almost daily life
activities, business world and online markets.

Features of dedicated server
Dedicated servers are one of the most popular types of the servers. There are many features
that make them suitable for the large as well as small businesses. When it comes to the
question that why to choose dedicated servers then several reason and advantages of the
dedicated server provide answer to this question.
Features of dedicated server
There are major features of dedicated servers, here are some of the features listed below:
Easy to manage
On of the biggest reason for choosing the dedicated servers is the simple management where
you are using provided dedicated servers or self managed. In both types it’s easy to handle
the critical issues. The one offered by the service provider is just like a simple task to do.
Support for operating system
Dedicated servers come with the operating system support. Usually a person who frequently
deals with the computer system activities can easily determine for which type of operating
system dedicated server is provided and no charges are asked from customers. Most
common operating systems which are available free of cost is Linux, UNIX and other
commercial operating systems such as Microsoft Windows Server. Other types of operating
systems include Fedora Core, Debian, NetBSD and Open BSD .One can also get readily
available updates with the help of dedicated servers.
Access to Multiple providers
Outsource dedicated server are also famous because we can success most powered networks
even more then one at a time with dedicated outsource servers. A wonderful feature of
dedicated server is that they offer blended bandwidth on low price; users can utilize large
portions of bandwidth at high speed. Multi provider experience can be enjoyed at the same
hosting cost with dedicated servers.
Uptime guarantees. Dedicated servers are in the list of servers which offers full uptime
guarantee over a specific period of time or a network contract. High quality providers
provide free uptime guarantee. Uptime includes. Multi quality links, uplinking. Multi homed
networks etc.
Giga byte Bandwidth is one of the speed unit most commonly measured with the line of
access. It was available at mega bytes before the arrival of the dedicated servers, bandwidth

was only available in Mega bytes but dedicated servers introduced the Bandwidth in Giga
bytes. Over usage of bandwidth is also providing by some of the high quality providers.
Management
management of the dedicated servers is according t the situation and quite simple and easy to
understand one can manage according to the requirement for example home users/students
can easily manage their server at home if they have enough know how of the system and
internet service providers can also manage the large area dedicated serve which are used in
large organizations. But apart from deep information at broader view dedicated servers are
divided into two categories. Managed and unmanaged. Unmanaged dedicate servers are
controlled by the service providers. And managed server or fully managed servers are user
control based. In these type user has complete web based access and web control panel.
Another advantage of the dedicated serve management is that they offer automatic operating
system and application updates to its users. An also monitors the hardware, antivirus
updates, hosting services, load management, technical support and intrusion detection.
Security
Dedicated servers offer maximum utilization of the security system of the computer and
network in both internal and external environment. Provides any times give additional
security software including antivirus, malware detectors and spyware detectors which helps
the users to scan and detect he different kinds of Trojan and infections that interrupts the
network management and access .these protective applications are free of cost or are
available at the fixed cost of operating systems. Some of the high quality providers also
provide additional updates too.
Protocol
The rules and encoding specifications for sending data are known as protocols. The
protocols also determine whether the network uses a peer-to-peer or client/server
architecture.
In networking, the communication language used by computer devices is called the protocol.
The protocol defines a common set of rules and signals that computers on the network use to
communicate. One of the most popular protocols for LANs is called Ethernet. Another
popular LAN protocol for PCs is the IBM token-ring network.

14.7 Types of Communication Networks

Computer Networks may be classified on the basis of geographical area in two broad
categories.
1. Local Area Network (LAN)
2. Wide Area Network (WAN)
3. Personal area network, or PAN
4. Metropolitan area network, or MAN
In terms of purpose, many networks can be considered general purpose, which means they
are used for everything from sending files to a printer to accessing the Internet. Some types
of networks, however, serve a very particular purpose. Some of the different networks based
on their main purpose are:





Storage area network, or SAN
Enterprise private network, or EPN
Virtual private network, or VPN
Campus Area Network(CAN)

Let's look at each of these in a bit more detail.
14.7.1 Local Area Network
Networks used to interconnect computers in a single room, rooms within a building or
buildings on one site are called Local Area Network (LAN). LAN transmits data with a
speed of several megabits per second (106 bits per second). The transmission medium is
normally coaxial cables.

LAN links computers, i.e., software and hardware, in the same area for the purpose of
sharing information. Usually LAN links computers within a limited geographical area
because they must be connected by a cable, which is quite expensive. People working in
LAN get more capabilities in data processing, work processing and other information
exchange compared to stand-alone computers. Because of this information exchange most of
the business and government organisations are using LAN.
A local area network, or LAN, consists of a computer network at a single site, typically an
individual office building. A LAN is very useful for sharing resources, such as data storage
and printers. LANs can be built with relatively inexpensive hardware, such as hubs, network
adapters and Ethernet cables.
The smallest LAN may only use two computers, while larger LANs can accommodate
thousands of computers. A LAN typically relies mostly on wired connections for increased
speed and security, but wireless connections can also be part of a LAN. High speed and
relatively low cost are the defining characteristics of LANs.
LANs are typically used for single sites where people need to share resources among
themselves but not with the rest of the outside world. Think of an office building where
everybody should be able to access files on a central server or be able to print a document to
one or more central printers. Those tasks should be easy for everybody working in the same
office, but you would not want somebody just walking outside to be able to send a document
to the printer from their cell phone! If a local area network, or LAN, is entirely wireless, it is
referred to as a wireless local area network, or WLAN.

Figure 14.7 - Local Area Network

Applications of LAN





One of the computer in a network can become a server serving all the remaining computers
called clients. Software can be stored on the server and it can be used by the remaining
clients.
Connecting Locally all the workstations in a building to let them communicate with each
other locally without any internet access.
Sharing common resources like printers etc are some common applications of LAN.

Major Characteristics of LAN
every computer has the potential to communicate with any other computers of the
network

high degree of interconnection between computers
easy physical connection of computers in a network
inexpensive medium of data transmission
high data transmission rate
Advantages
The reliability of network is high because the failure of one computer in the network
does not effect the functioning for other computers.
Addition of new computer to network is easy.
High rate of data transmission is possible.
Peripheral devices like magnetic disk and printer can be shared by other computers.
Disadvantages
If the communication line fails, the entire network system breaks down.
Use of LAN
Followings are the major areas where LAN is normally used
File transfers and Access
Word and text processing
Electronic message handling
Remote database access
Personal computing
Digital voice transmission and storage
LAN Topology
A network topology refers to the physical lay out of the network in which all the
devices are connected. This includes all the hardware that makes up the network. The points
of the connection to the network by the station are calls Nodes or Link stations. There are
several types of topographical design & strategies are used to implement LAN. The majority
of these are based on three types of topologies.
a) Star

b) Bus

c) Ring

LANs are distinguished from other kinds of networks by these characteristics:
Size: The number of computers connected in a network through some communication
channel.
Transmission Technology: Devices can be connected by twisted-pair wire, coaxial cables,
or fiber optic cables. Some networks do without connecting transmission media altogether,
communicating instead via radio waves. LAN's are capable of transmitting data at very fast
rates, much faster than data can be transmitted over a telephone line; but the distances are
limited, and there is also a limit on the number of computers that can be attached to a single
LAN

Topology: The geometric arrangement of devices on the network. For example, devices can
be arranged in a ring or in a straight line.
Protocols: The rules and encoding specifications for sending data. The protocols also
determine whether the network uses a peer-to-peer or client/server architecture.
LAN Hardware
The basic hardware devices for establishing a LAN are:
1. Data Transmission Channel: Four types of communication channels are generally used
in a LAN. These may be Coaxial Cable, Twisted Pair Cable, Fibre Optic Cable, Infrared or
Radio Waves.
2. Network Interface Circuitry (NIC): This unit in the individual personal computers may
be part of the system motherboard or it may be on a separate plug-in card and is connected to
the network. It contains the rules and logic to access the LAN. The function of this circuitry
depends on the type of topology used in LAN.
3. Server and Workstations: The server provides all of the services and information and
handles printing requests, for example. The server generally controls all the resources and
puts them at the client's disposal. Networks may also consist of more than one server. Each
of these servers has a different and more specialized job. A print server handles the print
jobs of its workstations and servers. A file server stores or sends files. An application
server runs applications and sends the results. A modem server is used to connect other
network simply using a telephone wire to share expensive resources by all connected
workstations in a network ring. The workstations are the computer users interact with. If the
workstation needs something it doesn't have, it can send its request to the server.
LAN Software
Local Area Networks use special operating systems and other system software to manage the
network, its resources and its users. Network Operating Systems should be very secure and
robust to provide reliable network services.
LAN Software
LAN operating system is required to operate on the LAN system. It has basically two
aspects
1. Server Software
2. Workstation Software
Examples of some of the popular LAN Operating System Software are:
• Windows 2000 Server
• Novell NetWare
• Ethernet
• ArcNet
• Corvus
Major Local Area Network technologies are:
(1) Ethernet

(2) Token Ring
(3) FDDI
Ethernet is by far the most commonly used LAN technology. A number of corporations use
the Token Ring technology. FDDI is sometimes used as a backbone LAN interconnecting
Ethernet or Token Ring LANs. Another LAN technology, ARCNET, once the most
commonly installed LAN technology, is still used in the industrial automation industry.
INTRODUCTION TO ETHERNET
History of the Ethernet
Ethernet is a well-known and widely used network technology that employs bus
topology. Ethernet was invented at Xerox Corporation’s Palo Alto Research Center in the
early 1970s. Digital Equipment Corporation, Intel Corporation, and Xerox later cooperated
to devise a production standard, which is informally called DIX Ethernet for the initials of
the three companies. IEEE now controls Ethernet standards. In its original version, an
Ethernet LAN consisted of a single coaxial cable, called the ether, to that multiple computers
connect. Engineers use the term segment to refer to the Ethernet coaxial cable. A given
Ethernet segment is limited to 500 meters in length, and the standard requires a minimum
separation of 3 meters between each pair of connections.
The original Ethernet hardware operated al a bandwidth of 10 Megabits per second (Mbps);
a later version known as Fast Ethernet operates at IUU Mbps. and the most recent version,
which is known as Gigabit Ethernet operates at 1000 Mbps or 1 Gigabit per second (Gbps).

Sharing on an Ethernet
The Ethernet standard specifies all details, including the format of frames that
computers send across the ether, the voltage to be used, and the method used to modulate a
signal.
Because it uses a bus topology, Ethernet requires multiple computers to share access to a
single medium. A sender transmits a signal, which propagates from the sender toward both
ends of the cable. Figure 1.8 illustrates how data flows across an Ethernet.

Ethernet Cable (shared bus)

Sending computer
transmits bits
of a frame

Destination computer
receives a copy
of each bit

Signal propagates
along the entire cable

Figure 14.8 - Conceptual flow of bits across an Ethernet
A signal propagates from the sending computer to both end of the shared cable. It is
important to understand that sharing in local area network technologies does not mean that
multiple frames are being sent at the same time. In stead, the sending computer has exclusive
use of the entire cable during the transmission of a given frame- other computers must wait.
After one-computer finishers transmitting one frame, the shared cable becomes available for
another computer to use.
Ethernet is a bus, network in which multiple computers share a single transmits a
frame to another, and all other computers must wait.

Carrier Sense on Multi-Access Networks (CSMA)
The most interesting aspect of Ethernet is the mechanism used to coordinate
transmission. An Ethernet network does not have a centralized controller that tells each
computer how to take turns using the shard cable. Instead, all computers attached to an
Ethernet participate in a distributed coordination scheme called Carrier Sense Multiple
Access (CSMA). The scheme uses electrical activity on the cable to determine status. When
no computer is sending a frame, the ether does not contain electrical signals. During frame
transmission, however, a sender transmits electrical signals used to encode bits. Although
the signals differ slightly from the carrier waves, they are informally called a carrier. Thus,
to determine whether the cable is currently being used, a computer can check for a carrier. If
no carrier is present, the computer can transmit a frame. If a carrier is present, the computer
must wait for the sender to finish before proceeding. Technically, checking for a carrier
wave is called carrier sense, and the idea of using the presence of a signal to determine when
to transmit is called Carrier Sense Multiple Access (CSMA).

Collision Detection and Back off with CSMA/CD
Because CSMA allows each computer to determine whether a shared cable is already
in use by another computer, it prevents a computer from interrupting an ongoing
transmission. However, CSMA cannot prevent all possible conflicts. To understand why,
imagine what happens if two computers at opposite ends of an idle cable both have a frame
ready to send at the same time. When they check for a carrier, both stations. Find the cable
idle, and both start lo send frames simultaneously. The signals travel at approximately 70%
of the speed of light, and when the signals transmitted by two computers reach the same
point on the cable, they interfere with each other.
The interference between two signals is called a collision. Although a collision does
not harm the hardware, it produces a garbled transmission that prevents either of the two
frames from being received correctly.

To ensure that no other computer transmits

simultaneously, the Ethernet standard requires a sending station to monitor signals on the
cable. If the signal on the cable differs from the signal that the station is sending, it means
that a collision has occurred.

Whenever a collision is detected, a sending station

immediately stops transmitting. Technically, monitoring a cable during transmission is
known as Collision Detect {CD), and the Ethernet mechanism is known as Carrier Sense
Multiple Access with Collision Detect (CSMA/CD).
CSMA/CD does more than merely detect collisions - it also recovers from them.
After a collision occurs, a computer must wail for the cable to become idle again before
transmitting a frame. However, if the computers begin to transmit as soon as the ether
becomes idle another collision will occur. To avoid multiple collisions, Ethernet requires
each computer to delay after a collision before attempting to retransmit. The standard
specifies a maximum delay, d, and forces each computer to choose a random delay less than
d. In most cases, when a computer chooses a delay at random, it will select a value that
differs from any of the values chosen by the other computers – the computer that chooses the
smallest delay will proceed to send a frame and the network will return to normal operation.
If two or more computers happen to choose nearly the same amount of delay after a
collision, they will both begin to transmit at nearly the same time, producing a second
collision. To avoid a sequence of collisions, Ethernet requires each computer to double the
range from which a delay is chosen after each collision. Thus, a computer chooses a random

delay from 0 to d after one collision, a random delay between 0 and 2d after a second
collision, between 0 and 4d after a third, and soon after a few collisions, the range from
which a random value is chosen becomes large, and the probability is high that some
computer will choose a short delay and transmit without a collision.
Technically, doubling the range of the random delay after each collision is known as
binary exponential back off. In essence, exponential back off means that an Ethernet can
recover quickly after a collision because each computer agrees to wait longer times between
attempts when the cable becomes busy. In the unlikely event that two or more computers
choose delays that are approximately equal, exponential back off guarantees that contention
for the cable will be reduced after a few collisions.
Computers attached to an Ethernet use CSMA/CD in which a computer waits for the
ether lo be idle before transmitting a frame. If two computers transmit simultaneously, a
collision occurs: the computers use exponential back off to choose which computer will
proceed. Each computer' delays a random time before trying to transmit again, and then
doubles the delay for each successive collision.
Basis and Working
Ethernet is a very popular local area network architecture based on the CSMA/CD
access method. The original Ethernet specification was the basis for the IEEE 802.3
specifications. In present usage, the term "Ethernet" refers to original Ethernet (or Ethernet
II, the latest version) as well as the IEEE 802.3 standards. The different varieties of Ethernet
networks are commonly referred to as Ethernet topologies. Typically, Ethernet networks can
use a bus physical topology, although, as mentioned earlier, many varieties of Ethernet such
as 10BASE-T use a star physical topology and a bus logical topology. (Microsoft uses the
term "star bus topology" to describe 10BASE-T.)
Ethernet networks, depending on the specification, operate at 10 or 100Mbps using
base band transmission. Each IEEE 802.3 specification prescribes its own cable types.
14.7.2 Wide Area Network
The term Wide Area Network (WAN) is used to describe a computer network spanning a
regional, national or global area. For example, for a large company the head quarters might
be at Delhi and regional branches at Bombay, Madras, Bangalore and Calcutta. Here
regional centers are connected to head quarters through WAN. The distance between

computers connected to WAN is larger. Therefore the transmission medium used are
normally telephone lines, microwaves and satellite links.

Figure 14.9- WAN
4.4.3 Characteristics of WAN
Followings are the major characteristics of WAN.
1. Communication Facility: For a big company spanning over different parts of the
country the employees can save long distance phone calls and it overcomes the time lag
in overseas communications. Computer conferencing is another use of WAN where users
communicate with each other through their computer system.
2. Remote Data Entry: Remote data entry is possible in WAN. It means sitting at any
location you can enter data, update data and query other information of any computer
attached to the WAN but located in other cities. For example, suppose you are sitting at
Madras and want to see some data of a computer located at Delhi, you can do it through
WAN.
3. Centralized Information: In modern computerized environment you will find that big
organizations go for centralized data storage. This means if the organization is spread
over many cities, they keep their important business data in a single place. As the data
are generated at different sites, WAN permits collection of this data from different sites
and save at a single site.
WAN Hardware
In a large geographically dispersed area, to establish links between computers, it requires
four basic network devices: Repeaters, Bridges, Routers, and Gateways.
Repeater: A repeater connects two segments of network cable. It retimes and regenerates
the signals to proper amplitudes and sends them to the other segments. Repeaters require a
small amount of time to regenerate the signal. This can cause a propagation delay which can
affect network communication when there are several repeaters in a row. Many network
architectures limit the number of repeaters that can be used in a row. Repeaters work only at
the physical layer of the OSI network model.
Bridge: Bridges do not normally allow connection of networks with different architectures
and are used to connect two LANs following identical protocols. A bridge reads the
outermost section of data on the data packet, to tell where the message is going. It reduces
the traffic on other network segments, since it does not send all packets. Bridges can be
programmed to reject packets from particular networks. Bridging occurs at the data link

layer of the OSI model, which means the bridge cannot read IP addresses, but only the
outermost hardware address of the packet. This may be of following types:
• Transparent Bridging: They build a table of addresses (bridging table) as they
receive packets. If the address is not in the bridging table, the packet is forwarded to
all segments other than the one it came from. This type of bridge is used on ethernet
networks.
• Source route bridging: The source computer provides path information inside the
packet. This is used on Token Ring networks.
Router: A router is used to route data packets between two networks that may not be
similar. It reads the information in each packet to tell where it is going. If it is destined for an
immediate network it has access to, it will strip the outer packet, readdress the packet to the
proper ethernet address, and transmit it on that network. If it is destined for another network
and must be sent to another router, it will re-package the outer packet to be received by the
next router and send it to the next router. Routing occurs at the network layer of the OSI
model. They can connect networks with different architectures such as Token Ring and
Ethernet. Although they can transform information at the data link level, routers cannot
transform information from one data format such as TCP/IP to another such as IPX/SPX.
Routers do not send broadcast packets or corrupted packets. If the routing table does not
indicate the proper address of a packet, the packet is discarded.
So, a Router is intelligent device which routes data to destination computers. It helps in
connecting two different logical and physical networks together. In small network server is
connected to router along with clients for communication. With routers network
communication is not possible; it is soul of network without which distribution if internet
and other network data to entire network is impossible. It works very same when it comes to
use wireless network using wireless network router. It performs all functions similarly
without using any medium like cables etc.Router uses software known as routing table.
Routing table is used to store source and destination address. Major companies which know
for manufacturing routers and wireless routers are Tp Link, Cisco systems, Nortel, D link
etc.

Gateway: A gateway can translate information between different network data formats or
network architectures. It can translate TCP/IP to AppleTalk so computers supporting TCP/IP
can communicate with Apple brand computers. Most gateways operate at the application
layer, but can operate at the network or session layer of the OSI model. Gateways will start
at the lower level and strip information until it gets to the required level and repackage the
information and work its way back toward the hardware layer of the OSI model. To confuse
issues, when talking about a router that is used to interface to another network, the word
gateway is often used. This does not mean the routing machine is a gateway as defined here,
although it could be.

As name suggests it some kind of passing through to some thing. Interestingly gateways can
be software or it can also be device. Gateway device connects LAN with internet. Its basic
functionality is to provide security to the network. By using gateways incoming/out going
traffic can be monitored for any malicious activity within the network which can be harmful
to network integrity.

WAN Connection Technology
X.25 Standard Interface: This is a set of protocols developed by the CCITT/ITU
(International Telegraph and Telephone Consultative Committee/International
Telecommunication Union) which specifies how to connect computer devices over a
internetwork. These protocols use a great deal of error checking for use over unreliable
telephone lines. Their speed is about 64Kbps. Normally, X.25 is used on packed switching
PDNs (Public Data Networks). A line must be leased from the LAN to a PDN to connect to
an X.25 network. A PAD (packet assembler/disassembler) or an X.25 interface is used on a
computer to connect to the X.25 network.
WAN Connections
Wide Area Networks (WAN) refers to the technologies used to connect organizations at
remote locations. The size of a network is limited due to size and distance constraints.
However networks may be connected over a high speed communication links and are
usually:
• Dial up connection
• Dedicated connection: It is a permanent full time connection. When a
dedicated connection is used, the cable is leased rather than a part of the cable
bandwidth and the user has exclusive use.
• Switched network: Several users share the same line or the bandwidth of the line.
There are three types of switched networks:
Switching
Switching is the method of moving data through a network where multiple redundant paths
exist between the source and destination. The three major types of switching are :
1. Circuit Switching
2. Message Switching
3. Packet Switching
• Circuit Switching Circuit Switching establishes a path that remains fixed for/the duration of the connection. It's
similar to telephone switching equipment. In the telephone world, switching equipment
establishes a route between your telephone In the Midwest and a telephone in New York and
maintains that .connection for duration of your call. The next time you call, the same path
may or may not be used. The advantages of circuit switching include the use of dedicated
paths and a well-defined bandwidth. The disadvantages include the establishment of each
connection (which can be time-consuming) and the inability of other traffic to share the
dedicated media path. The latter can lead to inefficiently utilized bandwidth. Due to the need

to have excess (or rather a surplus of) bandwidth, this technology tends to be expensive
when compared to other options.
Circuit switching: This is a temporary connection between two points such as dial-up
or ISDN.
• Message Switching
Message switching treats each message as an independent entity and not concerned with
what came before or will come after. Each message carries its own address information and
details of its destination. The information is used at each switch to transfer the message to
the next switch in the route. Message switches are programmed with information concerning
other switches in the network that can be used to forward message to their destinations. They
can also be programmed with information about which of the routes is most efficient, and
they can send different messages through the network to the same destination via different
routers. In the message switching the complete message is sent from one switch to the next,
and the whole message is stored there before being forwarded. Because the switches hold
what is come in and wait until it is all there before sending anything out, they are often
called store-and-forward network. Common uses of this technology uses include e-mail,
calendaring, and groupware applications. The advantages of message switching are that it
can use relatively low cost devices, data channels are shared among communicating devices,
priorities can be assigned to manage traffic, and bandwidth is used rather efficiently. The
disadvantage is that it is completely unacceptable for real time application.
• Packet Switching
When most administrators think of adding switches to their network, they think of packet
switches. Here, messages are divided into smaller packets, each containing source and
destination address information. They can be routed through the internetwork independently.
Packet is restricted to the point where the entire packet can remain in the memory of the
switching devices, and there is no need to temporarily store the data anywhere. For this
reason, packet switching routes the data through the network much more rapidly and
efficiently than is possible with message switching. There are many types of packet
switches. The most common are datagram and virtual circuit. When datagram packet
switching, each switch node decides which network bypass busy segments and take other
steps to speed packets through the internetwork making datagram packet switching ideally
suited for LANs. Virtual circuit packet switching establishes a formal connection between
two devices and negotiates communication parameters such as the maximum message size,
communication window, network path, and so on, thus creating a virtual circuit that remains
in effect until the devices.
Packet switching: This is a connection between multiple points. It breaks data down into
small packets to be sent across the network. A virtual circuit can improve performance by
establishing a set path for data transmission. This will shave some overhead of a packet
switching network. A variant of packet switching is called cellswitching where the data is
broken into small cells with a fixed length.

Classification of Wide Area Networks
WANs can be further divided into two types:
Public Networks: These are the networks installed and run by telecom authorities and can
be accessed through subscription.

Private Networks: These are the networks installed and run to link the locations privately.
There is a complete control of the owner and is free to use the network. Private networks can
carry large volume of data at a higher data transmission speed.
Examples of WAN
1. Ethernet: Ethernet developed by Xerox Corporation is a famous example of WAN. This
network uses coaxial cables for data transmission. Special integrated circuit chips called
controllers are used to connect equipment to the cable.
2. Aparnet: The Aparnet is another example of WAN. It was developed at Advanced
Research Projects Agency of U. S. Department. This Network connects more than 40
universities and institutions throughout USA and Europe.
Difference between LAN and WAN
.
LAN is restricted to limited geographical area of few kilometers. But WAN covers
great distance and operate nationwide or even worldwide.
.
In LAN, the computer terminals and peripheral devices are connected with wires and
coaxial cables. In WAN there is no physical connection. Communication is done through
telephone lines and satellite links.
.
Cost of data transmission in LAN is less because the transmission medium is owned
by a single organisation. In case of WAN the cost of data transmission is very high because
the transmission medium used are hired, either telephone lines or satellite links.
The speed of data transmission is much higher in LAN than in WAN. The
transmission speed in LAN varies from 0.1 to 100 megabits per second. In case of WAN the
speed ranges from 1800 to 9600 bits per second (bps).
Few data transmission errors occur in LAN compared to WAN. It is because in LAN
the distance covered is negligible.
Type of WIDE Area Network
The essential purpose of WIDE Area network, regardless of the size or technology used is to
link separate locations in order remove data around. A WAN allows these locations to access
shared computer resources and provides the asocial infrastructure for developing wide
spread distributed computing system.
We will now discuss the different types of WAN which are communally used.
1.
Public Networks
Public networks are those networks which are installed and run by the telecommunication
authorities and are made available to any organization or individual who subscribe.
Examples include Public Switched Telephone Networks (PSTN), Public Switched Data
Network (PSDN), Value Added Service (VANs/ VADs) and the Integrated Service Digital
Networks (ISDN). We would be discussing the main features of there services:



Public Switched Telephone Network (PSTN)
The features of the PSTN are its low speed, the analog nature of transmission, restricted
bandwidth & its wide spread availability. As PSTN is designate for telephones, modems are
required when it is used for data communication.



Public Switched Data Network (PSDN)
The term PSDN covers a number of technologies; all through currently it is limited to Public
Packet Switch Networks available to the public. The main features of all PSDNs are their
high label reliability and the high quality of the connection provided. The can support both
high & low speeds at appropriate costs.



Value Added Services (VANs/ VADs)
In value added services, the provider of such services must process, store and manipulate the
data that is carried on the network, that add value to it. The technique can be used in specific
types of business in which it is advantageous to be able to share information with other
companies in the same line.



Integrated Services Digital Network (ISDN)
The ISDN is the networking concept providing for the integration of voice, video and data
servicing using data service using digital transmission combining both circuits and packet
switching techniques. The motivating force behind ISDN is that telephone networks around
the world have been making a transition towards utilizing digital transmission facilities for
many years.
2.
Private Networks
The basic technique used in all forms of private WAN is to use private (or more usually
leased) circuits to link the locations to be served by the network. Between these fixed points
the owner of the network has complete freedom to use the circuits in any way they want.
They can use the circuit to carry large quantities of data or for high speed transmission.
Private WIDE area network can be built using what ever standard technology is available.
The way private networks have generally been set up has to specify.
Personal Area Network
A personal area network, or PAN, is a computer network organized around an individual
person within a single building. This could be inside a small office or residence. A typical
PAN would include one or more computers, telephones, peripheral devices, video game
consoles and other personal entertainment devices.
If multiple individuals use the same network within a residence, the network is sometimes
referred to as a home area network, or HAN. In a very typical setup, a residence will have a
single wired Internet connection connected to a modem. This modem then provides both
wired and wireless connections for multiple devices. The network is typically managed from
a single computer but can be accessed from any device.
This type of network provides great flexibility. For example, it allows you to:


Send a document to the printer in the office upstairs while you are sitting on the
couch with your laptop.




Upload the photo from your cell phone to your desktop computer.
Watch movies from an online streaming service to your TV.

If this sounds familiar to you, you likely have a PAN in your house without having called it
by its name.
In other words, A personal area network (PAN) is a computer network used for
communication among computer devices close to one person. Some examples of devices
that are used in a PAN are printers; fax machines, telephones, PDAs and scanners. The reach
of a PAN is typically about 20-30 feet (approximately 6-9 meters), but this is expected to
increase with technology improvements.

14.7.3 Metropolitan Area Network
A metropolitan area network, or MAN, consists of a computer network across an entire city,
college campus or small region. A MAN is larger than a LAN, which is typically limited to a
single building or site. Depending on the configuration, this type of network can cover an
area from several miles to tens of miles. A MAN is often used to connect several LANs
together to form a bigger network. When this type of network is specifically designed for a
college campus, it is sometimes referred to as a campus area network, or CAN.
Metropolitan Area Network, in essence a computer network that is meant to span a whole
metropolitan area. This network interconnects users with computer resources in a geographic
area or region larger than that covered by a large local area network but smaller than the area
covered by a wide area network, such as a city, with dedicated or high-performance
hardware. When banks adopted the use of automatic teller machines (ATMs), they were
connected within the confines of a city and the nearby countryside. Thus, network of ATMs
may be seen as metropolitan area network. It is also used to mean the interconnection of
several local area networks by bridging them with backbone lines. Metropolitan Area
Networks are usually characterized by very high-speed connections using fiber optical cable
or other digital media (wireless infrastructure).

Figure 14.10- MAN

Distributed Queue Dual Bus (DQDB), is the Metropolitan Area Network standard for data
communication. Using DQDB, networks can be up to 30 miles long and operate at speeds of
34 to 155 Mbit/s. Some technologies used for this purpose are ATM, FDDI and SMDS.
These older technologies are in the process of being displaced by Ethernet -based MANs
(e.g. Metro Ethernet) in most areas. MAN links between LANs have been built without
cables using either microwave, radio, or infrared free space optical communication links.
This concept was very popular in the early 1990s when various cities envisaged establishing
such networks. In practice these networks are very rare, and today only the concept survives.
This is mainly due to the increasingly private providers that develop networks as opposed to
cities and councils taking the development of such networks into their own hands.

Some Other Computer Networks
Wireless Network
It is the fastest growing segment of computer. They are becoming very important in our daily life
because wind connections are not possible in cars or aeroplane. We can access Internet at any
place avoiding wire related troubles.. These can be used also when the telephone systems gets
destroyed due to some calamity/disaster. WANs are really important now-a-days.

The term 'wireless network' refers to two or more computers communicating using standard
network rules or protocols, but without the use of cabling to connect the computers together.
Instead, the computers use wireless radio signals to send information from one to the other.
A wireless local area network (WLAN) consists of two key components: an access point
(also called a base station) and a wireless card. Information can be transmitted between these
two components as long as they are fairly close together (up to 100 metres indoors or 350
metres outdoors).

Fig 14.11a: Wireless Access point or Wireless Basestation
Suppliers would need to visit the schools and conduct a site survey. This will determine the
number of base stations you need and the best place(s) to locate them. A site survey will also
enable each supplier to provide you with a detailed quote. It is important to contact a number
of different suppliers as prices, equipment and opinions may vary. When the term 'wireless
network' is used today, it usually refers to a wireless local area network or WLAN. A
WLAN can be installed as the sole network in a school or building. However, it can also be
used to extend an existing wired network to areas where wiring would be too difficult or too
expensive to implement, or to areas located away from the main network or main building.
Wireless networks can be configured to provide the same network functionality as wired
networks, ranging from simple peer-to-peer configurations to large-scale networks
accommodating hundreds of users.

Figure 14.11b: Desktop PC Wireless LAN card

Figure 14.11c: Laptop PC Wireless LAN card

What are the advantages and disadvantages of a Wireless LAN?
Wireless LANs have advantages and disadvantages when compared with wired LANs. A
wireless LAN will make it simple to add or move workstations, and to install access points
to provide connectivity in areas where it is difficult to lay cable. Temporary or semipermanent buildings that are in range of an access point can be wirelessly connected to a
LAN to give these buildings connectivity. Where computer labs are used in schools, the
computers (laptops) could be put on a mobile cart and wheeled from classroom to classroom,
providing they are in range of access points. Wired network points would be needed for each
of the access points.
A WLAN has some specific advantages:














It is easier to add or move workstations
It is easier to provide connectivity in areas where it is difficult to lay cable
Installation can be fast and easy and can eliminate the need to pull cable through
walls and ceilings
Access to the network can be from anywhere in the school within range of an access
point
Portable or semi-permanent buildings can be connected using a wireless LAN
Where laptops are used, the ‘computer suite’ can be moved from classroom to
classroom on mobile carts
While the initial investment required for wireless LAN hardware can be similar to
the cost of wired LAN hardware, installation expenses can be significantly lower
Where a school is located on more than one site (such as on two sides of a road), it is
possible with directional antennae, to avoid digging trenches under roads to connect
the sites
In historic buildings where traditional cabling would compromise the façade, a
wireless LAN can avoid drilling holes in walls
Long-term cost benefits can be found in dynamic environments requiring frequent
moves and changes
They allows the possibility of individual pupil allocation of wireless devices that
move around the school with the pupil.

WLANs also have some disadvantages:












As the number of computers using the network increases, the data transfer rate to
each computer will decrease accordingly
As standards change, it may be necessary to replace wireless cards and/or access
points
Lower wireless bandwidth means some applications such as video streaming will be
more effective on a wired LAN
Security is more difficult to guarantee, and requires configuration
Devices will only operate at a limited distance from an access point, with the
distance determined by the standard used and buildings and other obstacles between
the access point and the user
A wired LAN is most likely to be required to provide a backbone to the wireless
LAN; a wireless LAN should be a supplement to a wired LAN and not a complete
solution
Long-term cost benefits are harder to achieve in static environments that require few
moves and changes
It is easier to make a wired network ‘future proof’ for high data transfer.

Wireless Network Components
There are certain parallels between the equipment used to build a WLAN and that used in a
traditional wired LAN. Both networks require network interface cards or network adapter
cards. A wireless LAN PC card, which contains an in-built antenna, is used to connect
notebook computers to a wireless network. Usually, this is inserted into the relevant slot in
the side of the notebook, but some may be internal to the notebook. Desktop computers can
also connect to a wireless network if a wireless network card is inserted into one of its
internal PCI slots.
In a wireless network, an 'access point' has a similar function to the hub in wired networks. It
broadcasts and receives signals to and from the surrounding computers via their adapter
card. It is also the point where a wireless network can be connected into an existing wired
network.
The most obvious difference between wireless and wired networks, however, is that the
latter uses some form of cable to connect computers together. A wireless network does not
need cable to form a physical connection between computers.

Wireless Network Configurations
Wireless networks can be configured in an ad hoc/peer-to-peer arrangement or as a local
area network.
Ad Hoc/Peer-to-Peer Configuration
This is the most basic wireless network configuration. It relies on the wireless network
adapters installed in the computers that are communicating with each other. A computer
within range of the transmitting computer can connect to it. However, if a number of
computers are networked in this way, they must remain within range of each other. Even
though this configuration has no real administration overhead, it should only be a
consideration for very small installations.

Benefits and Educational Uses
The installation of cables is time consuming and expensive. The advantages of not doing so
are apparent:
the amount of work required and the time taken to complete it are significantly reduced the
network is accessible in places where wiring would have been difficult or impossible with
no cables linking computers together, cable-related faults and network downtime are
minimised

Where a wireless network is in place, teachers or students can have continuous access to the
network, even as they move with their equipment from class to class.
The space over which a wireless network operates is not planar but spherical. Therefore, in a
multi-level site, network access is available in rooms above or below the access point,
without the need for additional infrastructure.
In a location within a school where network access is required occasionally, desktop
computers fitted with wireless network cards can be placed on trolleys and moved from
location to location. They can also be located in areas where group work is taking place. As
they are connected to the network, documents and files can be shared, and access to the
Internet is available, enhancing group project work.
As the range of the wireless network extends outside the building, students and teachers can
use wireless devices to gather and record data outside, e.g., as part of a science experiment
or individual performance data as part of a PE class.

Technical and Purchasing Considerations
Network interface cards for wireless networks are more expensive than their wired
counterparts. The cost of the access points has also to be considered.
Wireless networks work at up top 54Mbps, whereas wired networks normally work at
100Mbps (Fast Ethernet). This data transmission rate is dependant on the number of users,
the distance from the access point and the fabric of the building (metal structures in walls
may have an impact). A wireless network will be noticeably slow when a group of users are
transferring large files. This should be considered if multimedia applications are to be
delivered over the network to a significant number of users.
As the range of the network may extend beyond the walls of the building, it can be accessed
from outside. Consideration should be given to what security features the equipment
provides to ensure that only valid users have access to the network and that data is protected.

Inter Network
When we connect two or more networks then they are called internetwork or internet. We can
join two or more individual networks to form an internetwork through devices like routers
gateways or bridges.

Value Added Network (VAN)
A value-added network (VAN) is a specialized application service provider (ASP) that acts
as an intermediary between trading partners sharing data or business processes. The provider
of such services must process, store and manipulate the data that can be carried on the
network (adding value to the data). So these are the public networks that “add value” by
transmitting data and by providing access to commercial databases and software. The use of
VAN is usually sold by subscription, with users paying for the amount of data they move.
VAN can send data between computers in different cities or even different countries. They
are often used in electronic data interchange (EDI) systems because they reduce the
complexity of connecting to the disparate EDI systems of various trading partners. In this
application they collect forms in an electronic mailbox, translate and forward them to
recipients, and guarantee they will reach their destinations intact. Other common VAN
services include electronic mail, access to stock market data and other public databases, and
access to electronic banking and other transaction processing services.
VAN is used for a number of reasons. They usually service a given industry and provide
value-added services such as data transformation. They can be considered as a way of
transmitting computerized data, offering a service similar to what the telephone networks do
for telephone calls. At one end a VAN hosts only business-to-business (B2B) application
integration services, hosting general-purpose integration services for any process or industry.
At the other end a VAN also hosts industry specific pre-defined integration capabilities and
applications (e.g., supply chain order visibility). Traditionally, most VANs primarily only
supported general-purpose B2B integration capabilities focused on EDI but these service
providers are quickly evolving to become more industry-specific over time, particularly in
industries such as retail and hi-tech manufacturing.

Private Networks
One of the benefits of networks like PAN and LAN is that they can be kept entirely private
by restricting some communications to the connections within the network. This means that
those communications never go over the Internet.
For example, using a LAN, an employee is able to establish a fast and secure connection to a
company database without encryption since none of the communications between the
employee's computer and the database on the server leave the LAN. But what happens if the
same employee wants to use the database from a remote location? What you need is a
private network.
One approach to a private network is to build an enterprise private network, or EPN. An
EPN is a computer network that is entirely controlled by one organization, and it is used to
connect multiple locations. Historically, telecommunications companies, like AT&T,
operated their own network, separate from the public Internet. EPNs are still fairly common
in certain sectors where security is of the highest concern. For example, a number of health
facilities may establish their own network between multiple sites to have full control over
the confidentiality of patient records.
GLOBAL AREA NETWORK
A global area networks (GAN) specification is in development by several groups,
and there is no common definition. In general, however, a GAN is a model for supporting
mobile communications across an arbitrary number of wireless LANs, satellite coverage
areas, etc. The key challenge in mobile communications is "handing off" the user
communications from one local coverage area to the next. In IEEE Project 802, this involves
a succession of terrestrial WIRELESS local area networks (WLAN).
VIRTUAL PRIVATE NETWORK
A virtual private network (VPN) is a computer network in which some of the links
between nodes are carried by open connections or virtual circuits in some larger network
(e.g., the Internet) instead of by physical wires. The link-layer protocols of the virtual
network are said to be tunneled through the larger network when this is the case. One
common application is secure communications through the public Internet, but a VPN need
not have explicit security features, such as authentication or content encryption. VPNs, for
example, can be used to separate the traffic of different user communities over an underlying
network with strong security features.
A VPN may have best-effort performance, or may have a defined service level agreement
(SLA) between the VPN customer and the VPN service provider. Generally, a VPN has a
topology more complex than point-to-point.
A VPN allows computer users to appear to be editing from an IP address location other than
the one, which connects the actual computer to the Internet.

CAMPUS AREA NETWORK

A campus area network (CAN) is a computer network made up of an interconnection
of local area networks (LANs) within a limited geographical area. It can be considered one
form of a metropolitan area network, specific to an academic setting.
In the case of a university campus-based campus area network, the network is likely to link a
variety of campus buildings including; academic departments, the university library and
student residence halls. A campus area network is larger than a local area network but
smaller than a wide area network (WAN) (in some cases).
The main aim of a campus area network is to facilitate students accessing internet and
university resources. This is a network that connects two or more LANs but that is limited to
a specific and contiguous geographical area such as a college campus, industrial complex,
office building, or a military base. A CAN may be considered a type of MAN (metropolitan
area network), but is generally limited to a smaller area than a typical MAN. This term is
most often used to discuss the implementation of networks for a contiguous area. This
should not be confused with a Controller Area Network. A LAN connects network devices
over a relatively short distance. A networked office building, school, or home usually
contains a single LAN, though sometimes one building will contain a few small LANs
(perhaps one per room), and occasionally a LAN will span a group of nearby buildings. In
TCP/IP networking, a LAN is often but not always implemented as a single IP subnet.

Internet : Definition
Some simplified description of the internet is “a large computer network” or “network of
networks”, “an instantaneous and global messaging system”. However, the internet has
become more than this. It has grown into an important infrastructure supporting an
increasingly widespread, multi-disciplinary community.
This community now consists of students, scientists, researchers, large corporations,
government agencies and individual consumers. It is difficult to define the internet simply
because it is not a single entity. Instead, it is an immensely complex combination of
thousands of technologies and dozens of services used by tens of millions of peoples around
the world each day. While overly simplistic definition like “Internet is a network of
networks” is technically accurate. Internet mean INTERnation NEtwork, a network of all the
computer, network above the globe.
So, Internet is a network of networks, made by joining computer networks together with
telephone lines.
The internet has a large number of computers all over the world, joined together to form a
“spinal column of backbone.” Each of these is connected to thousands of others and so on.
Thus millions and millions of computers make up the internet. These different computers
and networks are united with the common thread of two protocols, like Internet Protocol (IP)
and Transmission Control Protocol (TCP).

Figure 14.12 : Internet as the Network of Computers
History of Internet:
In 60’s a project was undertaken by the U.S. Defense Advanced Research Projects Agency
(DARPA). It was, in fact looking for some technology that could enable it to maintain its
strategic military based communication worldwide in case of nuclear attack. This can be said
as the main conception of the internet.
Later, this development led to the establishment of the Advanced Research Projects Agency
Net (ARPANet). The main interest of this agency was to look for a technology that could
link computers at various locations by using a new technology called Packet Switching
Technology (PST). This new technology allowed the creation of nets that could
automatically route data around the downed circuits or computers. It also enabled several
users to simultaneously share a single communication line. This technology was then used
by National Science Foundation (NSF) to create its own net, and called it NSFnet. Since the
user was mostly scientists and researchers, the demand went on increasing endlessly. NSF
found itself unable to cope with it. As a
result, a decision was taken to open the Net for use by private organizations as well. This
allows anyone with a modem and a computer to access the Net. Thus the beginning of
Internet was made. Thus NSFnet became the backbone of communication service for the
Internet and continues to do so even now. At present, NSFnet comprises a set of high speed
data connections that join the major networks all over the world.
Characteristics of Internet:
The internet has the following characteristics:
• Compressed of Billions of Files – files pertaining to thousands of subjects, disciplines and
professions are available in different file formats.

• A Complex Network - as a simplified definition “network of networks” internet comprises
over 170 million computers.
• Disorganized – the internet can be cumbersome and confusing even for experienced users.
• A Decentralized System – millions of individual networks and over 154 millions
individual computers connected through the world.
• Dynamic – changing every minute of every day. On an average, a new network is
connected to the internet every thirty minutes.
• Widely used – more than 160 million people use the Internet, over 50 million of whom use
it daily.
• Expanding Exponentially – the internet is growing at the rate of 15% per month.
• International in Scope – this global network is accessed by people in approximately 150
countries.

Working of Internet
All computers and other equipments within any given network are basically connected to
each other with the help of cables or wireless services. The data or messages travel across
the network with the help of networking protocols. The protocols used over the Internet
provide address for the computers attached to
the physical network. Through this way, different types of networks communicate with each
other using the same protocol.
The most commonly used protocols are:
• Internet Protocol (IP)
• Transmission Control Protocol (TCP)
These protocols are known as TCP/IP protocol. The TCP/IP protocol architecture is a result
of protocol research and development conducted on the experimental packet-switch network.
The internet layer defines an official packet format and protocol called IP (Internet
Protocol). The job of the internet layer is to deliver IP packets where they are supposed to
go. Packet routing is clearly the major issue here, as is avoiding congestion. The TCP is a
reliable connection-oriented protocol that allows a byte stream originating on one machine to
be delivered without error on any other machine in the internet. It fragments the incoming
byte stream into discrete messages and passes each one onto the internet layer. At the
destination, the receiving TCP process reassembles the received messages into the output
stream. TCP also handles control to make sure a fast sender can not swap a slow receiver
with more messages than it can handle.

Figure 14.13 : Working of Internet
Internet is dependent on the existing infrastructure developed by the telephone and other
telecommunication companies, for transmission. Internet Service Provide (ISP) lease data
circuits from the telephone networks, and have dedicated computers at the end points or
nodes. They rely on the distributed intelligence of
networking equipments known as routers, thus bypassing the telephone company’s
expansive switching computers, while using their telephone lines. It can be said that the
networks on the Internet use a router to communicate with other networks. The router on a
network accepts packets addressed to it and passes them as address to other networks. Each
computer system with a direct connection to the Internet has to have the necessary hardware
and software to allow it to work with these packets of information.
All the contents of the Internet are held by computers known as servers which are owned by
organizations or companies who want to distribute the information. Most of the internet
services operate according to a scheme called client and server Most of you who are
familiar with networking, know these works. Server is the main computer which controls all
the other computers known as clients. When a request is made to these servers for
information, they bundle the requested information in small packets with the address as to
where it is to be sent, and sent them down to the nearest connection to the Internet. The
packets are read by router and then sent down in the same general directions as the address.
A similar thing happens, at the
next junction on the internet. This goes till the packet is delivered to the right address, where
it is put together again with other packets to make the original information.
Requirements for Connecting to Internet:

To connect to internet, you must have the following hardware and software:
(i) A computer system with software like Microsoft Internet Explorer or Netscape Navigator
loaded into it for working on the net.
(ii) A telephone line. It will be better to have a dedicated telephone line, like a line
exclusively for your Internet connection only. It is because, this will prevent others from
using your telephone or calling you, as they will often get an engaged tone. However, if you
wish to use the internet occasionally, then your existing telephone line will suffice.
(iii) A modem (modular-demodulator) is an electronic device that converts digital data from
computers into signals. These signals can then be transmitted over a normal telephone line.
At the receiving end, another modem converts the signal back into digital data understood by
computers. Modems can be interne (inserted in a slot on your computer’s motherboard) or
external (fitted externally).
(iv) You have to open an account with an Internet Service Provider (ISP) to have the internet
connection.
An ISP is company that gives you access to the internet for a fee. Presently, a number of
ISP’s are available in India. These include VSNL (Videsh Sanchar Nigam Limited); Satyam
Online; Mantra Online; Tata Nova; BSNL etc. Each one of these allows you to open an
account with them and they give an e-mail address too.
Internet Connection:
There are various types of Internet connections. You can choose any one of them to access
the Internet. The
most common connections are:
• Through local area network
• Through dial-up internet accounts
• Through dedicated internet accounts
• Through ISDN lines
• Wireless method of accessing the internet
(i) Through Local Area Network: Connection to the Internet through local area network is
common in big organizations, where there are a large number of departments. Here,
computers are connected to each other to form a network. This network is connected to the
Internet. With the help of special programs, different computers connected to the network
can access the Internet simultaneously. Thus a single can be shared by more than one
computer at the same time.
(ii) Through Dial-up Connection: This is the simplest and the most widely used method of
getting connected to the Internet. This type of connection is suitable for single user. There is
separate software which helps in sharing this type of account with more than one user at the
same time. Dialup Internet connections are provided by ISP’s. These are companies
specialized in providing Internet connection and they charge for their services. To make use
of this service, the user has to register
for an account with the service provider. Online registration is also now possible. ISP’s allot
a user name (called user id), a password and a dial-up telephone number. Computers are
connected to the Internet through telephone lines. Connection to Internet is obtained by
dialing the given telephone number using the modem fitted to the computer. Once the
connection is established, the user logs into the Internet with his user name and the

password. The server computer verifies these details before giving permission to login to the
Internet.
(iii) Through Dedicated Internet Accounts: This type of Internet account is very
expensive. Large organizations and governmental agencies mainly use this account, as they
require transferring a lot of data and files through the Internet regularly. This type of account
is also known as IP account. The user is allocated a separate IP account and it is through this
account that the connection is made. This is an ‘always on’ connection and there is no need
to dial every time for connecting to the Internet.
(iv) Through ISDN Lines: ISDN or Integrated Services Digital Network is a powerful tool
for providing different services such as data, voice and image transmission over telephone
lines. One important Advantage of ISDN line is that they are fast, with a connection speed of
128 kbps. This is ideal for small and medium business organizations. High quality video and
data can be transmitted over this line at a quick pace. Also video conferencing can be
conducted. ISDN line was introduced in 1992 in the US. To transmit digital data, digital
devices can be directly connected to the ISDN line.
(v) Wireless Method of Accessing the Internet: It is possible to connect to the Internet
using cellular phone, pager or Personal Digital Assistance (PDAs). The technology used is
called Wireless Application Protocol or WAP in short. This accessing method is cheaper as
no cabling is required.
As wireless terminals become more affordable, more and more people opt for the wireless
method of accessing the Internet. This helps to access the Internet through mobile device and
as a result, people can access the Internet from anywhere at any time. The system works like
this: the user keys in the URL name in the micro browser in the cell phone and gets
connected to the mobile service provider. The request is transmitted over the wireless
network to the ISP. At the service provider’s site, the request is accepted by a WAP proxy,
which converts the request to the standard HTTP request and contacts the addressed web
server. The web server sends the requested page back to the WAP proxy which converts the
HTTP page for the wireless network and transmits it back to the cell phone.

Figure 14.14 :Wireless Method of Accessing the Internet
Basic Services of Internet
Internet is used for various purposes including sending and receiving information. Today
Internet offers a number of services to all its users. In fact, it is like multipurpose tool to
communicate with one another, collect information and enhance your knowledge about the
subjects that you like, play games, conduct
research or just look around in search of the recipes or the latest technological developments.
Some of the most popular usages of Internet are:
(a) Accessing People:
Internet would help people in locating their long lost friends, who were probably lost in
school or college. That person must have an e-mail account. Rest is easy. For this purpose,
you can visit a commonly used site such as whowhere (just use your search engine to locate
it by typing http://whowhere.lycos.com). Now, to find the e-mail address types the name of
the person in the name field. Then, type the e-mail server domain
name (yahoo.com) in the domain field. Once you click the Go Get It button, the result will
be displayed on your computer’s screen.
(b) Information Retrieval:
One of the most commonly used services on the Net comprises of retrieval of information
about various topics that interest you. This getting of information is made possible through
the World Wide Web (WWW or W3).

(c) Electronic Mail (E-mail):
The electronic mail service allows an Internet user to send a mail (message) to another
Internet user in any part of the world in a near-real-time manner. The message takes
anywhere from a few seconds to several minutes to reach its destination. E-mail service has
many similarities with the postal mail service, which all of us are familiar with. The e-mail
service delivers an already sent mail into the receiver’s mail box. The receiver extracts the
mail from the mailbox and reads it at his convenient time just like in a postal mail system.
After reading the message, the receiver can save it, delete it, pass it on to someone else, or
respond by ending another message back.
Messages in e-mail service can contain not only text document, but also image, audio and
video data. With e-mail service, the Internet has proved to be a rapid and productive
communication tool for millions of users.
The following are the popular Web sites which allow to open an e-mail account:
Yahoo http://www.yahoomail.com
Hotmail http://www.hotmail.com
Rediff http://www.rediff.com
Gmail http://www.gmail.com
Besides these most of your ISP’s would allow you to open an account. All these e-mail
services are free and the sites do not charge any amount for using the same.
Parts of E-mail Text: Like a formal letter an e-mail is also divided into various sections. As
shown in below diagram. Most e-mail has similarities in contents like:
Headers: It is very important that your header must be loud and clear from it can be seen
and read from a distance too.
To: The To field contains the e-mail address of the person to whom you are sending the email. If you are sending e-mail to someone in your domain, you do not need to include @
domain.
From: In most of the cases, you would not be tying this, since it would be taken from the
system. It, in fact includes your e-mail address.
Subject: The Subject field should contain a very short description of what your message is
about.
This field can also be called Subject of the message or simply message.
Cc: You can send the copy of the same e-mail to another person. For this you have to
mention the e-mail address of the second recipient.
Bcc: It is the short form of Blind Carbon Copy, which gives you a way of copying and
transmitting
an e-mail message to another person, without the first person knowing about it.
Attachments: This option is used to attach a file created in other software along with this email. In
most of the cases while applying for a job, the letter is typed in the e-mail text and the biodata
which is mostly in some word processing software, attached to it.
Body: The body of an e-mail message is simply the text that you want to send to the other
person.
(d) Telnet:

The telnet service allows an Internet user to log in to another computer somewhere on the
Internet. That is, a user can execute the telnet command on his local computer to start a login
session on a remote computer.
This action is also called “remote login”. To begin a remote login session, the user types the
commend telnet and the address of the remote computer on the terminal of his/her local
computer.
The user then receives a prompt asking to enter a login name (user ID) and a password to
ensure that the user has the access rights for accessing the remote computer. Ones the login
session is established with the remote computer, telnet enters the input mode, and anything
typed on the terminal of the local computer by the user is sent to the remote computer for
processing.
Some of the most common uses of the telnet service are:
(i) Using software on the remote computer.
(ii) Accessing remote computer’s database or archive.
(iii) Using the computing power of the remote computer.
(iv) For logging in to ones own computer from another computer.
(e) File Transfer Protocol (FTP):
The FTP service allows an Internet user to move a file from one computer to another on the
Internet. A file may contain any type of information like text document, image, artwork,
movie, sound, software etc. Hence, anything that can be stored on a computer can be moved
with FTP service. Moving a file from a remote computer to ones own computer is known as
downloading the file, and moving a file from ones own computer to a remote computer is
known as uploading the file.
A file can be transferred from one computer to another using FTP in the following manner:
(i) A user executes the ftp command on his local computer, specifying the address of the
remote computer as a parameter.
(ii) The FTP process running on the user’s computer (called FTP client) establishes a
connection with an FTP process running on the remote computer (called FTP server pro).
(iii) The user is then prompted for login name and password to ensure the user is allowed to
access the remote computer.
(iv) After successful login, the desired files are downloaded or uploaded by using get (for
loading) and put (for uploading) commands.
(f) Newsgroups (Usenet):
The Usenet service allows a group of Internet users to exchange their views /ideas
/information on some common topic, which is of interest to all the members belonging to
group. Several such groups exist on the Internet and are called newsgroups. For example, the
newsgroup named comp.security.misc consists of users having interest in computer security
issues. A newsgroup is like a large notice board, which is accessible to all the members
belonging to the group. There are two types of newsgroups – moderated and non moderated.
In a moderated newsgroup, only selected members have the right to directly post (write) a
message to the virtual notice board, whereas in a non moderated newsgroup, any member
can directly post a message to the virtual board.
(g) E-Commerce:
E-commerce (Electronic Commerce) means doing business online. It refers to any manner of
conducting business on line by an individual/organization. As part of e-commerce, large

organizations also send data from the Internet to conduct research and plan their marketing
strategies globally. With credit cards becoming more popular along with computerized
banking services, payment for services through Internet is becoming very easy.
(h) Shopping Online:
Some department stores offer their products, both new and old to Internet users for a
payment, which is usually made in advanced through a credit card. Online shopping is
possible by selling/purchasing items over the Internet, companies save money on hiring shop
workers. The advantage for the buyers is that the Internet shops sell their goods at much
lower price.
(i) Employment Generation:
Employers and job placement agencies have started to increasingly use the Internet as a
source of recruitment by advertising on the Internet to fill up vacancies. Side by side, people
seeking job or better employment opportunities also use the Internet.
(j) Entertainment:
Internet now provides you unlimited opportunities to watch latest films, TV programs and
listen to music. You can download your favorite movies and music from different sources.
(k) Chatting:
Everybody likes to chat. Even if it on the Internet. You can fact chat with totally unknown
people. Technically known as Internet Relay Chat (IRC), it is multi-user and multi-channel
chatting net that allows users to communicate in real time. The IRC is a form of instant
talking, almost like a telephone conversation but in a written form

Impact of Internet on Society
The Internet has caused a great evolution in the society, allowing people from all over the
world to communicate their ideas and feelings. The Internet has also changed the way
society treats people. There are many changes to society because of the Internet, whether
such changes enhance or ruin our life is up to us. Some of the changes or impact on the
society of Internet could be summed up in the following way:
(i) Communication – The most important thing which Internet has done is that it has
brought people of the World very close to each other. The communication has become so
fast and efficient. An e-mail just takes approximately 15 seconds to reach at destination from
any palace through out the world. This has made a very significant in the approach of people
towards computers too, now it has become a necessary tool for each home.
(ii) Working from Home – Since most of the information needs is available in the computer
on Internet, you need not go anywhere for it. So many people prefer to sit at home and work
from there. All correspondence is also done on computer via e-mail.
(iii) Crime on Internet – Most of the crimes on the Internet are related to breaking codes of
various information available on the Net. You can crack password of somebody’s credit card
and cash money. The other major crimes are spreading viruses and spreading wrong and
inflammatory information.
(iv) Freedom of Speech – Since while chatting or sending mail through Internet, you are not
facing the other person directly, the chances are that you will come out with what you want
to say without any hindrance. This will actually open you up.
Internetwork
A network of networks is called an internetwork, or simply the internet. It is the largest
network in existence on this planet.The internet hugely connects all WANs and it can have

connection to LANs and Home networks. Internet uses TCP/IP protocol suite and uses IP as
its addressing protocol. Present day, Internet is widely implemented using IPv4. Because of
shortage of address spaces, it is gradually migrating from IPv4 to IPv6.
Internet enables its users to share and access enormous amount of information worldwide. It
uses WWW, FTP, email services, audio and video streaming etc. At huge level, internet
works on Client-Server model.
Internet uses very high speed backbone of fiber optics. To inter-connect various continents,
fibers are laid under sea known to us as submarine communication cable.
Internet is widely deployed on World Wide Web services using HTML linked pages and is
accessible by client software known as Web Browsers. When a user requests a page using
some web browser located on some Web Server anywhere in the world, the Web Server
responds with the proper HTML page. The communication delay is very low.
Internet is serving many proposes and is involved in many aspects of life. Some of them are:










Web sites
E-mail
Instant Messaging
Blogging
Social Media
Marketing
Networking
Resource Sharing
Audio and Video Streaming

Intranet
An intranet is a private network. It is an implementation of Internet technologies such as
TCP/IP and HTTP servers for use within an enterprise and not for connection with the
Internet. It may consist of many interlinked local area networks (LAN) and also use leased
lines in the wide area network (WAN). Typically, an intranet includes connections through
one or more gateway computers to the outside Internet. The main purpose of an intranet is to
share company information and computing resources among employees. An intranet can also
be used to facilitate working in groups and for teleconferences.
There are many people who haven’t yet heard of the word ‘intranet’ and hence whenever the
topic is brought up, they often ask the question “what is intranet?” Basically intranet is
useful for those people who are running their businesses with more than one staff member.
These businesspeople can consider taking the help of intranet and they can find out how it
works for them. Intranet can be used for a lot of purposes like optimizing the use of one’s
induction software to ensure that the company files are secure and safe. In the broad sense,
intranet can be described as a collection of networks of private computers which are used for
work purposes within an organization or company.
An intranet is a computer network that uses Internet Protocol (IP) technology to securely
share any part of an organization’s information or network operating system within that
organization. It is the connection of computer networks in a local area. The term is used in
contrast to internet, a network between organizations, and instead refers to a network within
an organization. Sometimes, the term refers only to the organization’s internal Website, but
may be a more extensive part of the organization’s information technology infrastructure. It
may host multiple private websites and constitute an important component and focal point of

internal communication and collaboration. Any of the well known Internet protocols may be
found in an intranet, such as HTTP (web services), SMTP (e-mail), and FTP (file transfer
protocol). Internet technologies are often deployed to provide modern interfaces to legacy
information systems hosting corporate data. An intranet can be understood as a private
analog of the Internet, or as a private extension of the Internet confined to an organization.
The first intranet websites and home pages began to appear in organizations in 1996-1997.
Although not officially noted, the term intranet first became common-place among early
adopters, such as universities and technology corporations, in 1992.
In organizations, intranets are protected from unauthorized external access by means of a
network gateway and firewall. For smaller companies, intranets may be created simply by
using private IP ranges, such as 192.168.*.*. In these cases, the intranet can only be directly
accessed from a computer in the local network;
however, companies may provide access to off-site employees by using a Virtual Private
Network (VPN).
Other security measures may be used, such as user authentication and encryption.
Use of Intranet:
• Intranet is mostly used in the domain of corporate organizations but in the recent times the
importance and usefulness of intranet has been recognized by universities and schools too.
Many universities use the intranet to provide private access to student information, lecture
notes, library files, online journals, etc.
• The intranet can be used for providing web access as well in sophisticated ranking systems
wherein the staffs and the students have different levels of access.
• Increasingly, intranets are being used to deliver tools and applications, e.g., collaboration
(to facilitate working in groups and teleconferencing) or sophisticated corporate directories,
sales and customer relationship management tools, project management etc., to advance
productivity.
• Intranets are also being used as corporate culture-change platforms. For example, large
numbers of employees discussing key issues in an intranet forum application could lead to
new ideas in management, productivity, quality, and other corporate issues.
• Intranet user-experience, editorial, and technology teams work together to produce inhouse sites. Most commonly, intranets are managed by the communications, HR or CIO
departments of large organizations, or some combination of these.
Advantages and Disadvantages of Intranet:
There are a number of advantages of Intranet, described below –
(i) Intranets offering workforce productivity which can help user to find and observe
information very fast. User may also use applications according to their roles and tasks.
Through web browser a user can get access to entire contents of any website from anywhere
or any time.
(ii) Intranet also increase the ability of employee’s by performing their job confidently very
fast, and accurately.
(iii) Intranet permits business companies to share out information to employees according to
their need or requirements. Employees may also link to appropriate data at their expediency.
(iv) The best advantage offered by Intranet is communications within an organization or
business company, landscape or portrait. Intranets are helpful to converse planned initiative
that has an international reach all through the organization. The well known examples of

transportation are chat, email, and blogs. An actual world example of Intranet is Nestle had a
number of food processing plants.
(v) The most significant advantage of Intranet is Web publishing which permits burdensome
corporate knowledge to be continued and effortlessly access all through the company using
Web technologies and hypermedia. The familiar examples of web publishing consist of
training, news feed, company polices, documents, and employee manual.
(vi) Intranet can be accessed general internet standards such as CGI applications, Flash files,
and Acrobat files. Each unit can bring up to date the online copy of a document and intranet
always provides the most recent version to employees.
(vii) Intranet offering business operations and administration solutions because it also is
being used as a platform of mounting and organizing applications across the internet world.
(viii) Another advantage of Intranet is time saving because there is no need to maintain
physical documents such as procedure manual, requisition forms, and internet phone list.
The disadvantages of Intranet are as follows –
i) Management does need to stop control of specific information, this problem can be
minimized but with appropriate prudence.
(ii) The other disadvantage of Intranet is security issue.
(iii) Intranet gathered everything in one location which is really good but if it is not
prearranged then you will spoil everything.
(iv) The cost of intranet is very high but has lots of advantages after implementing.
(v) Another issue might be the fact that there is too much information. Information overload
does exist and can take place when too much data is up on the intranet. This makes it very
difficult for employees to navigate and find data that is meaningful or that they need.

Extranet
An extranet is an intranet with a wider range than one organization. It is a private network
that uses the Internet protocols and the public telecommunication system to securely share
part of a business's information or operations with suppliers, vendors, partners, customers, or
other businesses. An extranet can be viewed as part of a company's intranet that is extended
to users outside the company.
A company LAN, or local area network, can house a private Internet-like environment called
an Intranet.
The Intranet is basically a set of HTML pages relating to internal company business, for
employee’s eyes only, and is not available to the Internet. If access to or from the Internet is
provided, it will be through a firewall gateway that will require a username and password. In
this case the intranet becomes an Extranet.
In short, an Extranet is the extension of an Intranet to include public access. An Extranet can
allow public access to employees, customers, clients or partners. The Extranet uses Internet
protocols so users can navigate with a browser, but resides on the company’s private server
rather than on a public Internet server. Extranet access from the Internet can be controlled
through various architectures that are password or username specific. In other words, areas
of the Extranet will be available according to password credentials.
This limits users to Extranet pages relevant to the business they might be conducting, while
keeping other areas of the Extranet private and secure.
One very valuable application for an Extranet is customer service. Online patches, upgrades,
downloads, knowledge bases, and an interactive Help Desk are just a few examples of ways

to serve a client base using an Extranet. Extranet chat boards where customers help each
other with company products can also build customer confidence and brand loyalty, while
saving valuable human resources. Chat boards are also a rich source for potential future
product and support development. Another resource an Extranet can provide is the ability to
create secure areas for interaction between an organization and its partners or resellers.
Development, dissemination of marketing information and tools, data sharing, research,
sales reports and more are all possible using an Extranet environment.
An Extranet can also connect to other Extranets through the common language of Internet
protocols. This makes it invaluable to organizations involved in collaborative efforts and
opens the door to greater creative opportunities. In the past, geography was a significant
hindrance to collaboration, but Extranet technology bridges that gap effortlessly and
virtually cost-free. Extranets can revolutionize the way a company does business, improve
the bottom line, enrich the customer base, and create opportunities that remain out of
reach without an Extranet.
Advantages and Disadvantages of Extranet:
Advantages of extranet are –
(i) Exchange large volumes of data using Electronic Data Interchange (EDI).
(ii) Collaborate with other companies on joint development efforts.
(iii) Jointly develop and use training programs with other companies.
(iv) Provide or access services provided by one company to a group of other companies,
such as an online banking application managed by one company on behalf of affiliated
banks.
(v) Share product catalogs exclusively with trade partners.
Disadvantages are –
(i) Extranets can be expensive to implement and maintain within an organization (e.g.,
hardware, software, employee training costs), if hosted internally rather than by an
application service provider.
(ii) Security of extranets can be a concern when hosting valuable or proprietary information.
14.5 NETWORK TOPOLOGY
The term topology in the context of communication network refers to the way the computers
or workstations in the network are linked together. According to the physical arrangements
of workstations and nature of work, there are three major types of network topology. They
are star topology, bus topology and ring topology.
The virtual shape or structure of a network is referred as topology. It is worth remembering
that this virtual design does not correspond to the actual or the physical shape of the
computer networks: you could arrange the home network in a circle but it does not replicate
Ring Topology. The logical or/and physical connections between nodes could be mapped
graphically for determining a network topology. Graph Theory is used for studying network
topology: nodes’ distance, inter-connectivity, the rate of transmission and signal’s types of
two networks might vary but their topologies could be identical.
The Technical association of Topology
The pattern or layout of interconnections of different elements or nodes of a computer
network is a network topology that might be logical or physical. As opposed to physical

design, the transfer of data in a network is referred in Logical Topology (the basic network)
where the Physical Topology (the core network) accounts the physical structure of a
network that carries devices, cable installations and locations. LAN (local area network) is
an example of network that keeps both logical and physical topologies.
What are the Basic Types of Topology?
There are seven basic types of network topologies in the study of network topology: Pointto-point topology, bus (point-to-multipoint) topology, ring topology, star topology, hybrid
topology, mesh topology and tree topology. The interconnections between computers
whether logical or physical are the foundation of this classification.
Logical topology is the way a computer in a given network transmits information, not the
way it looks or connected, along with the varying speeds of cables used from one network to
another. On the other hand the physical topology is affected by a number of factors:
troubleshooting technique, installation cost, office layout and cables’ types. The physical
topology is figured out on the basis of a network’s capability to access media and devices,
the fault tolerance desired and the cost of telecommunications circuits.
The classification of networks by the virtue of their physical span is as follows: Local Area
Networks (LAN), Wide Area Internetworks (WAN) and Metropolitan Area Networks or
campus or building internetworks.
Point-to-Point Network Topology
It is the basic model of typical telephony. The simplest topology is a permanent connection
between two points. The value of a demanding point-to-point network is proportionate to the
number of subscribers’ potential pairs. It is possible to establish a permanent circuit within
many switched telecommunication systems: the telephone present in a lobby would always
connect to the same port, no matter what number is being dialed. A switch connection would
save the cost between two points where the resources could be released when no longer
required.
4.5.1 Star topology
In star topology a number of workstations (or nodes) are directly linked to a central node
(see, Fig. 4.3). Any communication between stations on a star LAN must pass through the
central node. There is bi-directional communication between various nodes. The central
node controls all the activities of the nodes. The advantages of the star topology are:
It offers flexibility of adding or deleting of workstations from the network.
Breakdown of one station does not affect any other device on the network.
Star network is one of the most common computer network topologies. In its simplest form,
star network consists of one central point (a special junction box) called a "hub" or hub
computer which acts as a router to transmit messages and through which all components are
connected. In a computer network, the central hub is the host computer, and at the end of
each connection is a terminal. The star network topology works well when workstations are
at scattered points. It is easy to add or remove workstations. This type of topology is
frequently used to connect terminals to a large time-sharing host computer. One of the

examples may be banks typically using this type of topology to control and coordinate
several of its other branch offices.
A star network uses a significant amount of cable (each terminal is wired back to the central
hub, even if two terminals are side by side several hundred meters away from the host). All
routing decisions are made by the central hub, and all other workstations can be simple.
In a star network, a cable failure will isolate the workstation that it links to the central
computer, but only that workstation will be isolated. All the other workstations will continue
to function normally, except that they will not be able to communicate with the isolated
workstation. If any workstation goes down, none of the other workstations will be affected.
But if the central computer goes down, the entire network will suffer degraded performance
or complete failure.
The major disadvantage of star topology is that failure of the central node disables
communication throughout the whole network.

Figure 14.15: Star Topology
The topology when each network host is connected to a central hub in LAN is called Star.
Each node is connected to the hub with a point-to-point connection. All traffic passes
through the hub that serves as a repeater or signal booster. The easiest Star topology to
install is hailed for its simplicity to add more nodes but criticized for making hub the single
point of failure. The network could be BMA (broadcast multi-access) or NBMA (nonbroadcast multi-access) depending on whether the signal is automatically propagated at the
hub to all spokes or individually spokes with those who are addressed.


Extended Star: A network that keeps one or more than one repeaters between the central
node or hub and the peripheral or the spoke node, supported by the transmitter power of
the hub and beyond that supported by the standard of the physical layer of the network.



Distributed Star: The topology is based on the linear connectivity that is Daisy Chained
with no top or centre level connection points.

Examples of Star topology
The following types of networks are examples of star topologies:
• ARCnet
• 10Base-T, 100Base-TX
• StarLAN
Features of Star Topology
1. Every node has its own dedicated connection to the hub.
2. Acts as a repeater for data flow.
3. Can be used with twisted pair, Optical Fibre or coaxial cable.
Advantages of Star Topology
1.
2.
3.
4.
5.
6.
7.
8.

Fast performance with few nodes and low network traffic.
Hub can be upgraded easily.
Easy to troubleshoot.
Easy to setup and modify.
Only that node is affected which has failed rest of the nodes can work smoothly.
Easy to implement and extend, even in large networks
Well suited for temporary networks (quick setup)
The failure of a non central node will not have major effects on the functionalitycof
the network.
However, the big advantage of the star network is that it is fast. This is because each
computer terminal is attached directly to the central computer.
Disadvantages of Star Topology
1. Cost of installation is high.
2. Expensive to use.

3. If the hub is affected then the whole network is stopped because all the nodes depend
on the hub.
4. Performance is based on the hub that is it depends on its capacity
5. Hub failures can disable large segments of the network.
6. Limited cable length and number of stations.
7. Very expensive due to use of a lot of cable.
8. Maintenance costs may be higher in the long run.
9. Failure of the node can disable the entire network.
10. One virus in the network will affect them all.

Bus Topology
In bus topology all workstations are connected to a single communication line called bus. In
this type of network topology there is no central node as in star topology. Transmission from
any station travels the length of the bus in both directions and can be received by all
workstations.
Or in other words, The bus topology (not to be confused with the system bus of a computer)

connects a number of workstations using a common backbone to connect all devices. A
single cable, the backbone functions as a shared communication medium, attaches or taps
into with an interface connector with the devices. The medium has a physical beginning and
end. All buses are implemented using electrical cable, usually coaxial, and the ends of the
cable must be terminated with a terminating resistor that matches the impedance of the
cable. The terminating resistor prevents data reflections from coming across as data
corruption. The bus is considered a multipoint system because all devices tap into the same
backbone cable.
An important characteristic to remember in bus topologies is that all data signals are
broadcast throughout the bus structure. A device wanting to communicate with another
device on the network sends a broadcast message onto the wire that all other devices see, but
only the intended recipient actually accepts and processes the message. In simple words, the
bus cable carries the transmitted message along the cable. As the message arrives at each
workstation, the workstation computer checks the destination address contained in the
message to see if it matches it's own. If the address does not match, the workstation does
nothing more. If the address of the workstation matches that contained in the message, the
workstation processes the message. The message is transmitted along the cable and is visible
to all computers connected to that cable.
Computers on a bus network send their data packets to all the computers, even if the data
packet is for a specific computer only. Data Packets addressed to one particular computer are
received by that computer; all other computers delete the packet upon reception. In the
following diagram, if second node sends a signal to the last node, the signal propagates for
the length of the cable and is seen by all the nodes as well. It is necessary to have an
addressing mechanism so that each node understands which messages it is to receive and
which to ignore.
In this topology network messages are sent to each terminal on the network so if one of the
terminals breaks then the others are not affected. The cabling cost of bus systems is the least
of all the different topologies. The common implementation of this topology is Ethernet. A
message transmitted by one workstation is heard by all the other workstations.

LANs that make use of bus topology connects each node to a single cable. Some
connector connects each computer or server to the bus cable. For avoiding the
bouncing of signal a terminator is used at each end of the bus cable. The source
transmits a signal that travels in both directions and passes all machines unless it
finds the system with IP address, the intended recipient. The data is ignored in case
the address is unmatched. The installation of one cable makes bus topology an
inexpensive solution as compared to other topologies; however the maintenance cost
is high. If the cable is broken all systems would collapse.


Linear Bus: If all network nodes are connected to a combine
transmission medium that has two endpoints the Bus is Linear. The
data transmitted between these nodes is transmitted over the combine
medium and received by all nodes simultaneously.



Distributed Bus: If all network nodes are connected to a combine
transmission medium that has more than two endpoints created by
branching the main section of the transmitting medium.

Examples of Bus topology
The following networks are examples of bus topology:
• ARCnet, (Token bus)
• Ethernet, (10Base2)
Features of Bus Topology

1. It transmits data only in one direction.
2. Every device is connected to a single cable

Fig. 14.16: Bus Topology

Advantages of Bus Topology
1.
2.
3.
4.
5.
6.
7.
8.

It is cost effective.
Cable required is least compared to other network topology.
Used in small networks.
It is easy to understand.
Easy to expand joining two cables together.
It is quite easy to set up.
If one station of the topology fails it does not affect the entire system.
Cabling costs are minimized because of the common trunk.
9. Easy to implement.
10. A relatively cheap and reliable topology.
Disadvantages of Bus Topology
1. Cables fails then whole network fails.
2. If network traffic is heavy or nodes are more the performance of the network
decreases.
3. Cable has a limited length.
4. It is slower than the ring topology.
5. Difficult to trouble shoot because no central distribution points exist.
6. Limits on cable length and Workstation numbers.
7. Cable breaks can disable the entire segment because they remove the required
termination from each of the two cable fragments.
8. As the number of workstations increase, the speed of the network slows down.
9. The disadvantage of bus topology is that any break in the bus is difficult to identify.
Ring Topology

The ring topology is a physical, closed loop configuration consisting of point-to-point links.
It is a topology of computer networks where each user is connected to two other users, so as
to create a ring. Ring network systems use 4 pair cables (separate send/receive). A failure in
any cable breaks the loop and can take down the entire network. In a ring network, every
device has exactly two workstations for communication purposes. Adjacent pairs of
workstations are directly connected.
All messages travel through a ring in the same direction effectively either "clockwise" or
"counterclockwise", each node passing on the data to the next node till it reaches its
destination. However, a ring may be unidirectional or bi-directional. In case of unidirectional
ring network, data moves only in one direction and if any node breaks down, specialized
software is required for the proper functioning of the network. Whereas data moves in both
the direction in bi-directional ring networks, but only one direction at a single time and if
any node breaks down, a message can usually be sent in the opposite direction still allowing
the node to communicate with the other workstations of the active network.
Information travels around the ring from one workstation to the next. Each packet of data
sent on the ring is prefixed by the address of the station to which it is being sent to. When a
data packet arrives, the workstation checks to see if the packet address is the same as its
own. If it is, it grabs the data in the packet. If the packet does not belong to it, it sends the
packet to the next workstation in the ring.
Ring networks tend to be inefficient when compared to client/server networks because data
must travel through more points before reaching its destination. For example, if a given ring
network has ten computers on it, to get from computer one to computer five, data must travel
from computer one, through computers two, three and four, and to its destination at
computer five. It could also go from computer one through ten, nine, eight, seven, and six,
until reaching five, but this method is slower because it travels through more computers. In
the diagram, it can be seen how each node on the ring acts as a repeater. It receives a
transmission from the previous node and amplifies it before passing it on.
Faulty workstations can be isolated from the ring. When the workstation is powered on, it
connects itself into the ring. When power is off, it disconnects itself from the ring and allows
the information to bypass the workstation. The ring topology may prove optimum when
system requirements are modest and workstations are at scattered points. Rings are found in
some office buildings or school campuses.
Or in other words, In ring topology each station is attached nearby stations on a point to
point basis so that the entire system is in the form of a ring. In this topology data is
transmitted in one direction only. Thus the data packets circulate along the ring in either
clockwise or anti-clockwise direction. The advantage of this topology is that any signal
transmitted on the network passes through all the LAN stations. The disadvantage of ring
network is that the breakdown of any one station on the ring can disable the entire system.

Figure 14.17: Ring Topology
Examples of Ring topology
The following are examples of ring topologies:
• IBM Token Ring (although wired as a star)
• Fiber Distributed Data Interface (FDDI)
Features of Ring Topology

1. A number of repeaters are used and the transmission is unidirectional.
2. Date is transferred in a sequential manner that is bit by bit.
Advantages of Ring Topology
1. Transmitting network is not affected by high traffic or by adding more nodes, as only
the nodes having tokens can transmit data.
2. Cheap to install and expand
3. Growth of the system has minimal impact on performance.
4. All stations have equal access.
5. Each node on the ring acts as a repeater, allowing ring networks to span greater
distances than other physical topologies.
6. Because data travels in one direction high speeds of transmission of data are possible.
7. When using a coaxial cable to create a ring network the service becomes much faster.

Disadvantages of Ring Topology
1.
2.
3.
4.

Troubleshooting is difficult in ring topology.
Adding or deleting the computers disturbs the network activity.
Failure of one computer disturbs the whole network.
Often the most expensive topology.

MESH Topology
A mesh network is a networking technique which allows inexpensive peer network nodes to
supply back haul services to other nodes in the same network. A mesh network effectively
extends a network by sharing access to higher cost network infrastructure. The cable
requirements are high, but there are redundant paths built in. Any failure of one computer
allows all others to continue, as they have alternative paths to other computers. The mesh
network topology employs either of two schemes, called full mesh topology or partial mesh
topology. In the full mesh topology, each node (workstation or other device) is connected
directly to each of the others. In the partial mesh topology, some nodes are connected to all
the others, but some of the nodes are connected only to those other nodes with which they
exchange the most data.
It is a point-to-point connection to other nodes or devices. Traffic is carried only between
two devices or nodes to which it is connected. Mesh has n (n-2)/2 physical channels to link
hn devices.

Figure 14.18- Fully Connected Mesh Topology
Types of Mesh Topology
1. Partial Mesh Topology : In this topology some of the systems are connected in the
same fashion as mesh topology but some devices are only connected to two or three
devices.
2. Full Mesh Topology : Each and every nodes or devices are connected to each other.
Features of Mesh Topology

1. Fully connected.
2. Robust.
3. Not flexible.
Advantages of Mesh Topology
1.
2.
3.
4.
5.
6.

Each connection can carry its own data load.
It is robust.
Fault is diagnosed easily.
Provides security and privacy.
A mesh network is reliable and offers redundancy.
If one node can no longer operate, all the rest can still communicate with eachother,
directly or through one or more intermediate nodes.
7. Mesh networks work well when the nodes are located at scattered points that do not
lie near a common line.
Disadvantages of Mesh Topology
1. Installation and configuration is difficult.
2. The main drawback of the mesh topology is expense, because of the large number of
cables and connections required.
3. Bulk wiring is required.

TREE Topology
In Tree network topology all the nodes are connected in a hierarchical fashion where each
branch with multiple nodes, demands a flow of information. All the branches may be
assigned different types of jobs to perform. If any of the branch stops functioning, no other
branch may be affected in this type of topology. It has a root node and all other nodes are
connected to it forming a hierarchy. It is also called hierarchical topology. It should at least
have three levels to the hierarchy.
The top level of the hierarchy, the central root node is connected to some nodes that are a
level low in the hierarchy by a point-to-point link where the second level nodes that are
already connected to central root would be connected to the nodes in the third level by a

point-to-point link. The central root would be the only node having no higher node in the
hierarchy. The tree hierarchy is symmetrical. The BRANCHING FACTOR is the fixed
number of nodes connected to the next level in the hierarchy. Such network must have at
least three levels. Physical Linear Tree Topology would be of a network whose Branching
Factor is one.

Figure 14.19- Tree Topology

Features of Tree Topology

1. Ideal if workstations are located in groups.
2. Used in Wide Area Network.
Advantages of Tree Topology
1.
2.
3.
4.
5.

Extension of bus and star topologies.
Expansion of nodes is possible and easy.
Easily managed and maintained.
Error detection is easily done.
Easy to create functional grouping at branch level i.e. separate branches may perform
different jobs assigned at their end.

Disadvantages of Tree Topology
1.
2.
3.
4.
5.

Heavily cabled.
Costly.
If more nodes are added maintenance is difficult.
Central hub fails, network fails.
Rate of data transmission through this network is very slow.

HYBRID Topology
Different network configurations have their own merits and demerits. In real sense, one pure
network topology is rarely used in organizations. Instead, an organization may use a
combination of two or more different topologies like a star-bus hybrid, star-ring network

with connections between various computers on the network. This scheme of combining
multiple topologies (star, bus and/or ring) into one large topology is known as hybrid
topology. The hybrid network is common in large wide-area networks. Because each
topology has its own strengths and weaknesses, several different types can be combined for
maximum effectiveness.
It is two different types of topologies which is a mixture of two or more topologies. For
example if in an office in one department ring topology is used and in another star topology
is used, connecting these topologies will result in Hybrid Topology (ring topology and star
topology).

Examples of Hybrid topology
An example of a hybrid topology is as follows:
A company can place its accounting database users on a ring for better throughput, and its
secretarial staff on a bus for ease of cabling.

Features of Hybrid Topology
1. It is a combination of two or topologies
2. Inherits the advantages and disadvantages of the topologies included
Advantages of Hybrid Topology
1.
2.
3.
4.
5.

Reliable as Error detecting and trouble shooting is easy.
Effective.
Scalable as size can be increased easily.
Flexible.
One company can combine the benefits of several different types of topologies.

6. Workgroup efficiency and traffic can be customized.
Disadvantages of Hybrid Topology
1. Complex in design.
2. Costly.
3. Devices on one topology cannot be placed into another topology without some
hardware changes.

14.4 Logical Topologies
Logical topologies have the same names as physical topologies, but the logical topologies
describe the network from the viewpoint of the data traveling on the network. The following
four common types of networks can have different logical topologies:
• Ethernet
• Token Ring
• ARCnet
• FDDI
Ethernet
An older, common wiring system for Ethernet (10Base2) and (10Base5) uses coaxial cable
in a linear bus topology. In the most common type of Ethernet, each node connects to the
coax through a T-connector (BNC) that taps into the signals on the coaxial cable. The nodes
both transmit and receive through the same connector. Therefore, 10Base2 Ethernet is a
logical as well as a physical bus.
A newer variation of Ethernet, 10Base-T and 100Base-TX, are cabled using wiring hubs
(concentrators). Each station is connected to the hub via an individual UTP twisted pair
cable. Within the hub, however, the individual signals are combined into a bus. Therefore
10Base-T and 100Base-TX are physical stars, but logical buses.
Token Ring
By examining the wiring of a Token Ring, it can be seen that it meets all the specifications
of a star. Token Ring uses central wiring hubs, and each node is wired to the hub with an
individual run of cable.
Starting at the hub, the signal travels through a pair of wires to the receive circuit on the
node's network interface. The receive circuit passes the signal to the transmit circuit, which
repeats the signal on a separate pair of wires and sends the signal back to the hub. If follow
the signal around the entire network, one can see that it completes a circuitous path, proving
that Token Ring has a ring logical topology.
Token Ring is wired in a physical star to obtain the advantages of a central wiring hub. All
stations can be connected and disconnected at a central point, and the wiring hub can be
equipped with hub management and diagnostic systems. Therefore Token Ring sometimes is
referred to as a star-wired-ring.

ARCnet
ARCnet is wired in a star using coaxial cable. That ARCnet is a logical bus also can be
determined by examining the network cards. They both receive and transmit through the
same coax connector.
ARCnet is wired as a physical star, and has some of the advantages of a star network.
However, ARCnet functions as a logical bus. Because of its signaling characteristics,
ARCnet is also called a token-passing-bus.
FDDI
Fiber Distributed Data Interface (FDDI) can be configured as both a physical and a logical
ring. FDDI is commonly used to connect widely dispersed areas with a high-speed fiber
network. When doing so, a physical ring is the most cost-effective cabling plan. FDDI uses
the same signaling mechanism as Token Ring; each node repeats the incoming signal and
transmits it to the next node in the ring.

14.8 Network Protocols
In computer networks, communication occurs between entities in different systems.
An entity is anything capable of sending or receiving information. Examples include
application programs, file transfer packages, browsers, database management systems, and
electronic mail software. A system, is a physical object that contains one or more entities,
Examples include computers and terminals. But two entities cannot just send bit streams to
each other and expect to be understood. For communication to occur, the entities must agree
on a protocol. A protocol is a set of rules that govern data communication. A protocol
defines what is communicated, how it is communicated, and when it is communicated. The
key elements of a protocol are syntax, semantics, and timing.
Syntax
Syntax refers to the structure or format of the data, meaning the order in which they
are presented. For example, a simple protocol might expect the first eight bits of data to be
the address of the sender, the second eight bits to be the address of the receiver, and the rest
of the stream to be the message itself.
Semantics
Semantics refers to the meaning of each section of bits. How is a particular pattern to
be interpreted, and what action is to be taken based on that interpretation. For example, does
an address identify the route to be taken or the final destination of the message?
Timing
Timing refers to two characteristics: when data should be sent and how fast they can
be sent. For example, if a sender produces data at 100 Mbps but the receiver can process
data at only 1 Mbps, the transmission will overload the receiver and data will be largely lost.
In data communication, a protocol is a set of rules that govern all aspects of
information communication.
Protocols Example
There are a many standard protocols to choose from, standard protocols have their
own advantage and disadvantage i.e., some are simpler than the others, some are more
reliable, and some are faster.

From a user’s point of view, the only interesting aspect about protocols is that our
computer or device must support the right ones if we want to communicate with other
computers. The protocols can be implemented either in hardware or in software. Some of the
popular protocols are:
1. TCP/IP
2. HTTP
3. FTP
4. SMTP
5. POP
6. Token-Ring
7. Ethernet
8. Xmodem
9. Kermit
10. MNP, etc.
Protocols define the rules for sending data from one point to another and are used in
different network topologies. Some of them are the following:
Carrier Sense Multiple Access with Collision Detection (CSMA/CD)
This protocol is commonly used in bus (Ethernet) implementations. Multiple access refers to
the fact that in bus systems, each station has access to the common cable. Carrier sense
refers to the fact that each station listens to see if no other station is transmitting before
sending data. Collision detection refers to the principle of listening to see if other stations are
transmitting whilst we are transmitting.
Token Ring
This protocol is widely used in ring networks for controlling workstation access to the ring.
A short message called a token is circulated around the ring, being passed from one node to
another node which is originated from a controller or master station which inserts it onto the
ring.
Polling
This protocol uses a central node to monitor other nodes in the network. It is used
predominantly in star networks. The master station sends a message to each slave station in
turn. If the slave station has information to send, it passes it to the master station. The master
station then sends the information to the desired slave station, or keeps it if the information
is for itself. Slave stations are very simple and have limited functionality. It is appropriate
for industrial and process control situations

14.9 Applications of Computer Networks
The following are the major applications of computer networks:
Central Data Back-Up and Security: Computer Networks allow an easy central data backup to protect important files and security for important data. In this way, one can secure
access to authorized users only and insure that important files cannot be accidentally deleted,
moved or changed. By implementing fault tolerance on network, one can minimize network
down time in the event of a hardware failure.

File sharing: File and print sharing is the biggest advantage of having a network. Instead of
"walking" files back-and-forth between computers, employees can share files without
leaving their desks. This will increase communication and make everyone in office more
productive.
Applications Sharing: Sharing applications involves storing software applications on a file
server. There will be better software version control because all users will be sharing the
same application. In addition, software upgrades are installed only once on the server, not
multiple times on each machine. Storing applications on a file server can also reduce
software costs. Instead of purchasing one copy of every software application for each
computer in office, only one copy of the application may be purchased and stored on the file
server.
Printer and peripheral sharing: Networks allow sharing expensive peripherals such as
printers, plotters and scanners. Instead of purchasing a printer for each computer, one printer
can be shared among several users. Other devices can be shared as well including CDROM’s and fax modems.
Fax sharing: A network allows everyone in office to share one or more fax modems. The
ability to send documents via a fax machine instead of by mail or courier reduces operating
costs by saving money on stamps, paper etc. Fax modems also save time.
CD-ROM servers sharing: If a company has substantial amount of information stored on
CD-ROM’s, a CD-ROM server will allow to easily sharing this information with all users on
the network.
Telecommuting and Remote Access: By setting up Remote Access to a network, allow
employees to quickly connect to the network at any time from any location. If a person
travels with a laptop or has a computer at home, he can check e-mail, download files or
access a database from the road or at home.
Wide Area Networks: A WAN can be setup between office and its other branch or main
offices. This enables remote offices to synchronize data, transfer and back-up important
files, exchange E-mail, etc. Many different WAN technologies are available dependent on
the companies bandwidth needs.
E-Mail and Internet Access: The Internet has become the largest information database in
the world. E-mail is also a facility that provides a quick and easy way for persons to
communicate with each other. This information and knowledge gained through internet
access can keep the companies informed and competitive in today’s marketplace.
Creating an Intranet or Internet Website: The difference between an Intranet and an
Internet Website is that an intranet is located on a privately owned network and is usually
only accessed by local network users whereas an Internet Website is a public site that can be
accessed by anyone with access to the Internet.

Intranets provide company with an "on-line bulletin board". Employees can easily post
information that can be accessed with a Browser. An Internet Website allows providing
products and services to the customers. A simple Website can be "on-line brochure"
allowing reaching a large number of customers at a very low advertising rate. The company
becomes "virtually available" to customers 24 hours a day.
There is a long list of application areas, which can be benefited by establishing Computer
Networks. Few of the potential applications of Computer Networks are:
1. Information retrieval systems which search for books, technical reports, papers and
articles on particular topics
2. News access machines, which can search past news, stories or abstracts with given
search criteria.
3. Airline reservation, hotel booking, railway-reservation, car-rental, etc.
4. A writer's aid: a dictionary, thesaurus, phrase generator, indexed dictionary of
quotations, and encyclopedia.
5. Stock market information systems which allow searches for stocks that meet certain
criteria, performance comparisons, moving averages, and various forecasting
techniques.
6. Electronic Financial Transactions (EFT) between banks and via cheque clearing
house.
7. Games of the type that grow or change with various enthusiasts adding to the
complexity or diversity.
8. Electronic Mail Messages Systems (EMMS).
9. Corporate information systems such as marketing information system, customer
information system, product information system, personnel information system, etc.
10. Corporate systems of different systems such as Order-Entry System, Centralized
Purchasing, Distributed Inventory Control, etc.
11. On-line systems for Investment Advice and Management, Tax Minimization, etc.
12. Resources of interest to a home user.
13. Sports results.
14. Theatre, movies, and community events information.
15. Shopping information, prices, and advertisements.
16. Restaurants; good food guide.
17. Household magazine, recipes, book reviews, film reviews.
18. Holidays, hotels, travel booking.
19. Radio and TV programmes.
20. Medical assistance service.
21. Insurance information.
22. Computer Assisted Instruction (CAI).
23. School homework, quizzes, tests.
24. Message sending service.
25. Directories.
26. Consumer reports.
27. Employment directories and Job opportunities.
28. Tax information and Tax assistance.
29. Journey planning assistance viz. Train, bus, plane etc.
30. Catalogue of Open University and Virtual University courses.

Advantages of Computer Networking
Computer networks have highly benefited various fields of educational sectors, business
world and many organizations. They can be seen every where they connect people allover
the world. There are some major advantages which compute networks has provided making
the human life more relaxed and easy. Some of them are listed below:
Communication
Communication is one of the biggest advantages provided by the computer networks.
Different computer networking technology has improved the way of communications people
from the same or different organization can communicate in the matter of minutes for
collaborating the work activities. In offices and organizations computer networks are serving
as the backbone of the daily communication from top to bottom level of organization.
Different types of software can be installed which are useful for transmitting messages and
emails at fast speed.
Data sharing
Another wonderful advantage of computer networks is the data sharing. All the data such as
documents, file, accounts information, reports multi media etc can be shared with the help
computer networks. Hardware sharing and application sharing is also allowed in many
organizations such as banks and small firms. .
Instant and multiple accesses
Computer networks are multiply processed .many of users can access the same information
at the same time. Immediate commands such as printing commands can be made with the
help of computer networks.
Video conferencing
Before the arrival of the computer networks there was no concept for the video
conferencing. LAN and WN have made it possible for the organizations and business sectors
to call the live video conferencing for important discussions and meetings.
Internet Service
Computer networks provide internet service over the entire network. Every single computer
attached to the network can experience the high speed internet. Fast processing and work
load distribution
Broad casting
With the help of computer networks news and important messages can be broadcasted just in
the matter of seconds who saves a lot of time and effort of the work.

People, can exchange messages immediately over the network any time or we can say 24
hour.
Photographs and large files
Computer network can also be used for sending large data file such as high resolution
photographs over the computer network to more then when users at a time.
Saves Cost
Computer networks save a lot of cost for any organizations in different ways. Building up
links thorough the computer networks immediately transfers files and messages to the other
people which reduced transportation and communication expense. It also raises the standard
of the organization because of the advanced technologies that re used in networking.
Remote access and login
Employees of different or same organization connected by the networks can access the
networks by simply entering the network remote IP or web remote IP. In this the
communication gap which was present before the computer networks no more exist.
Flexible
Computer networks are quite flexible all of its topologies and networking strategies supports
addition for extra components and terminals to the network. They are equally fit for large as
well as small organizations.
Reliable
Computer networks are reliable when safety of the data is concerned. If one of the attached
system collapse same data can be gathered form another system attached to the same
network.
Data transmission
Data is transferred at the fast speed even in the scenarios when one or two terminals machine
fails to work properly. Data transmission in seldom affected in the computer networks.
Almost complete communication can be achieved in critical scenarios too.

Advantages of Networking Intra-networking
One of the important types of networking technology that has been designed by the
computer net workers or by the computer scientists over a local area network for the sake of
the management of the business is called as the intranetworking. Basically it is a type of
network which is used to share or view different type of resources of the particular
organization only by its employees for the sake of enhancement of business. These

connections are independent from the networking of the internet technology but
organizations have an opportunity to connect it with the internet with the help of gateways
then this technology is referred to as the extranet working.
Important Advantages of Networking Intranetworking:
As such type of network is used to manage the business and different type of its resources
brilliantly, so this networking intranetworking has marvelous beneficial contribution in
developing such type of networks in a particular organization. Some of the important or the
major advantages of the networking intranetworking are listed as follows
Enhanced Productivity:
One of the major advantages of the networking of the intranetworking is that such networks
are used to reduce the work load and processing the data more faster as compared to
different networks and also helpful in enhance the production of the particular company or
organization. As these networks are based on the local area networks but only for the
particular company, so it is very much beneficial for the employees of that company to
search their data faster and also different application of the relevant field. So networking
intranetworking can perform the tasks more accurately and speedily. With the help of this
advantages of the networking of the intranetworking particular company or the organization
can also promote and mange their services.
Time Saver:
Intranetworking is also a time saving technology because it provide the opportunity to the
users or the employees of the organization to locate the documents from different work
station at the doors and can communicate with other employees for the sake of resources of
organization. So with the help of this technology employees or the organization can save
their much of time spent in typical emails or moving from one department to another.
Communication:
Another important advantage of the networking intranetworking is that it is strong source of
communication with in the particular organization or among the people of that organization.
With the help of this technology of intranetworking employees can perform the vertical or
the horizontal communications. With the help of this networking the members of the
particular company can communicate with different employees for the sake of file sharing,
use of HTML pages and many different type of documents and for shared resources.
Management
of
Business:
Intranetworking also plays a beneficial role in managing the business by developing
different type of new applications and parameters and also provide different opportunities to
take proper and comprehensive decisions among the contracts or the resources available for
the future. It also enhances the productivity by managing the use of resources and keeps
them for future also.

Cost Saving:
Such networking technology is very much reliable and cost effective as compared to the
other technologies such as internet because it is completely based on the particular
organization and it is a cost saver technology in such as way that it provide the opportunities
to the users to view or use the documents online so saves the money used for manual or hand
made documents such as papers, printing etc
Easy Updates:
Another important advantage of the intranetworking is that employees are regularly updated
with the resources and the new projects of the organization and maintaining procedures also.
Data Transmission Speed

Bandwidth: Range of frequencies available for data transmission. It refers to data
transmission rate. Higher the bandwidth, the more data it can transmit.
Baud: Unit of measurement of data transfer rate. Measured in bits per second (bps).
Narrow-band: Sub-voice grade channels in range from 45 to 300 baud. Mainly used for
telegraph lines and low-speed terminals.
Voice-band: Voice grade channels with speed up to 9600 baud. Mainly used for ordinary
telephone voice communication and slow I/O devices.
Broad-band: High speed channels with speed up to 1 million baud or more. Mainly used for
high-speed computer-to-computer communication or for simultaneous transmission of data.

HUB
Hub is used to connect computer and other peripherals such as printers, hub or switches
with other in a network. It acts as a central point for various device. It also work as a
repeater. If we talk about networks on larger scale hub(s) are required to build network. All
computers are connected directly to the hub as hub performs as centralized device the
network. When data is sent to the hub it broadcasts the data to all the ports of the hub and
then it is sent to destination computer on the network. If hubs fails to perform its routine
functions it will halt the working of the entire network until it is put back in normal
condition.

What is Hub – What is Computer Hub

There are different types of devices that are responsible for the networking, one of them is
hub. It is defined as the networking device that is used to build a connection between the
different computers to perform the tasks like a single network is called as the networking
hub. The main function of the networking hub is to amplify the data packets in the form of
electrical signal over the whole connected networks.
Construction of Hub:
Basically the hub consists of the box that should be of rectangular shape made up of plastic
to make it unbreakable. A power cable is connected to the hub for giving the power to the
device from the ordinary source. Different types of ports are configured in the hub box of the
sake of the connection of different networks through network cables. Minimum at least four
systems are connected with a single small hub. The larger hub has ability to connect more
then 20 ports at a single time and can provide working to all users.
How Network Hub Works?
Working of the networking hub depends upon its construction and the types that is used for
the networking. Basically the main function of the hub is to connect the multi computers
with the single device and then perform like a single network. Different computers are
connected with the hub with the help of individual ports and then perform different type o
networking tasks as a single network. The main responsibility of the hub is to amplify the
data in the form of electrical signals and then broadcast the data over the network. A big
advantage of the hub is to share the different applications without the individual access and
can share the resources with the help of hub. So hub provides a convenient and easy
networking for all the users connected to the device.

Types of Hub:
On the basis of working and the performance networking hub is differentiated into the three
different types. Based on their function hubs can be classified as:

1, Passive hub
2. Active hub
3. Intelligent hub
The brief descriptions of these three types are as follows
Passive Hub:
The first type of the networking hub is the passive hub. Passive hub does not perform any
particular function but it just behaves like a bridge between the cables of connection and just
receives the information and forwards it with out any change in topology.
Active Hub:
Second type of the networking hub is the active hub. This type of hub is quite similar to that
of the passive hub but can perform the additional tasks. Active hubs are those hubs that can
work as connector between two regions but also has ability to regenerate the information
with the help of strong electrical signals. it is also called as the multi port repeater. It helps in
the communication and can upgrade the properties of the signals before delivery.
Intelligent Hub:
The third and the last type of the hub that can perform the both functions of the active and
the passive hub is generally referred to as the intelligent hub. Basically this hub provides the
opportunity to increase the speed of networking and also make the performance of the
network efficient as compared to other devices. Addition to their specific work intelligent
hubs can also perform the different functions that of routing, bridging etc.
Benefits of Hubs:
There are many advantages of the networking computer hubs. Some of the important
benefits are as follows
1. With the help of hubs we can create a home network easily.
2. Hubs can also monitor the whole network in a real inexpensive way

3. It also provide the opportunity to the users to connect their old devices with their hub
drives
Switches:
Switch is another important device when we talk about computer network on broader
spectrum. It is used at the same place as hub is but the only difference between the two is
that switch possess switching table with in it. Switching tables store the MAC addresses of
every computer it is connected to and send the data to only requested address unlike hub
which broadcasts the data too all the ports. Switches can be considered advance form of
hubs.

What is Networking Switch – Types of Network Switch
There are many networking devices that are used to carry on the working and which affects
performance of the network. Similarly another networking device takes part in this race that
is called as networking switch. Basically it is defined as the networking device that able to
join or connect the different fragments of the network and continues networking by forming
a bridge between them is called as the network switching. It is also called as the switching
hub. Networking switches are generally not applicable on the passive networks. Due to the
ability of the forming a bridge between the networking components they are also referred to
as the network bridge.
How Network Switch Works?
This networking switch can perform different functions such as connecting the network
segments or monitoring the networking traffic or also can pass the IP traffic. As we all know
that the basic function of the switch is to connect the networking parts so, when they
installed properly they are able deal with all the parts of network such as hubs, printers or
another networking device that is required to do the communication between two places. So,
the function of the networking switch is quite similar to that of the routing device.
Networking switches are use to transfer the data in the form of data packets between the two
different networking devices present in the LAN network. The main advantage of the using
the networking switch instead of router is that it can organize a network between more then
200 devices. During transformation network switch also monitors the network traffic and

manage the network brilliantly. There are different types of layer take part in the networking
through switches that perform the particular function of transferring the data.

Types of Network Switch:
There are different types of networking switch based upon the form and the configuration.
On the basis of their form they are categorized into rack mounted, chassis or catalyst switch
etc. And on the basis of configuration they are differentiated into managed, unmanaged,
smart or enterprise managed switches.
Managed Switches:
A type of network switch in which different types of methods are used to manage the
different parts of the network and can able to upgrade the working and the performance of
the switch with the help of common methods of management is called as the managed
network switch.
Unmanaged Network Switch:
Basically these networking switches are designed for those customers that are not able to
spend more money because those are less expensive. A type of network switch in which
interface is not involved is called as unmanaged network switches. They are designed for the
direct use.
Smart Switches:
Basically the smart network switches are the important types of managed switches in which
the specific management features are discussed. Typically these switches re used for the
networking devices such as VLANs. They also increase the working ability of the parts
connected by the switches.
Advantages of Network Switch:

Due to the reliable and the easy working of the network switches to manage the network by
joining the different segments of the network. Some of the particular advantages of the
network switching are given below
1. Network switches are very beneficial for the expenditure of the network and can also
helpful in decreasing the load from the systems individually
2. They are also helpful for the in maintaining and enhancing the performance of the
network using switches
3. In the networking data is transmitted in the form of the data packets and in these
cases there are more chances of collision between the packets but network switches
are also able to avoid the collision between the datagrams.

What is Ethernet switch – How Ethernet Works
Ethernet is a technology of the computer networking in which cluster of computers networks
are used for the communication under the circumstances of different networking protocols
and Ethernet’s hardware. And Ethernet switches are one of the important components of the
computer networking technology. Generally it is defined as the type of networking switch
that is used for the sake of data transmission between different computer over the network as
the same speed of the Ethernet is called as the Ethernet switch. In the past the first Ethernet
switch was introduced in the 1990 by the founder Kalpana.
How Ethernet Switch Works?
In working aspects Ethernet switches are quite similar to that of the Ethernet hubs. But they
are more reliable and faster then that and their functionality power is also different. The
working of the Ethernet starts from developing their connection with the required networks
with the help of parts present on the switches. When they are connected properly to the
network, then Ethernet switches received their first information from the user’s computer
and then try to study the media access control address of the computer system. Ethernet
switch save or record the number of MAC address in its memory, after that Ethernet switch
try to locate another device on the network instead of the first computer device with the help
of packet information. The device that receive the packets after sending it from the Ethernet
switch it build a connection with the switch and Ethernet switch reads its MAC address and
record it like the first one. And with the help of such storage of the Ethernet switch it plays
really important role for the Ethernet users. So it is small summary on the working of the
Ethernet switches that how they govern and perform their duties in Ethernet technology.
Types of Ethernet Switch:
If we talk about the type of Ethernet switch then two different type of Ethernet switches are
there that are used commonly to connect the different devices to the Ethernet and also
helpful in maintaining the data transmission. Some of their explanation is given below1.

Cut Through Switch:

A type of the Ethernet switch that is used to forward the data
packets that they received from different devices and also reduces the time taken by the
Ethernet switches for their working operation is called as the cut through switch. They are
generally not of reliable type and can not perform the task more accurately. So cut through
switches also affect the production of the packets over the network in the negative way.
2.

Store and Forward Switch:

The second type of the Ethernet switch is the store and the
forwarded switch. The working of the store and forward switches are quite different as
compared to the other cut through switches. In this case data packets that are send over the
network store temporarily in the memory of these switches and only forward when there is
the need of the packets otherwise they store all the data in it. Such switches are more reliable
and safer for the networking because they can prevent the spread of errors on the network.
Advantages of Ethernet Switches
There are lots of advantages are there that differ Ethernet switches from the Ethernet hubs
over the network. Some important benefits of Ethernet switches are given as follows
1. one of the important advantages of the Ethernet switch that differ them from the
Ethernet hub is that they have ability to read the data packets brilliantly
2. As compared to Ethernet hubs, Ethernet switches are more faster and reliable.
3. They also have ability to store the media control access number or MAC address.

Hubs vs Switches – Difference Between Hubs and Switches
An important device that is required to build a connection between different systems to run
them like a single network is called as the networking hubs. Basically all the working of the
hubs is carried out with the help of access points of multiple natures. The main function of
the networking hub is to deliver the data over the connected network in the form of the
electrical signals and all the systems that are connected with the hub device are benefited
with the required information or data that is amplified.
Introduction to Switches
Another important networking device that takes part in the transmission of data is called as
the networking switches. Typically they are defined as the networking device that is used to
form the bridge or the connection between the different or the specific segments of the
network to carry on the working and maintain the performance is referred to as the network
switch. Generally they provide no advantage to the passive networks. Due to the ability of
forming a bridge between the fragments network switches are also called as the networking
bridge.
General Comparison between Networking Hubs and Switches:
Features
Hubs
Switches
On the basis of networking performance and
Network switches also have some

Types

the construction, generally networking hubs
are categorized into different types. Some of
them are as follows
1. Active hubs
2. Intelligent hubs
3. Passive hubs

different types that are really helpful in
maintaining the performance and the
working of the connected networks.
Major types of switches are given below

1. Managed switches
2. Unmanaged switches
3. Smart switches
Function

The function of the hub is generally depends
upon the configuration and the installation of
the networking devices with it. Networking
hubs can perform different duties of
connecting and managing the networking
devices such as printers. There are different
ports present in the device through which the
systems are connected. Traditional hubs can
only support the 4 or 5 ports but the modern
hub can provide the 16 or 24 ports to the
users for the expenditure of the network

Advantages Some important advantages of the
networking hubs are as follows
1. Hubs are generally less expensive as
compared to different types of other
devices used for the same purposes
2. It is very convenient to build the
home network with the help of hubs
3. Hubs can provide the opportunity to
the users to use their old and the
useless thing with the help of
networking hubs
4. networking hubs arte generally
helpful in expand the networking area
well

Network switches can also perform the
work similar to hubs but they can
different in some aspects. The function
that is similar to the hubs is that switches
also help in connecting the different parts
of network. but the features that are
different from the networking hubs are as
follows
1. Switches are also able to monitor
the whole networking traffic and
manage the parts of the network
well
2. They are also able to check and
monitor the passing IP addresses
from them
3. They are also able to perform the
routing properties like router.
Network switches also have some
advantages. These advantages are as
follows
1. Network switches are used to
increase the bandwidth of the
network
2. Switches are also reduce the
work load on the network
3. As we know that data packets are
involved in the transmission of
the data, so network switches also
reduce the collision between
them
4. network switches are also very
helpful in increasing the
performance of the whole
network by decreasing the load
on the individual computers

Internet Network Architecture
In the field of computer networking there are different types of technologies that are used for
the sake of information which is used for the sake of the benefit of the humanity. One of
these technologies is the internet technology. It is that type of technology that is required to
search any kind of information at any place is called as internet technology. Internet
technology is operates with the help of networks such as wired networks and wireless
networks also. But if we compare the wired technology with the wireless technology, then
wired internet technology has more reliable and the faster networking as compared to
wireless internet technology.
The process of assembling the parts of the computer hardware in computer networking is
called as computer architecture. But when those architectural techniques are used in the field
of internet networking technology, it is referred as internet network architecture. It is defined
as the arrangement of different types of parts of computer or the network hardware to
configure or setup the internet technology is known as internet network architecture.
Different types of devices or the hardware is required to setup up the internet network
architecture. It can operate with the both networks such as wired or either wirelessly.

Components of Internet Network Architecture
There are lots of components that are involved in maintaining the architecture of the internet
technology. Some important parts that are used to configure the networking of the internet
technology are as follows
Satellite:
A major part of the internet network architecture is the satellite. Satellite plays a vital role in
catching and distributing the signals over the network and the users use the internet network
to search different types of information at any time.
Network Adapters

There are different types of network adapters that are used to configure or setup the internet
technology on your operating system. First install the network adapters in the system then
install its software for the sake of its proper working or compatibility. Some common
network adapters that are used for access of the internet are LAN cards or modems etc.
Routers
As we know that this technology is also operates wirelessly so some components that are
used to configure the internet network technology wireless router plays an important role
and it is also the main part of the architecture. It is defined as the device that is used to
transmit data from one place to another in the form of packets that are called as data packets
is known as router. These data packets are also called data gram.
Access Points
A special type of routing device that is used to transmit the data between wired and wireless
networking device is called as AP. It is often connected with the help of wired devices such
as Ethernet. It only transmits or transfers the data between wireless internet technology and
wired internet network technology by using infra structure mode of network. One access
point can only support a small group of networks and works more efficiently. It is operated
less than hundred feet. It is denoted by AP.
Clients
Any kind of device such as personal computers, Note books, or any kind of mobile devices
which are inter linked with wireless network area referred as a client of internet network
architecture.
Bridges
A special type of connectors which is used to establish connections between wired network
devices such as Ethernet and different wireless networks such as wireless LAN. It is called
as bridge. It acts as a point of control in internet network architecture.
Two components are also some time play an important role in internet network architecture
1. Basic Service Set (BSS)
2. Extended Service Set (ESS)

14.10 INTERNET
The Internet is a network of networks. Millions of computers all over the world are
connected through the Internet. Computer users on the Internet can contact one another
anywhere in the world. If your computer is connected to the Internet, you can connect to
millions of computers. You can gather information and distribute your data. It is very much

similar to the telephone connection where you can talk with any person anywhere in the
world.
In Internet a huge resource of information is accessible to people across the world.
Information in every field starting from education, science, health, medicine, history, and
geography to business, news, etc. can be retrieved through Internet. You can also download
programs and software packages from anywhere in the world. Due to the tremendous
information resources the Internet can provide, it is now indispensable to every organisation.
Origin of Internet
In 1969 Department of Defence (DOD) of USA started a network called ARPANET
(Advanced Research Projects Administration Network) with one computer at California and
three at Utah. Later on other universities and R & D institutions were allowed to connect to
the Network. APARNET quickly grew to encompass the entire American continent and
became a huge success. Every university in the country wanted to become a part of
ARPANET. So the network was broken into two smaller parts MILNET for managing
military sites and ARPANET (smaller) for managing non-military sites. Around 1980,
NSFNET (National Science Foundation Network) was created. With the advancement of
modern communication facilities, other computers were also allowed to be linked up with
any computer of NSFNET. By 1990 many computers were looking up to NSFNET giving
birth to Internet.
How Internet functions
Internet is not a governmental organisation. The ultimate authority of the Internet is the
Internet Society. This is a voluntary membership organisation whose purpose is to promote
global information exchange. Internet has more than one million computers attached to it.
E-mail
E-mail stands for electronic mail. This is one of the most widely used features of Internet.
Mails are regularly used today where with the help of postage stamp we can transfer mails
anywhere in the world. With electronic mail the service is similar. But here data are
transmitted through Internet and therefore within minutes the message reaches the
destination may it be anywhere in the world. Therefore the mailing system is excessively
fast and is being used widely for mail transfer.

DESIGN ISSUES OF THE LAYER
Before proceeding to learn the layered structure of network software and various aspect of computer
network, we should be acquainted with different design issues of layer.
 To interchange data between two processes running on two computers there must be some
addressing technique for communication correctly.
 The communication may be unidirectional ( simplex communication ) or in both direction
alternately one after another ( half-duplex communication ) or bidirectional ( full-duplex
communication ).
 Error control is also important issue because physical communication channels are not
perfect, rather error prone. Now both communicating parties must agree on which error
detecting and correcting code to use. The receiver should also let the sender know which
message is received correctly and which is not.








During transfer, messages are often divided into pieces and all the pieces may not be
transferred in proper order. This loss of sequencing has to be taken care of by the protocol
concern.
There must be provision to refrain a fast sender from swamping a slow receiver.
The layer concern may decide to use same connection for several unrelated conversations by
multiplexing and de-multiplexing technique.
When there are many paths between sender and receiver, a decision must be taken which
route is to take. The decision may be static or dynamic.

OSI MODEL
This model is based on a proposal developed by the International Standards
Organization (ISO) as a first step toward international standardization of the protocols used
in the various layers. The model is called the ISO-OSI (Open Systems Interconnection)
Reference Model because it deals with connecting open systems—that is, systems that are
open for communication with other systems. We will usually just call it the OSI model for
short.
The OSI model has seven layers. The principles that were applied to arrive at the seven
layers are as follows
1. A layer should be created where a different level of abstraction is needed.
2. Each layer should perform a well-defined function.
3. The function of each layer should be chosen with an eye toward defining internationally
standardized protocols.
4. The layer boundaries should be chosen to minimize the information flow across the
interfaces.
5. The number of layers should be large enough that distinct functions need not be thrown
together in the same layer out of necessity, and small enough that the architecture does
not become unwieldy.
Below we will discuss each layer of the model in turn, starting at the bottom layer. Note
that the OSI model itself is not network architecture because it does not specify the exact
services and protocols to be used in each layer. It just tells what each layer should do.
However, ISO has also produced standards for all the layers, although these are not part of
the reference model itself. Each one has been published as a separate international standard.
The OSI model is a framework for network communications. The OSI model is the
fundamental model for developing proper network communications. Consisting of 7 layers,
the OSI model frames communication from the Physical Media all the way to the
Application (envision a web browser). Message traffic moves up and down the OSI model,
depending on the purpose of the message.

How does the OSI model work
The OSI Model works by establishing a set of rules and standards for communication in and
between the different layers. These rules ensure that different products can communicate
between each other because they are developed around the same guidelines. As building
automation systems move further into the information technology sector, we are seeing the
OSI model’s upper layers become even more vital. The picture below is a high level view of
how messages are transferred between the different layers of the OSI model
In order to help you understand the OSI Model, I am going to briefly describe how each
layer functions in a Building Automation System framework:
Physical LayerThe physical layer is concerned with transmitting raw bits over a communication
channel. The design issues have to do with making sure that when one side sends a 1 bit, it is
received by the other side as a 1 bit, not as a 0 bit. Typical questions here are how many
volts should be used to represent a 1 and how many for a 0, how many microseconds a bit
lasts, whether transmission may proceed simultaneously in both directions, how the initial

connection is established and how it is torn down when both sides are finished, and how
many pins the network connector has and what each pin is used for. The design issues here
largely deal with mechanical, electrical, and procedural interfaces, and the physical
transmission medium, which lies below the physical layer.
This is the media you use to communicate (RS-485/Ethernet ect). The physical layer covers
the physical interface between devices. It defines the electrical and mechanical aspects of
interfacing to a physical medium for transmitting data. it also defines how physical links are
set up, maintained and disconnected.

Functions of Physical Layer :
(a).
(b).
(c).
(d).
(e).
(f).

It is the lowest layer of the OSI Model.
It activates, maintains and deactivates the physical connection.
It is responsible for transmission and reception of the unstructured raw data over
network.
Voltages and data rates needed for transmission is defined in the physical layer.
It converts the digital/analog bits into electrical signal or optical signals.
Data encoding is also done in this layer.

Figure 14.19 - The OSI Reference Model

Data Link Layer– This is the subnet communication, or for example, the communication of
MS/TP on a field bus. The data link layer is responsible for establishing an error-free
communications path between computers over the physical channel. It splits packets into
data frames which are transmitted sequentially by the ender and the receiver transmits the
acknowledgement.
The main task of the data link layer is to take a raw transmission facility and transform it
into a line that appears free of undetected transmission errors to the network layer. It
accomplishes this task by having the sender break the input data up into data frames
(typically a few hundred or a few thousand bytes), transmit the frames sequentially, and
process the acknowledgement frames sent back by the receiver. Since the physical layer
merely accepts and transmits a stream of bits without any regard to meaning or structure, it
is up to the data link layer to create and recognize frame boundaries. This can be
accomplished by attaching special bit patterns to the beginning and end of the frame. If these
bit patterns can accidentally occur in the data, special care must be taken to make sure these
patterns are not incorrectly interpreted as frame delimiters.
A noise burst on the line can destroy a frame completely. In this case, the data link layer
software on the source machine can retransmit the frame. However, multiple transmissions
of the same frame introduce the possibility of duplicate frames. A duplicate frame could be
sent if the acknowledgement frame from the receiver back to the sender were lost. It is up to
this layer to solve the problems caused by damaged, lost, and duplicate frames. The data
link layer may offer several different service classes to the network layer, each of a different
quality and with a different price.
Another issue that arises in the data link layer (and most of the higher layers is well) is how
to keep a fast transmitter from drowning a slow receiver in data. Some traffic regulation
mechanism must be employed to let the transmitter know how much buffer space the
receiver has at the moment. Frequently, this flow regulation and the error handling are
integrated.
If the line can be used to transmit data in both directions, this introduces a new complication
that the data link layer software must deal with. The problem is that the acknowledgement
frames for A to B traffic compete for the use of the line with data frames for the B to A
traffic.
Broadcast networks have an additional issue in the data link layer to control access to
the shared channel. A special, sub layer of the data link layer, the medium access sub layer,
deals with this problem.

Functions of Data link Layer :
(a). Data link layer synchronizes the information which is to be transmitted over the
physical layer.
(b). The main function of this layer is to make sure data transfer is error free from one
node to another, over the physical layer.
(c). Transmitting and receiving data frames sequentially is managed by this layer.

(d). This layer sends and expects acknowledgements for frames received and sent
respectively. Resending of non-acknowledgement received frames is also handled by
this layer.
(e). This layer establishes a logical layer between two nodes and also manages the Frame
traffic control over the network. It signals the transmitting node to stop, when the
frame buffers are full.
Network Layer- This is typically were your supervisory devices lie and is where IP
messages exist and route outside of the local subnet. Network layer Set up the logical path
between the source and the destination computers of the network. The message to be
transmitted is first fragmented into packets at this layer. Then it performs sequencing and
error control of these packets .thus the routing decisions are taken at the network layer.
The network layer is concerned with controlling the operation of the subnet. A key design
issue is determining how packets are routed from source to destination. Routes can be based
on static tables that are "wired into" the network and rarely changed. They can also be
determined at the start of each conversation, for example a terminal session. Finally, they
can be highly dynamic, being determined anew for each packet, to reflect the current
network load.
If too many packets are present in the subnet at the same time, they will get in each other's
way, forming bottlenecks. The control of such congestion also belongs to the network layer.
Since the operators of the subnet may well expect remuneration for their efforts, there is
often some accounting function built into the network layer. At the very least, the software
must count how many packets or each customer sends characters or bits, to produce billing
information. When a packet crosses a national border, with different rates on each side, the
accounting can become complicated.
When a packet has to travel from one network to another to get to its destination, many
problems can arise. The addressing used by the second network may be different from the
first one. The second one may not accept the packet at all because it is too large. The
protocols may differ, and so on. It is up to the network layer to overcome all these problems
to allow heterogeneous networks to be interconnected.
In broadcast networks, the routing problem is simple, so the network layer is often thin or
even nonexistent.

Functions of Network Layer :
(a). It routes the signal through different channels from one node to other.
(b). It acts as a network controller. It manages the Subnet traffic.
(c). It decides by which route data should take.
(d). It divides the outgoing messages into packets and assembles the incoming packets into
messages for higher levels.

Transport Layer- This is where the data verification exist for communication. Typically,
when you are transferring code or you are logging into a system, the verification of the
transport is made at the Transport layer. Once a path is established between the sending and
the receiving stations, the transport layer provides control standards for a communication
session for enabling processes to exchange data reliably and sequentially.

The basic function of the transport layer is to accept data from the session layer, split
it up into smaller units if need be, pass these to the network layer, and ensure that the pieces
all arrive correctly at the other end. Furthermore, all this must be done efficiently, and in a
way that isolates the upper layers from the inevitable changes in the hardware technology.
Under normal conditions, the transport layer creates a distinct network connection for
each transport connection required by the session layer. If the transport connection requires a
high throughput, however, the transport layer might create multiple network connections,
dividing the data among the network connections to improve throughput. On the other hand,
if creating or maintaining a network connection is expensive, the transport layer might
multiplex several transport connections onto the same network connection to reduce the cost.
In all cases, the transport layer is required to make the multiplexing transparent to the
session layer.
The transport layer also determines what type of service to provide the session layer,
and ultimately, the users of the network. The most popular type of transport connection is an
error-free point-to-point channel that delivers messages or bytes in the order in which they
were sent. However, other possible kinds of transport service are transport of isolated
messages with no guarantee about the order of delivery, and broadcasting of messages to
multiple destinations. The type of service is determined when the connection is established.
The transport layer is a true end-to-end layer, from source to destination, in other
words, a program on the source machine carries on a conversation with a similar program on
the destination machine, using the message headers and control messages. In the lower
layers, the protocols are between each machine and its immediate neighbors, and not by the
ultimate source and destination machines, which may be separated by many routers. There is
a difference between layers 1 through 3, which are chained, and layers 4 through 7, which
are end-to-end. Many hosts are multi-programmed, which implies that multiple connections
will be entering and leaving each host. Their needs to be some way to tell which message
belong to which connection. The transport header is one place this information can be put.
In addition to multiplexing several message streams onto one channel, the transport
layer must take care of establishing and deleting connections across the network. This
requires some kind of naming mechanism, so that a process on one machine has a way of
describing with whom it wishes to converse. There must also be a mechanism to regulate the
flow of information, so that a fast host cannot overrun a slow one. Such a mechanism is
called flow control and plays a key role in the transport layer (also in other layers). Flow
control between hosts is distinct from flow control between routers, although we will later
see that similar principles apply to both.

Functions of Transport Layer
(a). It decides if data transmission should be on parallel path or single path.
(b). Functions such as Multiplexing, Segmenting or Splitting on the data are done by this
layer
(c). It receives messages from the Session layer above it, convert the message into smaller
units and passes it on to the Network layer.
(d). Transport layer can be very complex, depending upon the network requirements.
(e). Transport layer breaks the message (data) into small units so that they are handled more
efficiently by the network layer.

Session Layer- This is where the conversation is initiated. Often times, two supervisory
devices will create a session to discuss. As you learn more about TCP and UDP, you will
learn that UDP is a connection-less protocol. Essentially it just sends out data. Our control
systems usually require verification of commands. As such, our systems rely on TCP
sessions. The session layer provides means of establishing, maintaining and terminating a
dialogue or a session between two end users.
The session layer allows users on different machines to establish sessions between
them. A session allows ordinary data transport, as does the transport layer, but it also
provides enhanced services useful in some applications. A session might be used to allow a
user to log into a remote timesharing system or to transfer a file between two machines.
One of the services of the session layer is to manage dialogue control. Sessions can
allow traffic to go in both directions at the same time, or in only one direction at a time. If
traffic can only go one way at a time (analogous to a single railroad track), the session layer
can help keep track of whose turn it is.
A related session service is token management. For some protocols, it is essential
that both sides do not attempt the same operation at the same time. To manage these
activities, the session layer provides tokens that can be exchanged. Only the side holding the
token may perform the critical operation.
Another session service is synchronization. Consider the problems that might occur
when trying to do a 2-hour file transfer between two machines with a 1-hour mean time
between crashes. After each transfer was aborted, the whole transfer would have to start over
again and would probably fail again the next time as well. To eliminate this problem, the
session layer provides a way to insert checkpoints into the data stream, so that after a crash,
only the data transferred after the last checkpoint have to be repeated.

Functions of Session Layer :
(a). Session layer manages and synchronize the conversation between two different
applications.
(b). Transfer of data from source to destination session layer streams of data are marked and
are resynchronized properly, so that the ends of the messages are not cut prematurely
and data loss is avoided.

Presentation Layer- This is where the data is taken and formulated into viewable information. Often times, this is when the raw BACnet/IP data shifts into a viewable data format, whether that be ASCII or UNICODE. Additionally, the presentation layer
can translate data into XML which is utilized by the majority of the web based building
automation systems. The presentation layer provides facilities to convert encoded
transmitted data into displayable form for being displayed on a printer.
The presentation layer performs certain functions that are requested sufficiently often
to warrant finding a general solution for them, rather than letting each user solve the

problems. In particular, unlike all the lower layers, which are just interested in moving bits
reliably from here to there, the presentation layer is concerned with the syntax and semantics
of the information transmitted.
A typical example of a presentation service is encoding data in a standard agreed
upon way. Most user programs do not exchange random binary bit strings. They exchange
things such as people's names, dates, amounts of money, and invoices. These items are
represented as character strings, integers, floating-point numbers, and data structures
composed of several simpler items. Different computers have different codes for
representing character strings, integers, and so on. In order to make it possible for computers
with different representations to communicate, the data structures to be exchanged can be
defined in an abstract way, along with a standard encoding to be used "on the wire." The
presentation layer manages these abstract data structures and converts from the
representation used inside the computer to the network standard representation and back.

Functions of Presentation Layer
(a). Presentation layer takes care that the data is sent in such a way that the receiver will
understand the information (data) and will be able to use the data.
(b). While receiving the data, presentation layer transforms the data to be ready for the
application layer.
(c). Languages(syntax) can be different of the two communicating systems. Under this
condition presentation layer plays a role of translator.
(d). It perfroms Data compression, Data encryption, Data conversion etc.

Application Layer– Here programs run to visually present and physically interact with the
data from the previous layers. Typically building automation systems will use applications
built around the HTTP or SNMP protocols. Additionally, applications can create FTP
connections between one another to transfer data this is often seen in high level peer to peer
supervisory communication. This is a user oriented layer which provides services that
directly support the end user of the network.
The application layer contains a variety of protocols that are commonly needed. For
example, there are hundreds of incompatible terminal types in the world. Consider, the plight
of a full screen editor that is supposed to work over a network with many different terminal
types, each with different screen layouts, escape sequences for inserting and deleting text,
involving the cursor, etc.
One way to solve this problem is to define an abstract network virtual terminal that
editors and other programs can be written to deal with. To handle each terminal type, a piece
of software must be written to map the functions of the network virtual terminal onto the real
terminal. For example, when the editor moves the virtual terminal's cursor to the upper lefthand corner of the screen, this software must issue the proper command sequence to the real
terminal to get its cursor there too. All the virtual terminal software is in the application
layer.

Another application layer function is file transfer. Different file systems have
different file naming conventions, different ways of representing text lines, and so on.
Transferring a file between two different systems requires handling these and other
incompatibilities. This work, too, belongs to the application layer, as do electronic mail,
remote job entry, directory lookup, and various other general purpose and special-purpose
facilities.

Functions of Application Layer
1. It is the topmost layer.
2. Transferring of files disturbing the results to the user is also done in this layer. Mail
services, directory services, network resource etc are services provided by application layer.
3. This layer mainly holds application programs to act upon the received and to be sent data.
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Merits of OSI reference model
1. OSI model distinguishes well between the services, interfaces and protocols.
2. Protocols of OSI model are very well hidden.
3. Protocols can be replaced by new protocols as technology changes.
4. Supports connection oriented services as well as connectionless service.

Demerits of OSI reference model:
1. Model was devised before the invention of protocols.
2. Fitting of protocols is tedious task.
3. It is just used as a reference model.

Overview of TCP/IP reference model
TCP/IP means Transmission Control Protocol and Internet Protocol. It is the network model
used in the current Internet architecture as well. Protocols are set of rules which govern every
possible communication over a network. These protocols describe the movement of data
between the source and destination or the internet. These protocols offer simple naming and
addressing schemes.

TCP/IP that is transmission control protocol and the internet protocol was developed by
Department of Defence’s Project Research Agency (ARPA, later DARPA) under the project
of network interconnection.
Originally it was created to connect military networks together, later it was used by
government agencies and universities. It is robust to failures and flexible to diverse
networks. Most widely used protocol for interconnecting computers and it is the protocol of
the internet.
Let us now turn from the OSI reference model to the reference model used in the
grandparent of all computer networks, the ARPANET, and its successor, the worldwide
Internet. Although we will give a brief history of the ARPANET later, it is useful to mention
a few key aspects of it now. The ARPANET was a research network sponsored by the
DOD (U.S Department of Defense). It eventually connected hundreds of universities and
government installations using leased telephone lines. When satellite and radio networks
were added later, the existing protocols had trouble interworking with them, so new

reference architecture was needed. Thus the ability to connect multiple networks together in
a seamless way was one of the major design goals from the very beginning. This architecture
later became known as the TCP/IP Reference Model, after its two primary protocols.
Given the DOD's worry that some of its precious hosts, routers, and internet work
gateways might get blown to pieces at a moment's notice, another major goal was that the
network be able to survive loss of subnet hardware, with existing conversations not being
broken off. In other words, DOD wanted connections to remain intact as long as the source
and destination machines were functioning, even if some of the machines or transmission
lines in between were suddenly put out of operation. Furthermore, a flexible architecture was
needed, since applications with divergent requirements were envisioned, ranging from
transferring files to real-time speech transmission.

Overview of TCP/IP reference model
TCP/IP that is Transmission Control Protocol and Internet Protocol was developed by
Department of Defence's Project Research Agency (ARPA, later DARPA) as a part of a research
project of network interconnection to connect remote machines.
The features that stood out during the research, which led to making the TCP/IP reference model
were:



Support for a flexible architecture. Adding more machines to a network was easy.
The network was robust, and connections remained intact untill the source and destination
machines were functioning.

The overall idea was to allow one application on one computer to talk to(send data packets)
another application running on different computer.

Description of different TCP/IP protocols
Layer 1: Host-to-network Layer
Below the Internet layer is a great void. The TCP/IP reference model does not really
say much about what happens here, except to point out that the host has to connect to the
network using some protocol so it can send IP packets over it. This protocol is not defined
and varies from host to host and network to network.




Lowest layer of the all.
Protocol is used to connect the host, so that the packets can be sent over it.
Varies host to host and network to network.

Layer 2: Internet layer
All these requirements led to the choice of a packet-switching network based on a
connectionless Internet work layer. This layer, called the Internet layer, is the linchpin that

holds the whole architecture together. Its job is to permit hosts to inject packets into any
network and have them travel independently to the destination (potentially on a different
network). They may even arrive in a different order than they were sent, in which case it is
the job of higher layers to rearrange them, if in-order delivery is desired. Note that "internet"
is used here in a generic sense, even though this layer is present in the Internet.
The analogy here is with the mail system. A person can drop a sequence of
international letters into a mailbox in one country, and with a little luck, most of them will
be delivered to the correct address in the destination country. Probably the letters will travel
through one or more international mail gateways along the way, but this is transparent to the
users. Furthermore, that each country has its own stamps, preferred envelope sizes, and
delivery rules is hidden from the users. The Internet layer defines an official packet format
and protocol called IP (Internet Protocol). The job of the Internet layer is to deliver IP
packets where they are supposed to go. Packet routing is clearly the major issue here, as is
avoiding congestion. For these reasons, it is reasonable to say that the TCP/IP Internet layer
is very similar in functionality to the OSI network layer. The following Figure shows this
correspondence.

Figure 14.20- The TCP/IP Reference Model







Selection of a packet switching network which is based on a connectionless
internetwork layer is called a internet layer.
It the layer which holds the whole architecture together.
It allows the host to insert the packets.
It helps the packet to travel independently to the destination.
Order in which packets are received is different from the way they are sent.
IP (internet protocol) is used in this layer.

Layer 3: Transport Layer
The layer above the Internet layer in the TCP/IP model is now usually called the
transport layer. It is designed to allow peer entities on the source and destination hosts to
carry on a conversation, the same as in the OSI transport layer. Two end-to-end protocols

have been defined here. The first one, TCP (Transmission Control Protocol) is a reliable
connection-oriented protocol that allows a byte stream originating on one machine to be
delivered without error on any other machine in the Internet. It fragments the incoming byte
stream into discrete messages and passes each one onto the Internet layer. At the destination,
the receiving TCP process reassembles the received messages into the output stream. TCP
also handles flow control to make sure a fast sender cannot swamp a slow receiver with
more messages than it can handle.
The second protocol in this layer, UDP (User Data gram Protocol), is an unreliable,
connectionless protocol for. Applications that do not want TCP's sequencing or flow control
and wish to provide their own. It is also widely used for one-shot, client-server type requestreply queries and applications in which prompt delivery is more important than accurate
delivery, such as transmitting speech or video. The relation of IP, TCP, and UDP . Since the
model was developed, IP has been implemented on many other networks.

Figure 14.20 - Protocols and Networks in the TCP/IP Model Initially






It decides if data transmission should be on parallel path or single path.
Functions such as multiplexing, segmenting or splitting on the data done by layer
four that is transport layer.
Transport layer breaks the message (data) into small units so that they are handled
more efficiently by the network layer.
Functions of the transport layer are same as the OSI model.
Transport layer also arrange the packets sent in sequence.

Layer 4: Application Layer
The TCP/IP model does not have session or presentation layers. No need for them
was 'perceived, so they were not included. Experience with the OSI model has proven this
view correct: they are of little use to most applications.
On top of the transport layer is the application layer. It contains all the Higher Level
Protocols. The early ones included virtual terminal (TELNET), file transfer (FTP), and
electronic mail (SMTP). The virtual terminal protocol allows a user on one machine to log
into a distant machine and work there. The file transfer protocol provides a way to move
data efficiently from one machine to another. Electronic mail was originally just a kind of
file transfer, but later a specialized protocol was developed for it. Many other proto- cols
have been added to these over the years, such as the Domain Name Service (DNS) for

mapping host names onto their network addresses, NNTP, the protocol used for moving
news articles around, and HTTP, the protocol used for fetching pages on the World Wide,
and many others.
 The TCP/IP specifications described a lot of applications that were at the top of the
protocol stack. Some of them were TELNET, FTP, SMTP, DNS etc.So, Protocols used
in this layer are high level protocols such as TELNET, FTP (file transfer protocol etc.
 TELNET is a two-way communication protocol which allows connecting to a remote
machine and run applications on it.
 FTP(File Transfer Protocol) is a protocol, that allows File transfer amongst computer
users connected over a network. It is reliable, simple and efficient.
 SMTP(Simple Mail Transport Protocol) is a protocol, which is used to transport
electronic mail between a source and destination, directed via a route.
 DNS(Domain Name Server) resolves an IP address into a textual address for Hosts
connected over a network.

Merits of TCP/IP model






It operated independently.
It is scalable.
Client/server architecture.
Supports a number of routing protocols.
Can be used to establish a connection between two computers.

Demerits of TCP/IP





In this, the transport layer does not guarantee delivery of packets.
The model cannot be used in any other application.
Replacing protocol is not easy.
It has not clearly separated its services, interfaces and protocols.

Layer
Application

Transport

Internet

Description
Protocols
Defines TCP/IP application protocols and how HTTP, Telnet, FTP,
host programs interface with transport layer TFTP, SNMP, DNS,
services to use the network.
SMTP,
X Windows,
other
application
protocols
Provides communication session management TCP, UDP, RTP
between host computers. Defines the level of
service and status of the connection used when
transporting data.
Packages data into IP datagrams, which contain IP, ICMP, ARP, RARP
source and destination address information that is
used to forward the datagrams between hosts and
across networks. Performs routing of IP
datagrams.

Network
interface

Specifies details of how data is physically sent Ethernet, Token Ring,
through the network, including how bits are FDDI, X.25, Frame
electrically signaled by hardware devices that Relay, RS-232, v.35
interface directly with a network medium, such as
coaxial cable, optical fiber, or twisted-pair copper
wire.

COMPARISON OF ISO-OSI & TCP /IP REFERENCE MODEL
There are not much difference between the OSI and TCP/IP reference model. In both, the concept of
independent stack of protocols is used. The function of the layers are also more or less same. In both
model, starting from bottom up to transport layer, the functions of the layers is to provide end-to-end
network independent transport service for communicating processes.
The layers above the transport layer are application oriented.
On the other hand, there are some differences between the two models. In OSI reference model, three
concepts are distinct. These are 1. Services,
2. Interfaces,
3. Protocols.
The Service tells what a particular layer serves the layer just above it, not how these services
are access by the above layer or how these are provided by the layer. The Interface tells how the
above layer access the services provided by the layer just below it. It also does not say how these are
provided. The Protocols used between peer layers are the set of rules agreed upon by both the layers
to get the job done. Protocols can be changed without affecting the software in the higher layers.
In TCP/IP model, there is no such distinction between Service, Interface and Protocol.
Therefore, in TCP/IP reference model the protocols are not so hidden as in the OSI reference model.
As the technology advances, protocol between a peer layer can be replaced easily in OSI model than
in TCP/IP model. In OSI model, the layered structure was thought out before the protocols were
invented. The designers were new in the network technology and hence in some layer a sub-layer has
to be provided latter to accommodate some new mode of communication. For example in data link
layer, the MAC sub-layer was introduced latter when broadcast communication came to deal with
channel allocation issues. On the other hand in TCP/IP model, the protocols came first and then the
model. So there was no problem of fitting the protocols into the model.
The two models also differ in their numbers of layers; in OSI model there are seven layers
whether TCP/IP model has four layers. Both have (inter)network, transport and application layers in
common but the other layers are not same.
In OSI model, network layer supports both connection-oriented and connectionless
communication and the transport layer supports only connection- oriented communication. On the
contrary, in TCP/IP model the network layer supports only connectionless communication but
transport layer supports both the mode i.e. connectionless and connection-oriented communication.

Comparison of OSI Reference Model and TCP/IP
Reference Model
Following are some major differences between OSI Reference Model and TCP/IP Reference
Model, with diagrammatic comparison below.
OSI(Open System Interconnection)

TCP/IP(Transmission Control Protocol / Internet

1. OSI is a generic, protocol independent standard,
acting as a communication gateway between the
network and end user.
2. In OSI model the transport layer guarantees the
delivery of packets.
3. Follows vertical approach.
4. OSI model has a separate Presentation layer and
Session layer.
5. OSI is a reference model around which the networks
are built. Generally it is used as a guidance tool.
6. Network layer of OSI model provides both connection
oriented and connectionless service.
7. OSI model has a problem of fitting the protocols into
the model.
8. Protocols are hidden in OSI model and are easily
replaced as the technology changes.
9. OSI model defines services, interfaces and protocols
very clearly and makes clear distinction between them.
It is protocol independent.
10. It has 7 layers

Protocol)
1. TCP/IP model is based on standard protocols
around which the Internet has developed. It is a
communication protocol, which allows connection
of hosts over a network.
2. In TCP/IP model the transport layer does not
guarantees delivery of packets. Still the TCP/IP
model is more reliable.
3. Follows horizontal approach.
4. TCP/IP does not have a separate Presentation
layer or Session layer.
5. TCP/IP model is, in a way implementation of the
OSI model.
6. The Network layer in TCP/IP model provides
connectionless service.
7. TCP/IP model does not fit any protocol
8. In TCP/IP replacing protocol is not easy.
9. In TCP/IP, services, interfaces and protocols
are not clearly separated. It is also protocol
dependent.
10. It has 4 layers

Diagrammatic Comparison between OSI Reference Model and TCP/IP
Reference Model

Ethernet Cabling
The types of Ethernet cables available are
1.
Straight-through cable
2.
Crossover cable
3.
Rolled cable

Straight-through cable
Four wires are used in straight-through cable to connect Ethernet devices. It is
relatively simple to create this type. Only pins1, 2, 3 and 6 are used. Just connect 1 to1, 2 to
2, 3 to 3 and 6 to 6 and you will be up and networking in no time while practically we
connect all 4 pairs straighten of CAT-5. However, this would be an Ethernet only cable and
would not work with Voice, Token Ring, ISDN, etc. This type of cable is used to connect
1.
Host to switch or hub
2.
Router to switch or hub

Figure 14.21 - Straight-through cable
Crossover Cable
Four wires are used in straight-through cable to connect Ethernet devices. Only
four pins are used in this type of cabling. In crossover cable we connect 1 to3 and 2 to 6 on
each side of cable. This type of cable is used to connect
1. Switch to switch
2. Hub to hub
3. Host to host
4. Hub to switch
5. Router direct to host

Figure 14.22- Cross over cable
Rolled Cable
Although rolled cable is not used to connect any Ethernet connections together,
you can use a rolled Ethernet cable to connect a host to a router console serial
communication (com) port. If you have a Cisco router of switch, you would use this cable to
connect your PC running Hyper Terminal to the Cisco hardware. Eight wires are used in this
cable to connect serial devices, although not all eight are used to send information, just as in
Ethernet networking

Figure 14.23- Rolled cable

Ethernet Addressing
MEDIA ACCESS CONTROL ADDRESS
Ethernet addressing uses Media Access Control (MAC) Address burned into each
and every Ethernet Network Interface Card (NIC). The MAC or hardware address, is a 48bit (6-byte) address written in a hexadecimal format.
24 Bits
47

I/G

24 Bits

46

G/L

Originally Unique

Vender Assigned

Identifier (OUI)

Figure 14.24– Ethernet addressing using MAC addresses

The organizationally unique identifier (OUI) is assigned by the IEEE to an
organization. It’s composed of 24 bits, or 3 bytes. The organization, in turn, assigns a
globally administered address (24 bits, or 3 bytes) that is unique (supposedly, again-no
guarantees) to each and every adapter they manufacture. The high-order bit is the
individual/Group (I/G) bit. When it has a value of 0, we can assume that the address is MAC
address of a device and May well appear in the source portion of the MAC header. When it
is a 1, we can assume that the address represents either a broadcast or multicast address in
Ethernet, or a broadcast .The next bit is the G/L bit (also known as U/L, where U means
universal). When set to 0,this bit represents a globally administered address (as by IEEE).
When the bit is 1, it represents a locally governed and administered address (as in DECnet).
The low-order 24 bits of an Ethernet address represent a locally administered or
manufacturer-assigned code. This portion commonly starts with 24 0s for the first card made
and continues in order until there are 24 1s for the last card made. You will find that many

manufacturers use these same six hex digits as the last six characters of their serial number
on the same card.
IP ADDRESSING
An IP address is a numeric identifier assigned to each machine on an IP
network. It designates the specific location of a device on the network.
An IP address is a software address, not a hardware address- the latter is hardcoded on a Network Interface Card (NIC) and used for finding hosts on a local network. IP
addressing was designed to allow a host on one network to communicate with a host on a
different network, regardless of the type of LANs the hosts are participating in.
There are two IP addressing schemes:
1. Hierarchical IP addressing
2. Private IP Addressing
Hierarchical IP addressing
An IP address consists of 32 bits of information. These bits are divided into
four sections, referred to as octets or bytes, each containing 1 byte (8 bits). You can depict
an IP address using one of three methods:
1. Dotted-decimal, as in 172.16.30.56
2. Binary, as in 10101100.00010000.00011110.00111000
3. Hexadecimal, as in AC.10.1E.38
All these examples represent same IP address. The 32-bit IP address
is a structured or hierarchical address, as opposed to a flat or nonhierarchical address.
Although either type of addressing scheme could have been used, hierarchical addressing
was chosen for a good reason. The advantage of this scheme is that it can handle a large
number of addresses, namely 4.3 billion. The disadvantage of the flat addressing scheme,
and the reason it’s not used for IP addressing, relates to routing. If every address were
unique, all routers on the Internet would need to store the address of each and every machine
on the Internet. This would make efficient routing impossible, even if only a fraction of the
possible addresses were used.
The solution to this problem is to use a two or three-level, hierarchical addressing scheme
that is structured by network and host, or network, subnet, and host.
This two- or three-level scheme is comparable to a telephone number. The first section, the
area code, designates a very large area. The second section, the prefix, narrows the scope to
a local calling area. The final segment, the customer number, zooms in on the specific
connection. IP address uses the same type of layered structure. Rather than all 32 bits being
treated as a unique identifier, as in flat addressing, a part of the address is designated as the
network address, and the other part is designated as either the subnet and host or just the
node address.
NETWORK ADDRESSING
The network address (which can also be called the network number) uniquely
identifies each network. Every machine on the same network shares that network address as
part of its IP address. In the IP address 172.16.30.56, for example, 172.16 is the network
address.

The nodes address is assigned to, and uniquely identifies, each machine on a
network. This part of the address must be unique because it identifies a particular machinean individual as opposed to a network, which is a group. This number can also be referred to
as a host address. In the sample IP address 172.16.30.56 is the node address.
The designers of the Internet decided to create classes of networks based on network
size. For the small number of networks possessing a very large number of nodes, they
created the rank Class ‘A’ network. At the other extreme is the Class ‘C’ network, which is
reserved for the numerous networks with a small, is predictably called the Class ‘B’ network.
Subdividing an IP address into a network and node address is determined by the
class designation of one’s network
8 Bits
Class ‘A’ :

Network

8 Bits
Class ‘B’ :

Network
8 Bits

Class ‘C’ :

Network

Class ‘D’ :
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Class ‘E’ :
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Host
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Figure 14.25 - Summary of the three classes of Networks
To ensure efficient routing, Internet designers defined a mandate for the leading-bits
section of the address for each different network class. For example, since a router knows
that a Class ‘A’ network address always starts with a 0, the router might be able to speed a
packet on its way after reading only the first bit of its address. This is where the address
schemes define the difference between a Class ‘A’, a Class ‘B’, and a Class ‘C’ address. In
the next section, I will discuss the differences between these three classes, followed by a
discussion of the Class ‘D’ and Class ‘E’ address.
Network Address Range - Class ‘A’
The designers of the IP address scheme said that the first bit of the first byte in a
Class ‘A’ network address must always be off, or 0. This means a Class ‘A’ address must be
between 0 and 127. So a Class ‘A’ network is defined in the first octet between 0 and 127,
and it can’t be less or more.
Network Address Range - Class ‘B’

In a Class ‘B’ network, the RFCs state that the first bit of the first byte must always
be turned on, but the second bit must always be turned off. If you turn the other 6 bits all off
and then all on, you will find the range for a Class ‘B’ network, thus a Class ‘B’ network is
defined when the first byte is configured from 128 to191.
Network Address range - Class ‘C’
The first three bytes of a Class ‘C’ network address are dedicated to the network
portion of the address, with only one measly byte remaining for the node address. Thus a
class ‘C’ network is defined when first byte is configured from192 to 223.
Private IP Addresses
These addresses can be used on a private network, but they are not routable through
the Internet. This is designed for the purpose of creating a measure of well-needed security,
but it also conveniently saves valuable IP address space.
If every host on every network had to have real routable IP address, we would have run out
of IP address to hand out years ago. But by using private IP address, ISPs, corporation, and
home users only need a relatively tiny group of bona fide IP addresses to connect their
networks to the Internet. This is economical because they can use private IP addresses on
their inside networks and get along just fine.
To accomplish this task, the ISP and the corporation-the end user, no matter who
they are-need to use something called a Network Address Translation (NAT), which
basically takes a private and converts it for use on the Internet. Many people can use the
same real IP address to transmit out onto the Internet.
There are two types of IP Addressing
(1) Classfull addressing (2) Classless Addressing
Classfull addressing
Classfull addressing, formally adopted as part of the Internet Protocol (IP) in RFC 791, was
the Internet's first major addressing scheme. The IP address was 32 bits in size, just as today,
but was managed considerably differently.
There were three address classes to chose from: A, B, or C, corresponding to 8-bit, 16-bit, or
24-bit prefixes. No other prefix lengths were allowed, and there was no concept of nesting a
group of 24-bit prefixes, for example, within a 16-bit prefix.
An address was slotted into one of three address classes based on its high-order bits.
Addresses beginning with 0 were considered class A; addresses beginning 10 were class B;
addresses beginning 110 class C. Two other classes were also defined, class D addresses
beginning 1110 and class E addresses beginning 1111, though neither of these two address
classes were normally used. For humans, the easiest way to distinguish between different
address classes is to use the first decimal number in the IP address:
First octet Address Class

0-127
128-191
192-223
224-239
240-255

Class A
Class B
Class C
Class D
Class E

For example, 128.8.74.1 is a Class B address because the first octet, 128, lies in the 128-191
range. Likewise, 10.10.191.1 is a Class A address (because the first octet is 10) and
208.130.29.33 is a Class C (because the first octet is 208). If this seems at all confusing,
convert these addresses into binary and verify for yourselves that the initial bits correspond
to the pattern shown in the diagram.
There are three main problems with “classful” addressing, which are somewhat related to
each other (making them a bit harder to explain). Let's start with a quick summary of what
these issues are:
Lack of Internal Address Flexibility: Big organizations are assigned large, “monolithic”
blocks of addresses that don't match well the structure of their underlying internal networks.
Inefficient Use of Address Space: The existence of only three block sizes (classes A, B and
C) leads to waste of limited IP address space.
Proliferation of Router Table Entries: As the Internet grows, more and more entries are
required for routers to handle the routing of IP datagram’s, which causes performance
problems for routers. Attempting to reduce inefficient address space allocation leads to even
more router table entries.
Classless Addressing
Classless addressing, announced in 1996, allows an ISP to assign as few or as many IP
addresses as requested.
The entire 2^32 address space is divided into variable-sized blocks, which are multiples of
powers of 2.
The number of addresses in a block must be a power of 2.
The first address must be evenly divisible by the number of addresses. For example, if a
block contains 4 addresses, the first address must be divisible by 4.
In classful addressing, the mask for each block is implicit
255.0.0.0/8
255.255.0.0/16
255.255.255.0/24
In classless addressing, we need the address and the mask to find the block the address
belongs to An address in classless addressing usually has this format:

The n after the slash defines the number of bits that are the same in every address in the
block. So if n is 20, it means the twenty leftmost bits are identical in each address.
Two terms often used in classless addressing
Prefix – another name for the common part of the address range (netid)
Prefix length – the length of the prefix

Find the number of addresses in the block if one of the addresses is 140.120.84.24/20.
Solution
The prefix length is 20. The number of addresses in the block is 232−20 or 212 or 4096.
Note that this is a large block with 4096 addresses.

Internet Service Provider (ISP)
An Internet Service Provider (ISP) is the industry term for the company that is able to
provide you with access to the Internet, typically from a computer. If you hear someone
talking about the Internet and they mention their "provider," they're usually talking about
their ISP. Your ISP makes internet an possibility.

Different Types of Internet Service Providers
There are quite a few different types of Internet Service Providers available today, including
access, mailbox, hosting, transit, virtual and free.
(a).
Access ISPs — Employ a variety of technologies to facilitate consumers’ connection
to their network. These technologies may include broadband or dialup. Always-on
types of broadband connections comprise cable, fiber optic service (FiOS), DSL
(Digital Subscriber Line) and satellite. A number of access providers also provide
email and hosting services.
(b).
Mailbox ISPs — Offer email mailbox hosting services and email servers to send,
receive and store email. Many mailbox ISPs are also access providers.
(c).
Hosting ISPs — Offer email, File Transfer Protocol (FTP), web-hosting services,
virtual machines, clouds and physical servers.
(d).
Transit ISPs —Provide large amounts of bandwidth needed to connect hosting ISPs
and access ISPs together.
(e).
Virtual ISPs (VISP) — Purchase services from other ISPs to allow customers Internet
access.
(f).
Free ISPs (freenets) – Provide service free of charge and often display
advertisements while users are connected.
What Are the Services Offered by Internet Service Providers?
Internet Service Providers deliver a variety of services to their customers. Some of these
services include Internet access, domain name registration, domain name hosting, dial-up
access, leased line access and co-location. As most know, the Internet is a global system of
interconnected computer networks used by billions of people across the world. This system
of networks is linked by a vast assortment of electronic, optical networking and wireless
technologies.
The File Transfer Protocol (FTP) is a standard network protocol used to transfer computer
files from one host to another host over a TCP-based network, such as the Internet.
FTP is built on a client-server architecture and uses separate control and data connections
between the client and the server. FTP users may authenticate themselves using a clear-text

sign-in protocol, normally in the form of a username and password, but can connect
anonymously if the server is configured to allow it. For secure transmission that protects the
username and password, and encrypts the content, FTP is often secured with SSL/TLS
(FTPS). SSH File Transfer Protocol (SFTP) is sometimes also used instead, but is
technologically different.
The first FTP client applications were command-line applications developed before
operating systems had graphical user interfaces, and are still shipped with most Windows,
Unix, and Linux operating systems.Many FTP clients and automation utilities have since
been developed for desktops, servers, mobile devices, and hardware, and FTP has been
incorporated into productivity applications, such as Web page editors.

HTTP (Hyper Text Transfer Protocol):
It is a network protocol, which is used as the communication protocol to transport hypertext
document over the Internet. It tells the server what to send to the client, so the client can
view Web pages, FTP sites or other areas on the Net. The HTTP is a method used on
Internet to access information. It works in combination with the World Wide Web (WWW),
which is responsible for accessing hypertext documents.
Search Engines:
A special software that enables you to systematically search the Web. All you required is to
provide a few key words (known as ‘query’) about the desired topic and the Search Engine
will provide you a Web Page listing on the topic. Some of the popular search engines are:
Google, Yahoo, India Times, Lycos, AltaVista and Infoseek etc.
Web Browser
Web browsers are mainly used to access pages of the World Wide Web. By clicking on the
hypertext links on a page it is possible to jump from one Internet site to another, regardless
of its location. Hypertext links are usually highlighted or different coloured text, images or
icons. You can check for hypertext links by moving the mouse over the area ; if the mouse
pointer changes its shape to that of a hand then it is a hypertext link. This jumping from one
site to another using the hypertext links is called ‘net surfing” or ‘web browsing”.
With web browser you can download files, play games, send and receive mail and even chat
with others.
World-Wide Web (WWW)
World-Wide Web (also called WWW or W3) is a hypertext-based information system. Any
word in a hypertext document can be specified as a pointer to a different hypertext document
where more information pertaining to that word can be found. The reader can open the
second document by selecting the word (using different methods depending on the interface;

in a mouse based system, a user would probably place the mouse over the word and click the
mouse button); only the part of the linked document which contains relevant information
will be displayed.
The second document may itself contain links to further documents. The reader need not
know where the referenced documents are, because they will be obtained and presented as
they are needed.
World-Wide Web uses hypertext over the Internet: the linked documents may be located at
different Internet sites. WWW can handle different text formats and different methods of
organizing information.
The World-Wide Web also provides access to many of the other tools described in this
guide, and is becoming widely used as the major means of access to Internet resources.
Special index documents have been created in the WWW information space and these can be
searched for given keyword(s). The result is a new document which contains links to
documents selected from the index.
WHAT IS HYPERTEXT?
Hypertext is text which is not constrained to be linear. Hypertext is text which contains
"links" to other texts. The term was coined by "Ted Nelson" around 1965 (see "History").
HyperMedia is a term used for hypertext which is not constrained to be text: it can include
graphics, video and "sound", for example. Apparently Ted Nelson was the first to use this
term too.
How to get to WORLD-WIDE WEB
Users access the World-Wide Web facilities via a client called a browser, which provides
transparent access to the WWW servers. If a local WWW client is not available on your
computer, you may use a client at a remote site: this can be an easy way to start using
WWW.
Who can use WORLD-WIDE WEB?
You must be on the international TCP/IP network (the Internet) in order to use a client on
your computer to access WWW. If you are on the Internet, but don't have a WWW client on
your computer, you can still enter the World-Wide Web because several sites offer public
interactive access to WWW clients
Understanding a URL (Web Address)
Every Web page has a unique address called a URL (Uniform Resource Locator) which
identifies where it is located on the Web. For example, the URL for CSM Library's home
page is: http://www.smccd.edu/accounts/csmlibrary/index.htm
The basic parts of a URL often provide "clues" to where a web page originates and who
might be responsible for the information at that page or site.
URLs have three basic parts: the protocol, the server name and the resource ID. Look again
at CSM Library's URL below to see these three parts. The protocol is shown at the beginning
of the URL before the double slash (//); the server name is between the double slash (//) and
the first single slash (/); and the resource id is everything after the first single slash (/).

http://www.smccd.edu/accounts/csmlibrary/index.htm
protocol | server name | resource id
Let's examine each part of this URL:
First part: protocol (http://)
The protocol identifies the method (set of rules) by which the resource is transmitted. All
Web pages use HyperText Transfer Protocol (HTTP). Thus, all web URL's (including CSM
Library's) begin with
http://.Second part: server name (www.abc.edu/)
The server name identifies the computer on which the resource is found. (Computers that
store and "serve up" Web pages are called remote servers.) This part of the URL commonly
identifies which company, agency or organization may be either directly responsible for the
information, or is simply providing the computer space where the information is stored. Web
server names often begin with the letters www, but not always.
The server name always ends with a dot and a three-letter or two-letter extension called the

Domain Name
The domain is important because it usually identifies the type of organization that created or
sponsored the resource. Sometimes it indicates the country where the server is located. The
most common domain names are:
* .com which identifies company or commercial sites
* .org for non-profit organization sites
* .edu for educational sites (most commonly four-year universities)
* .gov for government sites
* .net for Internet service providers or other types of networks
If the domain name is two letters, it identifies a country, e.g. .us for the United States, .uk
for the United Kingdom, .au for Australia, .mx for Mexico or .ca for Canada.
The server name for our library's Web site is: www.smccd.edu. The server name may also
be the name of a Web site. (A Web site is a complete group of Web pages that are
organized as a comprehensive set.) Web sites can be either all of the pages on one server
(computer) or all of the pages under a specific subdirectory on a server. For CSM Library,
the server name (www.smccd.edu) identifies the San Mateo County Community College
District. The CSM Library Web site consists of all of the pages under the subdirectory:
/accounts/csmlibrary.
Third part: resource ID (/accounts/abclibrary/index.htm)
The resource ID is the name of the file for the page and any directories or subdirectories

under which it is stored on the specified computer. The resource ID for our library's
homepage is: /accounts/csmlibrary/index.htm. (A "homepage" is the opening or main page
for any web site that provides links to all of the other pages on the site.) The part of the
resource ID after the last slash (/) is the file name for the specific page or other resource. The
file name ends with a three or four letter designation that specifies the file type (e.g., .htm or
.html for a standard Web page, .jpg or .gif for common graphic files.)

DNS
The DNS translates Internet domain and host names to IP addresses and vice versa. DNS
automatically converts the names we type in our Web browser address bar to the IP
addresses of Web servers hosting those sites.
DNS implements a distributed database to store this name and address information for all
public hosts on the Internet. DNS assumes IP addresses do not change (are statically
assigned rather than dynamically assigned).
The DNS database resides on a hierarchy of special database servers. When clients like Web
browsers issue requests involving Internet host names, a piece of software called the DNS
resolver (usually built into the network operating system) first contacts a DNS server to
determine the server's IP address.
Three main components of DNS
1. resolver
2. name server
3. database of resource records(RRs)
The names of the various computers are designed by Internet Engineering Task Force
(ITEF). This addressing scheme assigns names and numbers to identify the computers
on the Internet. These names are called domain names and numbers are called IP
addresses. Every compute system on the Internet has both a domain name and an IP
address. This address contains four Domain Names which are easier to remember than a
combination of 4 level digital numbers of an IP address. This address contains four sets
of numbers separated by periods or dots. Each numbers can have the values ranging
from 1 to 255. The numbers between the dots is called an octet. An IP address is
organized from left to right where the leftmost represents the largest network
organization and the rightmost octet describes the actual network connection. These
combined parts are always unique for the given host. This scheme has been proved good
but the number
become difficult to manage. A method for recognition of computers by names was
therefore devised. A smaller network making up the Internet, and having many
computers or even smaller network within it, is called a domain. This domain may
represent either a type of organization or a geographical location.
Smaller networks and computers forming part of the domain may be further split up into
sub-domains.
For example, the e-mail address nda.vsnl.net.in has the following meaning –

nda - A code given by VSNL, denoting their computer name
vsnl - Organization code of the service provider VSNL
net - Network provider
in - Country code, India
There can be various other network providers too. For example –
com - A company or commercial organization (for example, sloblenet.com)
net - Network resources or Internet Service Provider (for example, nsf.net)
mil - Military site (for example, army.mil)
org - Organization, like NGOs, Religious bodies, etc. (for example, fidonet.org)
gov - Government organization (for example, pmo.gov)
edu - Educational institutions, colleges, schools, etc. (for example, apeejay.edu)
Countries name cab be:
in for India
uk for United Kingdom
fr for France
us for United States
it for Italy
ca for Canada

Wireless Standards
IEEE 802 Standards
The Data Link Layer and IEEE
When we talk about Local Area Network (LAN) technology the IEEE 802 standard may be heard.
This standard defines networking connections for the interface card and the physical connections, describing
how they are done. The 802 standards were published by the Institute of Electrical and Electronics Engineers
(IEEE). The 802.3 standard is called ethernet, but the IEEE standards do not define the exact original true
ethernet standard that is common today. There is a great deal of confusion caused by this. There are several
types of common ethernet frames. Many network cards support more than one type.
The ethernet standard data encapsulation method is defined by RFC 894. RFC 1042 defines the IP to link layer
data encapsulation for networks using the IEEE 802 standards. The 802 standards define the two lowest levels
of the seven layer network model and primarily deal with the control of access to the network media. The
network media is the physical means of carrying the data such as network cable. The control of access to the
media is called media access control (MAC). The 802 standards are listed below:
 802.1 - Internetworking
 802.2 - Logical Link Control *
 802.3 - Ethernet or CSMA/CD, Carrier-Sense Multiple Access with Collision detection LAN *
 802.4 - Token-Bus LAN *
 802.5 - Token Ring LAN *
 802.6 - Metropolitan Area Network (MAN)
 802.7 - Broadband Technical Advisory Group
 802.8 - Fiber-Optic Technical Advisory Group
 802.9 - Integrated Voice/Data Networks
 802.10 - Network Security
 802.11 - Wireless Networks
 802.12 - Demand Priority Access LAN, 100 Base VG-Any LAN
*The Ones with stars should be remembered in order for network certification testing.

There are so many standards now that it is difficult to keep up. A, B, G, sounds like an
alphabet doesn’t it? Well, we explain the differing standards and provide you a reference for when
you forget. And forget you will! Who knew there were so many of them? Wireless networking
standards are introduced through an organization called the IEEE, a nonprofit, technical professional
association. The full name is the Institute of Electrical and Electronics Engineers, Inc.

802.1x
This standard allows for centralized authentication of wireless users or access points. It also allows
multiple authentication algorithms and, as an open standard, lets vendors offer enhancements. 802.1x
uses an existing authentication protocol known as the Extensible Authentication Protocol (EAP).
EAP messages are encapsulated in 802.1x messages and referred to as EAPOL, or EAP over LAN,
offering far greater security than WEP. EAP works by existing inside of PPP’s (Point-to-Point
Protocol) authentication protocol and provides a general framework that different authentication
methods can use. It is supposed to prevent proprietary authentication systems and let everything from
passwords to challenge-response tokens to public-key infrastructure certificates work within the
same infrastructure.

802.11
802.11 is the granddaddy of wireless networking standards. The IEEE 802.11 specifications specify
an “over-the-air” interface between a wireless client and a base station or access point, as well as at
the peer-to-peer level among wireless clients. These standards can be compared to the IEEE 802.3

standard for Ethernet for wired LANs. They address two of the OSI layers, the Physical (PHY) layer
and Media Access Control (MAC) sub-layer of the Data Link layer. The wireless standard is
designed to resolve compatibility issues between manufacturers of Wireless LAN equipment. This
standard provides 1 or 2 Mbps transmission in the 2.4 GHz band using either frequency hopping
spread spectrum (FHSS), direct sequence spread spectrum (DSSS), or infrared.

802.11a
After the finalization of the 802.11 standard, it became apparent that the 2 Mbps bit rate wouldn’t cut
it, especially compared to 10 Mbps Ethernet. Soon after, the IEEE started two taskgroups to work on
this problem: 802.11a and 802.11b. The goal of the two groups was to define higher bit rate
refinements to the 802.11 standard. Hence, 802.11a is an extension to 802.11 that provides
up to 54 Mbps speed in the 5GHz band. At the Physical layer, 802.11a uses an orthogonal frequency
division multiplexing encoding scheme rather than FHSS or DSSS. It offers less potential for radio
frequency (RF) interference because it operates in the 5GHz band. This standard is quickly gaining
ground on 802.11b. Even though approval for the 802.11a and 802.11b standards came at roughly the
same time, it took a year longer for 802.11a equipment to hit the market due to the complexity of the
standard. In fact, it took until late 2002 before 802.11a equipment hit critical mass.

802.11b
This extension provides 11 Mbps transmission (with a fallback to 5.5, 2, and 1 Mbps) in the 2.4 GHz
band. You may hear people refer to 802.11b as Wi-Fi or Wireless-Fidelity: a throwback to Hi-Fi.
One of the original wireless specifications in use, 802.11b uses only DSSS. It was first implemented
in a 1999 ratification to the original 802.11 standard. 802.11b equipment is backward compatible to
802.11 equipment using DSSS. It was at the time considered a stopgap until the adoption of the
802.11a standard, but it soon became the dominant standard with the largest installed base. Most
wireless solutions today either use or support this standard. It is also probably the least expensive to
implement, although 802.11a is quickly catching up.

802.11c
You don’t see or hear about this one much. 802.11c provides required information to ensure proper
bridge operations. Product developers use this standard when developing access points, so most users
will not notice it.

802.11d
802.11d is a little-known standard. The intent of 802.11d was to harmonize frequency and
bandwidth around the world so that wireless equipment can interoperate. Enough said.

802.11e
802.11e is being defined to provide support for Quality of Service (QoS) traffic and thereby improve
support of audio and video (such as MPEG-2) applications. Because 802.11e falls within the MAC
layer, it will be common to all 802.11 PHYs and be backward-compatible with existing 802.11
wireless LANs.

802.11f
You don’t see or hear much about 802.11f. 802.11f provides the necessary information that ccess
points need to exchange in order to support the distribution system functions, like roaming. Without
this standard, the IEEE recommends using similar vendors to support interoperability.

802.11g

The 802.11g standard defines the way wireless communicates at higher bit rates of up to 54 megabits
per second while remaining backward-compatible with the 11 Mbps 802.11b standard. This bit rate
enables streaming media, video downloads, and more users. 802.11g is gaining ground on the earlier
802.11a/b standards in industry and quickly becoming the more prevalent standard for wireless
access.

802.11h
802.11h is a new specification that addresses the requirements of the European regulatory bodies. It
provides for dynamic channel selection (DCS) as well as transmit power control (TPC) for devices
operating in the 5GHz band, like the 802.11a specification does. In Europe, there is a greater need
toavoid interference with satellite communications, which have “primary use” designations and can
be interfered with by the 5 GHz band. This standard helps eliminate any potential for that
interference.

802.11i
802.11i is the security panacea for wireless LANs. 802.11i incorporates stronger encryption
techniques, such as AES (Advanced Encryption Standard). It is designed to improve on the
weaknesses found in the existing WEP standards used by the other wireless standards. 802.11i
includes strong encryption and a robust key management scheme. On the flipside, 802.11i will
require new hardware chipsets, so it will not be compatible with existing hardware.

802.11j
The 802.11j task group has the mandate to refine some physical and data link issues for 5 GHz wireless networking
with the view to the coexistence and eventual convergence of the IEEE 802.11a and European/Japanese
HIPERLAN/2 standards.

802.11k
802.11k is another Quality of Service standard, but this one is for the Radio layer (physical). The
mandate is to ensure the quality of service over an 802.11 link.

802.11n
802.11n is an effort to provide user throughput speeds of 100M bits/sec or more, with vendors like
Agere pushing for 500M bits/sec. Current speeds in 802.11g for example, have data rates of 54M
bits/sec which usually results in user throughput of considerably less, arguably around only 18 to
22M bits/sec. Originally anticipated January of 2004 it is still waiting approval.

802.15
In March 1998, the IEEE formed the WPAN Study Group. The study group’s goal was to investigate
the need for a wireless network standard for devices within a personal operating space (POS). In May
of 1998, the Bluetooth Special Interest Group (SIG) formed. In March of 1999, the WPAN study
group became IEEE 802.15, the WPAN Working Group. The 802.15 WPAN (Wireless Personal
Area Network) is an effort to develop standards for Personal Area Networks or short distance
wireless networks. These WPANs address wireless networking of portable and mobile computing
devices, such as PCs, Personal Digital Assistants (PDAs), peripherals, cell phones, and pagers,
letting these devices easily communicate with one another.
Since the formation of 802.15, three projects have started. The first (TG1) was the Bluetooth project
that released the Bluetooth 1.0 Specification in July of 1999. The project will produce an approved
IEEE standard derived from the Bluetooth standard. The second, or TG2, will address the issue of
co-existence of 802.11 and 802.15 networks. Currently, Bluetooth networks create havoc with

802.11 networks. And the third, or TG3, will work on delivering a standard for high bit rate (20
Mbps or higher) WPANs.

802.16
The 802.16 standard is a broadband wireless standard for Wireless Metropolitan Area Networks
WirelessMAN or WMAN). This standard, also known as Broadband Wireless Access (BBWA),
addresses the “first-mile/last-mile” connection in wireless metropolitan area networks, focusing on
the efficient use of bandwidth between 10 and 66 GHz. Unless you are a large business, it is unlikely
you’ll deal with this standard.
802.11 Working Group
Brief description
802.11-1997,802.11-1999
Base standard
802.11a-1999
5 GHz extension, up to 54 Mbps
802.11b-1999
Data rate extension in 2.4 GHz IMS band up to 11 Mbps
802.11c
ID bridge addition
802.11d-2001
Regulatory Domains
802.11e
QoS Enhancements
802.11f-2003
Recommended practices for inter access point
communication
802.11g-2003
11a-like high speed extension for 2.4 GHz IMS band
802.11h-2003
Dynamic channel allocation and power control
extensions for European requirements
802.11i-2003
Security enhancements to MAC
802.11j-2003
Support for 4.9 GHz bands for Japan
802.11k
Radio resources measurements
802.11m
Standard maintenance, technical and editorial
corrections
802.11n
High throughput>100 Mbps extension
802.11p
Wireless access vehicular environments
802.11r
Fast BSS transition- i.e., fast handover
802.11s
Mesh networks
802.11t
Wireless performance prediction
802.11u
Inter-working with external networks
802.11v
Wireless network management
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15.0 OBJECTIVES
After studying this chapter you will be able to Explain the working of Wireless Networking.
 State Wireless standards.
 Discuss advantages and disadvantages of wireless networking.
15.1 INTRODUCTION

What is WiFi Technology ?
Wireless Fidelity – popularly known as wifi, developed on IEEE 802.11 standards. It is
widely used technology advancement in wireless communication for over decay now. As the
name indicates, wifi provides wireless access to applications and data across using radio
waves. It sets up numerous ways to build up a connection between the transmitter and the
receiver. Transmitter is normally a wireless router / HotSpot and receiver is normal Wifi
enabled device such as Laptop, Mobile, Tablet etc.
Beginning of WiFi Technology
The development on this technology began in 1997, when the Institute of Electrical and
Electronic Engineers (IEEE) introduced the standard 802.11 technology that carried higher
capacities of data across the network. it greatly interested some of major brands across the
globe such as the world famous networking giant ‘Cisco Systems’ or ‘3COM’ . Initially, the
price of implementing Wi-Fitechnology was very high but around in 2002, the IT market
witnessed the arrival of a break through product that worked under the new 802.11 g
standards. In year 2003, IEEE sanctioned the standard and the world saw the creation of
affordable Wi-Fi enabled device in masses.
Wi-Fi technology provides its users with the liberty of connecting to the Internet from any
place such as their home, office or a public place without the hassles of plugging in the
wires, by now you should be quite aware of that at least. It is quicker than the conventional

modem for accessing information over a large network. With the help of different amplifiers,
the users can easily change their location without disruption in their network access. Wi-Fi
enabled devices are compliant with each other to grant efficient access of information to the
user. Wi-Fi location where the users can connect to thewireless network is called a Wi-Fi
hotspot. Through the Wi-Fi hotspot, the users can even enhance their home business, as
accessing information through Wi-Fi is simple. Accessing a wireless network(wifi) through
a hotspot in some cases is cost-free while in some it may carry additional charges. Many
standard Wi-Fi chips such as PCI, mini PCI, USB, Card-bus and PC card, ExpressCard make
the Wi-Fi experience convenient and pleasurable for the users. These small devices are
normal plug and play and can be easily used if your device does not provide in build Wifi.
But now every single thing comes with Wifi including lowest end mobile phones, tablets.
Even watches comes with wifi technology known as smart watches, wifi tv or smart tv
enables you to connect to internet using wifi technology and enables users to browse internet
and use different software.

Distance from a wireless network can lessen the signal strength to quite an extent; some
devices such as Ermanno Pietrosemoli and EsLaRed of Venezuela Distance are used for
amplifying the signal strength of the network. These devices create an embedded system
that corresponds with any other node on the Internet.
Software tools available for WiFi Monitoring
The market is flooded with various Wi-Fi software tools. Each of these tools is specifically
designed for different types of networks, operating systems and usage type. For accessing
multiple network platforms, Aircrack-ng is by far the best amongst its counterparts. The
preferred Wi-Fi software tools list for Windows users is: KNSGEM II, NetStumbler,
OmniPeek, Stumbverter, WiFi Hopper, APTools. Unix users should pick any of the
following: Aircrack, Aircrack-ptw, AirSnort, CoWPAtty,Karma . Whereas, Mac users are
presented with these options: MacStumble, KisMAC, Kismet. It is important for users to
pick out a Wi-Fi software tool that is compatible with their computer and its dynamics.
How WiFi Technology works
Wi-Fi uses radio networks to transmit data between its nodes (Sender & Receiver). Such
networks are made up of cells that provide coverage across the network. The more the
number of cells, the greater and stronger is the coverage on the radio network. The radio
technology is a complete package deal as it offers a safe and consistent connectivity. Radio
bands such as 2.4GHz and 5GHz depend on wireless hardware such as Ethernet protocol and

CSMA. Initially, Phase Shift Keying (PSK), a modulation method for conveying data was
used, however now it has been replaced with CCK.
Wi-Fi uses many spectrums such as FHSS and DSSS. The most popular Wi-Fi technology
such as 802.11 b operates on the range of 2.40 GHz up to 2.4835 GHz band. This provides a
comprehensive platform for operating Bluetooth strategy, cellular phones, and other
scientific equipments. While 802.11a technology has the range of 5.725 GHz to 5.850 GHz
and provides up to 54 Mbps in speed. 802.11g technology is even better as it covers three
non-overlapping channels and allows PBCC. 802.11e technology takes a fair lead by
providing excellent streaming quality of video, audio, voice channels etc.
Note: 802.11ac is the upcoming latest standards which is already available since 2015.
To connect to a Wi-Fi network an wireless adapter card is essential. Additional knowledge
about the SSID, infrastructure, and data encryption is also required. The Wi-Fi users don’t
have to be concerned with the security issues. The security methods such as MAC ID
filtering, Static IP addressing and WEP encryption ensure the user privacy to the maximum.
In short, Wi-Fi is a brand originally licensed by the Wi-Fi alliance to describe the
underlying technology of wireless Local Area Networks (WLAN) based on IEEE 802.11
specifications. Wi-Fi was intended to be used for mobile computing devices, such as
Laptops in LANs, but is now often used for increasingly more applications including
Internet Access, gaming, and basic connectivity of consumer electronics such as televisions
and DVD players.
A person with a Wi-Fi device such as computer, telephone or personal digital assistant
(PDA) can connect to the internet when in proximity of an access point. The region covered
by one or several access points is called a hot spot. Hot spots can be range from a single
room to many square miles of overlapping hot spots. Wireless Networks uses radio waves as
its carrier. (RF 2.4 GHz to 5 GHz). Wi-Fi stands for Wireless Fidelity.
15.2 WORKING OF WIRELESS NETWORKS
The typical Wi-Fi setup contains one or more Access points (APs) and one or more clients.
A AP broadcasts its SSID (Service Set Identifier, Network Name) via packets that called
beacons, which are broadcasted every 100 ms. The beacons are transmitted at 1 Mb/s and are
relatively short and therefore are not of influence on performance. Since 1Mb/s is the lowest
rate of Wi-Fi it assures that the client who receives the beacon can communicate at at least
1Mb/s . Based on the settings (e.g. the SSID) , the client may decide whether to connect to
an AP. Also the firmware running on the client Wi-Fi is of influence. Say two APs of the
same SSID are in the range of the client, the firmware may decide based on signal strength
to which of two APs it will connect.
Wi-Fi uses spectrum near 2.4 GHz, which is a standardized and unlicensed by international
agreement.
15.3 EXAMPLES OF WI-FI DEVICES
Wireless Access Point (WAP)
A wireless access point connects a group of wireless stations to adjacent wired local area
network (LAN). An access point is similar to an Ethernet Hub, but instead of relaying on
LAN data only to other LAN stations, an access point can relay wireless data to all other
compatible wireless devices as well as LAN stations connected by wires.
Wireless Routers

A wireless router connects a group of Wi-Fi enabled devices (i.e. PDAs, laptops etc) to
adjacent wired network (such as cable modem or DSL modem). A wireless access router is a
wireless access point combined with an Ethernet Hub. A wireless router forwards between
your wireless subnet and any other subnet.
Wireless Ethernet Bridge
A wireless Ethernet Bridge connect two separate networks.
Wi-Fi supported operating systems:1. Microsoft Windows XP, Vista and Windows 7 have a good support for wireless.
2. Mac Operating system has good Wi-Fi support and operating system includes native
support for Apple “AirPort” Wi-Fi cards.
3. Linux has excellent support for most of wireless cards.
15.4 WIRELESS STANDARDS
IEEE 802.11 is a set of standards carrying out Wireless Local Area Network (WLAN)
computer communication in the 2.4, 3.6 and 5 GHz frequency bands. They are created and
maintained by the IEEE LAN/MAN Standards Committee (IEEE 802).
A Compaq 802.11b PCI card
The 802.11 family includes over-the-air modulation techniques that use the same basic
protocol. The most popular are those defined by the 802.11b and 802.11g protocols, which
are amendments to the original standard. 802.11-1997 was the first wireless networking
standard, but 802.11b was the first widely accepted one, followed by 802.11g and 802.11n.
Security was originally purposefully weak due to export requirements of some governments
and was later enhanced via the 802.11i amendment after governmental and legislative
changes. 802.11n is a new multistreaming modulation technique. Other standards in the
family (c–f, h, j) are service amendments and extensions or corrections to the previous
specifications. 802.11b and 802.11g use the 2.4 GHz ISM band, operating in the United
States under Part 15 of the US Federal Communications Commission Rules and Regulations.
Because of this choice of frequency band, 802.11b and g equipment may occasionally suffer
interface from microwave ovens, cordless telephones and Bluetooth devices. Both 802.11
and Bluetooth control their interference and susceptibility to interference by using spread
spectrum modulation. Bluetooth uses a frequency hopping spread spectrum signaling
method(FHSS), while 802.11b and 802.11g use the direct sequence spread spectrum
signaling (DSSS) and orthogonal frequency division multiplexing (OFDM) methods,
respectively. 802.11a uses the 5GHz U-NII band, which, for much of the world, offers at
least 19 non-overlapping channels rather than the 3 offered in the 2.4 GHz ISM frequency
band. Better or worse performance with higher or lower frequencies (channels) may be
realized, depending on the environment.
The used segment of the radio frequency spectrum varies between countries. In the US,
802.11a and 802.11g devices may be operated without a license, as allowed in Part 15 of the
FCC Rules and Regulations. Frequencies used by channels one through six (802.11b) fall
within the 2.4 GHz amateur radio band. Licensed amateur radio operators may operate
802.11b/g devices under part 97 of the FCC Rules and Regulations, allowing increased
power output but not commercial content or encryption.
The original version of the standard IEEE 802.11 was released in 1997 and clarified in 1999,
but is today obsolete. It specified two net bit rates of 1 or 2 megabits per seconds (Mbit/s),
plus forward error corrections code. It specified three alternative physical layer technologies:

diffuse infrared operating at 1 Mbit/s; frequency hopping spread spectrum operating at 1
Mbit/s or 2 Mbit/s; and direct sequence spread
spectrum operating at 1 Mbit/s or 2 Mbit/s. The latter two radio technologies used
microwave transmission over the Industrial Scientific Medical Frequency Band at 2.4 GHz.
Some earlier WLAN technologies used lower frequencies, such as the U.S. 900 MHz ISM
band.
Legacy 802.11 with direct-sequence spread spectrum was rapidly supplanted and
popularized by 802.11b.
802.11a
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20 Mbit/s
54
72 Mbit/s ~75 ft/25
~150 ft/50
1999
Mbit/s
meters
meters
The 802.11a standard uses the same data link layer protocol and frame format as the original
standard, but an OFDM based air interface (physical layer). It operates in the 5 GHz band
with a maximum net data rate of 54 Mbit/s, plus error correction code, which yields realistic
net achievable throughput in the mid-20 Mbit/s . Since the 2.4 GHz band is heavily used to
the point of being crowded, using the relatively unused
5 GHz band gives 802.11a a significant advantage. However, this high carrier frequency also
brings a disadvantage: the effective overall range of 802.11a is less than that of 802.11b/g. In
theory, 802.11a signals are absorbed more readily by walls and other solid objects in their
path due to their smaller wavelength and, as a result,
cannot penetrate as far as those of 802.11b. In practice, 802.11b typically has a higher range
at low speeds (802.11b will reduce speed to 5 Mbit/s or even 1 Mbit/s at low signal
strengths). However, at higher speeds, 802.11a often has the same or greater range due to
less interference.

October
1999

11 Mbit/s

802.11b has a maximum raw data rate of 11 Mbit/s and uses the same media access method
defined in the original standard. 802.11b products appeared on the market in early 2000,
since 802.11b is a direct extension of the modulation technique defined in the original
standard. The dramatic increase in throughput of 802.11b (compared to the original
standard) along with simultaneous substantial price reductions led to the rapid acceptance of
802.11b as the definitive wireless LAN technology.
802.11b devices suffer interference from other products operating in the 2.4 GHz band.
Devices operating in the 2.4 GHz range include: microwave ovens, Bluetooth devices, baby
monitors and cordless telephones.
802.11g
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54 Mbit/s

In June 2003, a third modulation standard was ratified: 802.11g. This works in the 2.4 GHz
band (like 802.11b), but uses the same OFDM based transmission scheme as 802.11a. It
operates at a maximum physical layer bit rate of 54 Mbit/s exclusive of forward error
correction codes, or about 22 Mbit/s average throughput. 802.11g hardware is fully
backwards compatible with 802.11b hardware and therefore is encumbered with legacy
issues that reduce throughput when compared to 802.11a by ~21%.
The then-proposed 802.11g standard was rapidly adopted by consumers starting in January
2003, well before ratification, due to the desire for higher data rates as well as to reductions
in manufacturing costs. By summer 2003, most dual-band 802.11a/b products became dualband/tri-mode, supporting a and b/g in a single mobile adapter card or access point. Details
of making b and g work well together occupied much of the lingering technical process; in
an 802.11g network, however, activity of an 802.11b participant will reduce the data rate of
the overall 802.11g network.
Like 802.11b, 802.11g devices suffer interference from other products operating in the 2.4
GHz band.
In 2003, task group TG ma was authorized to "roll up" many of the amendments to the 1999
version of the 802.11 standard. REV ma or 802.11ma, as it was called, created a single
document that merged 8 amendments (802.11a,b,d,e,g,h,i,j) with the base standard. Upon
approval on March 8, 2007, 802.11REVma was renamed to the current base standard IEEE
802.11-2007.
802.11n
802.11n is a recent amendment which improves upon the previous 802.11 standards by
adding multiple –input multiple –output (MIMO) and many other newer features. The IEEE
has approved the amendment and it was published in October 2009. Prior to the final
ratification, enterprises were already migrating to 802.11n networks based on the Wi-Fi
Alliance’s certification of products conforming to a 2007 draft of the 802.11n proposal.
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Modes of Operations
Peer to Peer or Ad-Hoc Mode
This is a method for wireless devices to directly communicate with each other. Operating in
ad-hoc mode allows wireless devices within range of each other to discover and
communicate in peer to peer fashion without involving central access points.
This is typically used by two PCs to connect to one another so that one can share the other’s
internet connection for example as well as for wireless mesh networks.

Infrastructure Mode (Access point /Client)
The most common is to have access points wired to Internet, and having wireless clients
(typically Laptops) accessing Internet through the access point. This is also called as
Infrastructure Mode.
15.5 ADVANTAGES AND DISADVANTAGES OF
WIRELESS NETWORKS
Advantages of Wireless Networks
1] Allows LANs to be deployed without cabling, potentially reducing costs of network
deployment and expansion. Spaces where cables cannot be run, such as outdoor areas and
historical buildings, can host wireless networks.
2] Wi-Fi silicon pricing continues to come down, making Wi-Fi a very economical
networking option.
3] Wi-Fi products are widely available in the market. Different brands of access points and
client network interfaces are interoperable at the basic level of service.
4] Wi-Fi networks support roaming, in which a mobile client station such as a laptop can
move from one access point to another as the user moves around in the building areas.
Disadvantages of Wireless Networks
1] Power consumption is fairly high, making battery life and heat a concern.
3] The most common wireless encryption standard, Wired Equivalent Privacy or WEP has
been shown to be breakable even when correctly configured.
3] Wi-Fi networks have limited range. A typical Wi-Fi home router using 802.11b or
802.11g standard with a stock antenna might have a range of 45 Meters (Indoor) and 90
Meters (outdoor).
4] Wi-Fi networks can be monitored and used to read and copy data (including personal
information) transmitted over the network when encryption is not enabled.
5] The frequency which 802.11b and 802.11g operates is 2.4GHz which can lead to
interference with cordless phones in the super high frequency range.
15.6 WIRELESS SECURITY
WEP (Wired Equivalent Privacy)
Short for Wired Equivalent Privacy, a security protocol for wireless local area networks
(WLANs) defined in the 802.11b standard. WEP is designed to provide the same level of
security as that of a wired LAN. LANs are inherently more secure than WLANs because
LANs are somewhat protected by the physical of their structure, having some or all part of
the network inside a building that can be protected from unauthorized access. WLANs,
which are over radio waves, do not have the same physical structure and therefore are more
vulnerable to tampering. WEP aims to provide security by encrypting data over radio waves
so that it is protected as it is transmitted from one end point to another. However, it has been
found that WEP is not as secure as once believed. WEP is used at the two lowest layers of
the OSI model - the data link and physical layers; it therefore does not offer end-to-end
security.
Wi-Fi Protected Access
Wi-Fi Protected Access (WPA and WPA2) a certification program created by the Wi-Fi
Alliance to indicate compliance with the security protocol created by the Wi- Fi Alliance to
secure wireless computer networks. This protocol was created in response to several serious

weaknesses researchers had found in the previous system, WEP (Wired Equivalent Privacy)
The WPA protocol implements the majority of the IEEE802.11i standard, and was intended
as an intermediate measure to take the place of WEP while 802.11i was prepared.
Specifically, the Temporal Key Integrity Protocol (TKIP), was brought into WPA. TKIP
could be implemented on pre-WPA Wireless Network Interface Cards that began shipping as
far back as 1999 through firmware upgrades. Because the changes required fewer
modifications on the client than on the Wireless Access Point, most pre-2003 APs could not
be upgraded to support WPA with TKIP. Researchers have since discovered a flaw in TKIP
that relied on older weaknesses to retrieve the key stream from short packets to use for reinjection and spoofing
The later WPA2 certification mark indicates compliance with an advanced protocol that
implements the full standard. This advanced protocol will not work with some older network
cards. Products that have successfully completed testing by the Wi-Fi Alliance for
compliance with the protocol can bear the WPA certification mark.
15.7 EXAMPLES OF WIRELESS NETWORKS
Wireless Network is a network setup by using radio signal frequency to communicate among
computers and other network devices. Sometimes it is also referred to as Wi-Fi network or
WLAN. This network is now getting popular due to easy set up feature and no cabling
involved. You can connect computers anywhere in your home without need for wires.
Here is a simple explanation of how it works. Let say you have two computers each
equipped with wireless adapter and you have set up wireless router. When the computer send
out the data, the binary data will be encoded to RF (Radio Frequency) and transmitted via
wireless router. The receiving computer will then decode the signal back to binary data. It
doesn’t matter that you are using broadband cable/DSL modem to access internet, both ways
will work with wireless network. The area covered by wireless devices is called as hotspot.
The two main components are wireless router or access point and wireless clients. If you
have not setup any wired network, then just get a wireless router and attach it to cable/DSL
modem. You then setup wireless client by adding a wireless card to each computer and form
a simple wireless network. You can also cable connect computer (Wired Computer) directly
to router if there are switch ports available.
If you already have wired Ethernet Network at home you can attach wireless access point to
existing network router and have wireless access at home.
Wireless router or access points should be installed in a way that maximizes coverage as
well as throughput. The coverage provided is generally referred to as the coverage cell.
Large areas usually requires more than one access point in order to have adequate coverage.
You can also add access point to existing wireless router to improve the coverage.
Wireless Operating Mode
The IEEE 802.11 standards is used to connect computers with wireless network adapters,
also known as wireless clients, to an existing wired network with the help from wireless
router or access point. The two examples specified above operates in this mode. This is
known as infrastructure mode.
Ad hoc mode is used to connect wireless clients directly together (Peers) without the need
for wireless router or access point. An ad hoc network consists of up to 9 wireless clients,
which send their data directly to each other.

WiFi Hotspots – How WiFi Hotspot Works?
Wireless internet really made the technological life easy and convenient. We can access the
wireless internet through different places where we can. There are different methods or
technologies to use the wireless internet every where and continue our regular and important
work related to internet technology. One of these technologies is the Wifi hot spots. It is
defined as the area or the place where we can do the access to the internet with the help of
wireless router and the local area network is called as Wifi hot spot. Basically the whole
working of the Wifi hot spots based on the Wifi technology of networking. With the help of
our mobile devices we can access the wireless network through hot spots from coffee shops,
malls etc.

Types of Wifi hotspot
Wifi hot spots categorized into two basic types which support whole wireless networking
and access over the network
1. Free WiFi hot spots
2. Commercial Wifi hot spots
We can find the Wifi hot spots every where in restaurants, coffee shops, stations, airport,
shopping malls and many other places. We can develop the Wifi hot spot in that area easily
where there is the availability of the Wifi router. Some times we can also represent the Wifi
hot spots as the area covered by the router of wireless.
How WiFi Hotspot Works?
Wifi hot spots works on the same principle as on which the Wifi technology works. As we
know that the router plays an important role in setting up the Wifi hot spot so, whole
working of the Wifi hot spots depends upon the working or the operation of the wireless
router. The area that is covered by the wireless router is referred to as the Wifi hot spots also.
A different type of hardware is involved in the working of the Wifi hot spots. Basically this
hardware is required for the proper working of the access point with the router and the
different types of gateways used for allowing the users to take advantages of the services of
the hot spot. The hardware of the access point of the Wifi hot spots is set up in this way that
it should be connected to the high output power which is called as EIRP; an antenna is also
used to spread the signals widely to provide the services to every user. If the Wifi hot spot is
established in the large area or the place then large number of access points is used for the
proper functioning. Access points with the high power should be used for good results.
Transmitters and the receiver are also the part of the working of the Wifi hot spots.
Transmitter is used to transmit the data in the form signals or the radio waves in the air and
these waves are received by the receiver placed on the other end. Different types of wireless
cards are also take part in the working of the Wifi hot spots because these cards are the
essential component of the wireless router to carry on the wireless internet technology.
These are some important steps that are involved in the working of the hot spots and
remaining working of the Wifi hot spots is same as Wifi has.

Uses of Wifi Hot Spots:
Some important uses of Wifi hot spots tat are really helpful for the users are as follows
1. Easy access to wireless internet every where in the world.
2. Wifi hot spots serves many users at the same time
3. save money and time
4. We can do our important work without any types of hassleness.
5. Can be transfer our important data to any place from them easily.

Features of WiFi technology – Features of Wireless Networking
Features of “WiFi” Technology – A new aspect in networking
WiFi has brought a new aspect in the ground of networking. The broadcast of data is
completed via radio waves and the cost of cables for network lying down.Wi-Fi enable a
user to get access to internet anywhere in the given location. Now you can make a network
in Hotels, Libraries, colleges, universities, campus, private institutes, and coffee shops and
even on a public place to make your business more profitable and connect with their client
any time. WiFi makes waves for business with their highly effective cable less media.
Unmatched mobility and elasticity
Wi-Fi, is allowing new intensity of connectivity without giving up functions. Wi-Fi
introduced various types of utilities such music streamers that transmit your music to
speakers without any wire you can also play music from the remote computer or any other
attached to the network. The most important now you can play online radio. Wifi technology
system is rather remarkable, you can download songs, send email and transfer files
expediently at sky-scraping speed and you can move your computer easily because your
WiFi network has no cable to disrupt your work so we can say that it is quite easy, helpful
and most of all expedient.
Fortress Technology
More features of wifi .
WiFi providing secure wireless solutions support the growth and release of a prototype
mobile ad hoc wireless network for use in the wireless strategic skirmish.
Support an entire age bracket.
WiFi technology has several advantages it support an entire age bracket and create a
connection between components on the same network and have ability to transfer data
between the devices and enable different kind of devices such as game, MP3 player, PDA’s
and much more!
It’s convenient and every where
WiFi is a convenient technology and where the range station exists you are online during
travel you can equip with a Wi-Fi network and set up shop anyplace. You will automatically
connect with internet if you are near hotspot. These days WiFi exist every where with all its
wonders.
More faster and secure
With WiFi you can get high speed of internet because it is very fast than DSL and Cable
connection you can establish a Wifi network in small space now you don’t need any
professional installation just connect to a power outlet with an Ethernet cord, and start

browsing. WiFi security system for Threats makes it more renewable and its tool protect
your VPN and secure web page. You can easily configure the device to take better
performance. The standard devices, embedded systems and network security make it more
powerful.
WiFi with no limitation
You can use a “WiFi” network with no limitation because it can connect you worldwide.
You can easily reach to your requirements with WiFi networking applications because the
power consumption is very high as compared to other bandwidth. The vision of wireless
network is bright with Pre-N products and high qulaity media streaming.

CHAPTER 16
COMPUTER SECURITY
LEARNING OBJECTIVES
 Basics of Computer Security
 Concepts and Components of Computer Security

16.1 COMPUTER SECURITY
Computer security is a branch of computer technology known as information security as
applied to computers and networks. The objective of computer security includes protection of
information and property from theft, corruption, or natural disaster, while allowing the
information and property to remain accessible and productive to its intended users. The term
computer system security means the collective processes and mechanisms by which sensitive
and valuable information and services are protected from publication, tampering or collapse
by unauthorized activities or untrustworthy individuals and unplanned events respectively.
The strategies and methodologies of computer security often differ from most other computer
technologies because of its somewhat elusive objective of preventing unwanted computer
behavior instead of enabling wanted computer behavior. The technologies of computer
security are based on logic. As security is not necessarily the primary goal of most computer
applications, designing a program with security in mind often imposes restrictions on that
program's behavior.
There are 4 approaches to security in computing; sometimes a combination of approaches is
valid:
1. Trust all the software to abide by a security policy but the software is not trustworthy
(this is computer insecurity).
2. Trust all the software to abide by a security policy and the software is validated as
trustworthy (by tedious branch and path analysis for example).
3. Trust no software but enforce a security policy with mechanisms that are not
trustworthy (again this is computer insecurity).
4. Trust no software but enforce a security policy with trustworthy hardware mechanisms.
Computers consist of software executing atop hardware, and a "computer system" is, by frank
definition, a combination of hardware, software (and, arguably, firmware, should one choose
so separately to categorize it) that provides specific functionality, to include either an
explicitly expressed or (as is more often the case) implicitly carried along security policy.
Indeed, citing the Department of Defense Trusted Computer System Evaluation Criteria (the
TCSEC, or Orange Book)—archaic though that may be —the inclusion of specially designed
hardware features, to include such approaches as tagged architectures and (to particularly
address "stack smashing" attacks of recent notoriety) restriction of executable text to specific
memory regions and/or register groups, was a sine qua non of the higher evaluation classes,
to wit, B2 and above.) There are various strategies and techniques used to design security
systems. However there are few, if any, effective strategies to enhance security after design.

One technique enforces the principle of least privilege to great extent, where an entity has
only the privileges that are needed for its function. That way even if an attacker gains access
to one part of the system, fine-grained security ensures that it is just as difficult for them to
access the rest. Security classification for information
An important aspect of information security and risk management is recognizing the value of
information and defining appropriate procedures and protection requirements for the
information. Not all information is equal and so not all information requires the same degree
of protection. This requires information to be assigned a security classification.
The first step in information classification is to identify a member of senior management as
the owner of the particular information to be classified. Next, develop a classification policy.
The policy should describe the different classification labels, define the criteria for
information to be assigned a particular label, and list the required security controls for each
classification.
Some factors that influence which classification information should be assigned include how
much value that information has to the organization, how old the information is and whether
or not the information has become obsolete. Laws and other regulatory requirements are also
important considerations when classifying information.
The type of information security classification labels selected and used will depend on the
nature of the organization, with examples being:
• In the business sector, labels such as: Public, Sensitive, Private, Confidential.
• In the government sector, labels such as: Unclassified, Sensitive But Unclassified,

Restricted, Confidential, Secret, Top Secret and their non-English equivalents.
• In cross-sectoral formations, the Traffic Light Protocol, which consists of: White,

Green, Amber and Red.
All employees in the organization, as well as business partners, must be trained on the
classification schema and understand the required security controls and handling procedures
for each classification. The classification a particular information asset has been assigned
should be reviewed periodically to ensure the classification is still appropriate for the
information and to ensure the security controls required by the classification are in place.
16.2 PERVERSE SOFTWARE
It is a program which is causing hindrances of other program execution such a way resulting
in modification or complete destruction of data without the user's intention or even
sabotaging the operational system.
16.3 CONCEPT AND COMPONENT OF SECURITY
The word security refer to the implementation of some methods by using which we can make
the system or data to be used by only authorized persons only. If these measures are not
implemented in well manner than the intruders may cause use our data for their benefits and
cause us a lot of loss in terms of money and wealth. The basic component on which security
issues must be applied are : System and Data or Information. Here we are discussing both
aspects of security and their components.
System security : Computer security can focus on ensuring the availability and correct
operation of a computer system without concern for the information stored or processed by
the computer.
Governments, military, corporations, financial institutions, hospitals, and private businesses
amass a great deal of confidential information about their employees, customers, products,
research, and financial status. Most of this information is now collected, processed and stored

on electronic computers and transmitted across networks to other computers. Should
confidential information about a business' customers or finances or new product line fall into
the hands of a competitor, such a breach of security could lead to lost business, law suits or
even bankruptcy of the business. Protecting confidential information is a business
requirement, and in many cases also an ethical and legal requirement.
Information Security : Information security means protecting information and information
systems from unauthorized access, use, disclosure, disruption, modification, perusal,
inspection, recording or destruction. The field of information security has grown and evolved
significantly in recent years. There are many ways of gaining entry into the field as a career.
It offers many areas for specialization including: securing network(s) and allied
infrastructure, securing applications and databases, security testing, information systems
auditing, business continuity planning and digital forensics science, etc.
The terms information security, computer security and information assurance are frequently
incorrectly used interchangeably. These fields are interrelated often and share the common
goals of protecting the confidentiality, integrity and availability of information; however,
there are some subtle differences between them. These differences lie primarily in the
approach to the subject, the methodologies used, and the areas of concentration. Information
security is
concerned with the confidentiality, integrity and availability of data regardless of the form the
data may take: electronic, print, or other forms.
Basic Principles
Key concepts
For over twenty years, information security has held confidentiality, integrity and availability
(known as the CIA triad) to be the core principles of information security.
There is continuous debate about extending this classic concept. Other principles such as
Accountability have sometimes been proposed for addition - it has been pointed out that
issues such as Non-Repudiation do not fit well within the three core concepts, and as
regulation of computer systems has increased (particularly amongst the Western nations)
Legality is becoming a key consideration for practical security installations.
In 2002, Donn Parker proposed an alternative model for the classic CIA triad that he called
the six atomic elements of information. The elements are confidentiality, possession,
integrity, authenticity, availability, and utility. The merits of the Parkerian hexad are a subject
of debate amongst security professionals.
Confidentiality
Confidentiality is the term used to prevent the disclosure of information to unauthorized
individuals or systems. For example, a credit card transaction on the Internet requires the
credit card number to be transmitted from the buyer to the merchant and from the merchant to
a transaction processing network. The system attempts to enforce confidentiality by
encrypting the card number during transmission, by limiting the places where it might appear
(in databases, log files, backups, printed receipts, and so on), and by restricting access to the
places where it is stored. If an unauthorized party obtains the card number in any way, a
breach of confidentiality has occurred.
Breaches of confidentiality take many forms. Permitting someone to look over your shoulder
at your computer screen while you have confidential data displayed on it could be a breach of
confidentiality. If a laptop computer containing sensitive information about a company's
employees is stolen or sold, it could result in a breach of confidentiality. Giving out

confidential information over the telephone is a breach of confidentiality if the caller is not
authorized to have the information.
Confidentiality is necessary (but not sufficient) for maintaining the privacy of the people
whose personal information a system holds.
Integrity
In information security, integrity means that data cannot be modified undetectably. This is
not the same thing as referential integrity in databases, although it can be viewed as a special
case of Consistency as understood in the classic ACID model of transaction processing.
Integrity is violated when a message is actively modified in transit. Most cipher systems
provide message integrity along with privacy as part of the encryption process. Messages that
have been tampered with in flight will not decrypt successfully.
Availability
For any information system to serve its purpose, the information must be available when it is
needed. This means that the computing systems used to store and process the information, the
security controls used to protect it, and the communication channels used to access it must be
functioning correctly. High availability systems aim to remain available at all times,
preventing service disruptions due to power outages, hardware failures, and system upgrades.
Ensuring availability also involves preventing denial-of-service attacks.
Authenticity
In computing, e-Business and information security it is necessary to ensure that the data,
transactions, communications or documents (electronic or physical) are genuine. It is also
important for authenticity to validate that both parties involved are who they claim they are.
Non-repudiation
In law, non-repudiation implies one's intention to fulfill their obligations to a contract. It also
implies that one party of a transaction cannot deny having received a transaction nor can the
other party deny having sent a transaction.
Electronic commerce uses technology such as digital signatures and encryption to establish
authenticity and non-repudiation.
16.4 PREVENTIVE MEASURES AND TREATMENT
Measures to enhance computer security
Security and systems design
Most current real-world computer security efforts focus on external threats, and generally
assume that the computer system itself is not vulnerable. This, according to experts is
considered to be a disastrous mistake, and point out this to be the cause of much of the
insecurity of current computer systems. Once an attacker has accessed one part of a system
without fine-grained security, he ultimately has access to other parts of the system.
Serious financial damage has been caused by computer security breaches on the computer
system. Individuals who have had computer systems infected with spy ware or malware bear
costly and time-consuming processes in cleaning. Spy ware is considered to be a problem
specific to the various Microsoft Windows operating systems.
Security measures
There are various measures employed to enhance system security:
• User account access controls and cryptography: These can protect systems files and data,
respectively. This is by use of log-ins and passwords.

• Firewalls: These are the most common prevention systems from a network security
perspective as they can (if properly configured) shield access to internal network services,
and block certain kinds of attacks through packet filtering
• Intrusion Detection Systems (IDS's): These are systems that are designed to detect network
attacks in progress and assist in post-attack forensics, while audit trails and logs serve a
similar function for individual systems such as keeping track of all those who have been in
the system.
Today, computer security comprises mainly "preventive" measures, like firewalls or an Exit
Procedure. A firewall can be defined as a way of filtering network data between a host or a
network and another network, such as the Internet and is normally implemented as software
running on the machine, hooking into the network stack.
Use a good antivirus program. This is the most important piece of work in preventive
maintenance. Installing the antivirus program is not good enough. You should do following
as well.
Set-up the program to download and install updates automatically.
Schedule periodic full-system scans.
Check the virus definitions date regularly and see whether it is up to date.
Set-up your PC to Download and install “Windows Updates” automatically. Windows
updates include Operating System patches for bugs and PC security related issues. These
patches can reduce many unknown computer problems.
Install anti-Spyware program to detect Spyware tools.
Install a Personal Firewall. Most of the antivirus programs are bundled with a Personal
Firewall these days.
Do not download and install unknown software from Internet. This is the biggest mistake
most of the PC users are doing. This software can damage the Windows registry, which
causes a lot of errors.
Be very careful when you download music from the Internet. Always stick to one trustworthy
website.
Perform Scandisk periodically to check the Hard Drive.
Delete temporary Internet files.

SECURITY AND PROTECTION
Security is an important aspect of any operating system. Open Systems
Interconnection (OSI) defines the elements of security in the following terms:
 Confidentiality: Information is not accessed in an unauthorized manner
(controlled read)
 Integrity: Information is not modified or deleted in an unauthorized manner
(controlled write)
 Availability: Information is available to authorized users when needed
(controlled read / write / fault recovery)
Security is concerned with the ability of the operating system to enforce control over
storage and movement of data in and between the objects that the operating system
supports.
16.5

SECURITY THREATS

Personal computers were designed and intended for individual use. Hence
security and protection features were minimal. No two users could simultaneously use the
same machine. Locking the room physically which housed the computer and its
accessories could easily protect data and stored information. But today hardware costs
have reduced and people have access to a wide variety of computing equipment. With a
trend towards networking, users have access to data and code present locally as well as at
remote locations. The main advantages of networking like data sharing and remote data
access have increased the requirements of security and protection. Security and protection
are the two main features that motivated development of a network operating system
(example Novell NetWare).
Major threats to security can be categorized as
 Tapping
 Disclosure
 Amendment
 Fabrication
 Denial
Unauthorized use of service (tapping) and unauthorized disclosure of information
(disclosure) are passive threats whereas unauthorized alteration or deletion of information
(amendment), unauthorized generation of information (fabrication) and denial of service
to authorized users (denial) are active threats. In either tapping or disclosure information
goes to a third party. In the former information is accessed by the third party without the
knowledge of the other two parties and in the latter the source willingly / knowingly
discloses it to the third party.
16.6 ATTACKS ON SECURITY

A security system can be attacked in many ways. Some of them are discussed
below:
16.6.1

AUTHENTICATION

Authentication is verification of access to system resources. Penetration is by an
intruder who may
 Guess / steal somebody’s password and use it
 Use vendor supplied password usually used by system administrator for
purposes of system maintenance
 Find a password by trial and error
 Use a terminal to access information that has been logged on by another user
and just left like that.
 Use a dummy login program to fool a user
16.6.2

BROWSING

Browsing through system files could get an intruder information necessary to
access files with access controls which are very permissive thus giving the intruder
access to unprotected files / databases.
16.6.3

INVALID PARAMETERS

Passing of invalid parameters of failure to validate them properly can lead to
serious security violations.
16.6.4

LINE TAPPING

A communication line is tapped and confidential data is accessed or even
modified. Threat could be in the form of tapping, amendment or fabrication.
16.6.5

IMPROPER ACCESS CONTROLS

If the system administrator has not planned access controls properly, then some
users may have too many privileges and others very few. This amounts to unauthorized
disclosure of information or denial of service.
16.6.6

ROGUE SOFTWARE

A variety of software programs exist under this title. Computer virus is very well
known among others. This is a deliberately written program or part of it intended to
create mischief. Such programs vary in terms of complexity or damage they cause.
Creators of this software have a deep knowledge of the operating system and the

underlying hardware. Other rogue software includes Trojan horse, Chameleon, Software
bomb, Worm, etc.
The above mentioned were some common ways in which a security system could
be attacked. Other ways in which a security system can be attacked may be through Trap
doors, Electronic data capture, Lost line, Waste recovery and Covert channels.

16.7

COMPUTER WORMS

A computer worm is a full program by itself. It spreads to other computers over a
network and while doing so consumes network resources to a very large extent. It can
potentially bring the entire network to a halt.
The invention of computer worms was for a good purpose. Research scientists at
XEROX PARC research center wanted to carry out large computations. They designed
small programs (worms) containing some identified piece of computations that could be
carried out independently and which could spread to other computers. The worm would
then execute on a machine if idle resources were available else it would hunt the network
for machines with idle resources.
A computer worm does not harm any other program or data but spreads thereby
consuming large resources like disk storage, transmission capacity, etc. thus denying
them to legal users. A worm usually operates on a network. A node in a network
maintains a list of all other nodes on the network and also a list of machine addresses on
the network. A worm program accesses this list and using it copies itself to all those
address and spreads. This large continuous transfer across the network eats up network
resources like line capacity, disk space, network buffers, tables, etc.
Two major safeguards against worms are:
 Prevent its creation: through strong security and protection policies
 Prevent its spreading: by introducing checkpoints in the communication
system and disallowing transfer of executable files over a network unless until
they are permitted by some authorized person.
16.8

COMPUTER VIRUS

A computer virus is written with an intention of infecting other programs. It is a
part of a program that piggybacks on to a valid program. It differs from the worm in the
following ways:
 Worm is a complete program by itself and can execute independently whereas
virus does not operate independently.
 Worm consumes only system resources but virus causes direct harm to the
system by corrupting code as well as data.

16.8.1

TYPES OF VIRUSES

There are several types of computer viruses. New types get added every now and
then. Some of the common varieties are:
 Boot sector infectors
 Memory resident infectors
 File specific infectors
 Command processor infectors
 General purpose infectors
16.8.2

INFECTION METHODS
Viruses infect other programs in the following ways:
 Append: virus code appends itself to a valid unaffected program
 Replace: virus code replaces the original executable program either
completely or partially
 Insert: virus code gets inserted into the body of the executable code to carry
out some undesirable actions
 Delete: Virus code deletes some part of the executable program
 Redirect: The normal flow of a program is changed to execute a virus code
that could exist as an appended portion of an otherwise normal program.

16.8.3

MODE OF OPERATION

A virus works in a number of ways. The developer of a virus (a very intelligent
person) writes an interesting program such as a game or a utility knowing well the
operating system details on which it is supposed to execute. This program has some
embedded virus code in it. The program is then distributed to users for use through
enticing advertisements and at a low price. Having bought the program at a throwaway
price, the user copies it into his / her machine not aware of the devil which will show up
soon. The virus is now said to be in a nascent state. Curious about the output of the
program bought, the user executes it. Because the virus is embedded in the host program
being run, it also executes and spreads thus causing havoc.
16.8.4

VIRUS DETECTION

Virus detection programs check for the integrity of binary files by maintaining a
checksum and recalculating it at regular intervals. A mismatch indicates a change in the
executable file, which may be caused due to tampering. Some programs are also available
that are resident in memory and continuously monitor memory and I/O operations.
16.8.5

VIRUS REMOVAL

A generalized virus removal program is very difficult. Anti-virus codes for
removal of viruses are available. Bit patterns in some virus code are predictable. The antivirus programs scan the disk files for such patterns of the known virus and remove them.
But with a number of viruses cropping up every now and then, development and
availability of anti-virus for a particular type is delayed and harm done.
16.8.6

VIRUS PREVENTION

‘Prevention is better than cure’. As the saying goes, there is no good cure
available after infection. One of the safest ways to prevent virus attacks is to use legal
copies of software. Also system needs to be protected against use of unauthorized /
unchecked floppy disks. Frequent backups and running of monitoring programs help
detection and subsequent prevention.
16.9

SECURITY DESIGN PRINCIPLES

General design principles for protection put forward by Saltzer and Schroeder can
be outlined as under:
 Public design: a security system should not be a secret, an assumption that the
penetrator will know about it is a better assumption.
 Least privileges: every process must be given the least possible privileges
necessary for execution. This assures that domains to be protected are
normally small. But an associated overhead is frequent switching between
domains when privileges are updated.
 Explicit demand: access rights to processes should not be granted as default.
Access rights should be explicitly demanded. But this may result in denial of
access on some ground to a legal user.
 Continuous verification: access rights should be verified frequently. Checking
only at the beginning may not be sufficient because the intruder may change
access rights after initial check.
 Simple design: a simple uniform security system built in layers, as an integral
part of the system is preferred.
 User acceptance: Users should not have to spend a lot of effort to learn how to
protect their files.
 Multiple conditions: where ever possible the system must be designed to
depend on more than one condition, for example, two passwords / two keys.
16.10

AUTHENTICATION

Authentication is a process of verifying whether a person is a legal user or not.
This can be by either verification of users logging into a centralized system or
authentication of computers that are to work in a network or a distributed environment.

Password is the most commonly used scheme. It is easy to implement. User name
is associated with a password. This is stored in encrypted form by the system. When the
user logs onto the system, The user has to enter his user name and password against a
prompt. The entered password is then encrypted and matched with the one that is stored
in the file system. A tally will allow the user to login. No external hardware is needed.
But limited protection is provided.
The password is generally not echoed on the screen while being keyed in. Also it
is stored in encrypted form. It cannot be deciphered easily because knowing the algorithm
for deciphering will not suffice as the key is ought to be known for deciphering it.
Choosing a password can be done by the system or by the system administrator or
by the users themselves. A system-selected password is not a good choice as it is difficult
to remember. If the system administrator gives a user a password then more than one
person knows about it. User chosen passwords is practical and popular. Users should
choose passwords are not easy to guess. Choosing user names, family names, names of
cities, etc are easy to guess.
Length of a password plays an important role in the effectiveness of the password.
If it is short it is easy to remember and use but easy to decipher too. Longer the password
it is difficult to break and also to remember and key in. A trade off results in a password
of length 6-8 characters.
Salting is a technique to make it difficult to break a password. Salting technique
appends a random number ‘n’ to the password before encryption is done. Just knowing
the password is not enough. The system itself calculates stores and compares these
random numbers each time a password is used.
Multiple passwords at different levels could provide additional security. Change
of password at regular intervals is a good practice. Many operating systems allow a user
to try only a few guesses for a login after which the user is logged off the system.
16.11

PROTECTION MECHANISM

System resources need to be protected. Resources include both hardware and
software. Different mechanisms for protection are as follows:
Files need to be protected from unauthorized users. The problem of protecting
files is more acute in multi-user systems. Some files may have only read access for some
users, read / write access for some others, and so on. Also a directory of files may not be
accessible to a group of users, for example, student users do not access to any other files
except their own. Like files devices, databases, processes also need protection. All such
items are grouped together as objects. Thus objects are to be protected from subjects who
need access to these objects.
The operating system allows different access rights for different objects. For
example, UNIX has read, write and execute (rwx) rights for owners, groups and others.
Possible access rights are listed below:
 No access

 Execute only
 Read only
 Append only
 Update
 Modify protection rights
 Delete
A hierarchy of access rights is identified. For example, If update right is granted then it is
implied that all rights above update in the hierarchy are granted. This scheme is simple
but creation of a hierarchy of access rights is not easy. It is easy for a process to inherit
access rights from the user who has created it. The system then need maintain a matrix of
access rights for different files for different users.
The operating system defines the concept of a domain. A domain consists of
objects and access rights of these objects. A subject then gets associated with the domains
and access to objects in the domains. A domain is a set of access rights for associated
objects and a system consists of many such domains. A user process always executes in
any one of the domains. Domain switching is also possible. Domains in the form of a
matrix is shown below (Figure 16.1):
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Figure 16.1: Domains in matrix form
A variation of the above scheme is to organize domains in a hierarchy. Here also a
domain is a set of access rights for associated objects. But the protection space is divided
into ‘n’ domains from 0 to (n-1) in such a way that domain 0 has maximum access rights
and domain (n-1) has the least. Domain switching is also possible. A domain switch to an

outer domain is easy because it is less privileged where as a domain switch to an inner
domain requires permissions.
Domain is an abstract concept. In reality domain is a user with a specific id
having different access rights for different objects such as files, directories and devices.
Processes created by the user inherit all access rights for that user. An access control
matrix showing users and objects (files) needs to be stored by the operating system in
order to decide granting of access rights to users for files.
Since the matrix has many holes, storing the entire matrix is wasteful of space.
Access control list is one way of storing the matrix. Only information in the columns is
stored and that too only where information is present that is each file has information
about users and their access rights. The best place to maintain this information is the
directory entry for that file.
Capability list is another way of storing the access control matrix. Here
information is stored row wise. The operating system maintains a list of files / devices
(objects) that a user can access along with access rights.
A combination of both access control list and capability list is also possible.
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ENCRYPTION

Encryption is an important tool in protection, security and authentication. The
process involves two steps (Figure 16.2):
 Encryption: the original message is changed to some other form
 Decryption: the encrypted message is restored back to the original
Key

Plain
A

Text

Encryption

Plain
Decryption

Text

B

Cipher text
Figure 16.2: Conventional Encryption

Data before encryption is called plain text and after encryption is called cipher text.
Usually the above operations are performed by hardware.
Encryption could be by one of the following two basic methods:
 Transposition ciphers
 Substitution ciphers
In transposition ciphers the contents of the data are not changed but the order is
changed. For example, a message could be sent in reverse order like:
I am fine  enif ma I
Railfence cipher is a method that belongs to this class. The method is slow because the
entire message is to be stored and then encrypted. It also requires more storage space
when messages are long.

Substitution ciphers work by sending a set of characters different from the
original like:
I am fine  r zn ormv
Ceasar cipher is a popular method of this type. This method is fast and requires less
memory because characters can be changed as they are read and no storage is required.
Variations of this scheme are used for bit streams. Encryption in this case
involves adding a key to every bit stream and decryption is removing the key from the
cipher text.
Thus every algorithm has a key. It must ensure restoration. Normally a single
piece of hardware is responsible for both encryption and decryption.
In the conventional encryption scheme two parties A and B agree upon a key.
Someone say A or B or a third party has to decide upon this common key get concurrence
from concerned parties and initiate communication. This is called key distribution. Each
pair of nodes needs a unique key. If there are ‘n’ nodes then there will be nx(n-1)/2 keys.
If ‘n’ is large then the number of keys will also be large. Deciding, conveying and storing
these keys is a mammoth job. Tapping can take place. This is the key distribution
problem.
An alternate is the public key encryption. Keys used for encryption and
decryption are not the same. Key K1 is used for encryption and another key K2 is used
for decryption. A message encrypted using K1 can be decrypted only using K2 and not
K1. One of the keys is publicly known. Hence the name public key encryption.
Decryption is done using a private key and hence information cannot leak out.
Interchange of keys K1 and K2 is possible that is, K2 to encrypt and K1 to decrypt.
Each user has two keys, one public and one private (Figure 16.3). The private key
is a secret but the user publishes the public key to a central key database. The database
maintains public keys of different users.
B’s public key

B’s private key
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Figure 16.3: Public key Encryption
Encryption and decryption are as follows:
 A wants to send a message to B.
 A searches the database of public keys for the public key of B.
 A encrypts the data using B’s public key.
 The cipher text is sent to B.
 B receives this cipher text.

B



B decrypts the received cipher text using its private key and reads the
message.

The problem here is that of authentication. B does not know who has sent the
message to it because everybody knows B’s public key. In the conventional encryption
method a single key is used between two parties and hence the receiver knows the sender.
But it suffers from the problem of key distribution. In public key encryption method, for
‘n’ nodes in the network only 2xn keys (1 public and 1 private for each of the nodes) are
required. There need be no agreement. Private key is chosen and a public key is made
known. Key distribution is really not necessary. Key leakage and tapping are minimal.
Protection is ensured but authentication is not provided.
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SECURITY IN DISTRIBUTED ENVIRONMENT

Security problems in a distributed environment are complex. Messages through a
network can be tapped at multiple locations. For an active attack the intruder gets control
over a link so that data modification / deletion is possible. For a passive attack the
intruder just listens to a link and uses the passing information.
Encryption in a distributed environment can be of two forms:
 End-to-end encryption
 Link encryption
If end-to-end encryption is used the encryption / decryption devices are needed
only at the ends. Data from source to destination moves on the network in encrypted
form. In packet switched networks data is sent in the form of packets. Each packet has
control information (source address, destination address, checksum, routing information,
etc.) and data. Since routing address is needed for the packet to hop from the source till it
reaches the destination, the control information cannot be encrypted as there is no facility
to decrypt it anywhere in between. Only the data part in a packet can be encrypted. The
system thus becomes vulnerable for tapping.
Link encryption needs more encryption / decryption devices, usually two for each
link. This allows total encryption of a packet and prevents tapping. The method is
expensive and slow.
A combination of both is possible.
Message authentication allows users to verify that data received is authentic.
Usually the following attributes of a user need to be authenticated:
 Actual message
 Time at which sent
 Sequence in which sent
 Source from which it has arrived
Common methods for message authentication are:
 Authentication code
 Encryption
 Digital signatures

In authentication code, a secret key is used to generate a check sum, which is sent
along with the data. The receiver performs the same operation using the same secret key
on the received data and regenerates the check sum. If both of them are same then the
receiver knows the sender since the secret key is known to only both of them.
Encryption is as discussed above where conventional encryption provides
authentication but suffers from key distribution problems and public key encryption
provides good protection but no authentication.
Digital signature is like a human signature on paper. If a signed letter is sent by A
to B, A cannot deny having sent it to B (B has the signed copy) and B cannot refuse
having got it (A has an acknowledgement for B having received it). This is what happens
in a manual system and should happen in electronic messages as well.
As discussed earlier, public key encryption provides protection but not
authentication. If we want to authentication without protection, reversal of the keys
applied is a solution as shown below (Figure 16.4).
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Figure 16.4: Public key Encryption for authentication without protection
This is based on the concept that public key encryption algorithm works by using either
of the keys to encrypt and the other for decryption. A encrypts the message to be sent to
B using its private key. At the other end B decrypts the received message using A’s
public key which is known to everybody. Thus B knows that A has sent the message.
Protection is not provided as anyone can decrypt the message sent by A.
If both authentication and protection are needed then a specific sequence of public
and private keys is used as show below (Figure 16.5).
The two keys are used as shown. At points 2 and 4 the cipher text is the same.
Similarly at points 1 and 5 the text is the same. Authentication is possible because
between 4 and 5 decryption is done by A’s public key and is possible only because A has
encrypted it with its private key. Protection is also guaranteed because from point 3
onwards only B can decrypt with its private key. This is how digital signatures work.
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Figure 16.5: Public key Encryption for both authentication and protection
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SUMMARY

This chapter looks into an important part of any operating system – security and
protection. These were trivial matters in earlier systems since computers were centralized
systems accessed only by knowledgeable users. With advances and use of networking,
security and protection requirements have increased. Different ways in which system
could be attacked are understood. Authentication using passwords is studied. Protection
by looking at objects and users in domains accessing objects with different access rights
is analyzed. Encryption as an important tool in protection, security and authentication is
studied.
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EXERCISE
Discuss the need for security and protection in computer systems.
Write a note on computer virus.
Describe authentication by using passwords.
How is protection implemented using the concept of domains?
What is encryption? What are the different ways in which a message can
be encrypted?
Write a note on digital signatures.

16.16
ACTIVITY
Study the security and protection mechanisms implemented in some computer
systems.

What is Computer Virus – How Computer Virus Works
History of Computer Viruses
The history of computer viruses is not very long. The first viruses ran on the old Apple II
computer in 1981. In those days they weren't called viruses, because the name "computer
virus" wasn't invented by then. This virus, through pirated computer games, infected the
Apple II floppy disks containing operating system. The Name of this virus wasElk
Cloner and displayed a little rhyme on the screen. In 1983, Fred Cohen, then a Ph.D.
student, defines the term "computer virus" as "a computer program that can affect other
computer programs by modifying them in such a way as to include a (possibly evolved)
copy of itself." The first file viruses started to spread in 1987 infecting .COM files
especial COMMAND.COM. The first of these viruses were the Lehigh virus and
the Christmas Worm that attacked IBM mainframes at 500,000 replications per hour.
Next year, one of the most popular viruses at that time, Jerusalem, spread across the
computers. Jerusalem was set to activate on every Friday the 13th infecting .exe and .com
files and deleting all the programs running that day. Next decade saw some of the most
deadly viruses in the history of computers. In 1991, Tequila, first polymorphous virus,
spread that has the ability to change itself to prevent detection. The first macro virus to
attack Word, Concept, was developed in 1995 and in 1998 StrangeBrew spread as the
first virus to infect Java files. In 1999, Melissa, the first mixture Word macro virus and
worm, infected computers around the world. It utilizes the Outlook or Outlook Express
address book to send itself to others via Email.
With time, computer viruses have come a long way. Since the first viruses were written,
each new class of viruses incorporated new features that made them more difficult to
detect and remove. These viruses can be classified into five generations on the levels of
their sophistication and complexity.
First Generation
Viruses in the first generation of viruses were simple. Most of them were nothing but the
bugs and incompatibilities in software that were not anticipated by the programmers.
These viruses did nothing very significant other than replicating. These viruses were not
capable of hiding on the computer and were usually found by the presence of a distinctive
pattern in an infected file. Many new viruses that are detected today still fall in this
category.
Second Generation
With time viruses become smarter. Viruses have a problem that of repeated infection of
the host, leading to depleted memory and early detection. To prevent this detection, the
virus writers started implanting a unique signature that signals that the file or system is
infected. By this signature, a virus does perform redundant infections and hides its
presence. But these signatures were the mixed blessings for the viruses as signatures
provide a method of detecting viruses. Virus sweep programs scan files on disk for the
signatures of known viruses, or sometimes inoculate the system by providing the viral
signature in clean systems to prevent the virus from attempting infection.
Third Generation
Usually, viruses are identified on a contaminated system by means of scanning the
secondary storage and searching for a pattern of data unique to each virus. To counteract
such scans, some resident viruses employ stealth techniques. These viruses subvert
selected system service call interrupts when they are active. Requests to perform these
operations are intercepted by the virus code. If the operation would expose the presence
of the virus, the operation is redirected to return false information. So, the main purpose

of a stealth virus is after it has infected an executable program, to attempt hiding itself
form detection. Some measures that virus takes include: hiding changes in file size,
hiding date changes, redirecting disk access, and infecting/disinfecting the system in real
time. There are many places for a virus to be hidden in an executable program. Also a
common virus technique is to intercept I/O requests that would read sectors from disk.
The virus code monitors these requests. If a read operation is detected that would return a
block containing a copy of the virus, the active code returns instead a copy of the data
that would be present in an uninfected system. In this way, virus scanners are unable to
locate the virus on disk when the virus is active in memory.
Fourth Generation
With the development of anti-virus tools to analyze new viruses and craft defenses, virus
writers have turned to methods of complicating the code of their viruses. Known as
armoring, this technique adds confusing and unnecessary code, making it more difficult
to analyze the virus code. This added and unwanted code is known as NOP (No
OPeration code). These viruses appeared starting in 1990. Viruses with these forms of
defenses tend to be significantly larger than simpler viruses and thus more easily noticed.
Fifth Generation
In recent years a new class of viruses has appeared on the scene, known as polymorphic
or self-mutating viruses. These viruses infect their targets with a modified or encrypted
version of themselves. By varying the code sequences written to the file, or by generating
a different, random encryption key, the virus in the altered file is not identified through
the use of simple byte matching by a virus scanner programmed to recognize known
viruses' signatures. To detect the presence of these viruses requires that a more complex
algorithm be employed that, in effect, reverses the masking to determine if the virus is
present. During infection, the encryption routine is used to encrypt the original virus. The
mutation engine then modifies the decryption routine by adding useless code, but
preserving accurate decryption. The encrypted virus, encryption routine, mutation engine,
and new decryption routine are then bundled together and attached to the target file or
program. This way, every new infection has a different signature so it evades a pattern
recognition scanner. These infected files vary significantly from infection to infection
making detection much more difficult.
Famous Virus & Worm Attacks
LoveLetter
LoveLetter is the worm everyone learned to hate in spring 2000. The infection affected
millions of computers and caused more damage than any other computer virus to date.
The worm sent copies of itself via Microsoft Outlook's address book entries. The mail
included an executable file attachment with the email subject line, "ILOVEYOU." The
worm had the ability to overwrite several types of files, including vbs, vbe, js, jse, css,
wsh, sct, hta, jpg, jpeg, mp3, mp2 files. It modified the Internet Explorer start page and
changed Registry keys. It also moved other files and hide MP3 files on affected systems.
Melissa
In March 1999, Melissa virus swamped corporate networks with a wave of email
messages. On opening an email message containing infected Word attachment, the virus
sent a copy itself to the first 50 names in the address book of the user. The email fooled
many recipients because it bore the name of someone the recipient knew and referred to a
document they had allegedly requested. So much email traffic was generated so quickly

that companies like Intel and Microsoft had to turn off their email servers. The Melissa
virus was the first virus capable of hopping from one machine to another on its own.
Nimda
Nimda (also known as the Concept Virus) appeared in September 2001 and attacked
thousands of servers and PCs all across the globe. The worm use to modify Web
documents and executable files and then creating numerous copies of it. The worm
spread as an embedded attachment in an HTML email message. Unlike typical viruses
that require manual launching of the attachment, Nimda executes as soon as the recipient
opened the message. It also moved via server-to-server Web traffic, infected shared hard
drives on networks, and downloaded itself to users browsing Web pages hosted on
infected servers.
Sircam
Appeared in July 2001, Sircam virus infected attacked computers running Windows 95,
98, and Me. This worm also appeared in email inboxes with an attachment; the body of
the message was in Spanish or English. Typical greetings included Hi! How are
you? and Hola como estas? On opening the attachment, Sircam installed itself on the
infected computer, then grabbed random documents and sent them out to email addresses
it captured from the user address book.
Code Red
Code Red infected hundreds of thousands of computers, mainly on corporate networks in
the summers of 2001, Code Red slithered through a hole in Internet Information Server
(IIS) software, which is widely used to power Internet servers, then scanned the Internet
for vulnerable systems to infect and continue the process. The worm used contaminated
PCs as weapons in denial of service attacks (flooding a Web site with information
requests). The original target was the official White House Web site, but government
officials changed the site's IP address to thwart the attack. The worm exploited a
weakness in the IIS software (which has since been fixed with a patch from Microsoft)
that allowed an intruder to run arbitrary code on a victimized computer. Multiple variants
of this worm now exist.
Anna Kournikova
The Anna Kournikova worm appeared in February 2001 but it didn't cause any data loss.
Although in the process of boosting the profile of its namesake, the Russian tennis player,
it did cause embarrassment and disruption for many personal and business users. The
worm showed up in Microsoft Outlook users' email inboxes with an attachment,
supposedly a picture of Kournikova. The attachment proved hard to resist. And on
clicking, the bogus attachment sent copies of the worm via email to all addresses in the
victim's Outlook address book.
Klez
The Klez worm, which blends different virus traits, was first detected in October 2001.
Klez distributes itself like a virus, but sometimes acts like a worm, other times like a
Trojan horse. Klez wasn't as destructive as other worms, but it was widespread and hard
to exterminate. It spreads via open networks and email, regardless of the email program.
It may corrupt files and disable antivirus products.
Magistr
Magistr is one of the most complex viruses to hit the Internet. Its victims, users of
Outlook Express, were hooked by an infected email attachment. The virus, discovered in
mid-March 2001, sent garbled messages to everyone in the infected user's email address
book. Attached were files pulled at random from the infected PC's hard drive plus an

executable file with the Magistr code. This virus was not as widespread as many others,
but it was very destructive. Magistr overwrites hard drives and erases CMOS and the
flashable BIOS, preventing systems from booting. It also contained antidebugging
features, making it hard to detect and destroy.
Benjamin
In May 2002, Benjamin, a new breed of worm was let loose. It affected users of the
popular file-sharing program Kazaa. The crafty worm posed as popular music and movie
files. Kazaa users thought they were downloading a media file to their machines, but they
got the imposter instead. It then set up a Kazaa share folder and stuffed it with copies of
itself posing as popular music and movie files, which other Kazaa users would download.
More Recent Viruses
Recently viruses are becoming more and more prevalent. They are arriving faster and
more furious than before on the internet.
On January 26, 2004, a new mass-mailing virus now known as W32/Novarg.A,
W32/Shimg, or W32/Mydoom arrived on the internet. It arrives as an email message
with a 22,528-byte attachment that has a random filename with a file extension of .cmd,
.pif, .scr, .exe, or .bat. The attachment may also arrive as a ZIP archive. This malicious
code has been reported to open a connection on port 3127/tcp or port 3176/tcp. In
addition to email propagation, the virus attempts to spread through peer-to-peer file
sharing networks by copying itself into the default folder used by KaZaA to share files.
More information is available in CERT Incident Note IN-2004-01 and CERT Advisory
CA-2004-02.
A variant of the Sobig mass-emailing worm, referred to as W32/Sobig.E, started on June
26, 2003. It arrives as an attachment with a .zip extension. Within that .zip file is a file
with either a .scr or .pif extension. Upon opening the attachment, the worm attempts to
mail itself to all e-mail addresses it finds in files with a .wab, .dbx, .htm, .html, .eml,
or .txt file extension. Additionally, this worm spoofs the "From" address, therefore it is
likely that the sender address is not that of the infected user.
Upon execution, the worm places the following files in the "%Windir%" directory:
winssk32.exe (copy of worm) msrrf.dat (configuration file)
 The worm also attempts to propogate by copying itself to the following folders:
 Documents and Settings\All Users\Start Menu\Programs\Startup\
 Windows\All Users\Start Menu\Programs\StartUp\
A variant of the BugBear mass-emailing worm, referred to as W32/BugBear.B,
W32/Kijmo or W32/Shamur started on June 5, 2003. It arrives as an attachment with
a .pif,.scr, or .exe extension. Upon opening the attachment, the worm attempts to mail
itself to all e-mail addresses it finds in the current inbox and in files with
a .dbx, .eml, .mbx,.mmf, .nch, .ocs, or .tbb file extension. Additionally, this worm has a
built-in keylogger, a backdoor that listens on port 1080/tcp, and attempts to terminate
numerous security product processes on the system.
The worm also attempts to propogate by copying itself to the following folders on the
local machine as well as other machines that it has access to using a random file name:
 Windows\Start Menu\Programs\Startup\[random_name].exe when executed on a
Windows 95/98/Me-based system
 Documents
and
Settings\<current
user
name>\Start
Menu\Programs\Startup\[random_name].exe when executed on a Windows
NT/2000/XP-based system

What is Computer Virus
Many a years ago the invention of the computer came into being and nowadays it has
become a very powerful source of the information gathering as well as a good source of
communication between two different places at the same time. Computer has an ability to
run different type of the programs simultaneously at the same time. As we know that the
working and the speed of the computer depends on the hardware and the software used in
the computer.
Different types of programs that slows the working and the output of the computer can
some times be Computer viruses. Computer virus programs can not only harm computer
hardware some tmes, but almost certainly it is harmful for the data stored on computer
hard drive.Typically, they are defined as the envious programs or the software that play
role in infect the system and slows down its progress are called as viruses. A virus has the
power to reproduction without any obstacle and permission, and it spread it self from file
to file. They infect the system of the user without its permission, the occurring of the
virus is not noticeable, and they can occur without the knowledge of the users. Some
viruses are very much powerful that they can destroy the programs to large extent and
harmfully affect the performance of the personal computer.
Based on the working and the ability of doing infection viruses are categorized into
several types . Following are the types of computer viruses
Resident Virus
Type of virus that infects the whole memory of the RAM is called as resident virus e.g.
Randex
Boot Virus
Boot virus is the type of virus that spread the virus in the bootable part of the hard drive
for example Poly boot.
These two types are most important but there are also some other types of viruses that can
infect the system such as Trojans, Worms, Macro virus and many more
Working of Viruses:
The working of the computer viruses depends upon the different steps from occurrence
until last stage. The steps that are involved in the working are as followsOccurrence or Invasion:
The first step in the working of the viruses is the invasion. It is defined as the process or
the way by which viruses enter in the computer system and infect the system. These
viruses entered in the system through different types of outside source. However, two
important and main components that enhance the invasion of the viruses are disk drives
and different types of network adapters, which are used to configure the network. The
drives may be of any kind such as Floppy, hard drives, Zip many type of other removable
drive sources. These viruses affect the working and the progress of the hard drive and
system become slowly hacked.
Other source of virus entrance in the system is different types of networking cards that
are used for communicational purposes such as LAN card, modem etc. When we activate
the internet through these cards, some Web pages that are coded for these infections arte
straightly spread the virus in the computer hardware and the system become corrupted.

Different types of E-mails are also responsible for the activation of the virus in your
systems.
Working
When these viruses enter the system, they can directly move towards the hidden areas in
the system that is far from the vision of the users. In addition, when we open some kind
of files or different types of documentation related to these viruses the virus could infect
the system destroy its major components of working and completely slows down the
progress of the system. After this virus can replicate and coy its self into the system and
installs its major infected components in the memory of the computer. Moreover, due this
infection and installation whole data on the drives will lost and theoperating
system destroy.

Types of Computer Virus
Computer virus is software that interrupts the routine and sequential tasks of computer
system and without the permission of computer user and programmer
Or
It is a master program that automatically penetrate sin the hard disk tracks and erases that
stored data or encrypts the executable files.
Properties
There are different properties of the computer viruses; each of these viruses has the
capability to replicate them self back which makes them most dangerous. These types of
programs can travel through the entire system and can harm the windows system and
dynamic link files directly. some viruses has little power to travel but some are extremely
harmful for the computer system and can block the hard disk from getting free from the
infection.in this kind of situation there is no other way instead of replacing the hard disk.
Types of Viruses:
There are several kinds of viruses each with different properties to infect the computer
system. The most commonly use types are listed below:
1. Resident viruses
2. Direct action viruses
3. Over write viruses
4. Boot viruses
5. File infectors
6. Macro viruses
7. Multipartite viruses
8. logic bomb
Resident Viruses:
These are the threat programs that permanently penetrates in the Random access memory
of the computer system .when the computer gets started it is automatically transmitted to
the secondary storage media and interrupts all the sequential operations of the processor
and corrupt all the running programs. For instance Randex and CMJ are commonly
known resident viruses .if these viruses gets into the hard disk then one has to replace the
secondary storage media and some times RAM even.

Direct Viruses:
This virus has the ability to replicate back automatically to the concerned executable
form which is automatically created at the start up of the computer system. The name
specifies they directly affect the master program or operating system of the computer
system making hardware stuck during the start up and removes the system files from the
windows folder. You have often seen the unknown file with AUTO.BAT name. In the
system file folders this is an indication that computer system has direct virus in it. This
file is always located in the root directory of windows and interrupts the operations of
operating system.
Overwrite Viruses:
These kinds of viruses automatically overwrite the located files in the computer system
and infect them, making them useless. When some one opens these infected in place of
information small rectangular boxes appears. The only possible way to save the
remaining files from infection is to completely remove these files from the directory. The
most commonly known overwrite viruses are Trojan, trivial, reboot, boot.
Boot Virus:
Boot virus is a threat program that directly affects the boot up process when computer is
started. When boot strapper loads the operating system program from hard disk to RAM
this virus is automatically loaded to the RAM and ties up it self to the hared disk. The
major source of this virus I s the corrupt media files, infected compact disks and insecure
internet connections. Examples of boot viruses are polyboot and antiexe.
Macro Virus:
Other famous types of virus is macro virus .this is program that infects created or stored
applications in the computer system such as Microsoft office, adobe programs and other
useful application programs. The symptoms of infection include the automatic restart of
computer again and again. Commonly known types of macro viruses are Melissa A,
Bablas and Y2K Bug.
or
Macro viruses take advantage of a procedure in which miniature programs
known as macros are embedded inside common data files such as those created
by email or spreadsheets, which are sent over computer networks. Example
:Concept which attaches to word document and email attachments and Laroux
which attaches to Excel spreadsheet files.

File Infectors:
Another common problem of the computer programmers is the file infector viruses which
automatically interrupt during the processing or while writing and infects the file. Or they
work on execution of the file. Unwanted dialog boxes starts appearing on the screen with
unknown statements with extensions .com and .exe. They destroy the original copy of the
file and save the infected file with the same as original. Once infected, it is very hard to
recover the original data.
or
File viruses attach themselves to executable files. When a program is run, the virus starts
working trying to get into main memory and infecting other files.

Multipartite viruses :
A hybrid of the file and boot sector types the Multipartite viruses infect both file and boot
sector, which make it better at spreading and more difficult to detect.
Example :Junkie and parity boot.
Logic bomb :
Logic bomb, differ from other viruses in that they are set to go off at a certain date and
time. A disgruntled programmer for a defense contractor created a bomb in a programmer
that was supposed to go off two months after he left. Antivirus : Antivirus software scans
a computer’s hard disk, floppy disk and main memory to detect viruses and sometimes to
destroy them. Example : Symantec, Nortron anti virus, Mcafee, Panda antivirus platinum,
Computer associates E Trust etc
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What is Information Security
In the field of information technology, many technologies are used for the benefit of the
people of the present era. Where there are many advantages of the information
technology some disadvantages are also present that really throw a bad light on the
technological devices and processes. However, the major advantage of the information
technology is providing the information security to the data that is used in the
transmission of the data or producing the new technical products. It is defined as the
technology designed to protect the information from the different types of hackers and
the from identity theft and protect your information from unauthorized use is called as
information security.
Basically this technology used in the field of computer networking due to its importance
in maintaining the security of the information that needs security and confidentiality.
Characteristics of Information Security:
Due the importance of the information security, it has many important features that are
really helpful for the protection of the confidential data from leaking and also help to
protect from hacking. Some important characteristics of the information security are as
follows
1. Integrity
2. Confidentiality
3. Authentication
4. Management of Risk
Integrity:
Information security plays a very important role in maintaining the security in different
types of drastic conditions such as the errors of the integrity. As we know that
information, security is used to provide the protection to the documentation or different
types information present on the network or in the system. So, there are many viruses that
can infect the computer, slows down the working and also break the integrity of the

system. Therefore, information security provides the valuable and easy steps to prevent
the different types of errors created due to integrity.
Authentication:
Another important characteristic of the information security technology, that it can
provide the authentication method to protect the documents or the files from different
types of hackers and also protect them from infection of different viruses. In
authentication method, information security provides the opportunity to the user that he
or she can assign the different types of special or the secret word that is called as
password to the required information that has to be protected.
Confidentiality:
Confidentiality is the process that is used to protect the information on the network by
avoids the unauthorized person to see your information on the networking technology
such as internet technology. For example, different types of thieves use different types of
methods to steel the confidential information on the internet without the knowledge of the
person, such as credit card number and steel all the money. However, the information
security plays a vital role in preventing the information from the disclosure and
unauthenticated use. In addition, your data remain save from different types identity theft
technologies used by the thieves.
Management of Risk:
Information security also take part in managing different types of risk that are harmful for
the information and can disclose the private or the important information easily. The
characteristic feature of the information security is that it is very helpful in removing
different types of threats and increases the reliability of the information present on the
network, but stopping different spam to infect the information.
Benefits of Information Security:
As we know that information, security plays a very important role in defending the
information from different types of disclosure. Therefore, it has several benefits that
really encourage us to use information security technology. One of the big and the major
advantage of the information security is that it can take steps to prevent different topes of
data leakage and increase the reliability of the information. Another benefit of the
information security is that it can increase the confidentiality of the document.

Guidelines to Virus Protection
Virus Prevention
Security Settings
If you get an email with an attachment from an unknown source-DELETE IT.
Virus writers hide their little pieces of codes in attachments, when you open the
attachment, it gets into your computer, reproduces itself, and infests you computer,
causing a myriad of problems. What is even more freightening is that the virus can
actually get into your email and send itself out to your address book, so anyone on your
email list thinks they are receiving an attachment from you and believe it is safe to open
it. This results in an exponential number of people getting the virus. Say the attacker
emails the virus to 10 people who email it to 10 more to email it to 10 more, all the
sudden, 1000 people have the virus and it is only three generations old.
 Take regular backups of the data files.

Use of appropriate antivirus software for email server and firewall servers.
Installation of antivirus software on all workstations.
Enable the virus-detection option in CMOS.
Setting "Read Only" attribute for critical system files like sys.ini, win.ini,
autoexec.bat, and config.sys.
 Set servers and clients to scan both incoming and outgoing files and include all
file types when scanning, such as exe, dll, and zip files.
 Consider using a software package that allows files to be quarantined. This will
prevent users from gaining access to the infected files and perpetuating the virus.
 Enable all macro virus protection within software packages, such as Word and
Excel.
 Setting permissions to registry and other system files on Windows NT and 2000
systems to prevent unauthorized changes.
User Policies
 Institute a set of applications that users have available to do their job. Do not
allow any software to be installed beyond those provided with their system.
 Restricting downloads and software installation only to the system administrator
or the IT department.
 Restriction on downloading and installation of shareware (games, screensavers,
etc) by users.
 Consider limiting Internet access to approved sites. Most browsers allow an
administrator to create a password protected list of approved sites.
 Do not allow remote-access users to upload files to the network unless the system
administrator verifies the integrity of the PC being used for remote access.
 Avoid the usage of floppy diskettes and other removable storage media by the
user without the proper permission and scanning by the system administrator.
Diskette Management
 Avoid using data and program disks received from unknown sources.
 Enact a policy that enforces the scanning of all diskettes before they are used in a
workstation.
 Consider providing a stockpile of virus-free diskettes for users to take home.
 Scan the disk upon re-entry to the workplace to ensure that the user's home PC is
not infected.
 Write-protect all data and program diskettes.
Scanning
 Consider using a dedicated workstation that continually scans data directories on
the network.
 Enable background monitoring on the workstations.
 Schedule full workstation scans on a regular basis with minimal intrusion to the
user.
 Perform scanning in "stealth mode" to achieve minimal intrusion to the user.
 Disable user intervention of scans.
 Scan new PCs received from vendors, as they may contain viruses.
Signature Updates
 System administrators should regularly update virus signature files on
workstations and servers. Most vendors offer updates on regular basis.
 Ensure updating write-protected emergency boot disk whenever new signature
files are received.





Consider setting up a dedicated server or system to retrieve regular updates. Later
users can connect to that system to update their workstations.
Educating Users
 Instruct users to check site providing reliable virus information and
encyclopedias, such as virus encyclopedias provided by Symantec, Computer
Associates. Users can also check for hoax virus information on these sites.
 Encourage users to install an antivirus software package on their home computers.
 Encourage users to report when they find a virus on their system for early
detection and removal of the virus.
 Informing users of new virus threats from time to time to heighten their sense of
awareness.
 Taking strict action against offenders and users breaking policies or bringing a
virus into the network.


What is Computer Firewall
A wall between the source and the user that blocks a certain type of traffic from reaching
its destination is firewall. The firewall protects systems from unauthorized access while
maintaining communications with the legitimate ones. A device or a combination of
devices configured to allow and reject transmissions in a network on the bases of welldefines rules works as firewall.A majority of personal computers have built-in firewalls
to defend the operating system from illegitimate efforts of transmitting or accessing data.
Firewalls do have the capability to perform the routing functions where a number of
routers are capacitated to act like firewall filters.
Network traffic has three features: a source, a protocol (typically UDP, TCP or ICMP)
and a destination. The UDP and TCP protocols have a source (mostly random) as well as
a destination port (a well-known number) for example the destination port of DNS is 53
and the destination port for HTTP is 80. The ICMP protocol carries an ICMP message
type; the most common of them are Echo Reply and Echo Request. A firewall protection
allows network security administrator to pick which ports and protocols or message types
would have access and which would be blocked. Read below to find out how firewall
works.
How the Firewall Works?
The prime security feature of a firewall is its inbound restriction. A typical firewall
configuration abandons all inbound traffic to internal IP addresses. A DMZ network
should carry the server that accepts the incoming connections or traffic. Latest firewalls
allow in the responses to outbound tariff; the firewalls of computers that are connected to
web server via internet would automatically accept responses from the web server that
would in turn return to the computer.
Inbound Confinement Example: A “ping” command transmits ICMP Echo Request
message and as a response receives ICMP Echo Reply message. For blocking the ICMP
Echo Request messages to reach its destination, one has to configure a firewall that
would result in failed ping commands. For blocking ICMP Echo Reply messages a
firewall could be assembled between the source and the destination to fail all ping
commands. A potential attacker is allowed by ping to map the network; for preventing

the use of ping command for mapping network disable the inbound Echo Request
messages.

The outbound traffic is denied in some network security administrators. The feature
forbids users from accessing unapproved protocols while limiting their access to only
approved protocols; such restrictions involve avoiding users from online chat or sending
outbound emails especially in work places. Such limitations are sensitive to workarounds – the time and effort of the user necessary to approach a particular protocol via
indirect ways thus very few users spent time in figuring out a way. The outbound
confinement most of the time works as per design.
Outbound Confinement Example: SMTP protocol that responds to TCP port 25 is used
for emails. Blocking the outbound TCP port 25 in your network would disable the users
from sending outbound emails except from enabled email servers. An effective workaround the confinement policy is the configuration of mail server to respond to an
additional port along with port 25 by an intelligent user.
Uses of Firewall


save from harm the system from the hackers from logging into machines on network.



give a single access point from where security and audit can be imposed.



Act as an efficient phone tap and tracing tool.



give an important cataloguing and auditing function



give information about the nature of traffic and the number of attempts made to break into it.

What are the Types of Firewall?
On the foundation of communication’s situation, its interception and the state firewalls
could be classified.


The Network Layer Firewall also known as packet filters (in BSD operating systems’
context) works on the low level of the TCP/IP protocol heap which means that none
could cross the firewall unless the packets resemble the established rules. Usually default
rules are applied but the administrator has authority to modify rules. The Packet Filters
have two sub-types. A firewall could make use of a number of packet attributes for

filtering traffic such as source port, IP address, destination port or IP address, destination
service like FTP or WWW. The process of filtering could be based on protocols of the
source such as netblock, TTL values and other properties.


Stateful Firewalls manages the context of ongoing sessions and process speed
packet by the help of state information. In case a packet does not resemble an
existing connection then the evaluation would be based on the rules of new
connections where the resemblance with the connection on the bases of
comparison with the state table of firewall would enable the packet to cross the
firewall without any further processing.



Faster filters and less memory requirement makes Stateless Firewalls a better
option. These firewalls are fundamental for the filtering of stateless network
protocols due to no concept of session in their set ups. The firewalls are not
clever enough to figure out the extent of communication between the hosts.



The Application Layer Firewall functions on the application level of TCP/IP stack such
as all telnet or FTP traffic and tap all packets whether traveling from or to an application.
They drop other packets without recognition of the sender. These filters are helpful in
restricting outbound traffic from approaching the confined machine.



The process ID of data packets is examined by the application firewall against a local
process’ ruleset implied in data transmission. The rendered ruleset defines the extent to
which filtering would be done. In this firewall the ruleset for standard services such as
sharing services is very complex. Along with other processes there might occur some
possible associations but these ruleset for process has fixed efficiency; it could not defend
against modifications that are caused by exploitations such as the exploits of memory
corruption.



These limitations in the application firewall have triggered the association of a new
generation of application named MAC (Mandatory Access Control) or sandboxing in
these firewalls in order to secure sensitive services. APPArmor is an example of next
generation application firewall that is included in some distributions of Linux.



A Proxy Server could be configured to act as a firewall by responding to input packets
such as connection requests. The server could serve as an application that runs on
software of a machine made for this purpose or on a hardware dedicated to the task thus
breaking into the path of other packets so they could not access their destination.It would
be extremely tough for an external network to temper with an internal system that is

synchronized with a proxy server. If the application proxy is accurately configured and
intact then the misuse by an external network would not inevitably lead to some security
breach exploitation. A system that is in the reach of public might be hacked by intruders
who would employee the system as a proxy for their illegitimate motives; in such cases
proxy would present that machine as it is to the internal computers. For passing packets
to a specific target, hijackers could make use of IP Spoofing.


The function of NAT (Network Address Translation) is often installed in firewalls that
give private or personalized address range as given in RFC 1918 to the hosts that are
secured behind a firewall. The initiative is taken to protect or camouflage the hosts from
potential threats.



The routable addresses of IPv4, assigned to individuals or organizations to reduce the
number along with cost of acquiring such public addresses for every other computer in
the building, were the reason behind the designing of a function like NAT. Against
network reconnaissance the best defense is to hide the address of protected devices.

AntiVirus Software & Utilities
In last few years, with the extensive use of the Internet, networks, and email, computers
have become more vulnerable to virus attacks and threats. A virus can spread any time
files are shared on a local system or the Internet and can do tremendous damage to
individual PCs and network servers. Therefore, an early detection and prevention
mechanism is very important for the security of the computer. Using antivirus software is
a good way to detect viruses and it is advisable to use antivirus software on network
operating systems and workstations for adequate protection.
Antivirus software are programs that searches the computer systems for any known or
potential viruses. Antivirus programs are intended to prevent and detect viruses.
Antivirus software may work differently and ranges from large security packages to small
programs designed to handle a specific virus. While some software are designed to scan
hard disks and floppy disks for infected programs, others check for any changes in files
and alert the user if there are changes, which might indicate an infection. Antiviruses are
very helpful in detecting viruses that are already in a system or that are attempting to
enter a system and alerting the user to take action. Anti-viral software can be set up to run
automatically each time a computer boots or run an executable. And antivirus software
can be executed manually in case of a virus attack or threat.
Antivirus software is the most critical component in protecting computers against virus
attacks. Installing an effective antivirus solution is the first step, but keeping it up-to-date
with the latest virus signatures is just as important. For antivirus solutions to be effective
at scanning computer data, they must work closely with the underlying operating system.
Many antivirus vendors today individually develop their own file system filter driver to
enable on-access scanning functionality. Some of these vendors also provide other
information and utilities that can be helpful in defending computers against virus attacks.
Below are some of these famous virus detection and prevention utilities.
How To: Buy anti-virus software
If you are looking to buy anti-virus software for your computer then you may be
bewildered by the choice available. How to choose the best anti-virus? Are the big name
brands like Norton and McAfee better than the rest? Does paying more get you the best
virus protection? Which anti-virus product is the best value for money? How can I avoid
buying useless "scareware"? This article explains the various features and terminology
used by publishers of anti-virus software, to help you choose the best anti-virus software
for your needs.
Features of anti-virus software
All anti-virus products do the same job, but they differ in the features they offer. Some
features are essential, others may be nice to have but are there more for marketing
reasons - because they make the product look better - than anything else. Realize this and
you can avoid getting talked into buying an expensive resource hog.
Basic features
An anti-virus product will typically feature several different scanning options. Some are
more essential than others.
 On-demand scanner. This is the most basic feature of any anti-virus product. It is a
program that scans your whole computer, or specified folders, checking the contents









for viruses. It runs only when you run it, or when you schedule it to run - hence "on
demand." Some free anti-virus products such as BitDefender Free Edition or ClamWin
are purely on-demand scanners. If you know what you are doing, and make sure to
check anything you download before opening it, this may be enough. But for most
people, it isn't.
On-access scanner. This is a program that runs all the time, usually showing as an
icon in the system tray. It installs hooks into the operating system so that it is informed
whenever a file is about to be opened or saved to disk, and checks the file on-the-fly.
This means that your computer won't get infected by a virus just because you forgot to
check. All commercial anti-virus software has an on-access scanner. For most people it
is an essential. But the on-the-fly checking can slow down the computer, and the
operating system hooks can cause conflicts with other programs, particularly other
anti-virus and security products.
Email scanner or email filter. This is a program or software component that checks
email for viruses as it is downloaded, before it gets written to disk. At one time, many
email viruses or worms exploited the fact that Microsoft mail clients like Outlook or
Outlook Express would execute program code written in VBScript or JavaScript
embedded in an email. The email scanner will block and prevent this. Viruses and
other malware are commonly spread as attachments to emails, and the email scanner
will catch these as well. However, an attachment must be written to disk before it can
be executed, and when this occurs the on-access scanner will detect it. Today's email
clients are much more secure, so the email scanner is no longer vital.
Web (HTTP) scanner or filter. Similar to the email scanner, the web filter is a
component that checks web pages on the fly for dangerous code. And just as with the
email scanner, its role is much less vital now that web browsers have become much
more secure. All the popular browsers cache content downloaded from the web by
writing it to disk where the on-access scanner will detect it. So this is not an essential
feature and one that can slow down web browsing.
P2P and IRC scanners. Some anti-virus products offer filters or scanners for other
web services like IRC and P2P file sharing. These are common channels for spreading
malware, so anti-virus software can gain marketing benefits by advertising such
services. But content must be saved to disk before it can be opened and any virus
activated, and the on-access scanner will detect it at that point. So again this is not an
essential feature.

Scanning technology
All anti-virus products need to be able to detect the presence of a virus in a file. How this
is done may have a bearing on its effectiveness.
 Signature-based scanning. The anti-virus software looks for specific characteristics
or a signature of a virus. This allows it to identify a virus by name. The disadvantage
of this method is that the software needs a database of signatures to look for. It can
only identify viruses that are in the database. So the database needs frequent updates.
There is a risk of infection by an undetected virus between the first release of a virus
into circulation and its signatures being added to the database (the so-called "zero day
exploit.") So the frequency of updates and the speed with which the product vendor
responds to new viruses are factors that help distinguish the best anti-virus products
from the rest.





Rule-based scanning (heuristic analysis.) This is an attempt to determine whether
something is a virus even though it is not a known virus in the database. A file being
scanned is given a score according to various characteristics that it has that are in
common with viruses. Good heuristics can reduce the chances of zero day exploits
being successful, but bad implementations often result in many false alarms which can
be very troublesome for the user - and for the developers of wrongly-accused
applications.
Trojan, anti-spyware detection. Anti-virus products traditionally focussed on
detecting viruses - malicious programs that spread by replication, just as a biological
virus would. Spyware, adware and other malicious or unwanted software which was
picked up by visiting a website or downloading some software was ignored, requiring a
separate class of product - anti-spyware - to be purchased to clean your computer of it.
However, the best anti-virus products now detect other types of malware too, making
the need for separate anti-spyware products less important.

Other features
Anti-virus software may offer a number of other features.
 Inoculation, cure, disinfect. Anti-virus products differ in their ability to remove a
virus from a file and restore it to its original state. Some of the poorer products may be
unable to do this at all, requiring you to restore an infected file from an original copy
or backup. However, the lack of this feature isn't the disadvantage it may seem. It used
to be common for viruses to parasitically infect files, adding themselves to an existing
file so the virus is activated when the file is opened, most recent malware simply drop
complete new files into the system, and deletion is the only thing you would want to do
with them.
 Quarantine, virus vault. This is generally just a fancy name for a folder or archive in
which infected files are stored. In most cases it isn't very useful - why would you want
to keep copies of a virus, even if they are out of harm's way? One reason could be in
the case of a false alarm, a file that was wrongly accused of being a virus. Having a
quarantine folder allows you to easily get the file back. Another is if the infected file is
your only copy of something irreplaceable, in which case the quarantined copy could
enable you to get the data back.
 Live update. This is simply the automated downloading of updates to the virus
database. All commercial anti-virus products should have this capability, which is
essential to limit the opportunity for infection by zero-day exploits. Free products may
require you to update them manually, or restrict the frequency of updates.
 Small updates. As database updates are required frequently, ideally they should be
small, incremental updates. Most anti-virus products now manage this, but some still
require a periodic full update that can be several megabytes in size, which isn't
convenient if you only have a slow internet connection.
 Low resource usage. Some of the well-known brand name products have become
memory and CPU-eating resource hogs that significantly slow your computer's
performance, especially if you have an old or underpowered computer. So it's worth
considering those anti-virus products that offer good, basic protection without the
unnecessary extras.

Choosing the best anti-virus software

In choosing the best anti-virus software for your needs, you should start by picking the
products which offer the features that you consider important in your particular case.
You might consider it important to rank products according to their effectiveness at
detecting viruses. However, this is hard to do objectively, and not much of an indication
of how well a product will perform in the real world. Many computer magazines and
independent websites try to do this, and often do it badly, because representative samples
of viruses that are currently in circulation are hard to come by if you are not a developer
of anti-virus software with customers sending suspicious files to you every day.
One measure of effectiveness that has been widely used, and which we have referred to in
our reviews on Tech-Pro.net, is the VB100 certificate awarded by Virus Bulletin.
However, many authorities now feel that this is rather a flawed test. It is based on a
product detecting a known set of viruses, so it's a bit like passing an exam in which the
questions are known in advance.
The fact is, just about every anti-virus product sold by a reputable vendor today will do
an effective job of catching viruses. So it is better to make your choice based on factors
like feature set, frequency of updates, update size, ease of use, system resource usage and
cost.

CHAPTER 17
MALICIOUS SOFTWARE
LEARNING OBJECTIVES
 Malicious software is software that is intentionally included or inserted in a system
for a harmful purpose.
 A virus is a piece of software that can “infect” other programs by modifying them;
the modification includes a copy of the virus program, which can then go on to infect
other programs.
 A worm is a program that can replicate itself and send copies from computer to
computer across network connections. Upon arrival, the worm may be activated to
replicate and propagate again. In addition to propagation, the worm usually performs
some unwanted function.
 A denial of service (DoS) attack is an attempt to prevent legitimate users of a service
from using that service.
 A distributed denial of service attack is launched from multiple coordinated sources.
INTRODUCTION
Perhaps the most sophisticated types of threats to computer systems are presented by
programs that exploit vulnerabilities in computing systems. Such threats are referred to as
malicious software, or malware. In this context, we are concerned with threats to
application programs as well as utility programs, such as editors and compilers, and
kernel-level programs.
This chapter examines malicious software, with a special emphasis on viruses and
worms. The chapter begins with a survey of various types of malware, with a more
detailed look at the nature of viruses and worms. We then turn to distributed denial-ofservice attacks. Throughout, the discussion presents both threats and countermeasures.
17.1 TYPES OF MALICIOUS SOFTWARE
The terminology in this area presents problems because of a lack of universal agreement
on all of the terms and because some of the categories overlap. Table 17.1 is a useful
guide.
Malicious software can be divided into two categories: those that need a host program,
and those that are independent. The former, referred to as parasitic, are essentially
fragments of programs that cannot exist independently of some actual application
program, utility, or system program. Viruses, logic bombs,
Table 17.1 Terminology of Malicious Programs
Name
Description
Malware that, when executed, tries to replicate itself into other
Virus
executable code; when it succeeds the code is said to be infected.When
the infected code is executed, the virus also executes.
A computer program that can run independently and can propagate a
Worm
complete working

Logic bomb

Trojan horse

Backdoor
(trapdoor)
Mobile code

Exploits
Downloaders

Auto-rooter
Kit (virus
generator)
Spammer
programs
Flooders
Keyloggers
Rootkit

Zombie, bot

Spyware
Adware

version of itself onto other hosts on a network.
A program inserted into software by an intruder. A logic bomb lies
dormant until a predefined condition is met; the program then triggers an
unauthorized act.
A computer program that appears to have a useful function, but also has
a hidden and
potentially malicious function that evades security mechanisms,
sometimes by exploiting legitimate authorizations of a system entity that
invokes the Trojan horse program.
Any mechanism that bypasses a normal security check; it may allow
unauthorized access to functionality.
Software (e.g., script, macro, or other portable instruction) that can be
shipped unchanged to a heterogeneous collection of platforms and
execute with identical semantics.
Code specific to a single vulnerability or set of vulnerabilities.
Program that installs other items on a machine that is under attack.
Usually, a downloader
is sent in an e-mail.
Malicious hacker tools used to break into new machines remotely.
Set of tools for generating new viruses automatically.
Used to send large volumes of unwanted e-mail.
Used to attack networked computer systems with a large volume of
traffic to carry out a denial-of-service (DoS) attack.
Captures keystrokes on a compromised system.
Set of hacker tools used after attacker has broken into a computer
system and gained
root-level access.
Program activated on an infected machine that is activated to launch
attacks on other
machines.
Software that collects information from a computer and transmits it to
another system.
Advertising that is integrated into software. It can result in pop-up ads or
redirection of a browser to a commercial site.

and backdoors are examples. Independent malware is a self-contained program that can
be scheduled and run by the operating system. Worms and bot programs are examples.
We can also differentiate between those software threats that do not replicate and those
that do. The former are programs or fragments of programs that are activated by a trigger.
Examples are logic bombs, backdoors, and bot programs. The latter consist of either a
program fragment or an independent program that, when executed, may produce one or
more copies of itself to be activated later on the same system or some other system.
Viruses and worms are examples.

In the remainder of this section, we briefly survey some of the key categories of
malicious software, deferring discussion on the key topics of viruses and worms until the
following sections.
Backdoor
A backdoor, also known as a trapdoor, is a secret entry point into a program that allows
someone who is aware of the backdoor to gain access without going through the usual
security access procedures. Programmers have used backdoors legitimately for many
years to debug and test programs; such a backdoor is called a maintenance hook. This
usually is done when the programmer is developing an application that has an
authentication procedure, or a long setup, requiring the user to enter many different
values to run the application. To debug the program, the developer may wish to gain
special privileges or to avoid all the necessary setup and authentication. The programmer
may also want to ensure that there is a method of activating the program should
something be wrong with the authentication procedure that is being built into the
application. The backdoor is code that recognizes
some special sequence of input or is triggered by being run from a certain user ID or by
an unlikely sequence of events.
Backdoors become threats when unscrupulous programmers use them to gain
unauthorized access. The backdoor was the basic idea for the vulnerability portrayed in
the movie War Games. Another example is that during the development of Multics,
penetration tests were conducted by an Air Force “tiger team” (simulating adversaries).
One tactic employed was to send a bogus operating system update to a site running
Multics. The update contained a Trojan horse (described later) that could be activated by
a backdoor and that allowed the tiger team to gain access. The threat was so well
implemented that the Multics developers could not find it, even after they were informed
of its presence [ENGE80].
It is difficult to implement operating system controls for backdoors. Security measures
must focus on the program development and software update activities.
Logic Bomb
One of the oldest types of program threat, predating viruses and worms, is the logic
bomb. The logic bomb is code embedded in some legitimate program that is set to
“explode” when certain conditions are met. Examples of conditions that can be used as
triggers for a logic bomb are the presence or absence of certain files, a particular day of
the week or date, or a particular user running the application. Once triggered, a bomb
may alter or delete data or entire files, cause a machine halt, or do some other damage. A
striking example of how logic bombs can be employed was the case of Tim Lloyd, who
was convicted of setting a logic bomb that cost his employer, Omega Engineering, more
than $10 million, derailed its corporate growth strategy, and eventually led to the layoff
of 80 workers [GAUD00]. Ultimately, Lloyd was sentenced to 41 months in prison and
ordered to pay $2 million in restitution.
Trojan Horses
A Trojan horse1 is a useful, or apparently useful, program or command procedure
containing hidden code that, when invoked, performs some unwanted or harmful
function.

Trojan horse programs can be used to accomplish functions indirectly that an
unauthorized user could not accomplish directly. For example, to gain access to the files
of another user on a shared system, a user could create a Trojan horse program that, when
executed, changes the invoking user’s file permissions so that the files are readable by
any user. The author could then induce users to run the program by placing it in a
common directory and naming it such that it appears to be a useful utility program or
application. An example is a program that ostensibly produces a listing of the user’s files
in a desirable format. After another user has run the program, the author of the program
can then access the information in the user’s
files. An example of a Trojan horse program that would be difficult to detect is a
compiler that has been modified to insert additional code into certain programs as they
are compiled, such as a system login program [THOM84]. The code creates a backdoor
in the login program that permits the author to log on to the system using a special
password. This Trojan horse can never be discovered by reading the source code of the
login program.
Another common motivation for the Trojan horse is data destruction. The program
appears to be performing a useful function (e.g., a calculator program), but it may also be
quietly deleting the user’s files. For example, a CBS executive was victimized by a
Trojan horse that destroyed all information contained in his computer’s memory
[TIME90]. The Trojan horse was implanted in a graphics routine offered on an electronic
bulletin board system.
Trojan horses fit into one of three models:
• Continuing to perform the function of the original program and additionally performing
a separate malicious activity
• Continuing to perform the function of the original program but modifying the function
to perform malicious activity (e.g., a Trojan horse version of a login program that collects
passwords) or to disguise other malicious activity (e.g., a Trojan horse version of a
process listing program that does not display certain processes that are malicious)
• Performing a malicious function that completely replaces the function of the original
program
Mobile Code
Mobile code refers to programs (e.g., script, macro, or other portable instruction) that can
be shipped unchanged to a heterogeneous collection of platforms and execute with
identical semantics [JANS01]. The term also applies to situations involving a large
homogeneous collection of platforms (e.g., Microsoft Windows). Mobile code is
transmitted from a remote system to a local system and then executed on the local system
without the user’s explicit instruction. Mobile code often acts as a mechanism for a virus,
worm, or Trojan horse to be transmitted to the user’s workstation. In other cases, mobile
code takes advantage of vulnerabilities to perform its own exploits, such as unauthorized
data access or root compromise.
Popular vehicles for mobile code include Java applets, ActiveX, JavaScript, and
VBScript. The most common ways of using mobile code for malicious operations on
local system are cross-site scripting, interactive and dynamic Web sites, e-mail
attachments, and downloads from un-trusted sites or of un-trusted software.
Multiple-Threat Malware

Viruses and other malware may operate in multiple ways. The terminology is far from
uniform; this subsection gives a brief introduction to several related concepts that could
be considered multiple-threat malware.
A multipartite virus infects in multiple ways. Typically, the multipartite virus is capable
of infecting multiple types of files, so that virus eradication must deal with all of the
possible sites of infection.
A blended attack uses multiple methods of infection or transmission, to maximize the
speed of contagion and the severity of the attack. Some writers characterize a blended
attack as a package that includes multiple types of malware. An example of a blended
attack is the Nimda attack, erroneously referred to as simply a worm. Nimda uses four
distribution methods:
• E-mail: A user on a vulnerable host opens an infected e-mail attachment; Nimda looks
for e-mail addresses on the host and then sends copies of itself to those addresses.
• Windows shares: Nimda scans hosts for unsecured Windows file shares; it can then
use NetBIOS86 as a transport mechanism to infect files on that host in the hopes that a
user will run an infected file, which will activate Nimda on that host.
• Web servers: Nimda scans Web servers, looking for known vulnerabilities in Microsoft
IIS. If it finds a vulnerable server, it attempts to transfer a copy of itself to the server and
infect it and its files.
• Web clients: If a vulnerable Web client visits a Web server that has been infected by
Nimda, the client’s workstation will become infected.
Thus, Nimda has worm, virus, and mobile code characteristics. Blended attacks may also
spread through other services, such as instant messaging and peer-to-peer file sharing.
17.2 VIRUSES
The Nature of Viruses
A computer virus is a piece of software that can “infect” other programs by modifying
them; the modification includes injecting the original program with a routine to make
copies of the virus program, which can then go on to infect other programs. Computer
viruses first appeared in the early 1980s, and the term itself is attributed to Fred Cohen in
1983.Cohen is the author of a groundbreaking book on the subject [COHE94]. Biological
viruses are tiny scraps of genetic code—DNA or RNA—that can take over the machinery
of a living cell and trick it into making thousands of flawless replicas of the original
virus. Like its biological counterpart, a computer virus carries in its instructional code the
recipe for making perfect copies of itself. The typical virus becomes embedded in a
program on a computer. Then, whenever the infected computer comes into contact with
an uninfected piece of software, a fresh copy of the virus passes into the new program.
Thus, the infection can be spread from computer to computer by unsuspecting users who
either swap disks or send programs to one another over a network. In a network
environment, the ability to access applications and system services on other computers
provides a perfect culture for the spread of a virus.
A virus can do anything that other programs do. The difference is that a virus attaches
itself to another program and executes secretly when the host program is run. Once a
virus is executing, it can perform any function, such as erasing files and programs that is
allowed by the privileges of the current user.
A computer virus has three parts [AYCO06]:

• Infection mechanism: The means by which a virus spreads, enabling it to replicate.
The mechanism is also referred to as the infection vector.
• Trigger: The event or condition that determines when the payload is activated or
delivered.
• Payload: What the virus does, besides spreading. The payload may involve damage or
may involve benign but noticeable activity.
During its lifetime, a typical virus goes through the following four phases:
• Dormant phase: The virus is idle. The virus will eventually be activated by some
event, such as a date, the presence of another program or file, or the capacity of the disk
exceeding some limit. Not all viruses have this stage.
• Propagation phase: The virus places a copy of itself into other programs or into certain
system areas on the disk. The copy may not be identical to the propagating version;
viruses often morph to evade detection. Each infected program will now contain a clone
of the virus, which will itself enter a propagation phase.
• Triggering phase: The virus is activated to perform the function for which it was
intended. As with the dormant phase, the triggering phase can be caused by a variety of
system events, including a count of the number of times that this copy of the virus has
made copies of itself.
• Execution phase: The function is performed. The function may be harmless, such as a
message on the screen, or damaging, such as the destruction of programs and data files.
Most viruses carry out their work in a manner that is specific to a particular operating
system and, in some cases, specific to a particular hardware platform. Thus, they are
designed to take advantage of the details and weaknesses of particular systems.
VIRUS STRUCTURE A virus can be pre-pended or post-pended to an executable
program, or it can be embedded in some other fashion. The key to its operation is that the
infected program, when invoked, will first execute the virus code and then execute the
original code of the program.
A very general depiction of virus structure is shown in Figure 21.1 (based on [COHE94]).
In this case, the virus code, V, is pre-pended to infected programs, and it is assumed that
the entry point to the program, when invoked, is the first line of the program.
The infected program begins with the virus code and works as follows. The first line of
code is a jump to the main virus program. The second line is a special marker that is used
by the virus to determine whether or not a potential victim program has already been
infected with this virus. When the program is invoked, control is immediately transferred
to the main virus program. The virus program may first seek out uninfected executable
files and infect them. Next, the virus may perform some action, usually detrimental to the
system. This action could be performed every time the program is invoked, or it could be
a logic bomb that triggers only under certain conditions. Finally, the virus transfers
control to the original program. If the infection

Figure 17.1 A Simple Virus

Figure 17.2 Logic for a Compression Virus
phase of the program is reasonably rapid, a user is unlikely to notice any difference
between the execution of an infected and an uninfected program.
A virus such as the one just described is easily detected because an infected version of a
program is longer than the corresponding uninfected one. A way to thwart such a simple
means of detecting a virus is to compress the executable file so that both the infected and
uninfected versions are of identical length. Figure 21.2[COHE94] shows in general terms
the logic required. The key lines in this virus are numbered, and Figure 21.3 [COHE94]
illustrates the operation. We assume that program P1 is infected with the virus CV. When
this program is invoked, control passes to its virus, which performs the following steps:
1. For each uninfected file P2 that is found, the virus first compresses that file to produce
, which is shorter than the original program by the size of the virus.
2. A copy of the virus is pretended to the compressed program.
3. The compressed version of the original infected program,
, is uncompressed.
4. The uncompressed original program is executed.

Figure 17.3 A Compression Virus

In this example, the virus does nothing other than propagate. As previously mentioned,
the virus may include a logic bomb.
INITIAL INFECTION Once a virus has gained entry to a system by infecting a single
program, it is in a position to potentially infect some or all other executable files on that
system when the infected program executes. Thus, viral infection can be completely
prevented by preventing the virus from gaining entry in the first place. Unfortunately,
prevention is extraordinarily difficult because a virus can be part of any program outside
a system. Thus, unless one is content to take an absolutely bare piece of iron and write all
one’s own system and application programs, one is vulnerable. Many forms of infection
can also be blocked by denying normal users the right to modify programs on the system.
The lack of access controls on early PCs is a key reason why traditional machine code
based viruses spread rapidly on these systems. In contrast, while it is easy enough to
write a machine code virus for UNIX systems, they were almost never seen in practice
because the existence of access controls on these systems prevented effective propagation
of the virus. Traditional machine code based viruses are now less prevalent, because
modern PC OSs do have more effective access controls. However, virus creators have
found other avenues, such as macro and e-mail viruses, as discussed subsequently.
Viruses Classification
There has been a continuous arms race between virus writers and writers of antivirus
software since viruses first appeared. As effective countermeasures are developed for
existing types of viruses, newer types are developed. There is no simple or universally
agreed upon classification scheme for viruses, In this section, we follow [AYCO06] and
classify viruses along two orthogonal axes: the type of target the virus tries to infect and
the method the virus uses to conceal itself from detection by users and antivirus software.
A virus classification by target includes the following categories:

• Boot sector infector: Infects a master boot record or boot record and spreads when a
system is booted from the disk containing the virus.
• File infector: Infects files that the operating system or shell consider to be executable.
• Macro virus: Infects files with macro code that is interpreted by an application.
A virus classification by concealment strategy includes the following categories:
• Encrypted virus: A typical approach is as follows. A portion of the virus creates a
random encryption key and encrypts the remainder of the virus. The key is stored with
the virus. When an infected program is invoked, the virus uses the stored random key to
decrypt the virus. When the virus replicates, a different random key is selected. Because
the bulk of the virus is encrypted with a different key for each instance, there is no
constant bit pattern to observe.
• Stealth virus: A form of virus explicitly designed to hide itself from detection by
antivirus software. Thus, the entire virus, not just a payload is hidden.
• Polymorphic virus: A virus that mutates with every infection, making detection by the
“signature” of the virus impossible.
• Metamorphic virus: As with a polymorphic virus, a metamorphic virus mutates with
every infection. The difference is that a metamorphic virus rewrites itself completely at
each iteration, increasing the difficulty of detection.
Metamorphic viruses may change their behavior as well as their appearance. One
example of a stealth virus was discussed earlier: a virus that uses compression so that the
infected program is exactly the same length as an uninfected version. Far more
sophisticated techniques are possible. For example, a virus can place intercept logic in
disk I/O routines, so that when there is an attempt to read suspected portions of the disk
using these routines, the virus will present back the original, uninfected program.Thus,
stealth is not a term that applies to a virus as such but, rather, refers to a technique used
by a virus to evade detection.
A polymorphic virus creates copies during replication that are functionally equivalent
but have distinctly different bit patterns. As with a stealth virus, the purpose is to defeat
programs that scan for viruses. In this case, the “signature” of the virus will vary with
each copy. To achieve this variation, the virus may randomly insert superfluous
instructions or interchange the order of independent instructions. A more effective
approach is to use encryption.The strategy of the encryption virus is followed. The
portion of the virus that is responsible for generating keys and performing
encryption/decryption is referred to as the mutation engine. The mutation engine itself is
altered with each use.
Virus Kits
Another weapon in the virus writers’ armory is the virus-creation toolkit. Such a toolkit
enables a relative novice to quickly create a number of different viruses. Although viruses
created with toolkits tend to be less sophisticated than viruses designed from scratch, the
sheer number of new viruses that can be generated using a toolkit creates a problem for
antivirus schemes.

Macro Viruses
In the mid-1990s, macro viruses became by far the most prevalent type of virus. Macro
viruses are particularly threatening for a number of reasons:
1. A macro virus is platform independent. Many macro viruses infect Microsoft Word
documents or other Microsoft Office documents. Any hardware platform and operating
system that supports these applications can be infected.
2. Macro viruses infect documents, not executable portions of code. Most of the
information introduced onto a computer system is in the form of a document rather than a
program.
3. Macro viruses are easily spread.A very common method is by electronic mail.
4. Because macro viruses infect user documents rather than system programs, traditional
file system access controls are of limited use in preventing their spread.
Macro viruses take advantage of a feature found in Word and other office applications
such as Microsoft Excel, namely the macro. In essence, a macro is an executable program
embedded in a word processing document or other type of file. Typically, users employ
macros to automate repetitive tasks and thereby save keystrokes. The macro language is
usually some form of the Basic programming language. A user might define a sequence
of keystrokes in a macro and set it up so that the macro is invoked when a function key or
special short combination of keys is input.
Successive releases of MS Office products provide increased protection against macro
viruses. For example, Microsoft offers an optional Macro Virus Protection tool that
detects suspicious Word files and alerts the customer to the potential risk of opening a
file with macros. Various antivirus product vendors have also developed tools to detect
and correct macro viruses. As in other types of viruses, the arms race continues in the
field of macro viruses, but they no longer are the predominant virus threat.
E-Mail Viruses
A more recent development in malicious software is the e-mail virus. The first rapidly
spreading e-mail viruses, such as Melissa, made use of a Microsoft Word macro
embedded in an attachment. If the recipient opens the e-mail attachment, the Word macro
is activated. Then
1. The e-mail virus sends itself to everyone on the mailing list in the user’s e-mail
package.
2. The virus does local damage on the user’s system.
In 1999, a more powerful version of the e-mail virus appeared. This newer version can be
activated merely by opening an e-mail that contains the virus rather than opening an
attachment. The virus uses the Visual Basic scripting language supported by the e-mail
package.
Thus we see a new generation of malware that arrives via e-mail and uses e-mail software
features to replicate itself across the Internet. The virus propagates itself as soon as it is
activated (either by opening an e-mail attachment or by opening the e-mail) to all of the
e-mail addresses known to the infected host. As a result, whereas viruses used to take
months or years to propagate, they now do so in hours. This makes it very difficult for
antivirus software to respond before much damage is done. Ultimately, a greater degree
of security must be built into Internet utility and application software on PCs to counter
the growing threat.

17.3 VIRUS COUNTERMEASURES
Antivirus Approaches
The ideal solution to the threat of viruses is prevention: Do not allow a virus to get into
the system in the first place, or block the ability of a virus to modify any files containing
executable code or macros. This goal is, in general, impossible to achieve, although
prevention can reduce the number of successful viral attacks. The next best approach is to
be able to do the following:
• Detection: Once the infection has occurred, determine that it has occurred and locate
the virus.
• Identification: Once detection has been achieved, identify the specific virus that has
infected a program.
• Removal: Once the specific virus has been identified, remove all traces of the virus
from the infected program and restore it to its original state. Remove the virus from all
infected systems so that the virus cannot spread further.
If detection succeeds but either identification or removal is not possible, then the
alternative is to discard the infected file and reload a clean backup version.
Advances in virus and antivirus technology go hand in hand. Early viruses were relatively
simple code fragments and could be identified and purged with relatively simple antivirus
software packages. As the virus arms race has evolved, both viruses and, necessarily,
antivirus software have grown more complex and sophisticated.
[STEP93] identifies four generations of antivirus software:
• First generation: simple scanners
• Second generation: heuristic scanners
• Third generation: activity traps
• Fourth generation: full-featured protection
A first-generation scanner requires a virus signature to identify a virus. The virus may
contain “wildcards” but has essentially the same structure and bit pattern in all copies.
Such signature-specific scanners are limited to the detection of known viruses. Another
type of first-generation scanner maintains a record of the length of programs and looks
for changes in length.
A second-generation scanner does not rely on a specific signature. Rather, the scanner
uses heuristic rules to search for probable virus infection. One class of such scanners
looks for fragments of code that are often associated with viruses. For example, a scanner
may look for the beginning of an encryption loop used in a polymorphic virus and
discover the encryption key. Once the key is discovered, the scanner can decrypt the virus
to identify it, then remove the infection and return the program to service.
Another second-generation approach is integrity checking. A checksum can be appended
to each program. If a virus infects the program without changing the checksum, then an
integrity check will catch the change. To counter a virus that is sophisticated enough to
change the checksum when it infects a program, an encrypted hash function can be used.
The encryption key is stored separately from the program so that the virus cannot
generate a new hash code and encrypt that. By using a hash function rather than a simpler
checksum, the virus is prevented from adjusting the program to produce the same hash
code as before.

Third-generation programs are memory-resident programs that identify a virus by its
actions rather than its structure in an infected program. Such programs have the
advantage that it is not necessary to develop signatures and heuristics for a wide array of
viruses. Rather, it is necessary only to identify the small set of actions that indicate an
infection is being attempted and then to intervene.
Fourth-generation products are packages consisting of a variety of antivirus techniques
used in conjunction. These include scanning and activity trap components. In addition,
such a package includes access control capability, which limits the ability of viruses to
penetrate a system and then limits the ability of a virus to update files in order to pass on
the infection.
The arms race continues. With fourth-generation packages, a more comprehensive
defense strategy is employed, broadening the scope of defense to more general-purpose
computer security measures.
Advanced Antivirus Techniques
More sophisticated antivirus approaches and products continue to appear. In this
subsection, we highlight some of the most important.
GENERIC DECRYPTION Generic decryption (GD) technology enables the antivirus
program to easily detect even the most complex polymorphic viruses while maintaining
fast scanning speeds [NACH97]. Recall that when a file containing a polymorphic virus
is executed, the virus must decrypt itself to activate. In order to detect such a structure,
executable files are run through a GD scanner, which contains the following elements:
• CPU emulator: A software-based virtual computer. Instructions in an executable file
are interpreted by the emulator rather than executed on the underlying processor. The
emulator includes software versions of all registers and other processor hardware, so that
the underlying processor is unaffected by programs interpreted on the emulator.
• Virus signature scanner: A module that scans the target code looking for known virus
signatures.
• Emulation control module: Controls the execution of the target code.
At the start of each simulation, the emulator begins interpreting instructions in the target
code, one at a time.Thus, if the code includes a decryption routine that decrypts and
hence exposes the virus, that code is interpreted. In effect, the virus does the work for the
antivirus program by exposing the virus. Periodically, the control module interrupts
interpretation to scan the target code for virus signatures. During interpretation, the target
code can cause no damage to the actual personal computer environment, because it is
being interpreted in a completely controlled environment.
The most difficult design issue with a GD scanner is to determine how long to run each
interpretation.Typically, virus elements are activated soon after a program begins
executing, but this need not be the case. The longer the scanner emulates a particular
program, the more likely it is to catch any hidden viruses. However, the antivirus

program can take up only a limited amount of time and resources before users complain
of degraded system performance.
DIGITAL IMMUNE SYSTEM The digital immune system is a comprehensive approach
to virus protection developed by IBM [KEPH97a, KEPH97b, WHIT99] and subsequently
refined by Symantec [SYMA01].The motivation for this development has been the rising
threat of Internet-based virus propagation.We first say a few words about this threat and
then summarize IBM’s approach. Traditionally, the virus threat was characterized by the
relatively slow spread of new viruses and new mutations. Antivirus software was
typically updated on a monthly basis, and this was sufficient to control the problem.Also
traditionally, the
Internet played a comparatively small role in the spread of viruses.But as [CHES97]
points out, two major trends in Internet technology have had an increasing impact on the
rate of virus propagation in recent years:
• Integrated mail systems: Systems such as Lotus Notes and Mic rosoft Outlook make it
very simple to send anything to anyone and to work with objects that are received.
• Mobile-program systems: Capabilities such as Java and ActiveX allow programs to
move on their own from one system to another. In response to the threat posed by these
Internet-based capabilities, IBM has developed a prototype digital immune system. This
system expands on the use of program emulation discussed in the preceding subsection
and provides a generalpurpose emulation and virus-detection system. The objective of
this system is to provide rapid response time so that viruses can be stamped out almost as
soon as they are introduced.When a new virus enters an organization, the immune system
automatically captures it, analyzes it, adds detection and shielding for it, removes it, and
passes information about that virus to systems running IBM AntiVirus so that it can be
detected before it is allowed to run elsewhere. Figure 21.4 illustrates the typical steps in
digital immune system operation:
1. A monitoring program on each PC uses a variety of heuristics based on system
behavior, suspicious changes to programs, or family signature to infer that a virus may be
present.The monitoring program forwards a copy of any program thought to be infected
to an administrative machine within the organization.
2. The administrative machine encrypts the sample and sends it to a central virus analysis
machine.
3. This machine creates an environment in which the infected program can be safely run
for analysis.Techniques used for this purpose include emulation, or the creation of a
protected environment within which the suspect program can be executed and monitored.
The virus analysis machine then produces a prescription for identifying and removing the
virus.
4. The resulting prescription is sent back to the administrative machine.
5. The administrative machine forwards the prescription to the infected client.
6. The prescription is also forwarded to other clients in the organization.
7. Subscribers around the world receive regular antivirus updates that protect them from
the new virus.

Figure 17.4 Digital Immune System
The success of the digital immune system depends on the ability of the virus analysis
machine to detect new and innovative virus strains. By constantly analyzing and
monitoring the viruses found in the wild, it should be possible to continually update the
digital immune software to keep up with the threat.
BEHAVIOR-BLOCKING SOFTWARE Unlike heuristics or fingerprint-based scanners,
behavior-blocking software integrates with the operating system of a host computer and
monitors program behavior in real-time for malicious actions [CONR02, NACH02].The
behavior blocking software then blocks potentially malicious actions before they have a
chance to affect the system. Monitored behaviors can include
• Attempts to open, view, delete, and/or modify files;
• Attempts to format disk drives and other unrecoverable disk operations;
• Modifications to the logic of executable files or macros;
• Modification of critical system settings, such as start-up settings;
• Scripting of e-mail and instant messaging clients to send executable content; and
• Initiation of network communications.
Figure 17.5 illustrates the operation of a behavior blocker. Behavior-blocking software
runs on server and desktop computers and is instructed through policies set by the
network administrator to let benign actions take place but to intercede when unauthorized
or suspicious actions occur. The module blocks any suspicious software from executing.
A blocker isolates the code in a sandbox, which restricts the code’s access to various OS
resources and applications. The blocker then sends an alert.
Because a behavior blocker can block suspicious software in real-time, it has an
advantage over such established antivirus detection techniques as fingerprinting or

Figure 17.5 Behavior-Blocking Software Operation
heuristics. While there are literally trillions of different ways to obfuscate and rearrange
the instructions of a virus or worm, many of which will evade detection by a fingerprint
scanner or heuristic, eventually malicious code must make a well-defined request to the
operating system. Given that the behavior blocker can intercept all such requests, it can
identify and block malicious actions regardless of how obfuscated the program logic
appears to be.
Behavior blocking alone has limitations. Because the malicious code must run on the
target machine before all its behaviors can be identified, it can cause harm before it has
been detected and blocked. For example, a new virus might shuffle a number of
seemingly unimportant files around the hard drive before infecting a single file and being
blocked. Even though the actual infection was blocked, the user may be unable to locate
his or her files, causing a loss to productivity or possibly worse.
17.4 WORMS
A worm is a program that can replicate itself and send copies from computer to computer
across network connections. Upon arrival, the worm may be activated to replicate and
propagate again. In addition to propagation, the worm usually performs some unwanted
function. An e-mail virus has some of the characteristics of a worm because it propagates
itself from system to system. However, we can still classify it as a virus because it uses a
document modified to contain viral macro content and requires human action. A worm
actively seeks out more machines to infect and each machine that is infected serves as an
automated launching pad for attacks on other machines.
The concept of a computer worm was introduced in John Brunner’s 1975 SF novel The
Shockwave Rider. The first known worm implementation was done in Xerox Palo Alto
Labs in the early 1980s. It was nonmalicious, searching for idle systems to use to run a
computationally intensive task.

Network worm programs use network connections to spread from system to system.
Once active within a system, a network worm can behave as a computer virus or bacteria,
or it could implant Trojan horse programs or perform any number of disruptive or
destructive actions.
To replicate itself, a network worm uses some sort of network vehicle. Examples include
the following:
• Electronic mail facility: A worm mails a copy of itself to other systems, so that its
code is run when the e-mail or an attachment is received or viewed.
• Remote execution capability: A worm executes a copy of itself on another system,
either using an explicit remote execution facility or by exploiting a program flaw in a
network service to subvert its operations.
• Remote login capability: A worm logs onto a remote system as a user and then uses
commands to copy itself from one system to the other, where it then executes.
The new copy of the worm program is then run on the remote system where, in addition
to any functions that it performs at that system, it continues to spread in the same fashion.
A network worm exhibits the same characteristics as a computer virus: a dormant phase,
a propagation phase, a triggering phase, and an execution phase. The propagation phase
generally performs the following functions:
1. Search for other systems to infect by examining host tables or similar repositories of
remote system addresses.
2. Establish a connection with a remote system.
3. Copy itself to the remote system and cause the copy to be run.
The network worm may also attempt to determine whether a system has previously been
infected before copying itself to the system. In a multiprogramming system, it may also
disguise its presence by naming itself as a system process or using some other name that
may not be noticed by a system operator. As with viruses, network worms are difficult to
counter.
The Morris Worm
Until the current generation of worms, the best known was the worm released onto the
Internet by Robert Morris in 1988 [ORMA03].The Morris worm was designed to spread
on UNIX systems and used a number of different techniques for propagation.
When a copy began execution, its first task was to discover other hosts known to this host
that would allow entry from this host. The worm performed this task by examining a
variety of lists and tables, including system tables that declared which other machines
were trusted by this host, users’ mail forwarding files, tables by which users gave
themselves permission for access to remote accounts, and from a program that reported
the status of network connections. For each discovered host, the worm tried
a number of methods for gaining access:
1. It attempted to log on to a remote host as a legitimate user. In this method, the worm
first attempted to crack the local password file and then used the discovered passwords
and corresponding user IDs. The assumption was that many users would use the same
password on different systems. To obtain the
passwords, the worm ran a password-cracking program that tried
a. Each user’s account name and simple permutations of it
b. A list of 432 built-in passwords that Morris thought to be likely candidates2

c. All the words in the local system dictionary.
2. It exploited a bug in the UNIX finger protocol, which reports the whereabouts of a
remote user.
3. It exploited a trapdoor in the debug option of the remote process that receives and
sends mail.
If any of these attacks succeeded, the worm achieved communication with the operating
system command interpreter. It then sent this interpreter a short bootstrap program, issued
a command to execute that program, and then logged off. The bootstrap program then
called back the parent program and downloaded the remainder of the worm. The new
worm was then executed.
Worm Propagation Model
[ZOU05] describes a model for worm propagation based on an analysis of recent worm
attacks. The speed of propagation and the total number of hosts infected depend on a
number of factors, including the mode of propagation, the vulnerability or vulnerabilities
exploited, and the degree of similarity to preceding attacks. For the latter factor, an attack
that is a variation of a recent previous attack may be countered more effectively than a
more novel attack. Figure 21.6 shows the dynamics for one typical set of parameters.
Propagation proceeds through three phases. In the initial phase, the number of hosts
increases exponentially. To see that this is so, consider a simplified case in which a worm
is launched from a single host and infects two nearby hosts. Each of these hosts infects
two more hosts, and so on. This results in exponential growth. After a time, infecting
hosts waste some time attacking already infected hosts, which reduces the rate of
infection. During this middle phase, growth is approximately linear, but the rate of
infection is rapid.When most vulnerable computers have been infected, the attack enters a
slow finish phase as the worm seeks out those remaining hosts that are difficult to
identify.

Figure 17.6 Worm Propagation Model
Clearly, the objective in countering a worm is to catch the worm in its slow start phase, at
a time when few hosts have been infected.
Recent Worm Attacks
The contemporary era of worm threats began with the release of the Code Red worm in
July of 2001. Code Red exploits a security hole in the Microsoft Internet Information
Server (IIS) to penetrate and spread. It also disables the system file checker in
Windows.The worm probes random IP addresses to spread to other hosts. During a
certain period of time, it only spreads. It then initiates a denial-of-service attack against a
government Web site by flooding the site with packets from numerous hosts. The worm
then suspends activities and reactivates periodically. In the second wave of attack,Code
Red infected nearly 360,000 servers in 14 hours. In addition to the havoc it caused at the
targeted server, Code Red consumed enormous amounts of Internet capacity, disrupting
service.
Code Red II is a variant that targets Microsoft IISs. In addition, this newer worm installs
a backdoor, allowing a hacker to remotely execute commands on victim computers.
In early 2003, the SQL Slammer worm appeared.This worm exploited a buffer overflow
vulnerability in Microsoft SQL server. The Slammer was extremely compact and spread
rapidly, infecting 90% of vulnerable hosts within 10 minutes. Late 2003 saw the arrival
of the Sobig.f worm, which exploited open proxy servers to turn infected machines into
spam engines. At its peak, Sobig.f reportedly accounted for
one in every 17 messages and produced more than one million copies of itself within the
first 24 hours.

Mydoom is a mass-mailing e-mail worm that appeared in 2004. It followed a growing
trend of installing a backdoor in infected computers, thereby enabling hackers to gain
remote access to data such as passwords and credit card numbers.
Mydoom replicated up to 1000 times per minute and reportedly flooded the Internet with
100 million infected messages in 36 hours. A recent worm that rapidly became prevalent
in a variety of versions is the Warezov family of worms [KIRK06].When the worm is
launched, it creates several executable in system directories and sets itself to run every
time Windows starts, by creating a registry entry.Warezov scans several types of files for
e-mail addresses and sends itself as an e-mail attachment. Some variants are capable of
downloading other malware, such as Trojan horses and adware. Many variants disable
security related products and/or disable their updating capability.
State of Worm Technology
The state of the art in worm technology includes the following:
• Multiplatform: Newer worms are not limited to Windows machines but can attack a
variety of platforms, especially the popular varieties of UNIX.
• Multi-exploit: New worms penetrate systems in a variety of ways, using exploits
against Web servers, browsers, e-mail, file sharing, and other networkbased applications.
• Ultrafast spreading: One technique to accelerate the spread of a worm is to conduct a
prior Internet scan to accumulate Internet addresses of vulnerable machines.
• Polymorphic: To evade detection, skip past filters, and foil real-time analysis, worms
adopt the virus polymorphic technique. Each copy of the worm has new code generated
on the fly using functionally equivalent instructions and encryption techniques.
• Metamorphic: In addition to changing their appearance, metamorphic worms have a
repertoire of behavior patterns that are unleashed at different stages of propagation.
• Transport vehicles: Because worms can rapidly compromise a large number of
systems, they are ideal for spreading other distributed attack tools, such as distributed
denial of service bots.
• Zero-day exploit: To achieve maximum surprise and distribution, a worm should
exploit an unknown vulnerability that is only discovered by the general network
community when the worm is launched.
Mobile Phone Worms
Worms first appeared on mobile phones in 2004. These worms communicate through
Bluetooth wireless connections or via the multimedia messaging service (MMS).The
target is the smartphone, which is a mobile phone that permits users to install software
applications from sources other than the cellular network operator. Mobile phone
malware can completely disable the phone, delete data on the phone, or force the device
to send costly messages to premium-priced numbers.
An example of a mobile phone worm is CommWarrior, which was launched in 2005.
This worm replicates by means of Bluetooth to other phones in the receiving area. It also
sends itself as an MMS file to numbers in the phone’s address book and in automatic
replies to incoming text messages and MMS messages. In addition, it copies itself to the
removable memory card and inserts itself into the program
installation files on the phone.
Worm Countermeasures

There is considerable overlap in techniques for dealing with viruses and worms. Once a
worm is resident on a machine, antivirus software can be used to detect it. In addition,
because worm propagation generates considerable network activity, network activity and
usage monitoring can form the basis of a worm defense. To begin, let us consider the
requirements for an effective worm countermeasure scheme:
• Generality: The approach taken should be able to handle a wide variety of worm
attacks, including polymorphic worms.
• Timeliness: The approach should respond quickly so as to limit the number of infected
systems and the number of generated transmissions from infected systems.
• Resiliency: The approach should be resistant to evasion techniques employed by
attackers to evade worm countermeasures.
• Minimal denial-of-service costs: The approach should result in minimal reduction in
capacity or service due to the actions of the countermeasure software. That is, in an
attempt to contain worm propagation, the countermeasure should not significantly disrupt
normal operation.
• Transparency: The countermeasure software and devices should not require
modification to existing (legacy) OSs, application software, and hardware.
• Global and local coverage: The approach should be able to deal with attack sources
both from outside and inside the enterprise network. No existing worm countermeasure
scheme appears to satisfy all these requirements.
Thus, administrators typically need to use multiple approaches in defending against worm
attacks.
COUNTERMEASURE APPROACHES Following [JHI07], we list six classes of worm
defense:
A. Signature-based worm scan filtering: This type of approach generates a worm
signature, which is then used to prevent worm scans from entering/leaving a
network/host. Typically, this approach involves identifying suspicious flows and
generating a worm signature. This approach is vulnerable to the use of polymorphic
worms: Either the detection software misses the worm or, if it is sufficiently sophisticated
to deal with polymorphic worms, the scheme may take a long time to react. [NEWS05] is
an example of this approach.
B. Filter-based worm containment: This approach is similar to class A but focuses on
worm content rather than a scan signature. The filter checks a message to determine if it
contains worm code.An example is Vigilante [COST05], which relies on collaborative
worm detection at end hosts. This approach can be quite effective but requires efficient
detection algorithms and rapid alert dissemination.
C. Payload-classification-based worm containment: These network-based techniques
examine packets to see if they contain a worm. Various anomaly detection techniques can
be used, but care is needed to avoid high levels of false positives or negatives. An
example of this approach is reported in [CHIN05], which looks for exploit code in
network flows. This approach does not generate signatures based on byte patterns but
rather looks for control and data flow structures that suggest an exploit.
D. Threshold random walk (TRW) scan detection: TRW exploits randomness in
picking destinations to connect to as a way of detecting if a scanner is in operation
[JUNG04].TRW is suitable for deployment in high-speed, low-cost network devices. It is
effective against the common behavior seen in worm scans.

E. Rate limiting: This class limits the rate of scanlike traffic from an infected host.
Various strategies can be used, including limiting the number of new machines a host can
connect to in a window of time, detecting a high connection failure rate, and limiting the
number of unique IP addresses a host can scan in a window of time. [CHEN04] is an
example. This class of countermeasures may introduce longer delays for normal traffic.
This class is also not suited for slow, stealthy worms that spread slowly to avoid detection
based on activity level.
F. Rate halting: This approach immediately blocks outgoing traffic when a threshold is
exceeded either in outgoing connection rate or diversity of connection attempts [JHI07].
The approach must include measures to quickly unblock mistakenly blocked hosts in a
transparent way. Rate halting can integrate with a signature- or filter-based approach so
that once a signature or filter is generated, every blocked host can be unblocked. Rate
halting appears to offer a very effective countermeasure. As with rate limiting, rate
halting techniques are not suitable for slow, stealthy worms. We look now at two
approaches in more detail.
PROACTIVE WORM CONTAINMENT The PWC scheme [JHI07] is host based rather
than being based on network devices such as honey-pots, firewalls, and network IDSs.
PWC is designed to address the threat of worms that spread rapidly. The software on a
host looks for surges in the rate of frequency of outgoing connection attempts and the
diversity of connections to remote hosts.When such a surge is detected, the software
immediately blocks its host from further connection attempts. The developers estimate
that only a few dozen infected packets may be sent out to other systems before PWC
quarantines that attack. In contrast, the Slammer worm on average sent out 4000 infected
packets per second. A deployed PWC system consists of a PWC manager and PWC
agents in hosts. Figure 21.7 is an example of an architecture that includes PWC. In this
example, the security manager, signature extractor, and PWC manager are implemented
in a single network device. In practice, these three modules could be implemented as two
or three separate devices.

Figure 17.7 Example PWC Deployment
The operation of the PWC architecture can be described as follows:
A. A PWC agent monitors outgoing traffic for scan activity, determined by a surge in
UDP or TCP connection attempts to remote hosts. If a surge is detected, the agent
performs the following actions: (1) issues an alert to local system; (2) blocks all outgoing
connection attempts; (3) transmits the alert to the PWC manager; and (4) starts a
relaxation analysis, described in D.
B. A PWC manager receives an alert. The PWC propagates the alert to all other agents
(beside the originating agent).
C. The host receives an alert. The agent must decide whether to ignore the alert, in the
following way. If the time since the last incoming packet has been sufficiently long so
that the agent would have detected a worm if infected, then the alert is ignored.
Otherwise, the agent assumes that it might be infected and performs the following
actions: (1) blocks all outgoing connection attempts from the specific alerting port; and
(2) starts a relaxation analysis, described in D.
D. Relaxation analysis is performed as follows. An agent monitors outgoing activity for a
fixed window of time to see if outgoing connections exceed a threshold. If so, blockage is
continued and relaxation analysis is performed for another window of time. This process
continues until the outgoing connection rate drops below the threshold, at which time the
agent removes the block. If the threshold continues to be exceeded over a sufficient

number of relaxation windows, the agent isolates the host and reports to the PWC
manager.
Meanwhile, a separate aspect of the worm defense system is in operation. The signature
extractor functions as a passive sensor that monitors all traffic and attempts to detect
worms by signature analysis. When a new worm is detected, its signature is sent by the
security manager to the firewall to filter out any more copies of the worm. In addition, the
PWC manager sends the signature to PWC agents, enabling them to immediately
recognize infection and disable the worm.
NETWORK-BASED WORM DEFENSE The key element of a network-based worm
defense is worm monitoring software. Consider an enterprise network at a site, consisting
of one or an interconnected set of LANs. Two types of monitoring software are needed:
• Ingress monitors: These are located at the border between the enterprise network and
the Internet.They can be part of the ingress filtering software of a border router or
external firewall or a separate passive monitor.A honeypot can also capture incoming
worm traffic.An example of a detection technique for an ingress monitor is to look for
incoming traffic to unused local IP addresses.
• Egress monitors: These can be located at the egress point of individual LANs on the
enterprise network as well as at the border between the enterprise network and the
Internet. In the former case, the egress monitor can be part of the egress filtering software
of a LAN router or switch. As with ingress monitors, the external firewall or a honeypot
can house the monitoring software.
Indeed, the two types of monitors can be collocated. The egress monitor is designed to
catch the source of a worm attack by monitoring outgoing traffic for signs of scanning or
other suspicious behavior.
Worm monitors can act in the manner of intrusion detection systems and generate alerts
to a central administrative system. It is also possible to implement a system that attempts
to react in real time to a worm attack, so as to counter zero-day exploits effectively. This
is similar to the approach taken with the digital immune system (Figure 21.4).
Figure 21.8 shows an example of a worm countermeasure architecture [SIDI05]. The
system works as follows (numbers in figure refer to numbers in the following list):
1. Sensors deployed at various network locations detect a potential worm. The sensor
logic can also be incorporated in IDS sensors.
2. The sensors send alerts to a central server that correlates and analyzes the incoming
alerts.The correlation server determines the likelihood that a worm attack is being
observed and the key characteristics of the attack.
3. The server forwards its information to a protected environment, where the potential
worm may be sandboxed for analysis and testing.
4. The protected system tests the suspicious software against an appropriately
instrumented version of the targeted application to identify the vulnerability.
5. The protected system generates one or more software patches and tests these.
6. If the patch is not susceptible to the infection and does not compromise the
application’s functionality, the system sends the patch to the application host to update
the targeted application.

Figure 17.8 Placement of Worm Monitors
The success of such an automated patching system depends on maintaining a current list
of potential attacks and developing general tools for patching software to counter such
attacks. Examples of approaches are as follows:
• Increasing the size of buffers
• Using minor code-randomization techniques [BHAT03] so that the infection no longer
works because the code to be attacked is no longer in the same form and location
• Adding filters to the application that enable it to recognize and ignore an attack
17.5 DISTRIBUTED DENIAL OF SERVICE ATTACKS
Distributed denial of service (DDoS) attacks present a significant security threat to
corporations, and the threat appears to be growing [VIJA02]. In one study, covering a
three-week period in 2001, investigators observed more than 12,000 attacks against more
than 5000 distinct targets, ranging from well-known ecommerce companies such as
Amazon and Hotmail to small foreign ISPs and dial-up connections [MOOR01]. DDoS
attacks make computer systems inaccessible by flooding servers, networks, or even end
user systems with useless traffic so that legitimate users can no longer gain access to
those resources. In a typical DDoS attack, a large number of compromised hosts are
amassed to send useless packets. In recent years, the attack methods and tools have
become more sophisticated, effective, and more difficult to trace to the real attackers,
while defense technologies have been unable to withstand
large-scale attacks [CHAN02].
A denial of service (DoS) attack is an attempt to prevent legitimate users of a service
from using that service.When this attack comes from a single host or network node, then
it is simply referred to as a DoS attack. A more serious threat is posed by a DDoS attack.
In a DDoS attack, an attacker is able to recruit a number of hosts throughout the Internet

to simultaneously or in a coordinated fashion launch an attack upon the target.This
section is concerned with DDoS attacks. First, we look at the nature and types of attacks.
Next, we examine means by which an attacker is able to recruit a network of hosts for
attack launch. Finally, this section looks at countermeasures.
DDoS Attack Description
A DDoS attack attempts to consume the target’s resources so that it cannot provide
service. One way to classify DDoS attacks is in terms of the type of resource that is
consumed. Broadly speaking, the resource consumed is either an internal host resource on
the target system or data transmission capacity in the local network to which the target is
attacked.
A simple example of an internal resource attack is the SYN flood attack. Figure 21.9a
shows the steps involved:
1. The attacker takes control of multiple hosts over the Internet, instructing them to
contact the target Web server.
2. The slave hosts begin sending TCP/IP SYN (synchronize/initialization) packets, with
erroneous return IP address information, to the target.
3. Each SYN packet is a request to open a TCP connection. For each such packet, the
Web server responds with a SYN/ACK (synchronize/acknowledge) packet, trying to
establish a TCP connection with a TCP entity at a spurious IP address. The Web server
maintains a data structure for each SYN request waiting for a response back and becomes
bogged down as more traffic floods in.The result is that legitimate connections are denied
while the victim machine is waiting to complete bogus “half-open” connections.
The TCP state data structure is a popular internal resource target but by no means the
only one. [CERT01] gives the following examples:
1. In many systems, a limited number of data structures are available to hold process
information (process identifiers, process table entries, process slots, etc.). An intruder
may be able to consume these data structures by writing a simple program or script that
does nothing but repeatedly create copies of itself.
2. An intruder may also attempt to consume disk space in other ways, including
• generating excessive numbers of mail messages
• intentionally generating errors that must be logged
• placing files in anonymous ftp areas or network-shared areas

Figure 17.9 Examples of Simple DDoS Attacks

Figure 17.9b illustrates an example of an attack that consumes data transmission
resources.The following steps are involved:
1. The attacker takes control of multiple hosts over the Internet, instructing them to send
ICMP ECHO packets3 with the target’s spoofed IP address to a group of hosts that act as
reflectors, as described subsequently.
2. Nodes at the bounce site receive multiple spoofed requests and respond by sending
echo reply packets to the target site.
3. The target’s router is flooded with packets from the bounce site, leaving no data
transmission capacity for legitimate traffic.
Another way to classify DDoS attacks is as either direct or reflector DDoS attacks.
In a direct DDoS attack (Figure 17.10a), the attacker is able to implant zombie software
on a number of sites distributed throughout the Internet. Often, the DDoS attack involves
two levels of zombie machines:master zombies and slave zombies. The hosts of both
machines have been infected with malicious code.The attacker coordinates and triggers
the master zombies, which in turn coordinate and trigger the slave zombies.The use of
two levels of zombies makes it more difficult to trace the attack back to its source and
provides for a more resilient network of attackers.
A reflector DDoS attack adds another layer of machines (Figure 17.10b). In this type of
attack, the slave zombies construct packets requiring a response that contains the target’s
IP address as the source IP address in the packet’s IP header. These packets are sent to
uninfected machines known as reflectors. The uninfected machines respond with packets
directed at the target machine. A reflector DDoS attack can easily involve more machines
and more traffic than a direct DDoS attack and hence be more damaging. Further, tracing
back the attack or filtering out the attack packets is more difficult because the attack
comes from widely dispersed uninfected machines.
Constructing the Attack Network
The first step in a DDoS attack is for the attacker to infect a number of machines with
zombie software that will ultimately be used to carry out the attack.The essential
ingredients in this phase of the attack are the following:
1. Software that can carry out the DDoS attack.The software must be able to run on a
large number of machines, must be able to conceal its existence, must be able to
communicate with the attacker or have some sort of time-triggered mechanism, and must
be able to launch the intended attack toward the target.
2. A vulnerability in a large number of systems.The attacker must become aware of a
vulnerability that many system administrators and individual users have failed to patch
and that enables the attacker to install the zombie software.
3. A strategy for locating vulnerable machines, a process known as scanning.

(a) Direct DDoS Attack

(b) Reflector DDoS Attack
Figure 17.10 Types of Flooding-Based DDoS Attacks
In the scanning process, the attacker first seeks out a number of vulnerable machines and
infects them. Then, typically, the zombie software that is installed in the infected
machines repeats the same scanning process, until a large distributed network of infected
machines is created. [MIRK04] lists the following types of scanning strategies:

• Random: Each compromised host probes random addresses in the IP address space,
using a different seed. This technique produces a high volume of Internet traffic, which
may cause generalized disruption even before the actual attack is launched.
• Hit-List: The attacker first compiles a long list of potential vulnerable machines. This
can be a slow process done over a long period to avoid detection that an attack is
underway. Once the list is compiled, the attacker begins infecting machines on the list.
Each infected machine is provided with a portion of the list to scan.This strategy results
in a very short scanning period,
which may make it difficult to detect that infection is taking place.
• Topological: This method uses information contained on an infected victim machine to
find more hosts to scan.
• Local subnet: If a host can be infected behind a firewall, that host then looks for targets
in its own local network.The host uses the subnet address structure to find other hosts that
would otherwise be protected by the firewall.
DDoS Countermeasures
In general, there are three lines of defense against DDoS attacks [CHAN02]:
• Attack prevention and preemption (before the attack): These mechanisms enable
the victim to endure attack attempts without denying service to legitimate clients.
Techniques include enforcing policies for resource consumption and providing backup
resources available on demand. In addition, prevention mechanisms modify systems and
protocols on the Internet to reduce the possibility of DDoS attacks.
• Attack detection and filtering (during the attack): These mechanisms attempt to
detect the attack as it begins and respond immediately.This minimizes the impact of the
attack on the target.Detection involves looking for suspicious patterns of behavior.
Response involves filtering out packets likely to be part of the attack.
• Attack source traceback and identification (during and after the attack): This is an
attempt to identify the source of the attack as a first step in preventing future attacks.
However, this method typically does not yield results fast enough, if at all, to mitigate an
ongoing attack.
The challenge in coping with DDoS attacks is the sheer number of ways in which they
can operate. Thus DDoS countermeasures must evolve with the threat.
Review Questions
What is the role of compression in the operation of a virus?
What is the role of encryption in the operation of a virus?
What are typical phases of operation of a virus or worm?
What is a digital immune system?
How does behavior-blocking software work?
In general terms, how does a worm propagate?
Describe some worm countermeasures.
What is a DDoS?
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The computer scientists and engineers are devoting too much time and effort in making
computers to reason, perceive, and act like human beings. Inspite of its ambitious and near to
impossible goals, the study of Artificial Intelligence (AI) has produced impressive results. This
study resulted to the inventions of robots, electronic chess players, expert systems and computers
that can communicate in human language (though limitedly).
The IT industry is growing very rapidly and many new technologies are coming day by day.
There are certain technologies which are still under research and development process. Artificial
intelligence and virtual reality are major emerging technologies.
Artificial intelligence
A computer has no intelligence by itself. It performs tasks by getting instructions from human
being. Scientists are trying to impart certain abilities to the computer. Which can enable them to
the perform tasks intelligently, just like human being. Artificial Intelligence (AI) is the capability
in a computer to perform tasks that require intelligence if carried out by human beings. The term
“artificial intelligence”, which was coined in 1956 by John McCarthy at Dartmouth College,
connotes a futuristic world. Artificial intelligence is still undergoing research and development
all over the world.
Artificial Intelligence is the study of how to make computers do things what the human beings
can do. Other computer scientist defined AI as the study of the computations that makes it
possible to perceive, reason, and act like we do. There are two approaches to AI. The first
approach is an attempt to use computers to emulate human mental processes. An example of this
approach is about an expert who asks a group of people to explain how they solve a problem.
Their solutions are captured by the expert and transform them into a software model. The endproduct of this complete software is called “expert system”.
The second approach involves on designing intelligent machines that are independent from how
the people think. This approach considers that human intelligence is just one possible kind of
intelligence. The methods or procedures on how the machine solve the problems might be
different from the methods used by human, but not less intelligent.

AI is already applied in the word-processor application software when its automatic grammar
checking feature is trying to correct a language concept that most users cannot fully explain
themselves.

Computerized Language Translation
An AI project known as Automatic Translator was researched and designed as an attempt to
develop software that could translate a language into another language. A parser (a parsing
program) would analyze the structure of a sentence and identify each word according to whether
it was a verb, a subject, or other part of speech. Another program would look up each word in a
translation dictionary and substitute the appropriate word.
After spending 15 years and millions of dollars in Research and Development (R&D) fund, the
team of computer scientists abandoned the project. Their conclusion is that the machine
translators could not compete with humans in speed or accuracy.
Besides, translation without understanding will only produce an erroneous result. The translator
must know what the sentence means before it can translate it accurately. The computers have so
much trouble in understanding and translating natural-language such as English language. Unlike
in programming languages such as Pascal, C, and BASIC, they have few keywords with exact
and precise meaning. Part of the problem of natural languages, is its massive vocabulary. It
contains thousands of words. In computer application, one word must have only one meaning,
otherwise the computer becomes confused and unable to follow the command or instruction
correctly.
An expert system is a software program designed to emulate the decision-making process of a
human expert. The foundation of every expert system is a knowledge-base representing ideas
from a specific field of expertise. An expert is a person who has great amount of knowledge and
skills on a particular field of study or profession. By confining his or her practice to that field, the
expert achieves mastery. Obviously, expert systems derive their knowledge and capabilities from
the experts. A knowledge-base represents knowledge in the form of if-then else rules. Along with
the knowledge-base, a complete expert system includes inference engine which puts the userinput together with the knowledge-base, apply logical principles, and produces the requested
expert advice. Expert systems aid the user by providing fast automated data analysis and
informed second opinions. In other situation, expert systems assist non-experts (users) by
providing advice base on decisions and analysis of one or more experts. Some of the first
successful expert systems were researched and developed in medical field. Medical knowledge is
orderly and well-documented, that is why the researchers believed it could be captured and
modeled in knowledge-base expert systems. Here are the few real-world examples of expert
systems used by the companies today:
• Blue Cross Insurance company in the United States is using an expert system that automates
insurance claim processing. The expert system handles up to 200 routine claims each day. The
software extracted diagnostic rules from watching and observing human claim processor while
they apply those rules. The programmers (developers) analyzed and design the manual process
and turned into an expert system. The developers analyze how the claim processor (an insurance
agent) decides and act upon a particular insurance claim request.
• Boeing Corporation an airplane manufacturing company uses an expert system to locate the
right tools, parts, and methods for assembling electrical and electronic connectors of an airplane.
The workers are able to reduce the average search time from 42 minutes to 5 minutes.
• The Microsoft Corporation uses an expert system to assist product managers to conform to
company guidelines on profitability and packaging. Since newly hired managers are not familiar
with all the techniques and procedures of putting together a successful software product, this
expert system will serve as an advisor to them. Therefore new managers don’t need to

continually seek advice from senior experienced managers and engineers, because they can get it
from using the expert system software.
Artificial Intelligence (AI) is the area of computer science focusing on creating machines that can
engage on behaviors that humans consider intelligent. The ability to create intelligent machines
has intrigued humans since ancient times, and today with the advent of the computer and 50
years of research into AI programming techniques, the dream of smart machines is becoming a
reality. Researchers are creating systems which can mimic human thought, understand speech,
beat the best human chess player, and countless other feats never before possible.
What is Artificial Intelligence (AI)?
According to Elaine Rich, “Artificial Intelligence “
“Artificial Intelligence is the study of how to make computers do things at which, at the moment,
people are better”.
In what way computer & Human Being are better?
Computers
Human Being
1. Numerical Computation is fast
1. Numerical Computation is slow
2. Large Information Storage Area
2. Small Information Storage Area
3. Fast Repetitive Operations
3. Slow Repetitive Operations
4. Numeric Processing
4. Symbolic Processing
5.Computers are just Machine
5. Human Being is intelligent (make
(Performed Mechanical “Mindless”
sense from environment)
Activities)
Though we are not discussing this vast field of emerging technology in details, we are presenting
below a brief outcome of main areas of AI.
Applications of Artificial Intelligence
There are five main application areas of AI research, which are discussed below:
 Expert System
Expert systems are programs that are like human experts which posses extensive
background knowledge in their specialized field. They are needed because human expert
manpower is scan and expensive. Today expert systems are available for most of the
business applications like finance, marketing, manufacturing, etc. besides technical and
medical field. For example, PlanMan, MYCIN was the first expert system project for
medical applications. After MYCIN new systems like EMYCIN (Empty MYCIN) were
developed, which were without knowledge base.
The Advantages of Expert System
The expert system can reduce the number of human errors, provide expertise when
experts are not available and make knowledge available to more people. It can also help
train new employees, preserve knowledge of experts after those experts leave the
company and take care of routine-tasks so that the workers can concentrate on jobs that
need human interaction and understanding.
 Robotics





Robotics is the major field of Artificial Intelligence. It is concerned with design,
manufacturing and implementation of computer controlled devices, called robots. Robots
are widely used in many industries like car manufacturing, coal mining, chemical
industries etc.
The robots today are computer-controlled machines that are designed to perform specific
and routinary manual tasks. The microprocessor embedded in the robot’s body is
functionally identical to the central processing unit (CPU) we can find in a personal
computer (PC). We send our commands to a screen when we use our PC, which a robot
sends commands to its arms, joints and other moving parts.
The robots have sensing devices to modify or correct their actions based on feedback
from the outside world. The application of robots is useful in car manufacturing and other
companies that have routinary tasks to perform. The robots can be used to pick up an
integrated circuit (IC), to see infrared light, or draw pictures. Robots are ideal for jobs
that are dangerous for human to accomplish such as picking up hazardous waste, cleaning
rooms that are high in radiation. And even searching land mines. Hundreds of robots
today are doing welding, part fitting, guiding a herd of sheep, and perform skull drilling
for brain surgeons. The images below are Robots designed and developed by different
universities in the United States. All of these robots are programmed using some high
language programming language or today Java programming language.
Pattern Recognition
Pattern recognition involves identifying recurring patterns in input data with the goal of
categorizing or understanding that data. The application of pattern recognition includes
face identification, hand writing recognition and fingerprint identification. Other
application includes weather forecasting, automatic voice recognition, surveillance,
satellite data analysis, robot vision, biological slide analysis, and other scientific data
analysis.
One of the best examples of pattern recognition is Partek’s Screener’s Solution. This is a
statistical analysis and visualization software that enables the chemical elements
researchers to easily, reliably, and quickly identify promising lead compounds from
plate-based high throughput screening. The researcher can simply import the chemical
and biological data into it, so that she or he can normalize, filter, and scale the present
data being analyzed.
Image Analysis
The image analysis is the process of identifying shapes and objects in an image, picture,
drawing or video. This image analysis is applied in piloting cruise missiles, and
colorizing old motion pictures.
AI was successful in image analysis software invention for optical character recognition
(OCR). OCR is commonly used in shopping malls. Sales clerks and cashiers are using
wand readers to recognize numbers and words when they input purchases on the Point of
Sale (POS) terminals. Today’s POS terminals are hundred percent computer, meaning
they can be programmed like our PCs at home. Inside them are motherboards,
microprocessors, RAMs/SIMMS, ROMs, and many more. The difference between PC
and POS terminals are the case that housed them and some extra peripherals used by the
POS machines such as barcode scanner, a small customer display screen, and cash box.
The OCR scans the image of the page into the memory of the computer using scanner,
fax modem, or digital camera. The OCR software identifies and locates printed characters
in images or pictures.











Pattern recognition technology is widely used in fingerprint analysis. These benefits had
enabled law-enforcers to easily track and capture criminals and put them behind bars.
See, computers had made our life even better, and safer. What we have to do is to
consider its positive side, rather than to focus on its negative side.
Speech Recognition Software
Like OCR software, the speech recognition software applied pattern-recognition
technique. Many Macintosh (Apple) computers feature PlainTalk software that
recognizes speech or voice. We can simply command our computer such as: Open my
email or read my e-mail. And the computer will follow our command through our voice.
However, it’s very difficult for the computer to understand our voice considering the
limitation and complexity of how we express it. Like the way we pronounce the words
we speak. The other way around is easier for the computer to speak in English than to
recognize it.
Natural language processing(NLP)
NLP is that field ofAI that allows computers to communicate with users in natural
language like English, French etc. HAL is the popular natural language interface for Old
System Support Lotus1-2-3, GURU is another example of NLP software with capabilities
of database management, word processing, spreadsheets and graphics.
Computer vision
This field of artificial intelligence enables computers to recognize shapes and patterns
through a technique called pattern recognition.
Neural network
Neural network are knowledge based computer systems that are designed to learn by
observations and repetitions just like human beings.
The neural network is simply an artificial brain that emulates the actual human brain. The
human brain consists of billions of neurons. They are connected to each other in
massively distributed and parallel structure. The idea of parallel computing technology
was inspired by the human brain’s structure. A neural network is a distributed and
parallel computing system that uses a network of a few thousand simpler processors
called neurons.
A neural network learns patterns by trial and error like our brain learns, that is why when
patterns are often repeated, it develops a habit to recognize it. The neural network can
still function even if some of its neurons are destroyed, because it distributes knowledge
throughout the network.
The application of this technology is useful for recognizing patterns in scientific research
that analyze a large volume of numbers, stock market analysis and bank’s loan
processing. The neural network is applied in signature analysis in a bank with those
signatures that are stored in the database. It is also applied in investment analysis that
attempts to predict the movement of stock currencies from previous data. In the airline
industry, the neural network is applied in monitoring the state of the aircraft engines,
vibration levels and sound, and early warnings of engine problems.
Games
Game playing is a search problem Defined by
– Initial state
– Successor function
– Goal test

– Path cost / utility / payoff function
Games provide a structured task wherein success or failure can be measured with latest
effort. Game playing shares the property that people who do them well are considered to
be displaying intelligence. There are two major components of game playing, viz., a
plausible move generator, and a static evaluation function generator. Plausible move
generator is used to expand or generates only selected moves. Static evaluation function
generator, based on heuristics generates the static evaluation function value for each &
every move that is being made.
(a). Chess
AI-based game playing programs combine intelligence with entertainment. On
game with strong AI ties is chess. World-champion chess playing programs can
see ahead twenty plus moves in advance for each move they make. In addition,
the programs have an ability to get progressably better over time because of the
ability to learn. Chess programs do not play chess as humans do. In three minutes,
Deep Thought (a master program) considers 126 million moves, while human
chess-master on average considers less than 2 moves. Herbert Simon suggested
that human chess masters are familiar with favorable board positions, and the
relationship with thousands of pieces in small areas. Computers on the other hand,
do not take hunches into account. The next move comes from exhaustive searches
into all moves, and the consequences of the moves based on prior learning. Chess
programs, running on Cray super computers have attained a rating of 2600 (senior
master), in the range of Gary Kasparov, the Russian world champion.
(b). Characteristics of game playing
 “Unpredictable” opponent.
Solution is a strategy specifying a move for every possible opponent reply.
 Time limits.
 Unlikely to find goal, must approximate.
(c). Theorem Proving
Theorem proving has the property that people who do them well are considered to
be displaying intelligence. The Logic Theorist was an early attempt to prove
mathematical theorems. It was able to prove several theorems from the Qussells
Principia Mathematica. Gelernters’ theorem prover explored another area of
mathematics: geometry. There are three types of problems in A.I. Ignorable
problems, in which solution steps can be ignored; recoverable problems in which
solution steps can be undone; irrecoverable in which solution steps cannot be
undone. Theorem proving falls into the first category i.e. it is ignorable suppose
we are trying to solve a theorem, we proceed by first proving a lemma that we
think will be useful. Eventually we realize that the lemma is not help at all. In this
case we can simply ignore that lemma, and can start from beginning.
There are two basics methods of theory proving.
 Start with the given axioms, use the rules of inference and prove the
theorem.
 Prove that the negation of the result cannot be TRUE.
 Vision and Speech Processing
The focus of natural language processing is to enable computers to communicate
interactively with English words and sentences that are typed on paper or displayed on a
screen. However, the primary interactive method of communication used by humans is

not reading and writing; it is speech. The goal of speech processing research is to allow
computers to understand human speech so that they can hear our voices and recognize the
words we are speaking. Speech recognition research seeks to advance the goal of natural
language processing by simplifying the process of interactive communication between
people and computers. It is a simple task to attach a camera to computer so that the
computer can receive visual images. It has proven to be a far more difficult task,
however, to interpret those images so that the computer can understand exactly what it is
seeing. People generally use vision as their primary means of sensing their environment;
we generally see more than we hear, feel, smell or taste. The goal of computer vision
research is to give computers this same powerful facility for understanding their
surroundings. Currently, one of the primary uses of computer vision is in the area of
robotics.
 Virtual reality
Virtual reality is a simulated environment that projects users into a 3-dimensional space
generated by computer. Users wear a helmet-like device that completely covers both eyes
and ears to create an artificial computer simulated reality. In addition, many systems
make use of glove containing sensors that feed information about the movements of the
user’s hand into the computer. This information is used to incorporate hand movements
into the scene that the user is waiting. Using virtual reality systems. Users can move and
manipulate illusory objects in their view. They can select and organize information with
hand and body movements.
Applications of Virtual Reality
Several companies are developing business applications for this emerging technologies. For
instance, a major electronics firm in Japan has developed an application for a “Virtual
Showroom”. Virtual Reality systems can be used for following applications:
 Flight simulation in indoor games
 Explore the design features of products to be manufactured
 Undertake a fantastic voyage through the uman body
 Walk through a proposed design for an airline terminal
 Act like a tool for design by an architect
 AI Techniques
There are various techniques that have evolved that can be applied to a variety of AI tasks - these
will be the focus of this course. These techniques are concerned with how we represent,
manipulate and reason with knowledge in order to solve problems.
Knowledge Representation
Knowledge representation is crucial. One of the clearest results of artificial intelligence
research so far is that solving even apparently simple problems requires lots of
knowledge. Really understanding a single sentence requires extensive knowledge both of
language and of the context. For example, today's (4th Nov) headline ``It's President
Clinton'' can only be interpreted reasonably if you know it's the day after the American
elections. [Yes, these notes are a bit out of date]. Really understanding a visual scene
similarly requires knowledge of the kinds of objects in the scene. Solving problems in a
particular domain generally requires knowledge of the objects in the domain and
knowledge of how to reason in that domain - both these types of knowledge must be
represented. Knowledge must be represented efficiently, and in a meaningful way.
Efficiency is important, as it would be impossible (or at least impractical) to explicitly
represent every fact that you might ever need. There are just so many potentially useful

facts, most of which you would never even think of. You have to be able to infer new
facts from your existing knowledge, as and when needed, and capture general
abstractions, which represent general features of sets of objects in the world.
Knowledge must be meaningfully represented so that we know how it relates back to the
real world. A knowledge representation scheme provides a mapping from features of the
world to a formal language. (The formal language will just capture certain aspects of the
world, which we believe are important to our problem - we may of course miss out
crucial aspects and so fail to really solve our problem, like ignoring friction in a
mechanics problem). Anyway, when we manipulate that formal language using a
computer we want to make sure that we still have meaningful expressions, which can be
mapped back to the real world. This is what we mean when we talk about the semantics
of representation languages.
Search
Another crucial general technique required when writing AI programs is search. Often
there is no direct way to find a solution to some problem. However, you do know how to
generate possibilities. For example, in solving a puzzle you might know all the possible
moves, but not the sequence that would lead to a solution. When working out how to get
somewhere you might know all the roads/buses/trains, just not the best route to get you to
your destination quickly. Developing good ways to search through these possibilities for
a good solution is therefore vital. Brute force techniques, where you generate and try out
every possible solution may work, but are often very inefficient, as there are just too
many possibilities to try. Heuristic techniques are often better, where you only try the
options, which you think (based on your current best guess) are most likely to lead to a
good solution.
 Search Knowledge
In order to solve the complex problems encountered in artificial intelligence, one needs both a
large amount of knowledge and some mechanisms for manipulating that knowledge to create
solutions to new problems. That is if we have knowledge that it is sufficient to solve a problem,
we have to search our goal in that knowledge. To search a knowledge base efficiently, it is
necessary to represent the knowledge base in a systematic way so that it can be searched easily.
Knowledge searching is a basic problem in Artificial Intelligence. The knowledge can be
represented either in the form of facts or in some formalism. A major concept is that while
intelligent programs recognize search, search is computationally intractable unless it is
constrained by knowledge about the world. In large knowledge bases that contain thousands of
rules, the intractability of search is an overriding concern. When there are many possible paths of
reasoning, it is clear that fruitless ones not be pursued. Knowledge about path most likely to lead
quickly to a goal state is often called search control knowledge.
 Abstraction
Abstraction a mental facility that permits humans to view real-world problems with varying
degrees of details depending on the current context of the problem. Abstraction means to hide
the details of something. For example, if we want to compute the square root of a number then
we simply call the function sort in C. We do not need to know the implementation details of this
function. Early attempts to do this involved the use of macro-operators, in which large operators
we built from smaller one’s. But in this approach, no details were eliminated from actual
description of the operators. A better approach was developed in the ABSTRIPS system, which
actually planned in a hierarchy of abstraction spaces, in each of which preconditions at a lower
level of abstraction, was ignored.

18.2

3G Technology

History and Evolution of 3G Technology
3G technology was introduced to fulfill the needs of high speed transfer of data over the
smart phones. A smart phone is combination of PDA, Blackberries, i-Phones etc, and different
mobile applications used by mentioned phones. NTT DoCoMo launched the first 3G network in
Japan, in the year 2001. It was branded as FOMA(Freedom of Mobile Multimedia Access) and
was based on W-CDMA technology. In 2005, there were 23 networks worldwide, operating 3G
technology. Telenor launched the first commercial 3G network in Europe.
What is 3G Technology
3G stands for Third Generation (of mobile phones) and it enables increased data-handling rates
and high speed bandwidth. 3G is a network protocol which refers to the generations of mobile phones and
telecommunication equipments which are compatible with the International Mobile Telecommunications2000 (IMT-2000) standards stated by International Telecommunication Union (ITU). Because of this
technology users can use many advanced features like video conference calling, video Streaming, video
calls and enhanced web browsing capabilities. The older versions of this technology were also able to
carry voice but they were unable to transfer data over this network.

One of its key visions is to provide seamless global roaming, enabling users to move across
borders while using the same number and handset. Our mobile phones run on spectrums which is
difference between higher & lower frequencies. To use 3G technology on the cell phone huge
bandwidth is needed, this bandwidth can be calculated from the difference of high and low
frequencies. The most expected range of bandwidth to work with 3G technology could be as
much as 15-20 Mhz. UMTS (Universal Mobile Telecommunications System) is now a day’s
most famous part of 3G cell phone technologies. The highlight of 3G technology is its video
telephony technology. Today this wireless technology has also enabled video broadcast and dataintensive services such as stock transactions, e-learning and telemedicine.
Birth of IMT-2000: concept of IMT was first introduced in the mid of 1980’s at ITU. From that
time developers were working very hard with this technology so that its standards can be
improved. Once when all the standards were approved from the authorities then it start working
for next generation systems and named as IMT-2000. According to the standards of technical
specifications the spectrum for 3G technology was between 400 MHz and 3 GHz which suites
this technology most. IMT-2000 is the result of collaboration of many entities, inside the ITU
(ITU-R and ITU-T), and outside the ITU (3GPP, 3GPP2, UWCC and so on).
Other contributors of 3G technology include:
CDMA2000
–
Code Division Multiple Access
TD-SCDMA
–
Time-division Synchronous Code-division Multiple Access
W-CDMA (UMTS) –
Wideband Code Division Multiple Access
Advantages of 3G Technology: all the functions performed in 3G are much faster than the
previous networks. Other advantages of this technology include
1. 3G mobile can be used as a modem for computers and then internet can be accessed at high speed
on them.
2. 3G networks use IP connectivity, which is packet based.
3. Instant messaging with video/audio clips.
4. Fast downloads of large files such as faxes and PowerPoint files.
5. Access to corporate applications.

6. The quality of voice and video calls is high in 3G technology.
7. Users can view live TV on mobile phones.
8. The increased bit rate improved the speed of internet and some other applications commonly used
by users.
9. Through this technology sharing of data becomes very easy.
10. 3G allows users to be online all the time.
11. Its mobile office services like virtual banking and online selling has improved the use of this
technology.

Disadvantage of 3G Technology:
1. The biggest issue linked with the use of this technology is cost. The maintenance of this
technology is higher than the previous technologies.
2. To access full strength of signals base station should be closer to the user.
3. Service provider has to pay high amount for 3G licensing and agreements.
4. High power consumption.

4G Technology
A descendant to 2G and 3G technology aiming to provide very high data transfer rates. 4G technology
provides very speedy wireless internet access to not only stationary users but also to the mobile users.
This technology has trounce the deficiencies of 3G technology in terms of speed and quality. 4G can be
best described in one word “MAGIC”, which stands for Mobile Multimedia Anytime Anywhere Global
mobility support, Integrated wireless and Personalized services.

MAGIC of 4G Technology
So far there has been no specific definition to this successor of 2G and 3G. However it has been
used often to denote a fastest internet access available to mobile phone users in the world. More
over the distinguishing feature of high multimedia streaming and end to end IP configuration is
judged to be its MAGIC enchantment. 3G utilized WiMax and WiFi as separate wireless
technologies, whereas 4G Technology coalesce these two technologies. Hence one can evaluate
how efficient it would become when combining two extremely reliable technologies. 4G can
greatly anticipate in evolving and advancing the pervasive computing. The aim of pervasive
computing is to attach itself to every living space possible, so that human beings remain intact
with the wireless technology intentionally and unintentionally. 4G technology enables to connect
various high speed networks together, which would enable each one of us to carry digital
devices even in dispersed locations. The network operators worldwide would be able to deploy
wireless mesh networks and make use of cognitive radio technology for widespread coverage
and access.

The image above is self explanatory, it can tell the difference within the technology (3G) we
were living in few years back and what thrill we are enjoying from 4G technology. 4g
technology keeps full potential to make us forget the way we use internet before, on our laptops
and on moving devices such as mobile phones and tablet devices. It has removed all the barriers
of speed & bandwidth which reward every user with high stream data. It is because of fast
internet HD content is streamed with ease. These days, websites are designed keeping internet
speeds of users in mind. Ever since 4G technology has been deployed, web is full of High
Definition (HD) content and downloading or high quality streaming is consider no issue at all.
Technologies used in 4G technology: (This paragraph is for more technologically advance
readers)
4G is a multi purpose and versatile technology hence it can utilize almost all of the packet
switched technologies. It can use both orthogonal frequency division multiplexing (OFDM) and
orthogonal frequency division multiple access (OFDMA). OFDM mechanism splits a digital
signal into different narrowband and frequencies. The reason why 4G makes use of this
technology lies in its ability to minimize the intervention among symbols and channels
associated to data streaming. 4G is also capable of using multiple input / multiple output
technology (MIMO). This antenna technology is used to optimize the data speed and reduce the
errors in the networks. Universal Mobile Telecommunication Service (UMTS) which is basically
a broadband 3G technology, is also a part of 4G. This broadband technology transfers data in the
form of frames or packets. Hence it is capable of carrying voice, video, text and other types of
multimedia datagram with the speed of 2Mb. UMTS is part of 4G because it can enables 4G to
make use of international mobile phone roaming via using GSM (Global system for Mobile
Communications). Another wireless telecommunication technology known as time division
synchronous code division multiple access (TD-SCDMA) provides support to 4G to transfer both
circuit switched data like video and voice and packet switched data.
4G’s New Horizon of Opportunities
The telecommunication companies like NTT Docomo from Japan and Sprint Nextel deploying
4G wireless technologies as early in 2006 along with 3G mobile technologies. The flexibility of
4G technologies to be used in combination with GSM and CDMA has provided it an edge over
other technologies. High broadband capability of 4G not only increases data streaming for
stationary users but also for mobile users. 4G has efficiently combined with cellular technologies
to make consistent use of smart phones. The digital cameras attached in smart phones can be

used to establish video blogs in scattered geographical regions. This gives the manufactures the
opportunity to produce more affordable user friendly 4G compatible devices.
It is 2016 now, almost every country has deployed 4G networks either in their national cellular
companies or internet service providers. It is an amazing technology that has revolutionized the
communication through out the world. It certainly has done its MAGIC.

The 5G Cellular Technology – 5G Networks – What is 5G technology
Introduction to 5G technology
The world has seen a lot of changes in the realm of communication. Today we no more
use landlines. Everyone possesses a mobile phone that functions nine to seven. Our handsets not
only keep us connected with the world at large but also serve the purpose of entertainment
gadget. From 1G to 2.5G and from 3G to 5G this world of telecommunications has seen a
number of improvements along with improved performance with every passing day.
5G technology is on its way to change the way by which most of the users access their
handsets. Users will go through a level of call volume and data transmission with 5G pushed
over a VOIP enables gadget. With increasing awareness of customers with respect to upcoming
technologies, affordable packages and good looks; it is very important that mobile producers
must give an altogether decent package for keeping up the customer loyalty. The most important
and leading motive of leading mobile phone manufacturers is the creation of best and latest
technology to compete with innovative market giants. We have seen great cell phones one after
another, with unbelievable traits. Apple has remained successful in shivering the electronic world
by putting forth its latest iPhone 4G that take the market by storm.
In such a small electronic piece huge features are getting embedded. There are very few
mobiles left without mp3 player or/and camera. People are focusing on getting everything
without spending a penny more. Keeping in mind the user’s pocket, economic cell phones are
introduced with maximum features. With 5G technology you can hook you mobile phone to your
laptop for broadband internet access. The characteristics especially video player, camera, mp3
recorder, messengers, photo treatment and games have made today’s mobile phone a handheld
computer.
The developed world is already utilizing 4G and it is beyond imagination that what will
be engulfed in 5G as everything is already embedded such as smallest mobile phones, speed
dialing, largest memory, audio and video player, Microsoft office, etc. Pico net and Bluetooth
technology has made data sharing a child’s play.
Initially infra red kept us bound for properly aliening two handset devices for data
sharing. We still remember the disturbance and irritation caused in transferring data but the
advent of Bluetooth changed the history. It enabled us to share data between two gadgets within
a range of 50 meters. With the swiftness in data sharing the cell phone manufactures focused on
mobile broadband that can open a new window of communication and navigation in the world of
telecommunications.
5G technology will change the manner in which cellular plans are offered worldwide. A
new revolution is about to begin. The global cell phone is around the corner. The global mobile
phone will hit the localities who can call and access from China to Germany’s local phone with
this new technology. The way in which people are communicating will altogether upgrade. The
utilization of this gadget will surely move a step ahead with improved and accessible
connectivity around the world. Your office will shrink into your handset with this cell phone that
is going to resemble PDA (personal digital assistant) of twenty first century.
This 5G technology and its predecessors are going to give tough competition to laptops
and normal computers whose market will be affected. The market is still not easy to grab with

mobile phone currently equip with gigabytes of storage and latest operating systems. The
telecommunication sector is going on blooming and its bloom is expected to stay for a very long
time. Latest technology will come in more affordable rates and better features. Plans are in
pipeline. Let’s wait and
see how the world will look like with 5G!

18.3 E-Learning
e-Learning can be defined as 'learning facilitated and supported through the use of information and
communications technology'. It can cover a spectrum of activities from the use of technology to support
learning as part of a ‘blended’ approach (a combination of traditional and e-learning approaches), to
learning that is delivered entirely online.

The Advantages of eLearning training includes:
More Flexible – eLearning can be done in short chunks of time that can fit around your daily
schedule. Unlike public scheduled and in-house training, you don’t have to dedicate an entire day
to the training that has been organized by your company. Instead, you will have a set amount of
learning, normally divided into modules, with a deadline in which to do them in. This way, if
you want to do all of the learning in one day as you work better this way, you can. However if
your schedule doesn’t allow you an entire day off your everyday tasks – then you can easily
spend an hour or 2 here and there at times that suit you.
Mobile – As eLearning can be done on laptops, tablets and phones – it is a very mobile method.
Learning can be done on the train, on a plane or any other time that could normally be wasted.
Whilst you used to be confined to the classroom, the whole world can now be your classroom.
No Travel– As just mentioned, eLearning can be done wherever you have a device capable of
doing so. Therefore again you can fit it in to your schedule, but also save money on the costs of
travel. As mentioned before on the public scheduled blog, external courses can sometimes only
be sourced in locations far away from your company so you then have to pay the costs of travel
as well potentially accommodation. eLearning takes these costs away completely.
Lower cost – As you aren’t using a trainer’s time or any room or equipment, eLearning tends to
be the much cheaper option. If you already have a device capable of carrying out the training on,
then the savings can be considerable. Therefore if you and your company are on a budget, this
can be the ideal option for you. Equally for companies that have thousands of employees then it
can reduce the cost per head especially on areas such as Money Laundering, Compliance and
Microsoft Office training.
Tailor it to you – eLearning courses aren’t confined to be fixed to try and suit the needs of the
majority. If you feel you already know a particular area well and don’t need to spend an hour on
it again, then you can skim over it and concentrate that time on something you feel you need to
work more at. Everyone is able to learn at their own pace – a massive factor that only eLearning
can provide for.
Technological Possibilities – eLearning is fast becoming a more and more popular method and
with it, so has the investment into how to improve it further. The computer based nature of
training means new technology is being introduced all the time to help with the learning.
Different apps are helping to further reinforce the learning whilst forums can be used to greatly
increase the amount of interaction and engagement between learners. This is only going to
improve as time goes on as well.

Global – With very few restrictions companies can be confident that their staff can receive the
same content regardless of their location, and in many cases, their nationality. Therefore if you
wish to provide the same training or have your staff understand and use common methodology,
eLearning is a useful way of ensuring this happens with ease and reduced cost.

Disadvantages of E-Learning
Lack of Control– Learners with low motivation tend to fall behind when using eLearning as
there are no set times to be doing it and they are responsible for the organisation themselves. A
lack of routine or fixed schedule can mean eLearning becomes complicated with various
deadlines often given to different people at different stages of their learning.
Learning Approach – It doesn’t appeal to all learning styles so some learners will not enjoy the
experience – especially strong activists and pragmatists. It is still a challenge to make eLearning
appeal fully to these groups as different people learn better or worse using different styles. Some
may prefer images, some prefer just reading words and some prefer to talk about or actually do a
task in order to learn.
Isolated – A lot of questions are a lot easily answered when face to face with someone when you
can guarantee an instant answer. eLearning often doesn’t allow that with trainers often having to
answer numerous questions all of the time and only doing it within working hours – where a lot
of learners may prefer to do their learning out of working hours. This feeling of isolation can
often demotivate individuals as they feel they don’t have the support and reassurance that the
physical presence of a trainer provides.
Technology Issues – With heavy reliance on computers that eLearning brings, comes the
potential risks that comes with it. Firstly, you need to ensure that all learners have a device that is
able to support the training modules. Some eLearning tools require software such as Flash that
devices like iPads don’t support. So all requirements need to be set out at the beginning. Poor
internet connection and unavoidable general random faults also can interrupt learning and so
need to be planned around. This is especially true if it is a global roll out as Internet connections
and power reliability changes dramatically between countries.
Computer Competency – Some employees might not be too comfortable using computers,
especially if their jobs don’t require them to. Therefore even if the software is user friendly, the
very idea of using the software can be daunting and demotivating for some. Therefore these
employees are likely to learn a lot less than they would from a physical course.

18.4

Ecommerce

Introduction to e-Commerce:
Electronic Commerce, commonly known as e-commerce, eCommerce or e-comm, refers
to the buying and selling of products or services over electronic systems such as the Internet
and other computer networks. However, the term may refer to more than just buying and selling
products online. It also includes the entire online process of developing, marketing, selling,
delivering, servicing and paying for products and services. The amount of trade conducted
electronically has grown extraordinarily with widespread Internet usage. The use of
commerce is conducted in this way, spurring and drawing on innovations in electronic funds
transfer, supply chain management, Internet marketing, online transaction processing,
electronic data interchange (EDI), inventory management systems, and automated data
collection systems. Modern electronic commerce typically uses the World Wide Web at least at
one point in the transaction's life-cycle, although it may encompass a wider range of
technologies such as e-mail, mobile devices and telephones as well.
A large percentage of electronic commerce is conducted entirely in electronic form for virtual
items such as access to premium content on a website, but mostly electronic commerce
involves the transportation of physical items in some way. Online retailers are sometimes
known as e-tailers and online retail is sometimes known as e-tail. Almost all big retailers
are now electronically present on the World Wide Web.
Electronic commerce is generally considered to be the sales aspect of e-business. It also
consists of the exchange of data to facilitate the financing and payment aspects of business
transactions.
For our understanding, e-commerce can be defined as any form of business transaction in
which the parties interact electronically. A transaction in an electronic market represents a
number of interactions between parties. For instance, it could involve several trading steps,
such as marketing, ordering, payment, and support for delivery. An electronic market allows the
participating sellers and buyers to exchange goods and services with the aid of information
technology. Electronic markets have three main functions such as:
Matching buyers and sellers, Facilitating commercial transactions, and Providing legal
infrastructure.
Information technology permeates all the three functions and also helps to increase market
efficiency and reduce transaction costs. The interaction between participants is supported by
electronic trade processes that are basically search, valuation,
payment and settlement,
logistics, and authentication, as shown in Figure 18.1. The Internet and the World Wide
Web allow companies to efficiently implement these key trading processes. For instance,
many search services and brokers are available to help buyers find information, products, and
merchants in electronic markets.
“Ecommerce (or electric commerce) refers to the buying and selling of goods and services via
electronic channels, primarily the Internet. Online retail is decidedly convenient due to its 24hour availability, global reach and generally efficient customer service”.

Figure 18.1. Typical process flow in e-commerce .
Is e-commerce the same as e-business?
While some use e-commerce and e-business interchangeably, they are distinct concepts. In ecommerce, information and communications technology (ICT) is used in inter-business or
inter-organizational transactions (transactions between and among firms/organizations) and in
business-to-consumer transactions (transactions between firms/organizations and individuals).
In e-business, on the other hand, ICT is used to enhance one’s business. It includes any
process that a business organization (either a for-profit, governmental or non- profit entity)
conducts over a computer-mediated network. A more comprehensive definition of e-business
is: “The transformation of an organization’s processes to deliver additional customer value
through the application of technologies, philosophies and computing paradigm of the new
economy.”
History of e-Commerce
Originally, electronic commerce was identified as the facilitation of commercial transactions
electronically, using technology such as Electronic Data Interchange (EDI) and Electronic

Funds Transfer (EFT). These were both introduced in the late 1970s, allowing businesses to
send commercial documents like purchase orders or invoices electronically. The growth and
acceptance of credit cards, automated teller machines (ATM) and telephone banking in the
1980s were also forms of electronic commerce. Another form of e-commerce was the airline
reservation system typified by Sabre in the USA and Travicom in the UK.
From the 1990s onwards, electronic commerce would additionally include enterprise resource
planning systems (ERP), data mining and data warehousing.
In 1990, Tim Berners-Lee invented the World Wide Web, web browser and transformed an
academic telecommunication network into a worldwide everyman everyday communication
system called internet/www. Commercial enterprise on the Internet was strictly prohibited by
NSF until 1995. Although the Internet became popular worldwide around 1994 with the
adoption of Mosaic web browser, it took about five years to introduce security protocols
and DSL allowing continual connection to the Internet. By the end of 2000, many European
and American business companies offered their services through the World Wide Web. Since
then people began to associate a word "ecommerce" with the ability of purchasing various goods
through the Internet using secure protocols and electronic payment services.
Business Applications
Some common applications related to electronic commerce are the following:
Document automation in supply chain and logistics
Domestic and international payment systems
Enterprise content management
Group buying
Automated online assistants
Instant messaging
Newsgroups
Online shopping and order tracking
Online banking
Online office suites
Shopping cart software
Ecommerce can be broken into four main categories: B2B, B2C, C2B, and C2C.
B2B (Business-to-Business)
Describes commerce transactions between businesses, such as between a manufacturer and a
wholesaler, or between a wholesaler and a retailer.
The volume of B2B (Business-to-Business) transactions is much higher than the volume of
B2C transactions (about 80 % of total e-commerce). The primary reason for this is that in a
typical supply chain there will be many B2B transactions involving sub components or raw
materials, and only one B2C transaction, specifically sale of the finished product to the end
customer. For example, an automobile manufacturer makes several B2B transactions such as
buying tires, glass for windscreens, and rubber hoses for its vehicles. The final

transaction, a finished vehicle sold to the consumer, is a single (B2C) transaction.
Example: As you know, www.amazon.com is an online bookstore that sells books form
various publishers including Wrox, O’Reilly, Premier Press, and so on. In this case, the
publishers have the option of either developing their own site or displaying their books on the
Amazon site (www.amazon.com), or both. The publishers mainly choose to display their
books on www.amazon.com at it gives them a larger audience. Now, to do this, the
publishers need to transact with Amazon, involving business houses on both the ends, is the
B2B model.
Companies doing business with each other such as manufacturers selling to distributors and
wholesalers selling to retailers. Pricing is based on quantity of order and is often negotiable.

Figure 18.2. B2B Model.
Benefits and Barriers of B2B E-Commerce

The following are the benefits of B2B:
1. Outsourcing the unprofitable parts of business
2. Speeding up of product development activities which reduces the time to market
3. Improves business and market intelligence
4. Improves the speed of communication
5. Provides the ability to experiment and learn
6. Facilitates communication between customers and suppliers
7. Reduces wastage through additional sales channels
8. Higher customer retention rates
9. Lower customer acquisition cost

The following are the deficiency of B2B:
1. Costs and Financing of Implementing E-Commerce: Costs of implementing e-commerce can
be a serious barrier for Small and Medium sized Enterprises (SMEs). Costs include planning,
procuring hardware and software, maintenance, and telecommunication charges.
2. Personal Contact: Personal contact is important within various industry sectors. Each buyer
has a different situation and all special requirements are difficult to include in an e-marketplace.

3. Security and Regulations: Security aspects such as, impact of hacker attacks, thefts of
business information and funds, as well as dishonest transactions and conflicts cause uncertainty
in organizations willing to use e-marketplaces.
4. Technology: New technologies often emerge and companies that choose to build a certain
ecommerce platform will lose out if new standards are adopted.
5. Supplier Issues: Suppliers often avoid e-marketplaces due to the price transparency. Some
suppliers are not convinced on sharing inventory and capacity information because they believe
that it will affect their sales.
B2C (Business-to-Consumer)
Business-to-consumer e-commerce, or commerce between companies and consumers, involves
customers gathering information; purchasing physical goods (i.e., tangibles such as books or
consumer products) or information goods (or goods of electronic material or digitized
content, such as software, or e-books); and, for information goods, receiving products over
an electronic network.
It is the second largest and the earliest form of e-commerce. Its origins can be traced to online
retailing (or e-tailing). Thus, the more common B2C business models are the online retailing
companies such as Amazon.com, Drugstore.com, Beyond.com, Barnes and Noble and ToysRus.
Other B2C examples involving information goods are E-Trade and Travelocity.
The more common applications of this type of e-commerce are in the areas of
purchasing products and information, and personal finance management, which pertains to the
management of personal investments and finances with the use of online banking tools (e.g.,
Quicken). B2C e-commerce reduces transactions costs (particularly search costs) by
increasing consumer access to information and allowing consumers to find the most competitive
price for a product or service. B2C e- commerce also reduces market entry barriers since the
cost of putting up and maintaining a Web site is much cheaper than installing a “brick-andmortar” structure for a firm. In the case of information goods, B2C e-commerce is even more
attractive because it saves firms from factoring in the additional cost of a physical
distribution network. Moreover, for countries with a growing and robust Internet population,
delivering information goods becomes increasingly feasible.
Businesses selling to the general public typically through catalogs utilizing shopping cart
software. By dollar volume, B2B takes the prize, however B2C is really what the average Joe has
in mind with regards to ecommerce as a whole.
Having a hard time finding a book? Need to purchase a custom, high-end computer system? How
about a first class, all-inclusive trip to a tropical island? With the advent ecommerce, all three
things can be purchased literally in minutes without human interaction.

Figure 18.3. B2C Model.
Advantages and Disadvantages of B2C Models
The advantages and disadvantages of B2C e-commerce can be considered from the viewpoint of
either the consumer or the business.
From the consumer’s viewpoint, advantages include:
1. Consumers can shop at any time of the day, from the privacy of their homes or other remote
locations.
2. Consumers can have access to a greater variety of goods and services on offer.
From the business viewpoint, advantages include:
1. Business can reach worldwide market with access to more potential customers.
2. B2C can lower transaction costs associated with sales.
3. B2C can display information, pictures and prices of products or services without having to
spend much on the advertisement.
The disadvantages from the consumer’s viewpoint include:
1. Security issue such as credit card information is very sensitive, and there are chances of scams
and frauds.
2. Customer service is compromised as consumers are not always satisfied with their purchases
and they often do not get timely answers to their queries.
The disadvantages from the business viewpoint include:
1. The competition is more on the Web and the customer can go to other sites to purchase the
same product.
2. There can be technological problems due to which sales might come down.


C2B (Consumer-to-Business)
Is an electronic commerce business model in which consumers (individuals) offer products and
services to companies and the companies pay them. This business model is a complete reversal
of traditional business model where companies offer goods and services to consumers
(business-to-consumer = B2C). We can see this example in blogs or internet forums where the
author offers a link back to an online business facilitating the purchase of some product (like a
book on Amazon.com), and the author might receive affiliate revenue from a successful
sale.
This kind of economic relationship is qualified as an inverted business type i.e. consumer is the
seller and the business organization is the buyer. In this kind of a transaction, the consumers
decide the price of a particular product rather than the supplier.

Consumer posts his project with a set budget online and within hours companies review the
consumer's requirements and bid on the project. The consumer reviews the bids and selects the
company that will complete the project. Elance empowers consumers around the world by
providing the meeting ground and platform for such transactions.


C2C (Consumer-to-Consumer)
Consumer-to-Consumer (or citizen-to-citizen) electronic commerce involves the electronically
facilitated transactions between consumers through some third party. A common example is the
online auction, in which a consumer posts an item for sale and other consumers bid to
purchase it; the third party generally charges a flat fee or commission. The sites are only
intermediaries, just there to match consumers. They do not have to check quality of the products
being offered.
This type of e-commerce is characterized by the growth of electronic marketplaces and online
auctions, particularly in vertical industries where firms/businesses can bid for what they want
from among multiple suppliers. It perhaps has the greatest potential for developing new
markets.

There are many sites offering free classifieds, auctions, and forums where individuals can buy
and sell thanks to online payment systems like PayPal where people can send and receive money
online with ease. eBay's auction service is a great example of where person-to-person
transactions take place everyday since 1995.
Advantages
1. Cost Effective: The entire financial transactions will eventually become electronic, so sooner
conversion is going to be lower on cost. It makes every transaction through e-commerce payment
a lot cheaper.
2. Higher Margin: E-commerce also enables us to move better with higher margin for more
business safety. Higher margin also means business with more control as well as flexibility. You
can also save time from the e-commerce.
3. Better Productivity: Productivity here means productivity for both companies and customers.
People like to find answers online because it is faster and cheaper, and it costs a lot cheaper
expense as well for the company.
4. Quick Comparison: E-commerce also enables you to compare price among several providers.
In the end, it leads you to smart shopping. People can save more money while they shop.
5. Economy Benefit: E-commerce allows us to make transaction without any needs on stores,
infrastructure investment, and other common things we find. Companies only need well built
website and customer service.
Disadvantages
1. Security: Customers need to be confident and trust the provider of payment method.
Sometimes, we can be tricked. Examine on integrity and reputation of the web stores before you
decide to buy.

2. Scalability of System: A company definitely needs a well developed website to support
numbers of customers at a time. If your web destination is not well enough, you better forget it.
3. Integrity on Data and System: Customers need secure access all the time. In addition to it,
protection to data is also essential. Unless the transaction can provide it, we should refuse for ecommerce.
4. Products People: People who prefer and focus on product will not buy online. They will want
to feel, try, and sit on their new couch and bed.
5. Customer Service and Relation Problem: They sometimes forget how essential to build
loyal relationship with customers. Without loyalty from customers, they will not survive the
business.
The disadvantages are not impossible to avoid. If we have enough management on risks, we may
really get a lot more advantages from e-commerce. The advantages are surely teasing, and we
will enjoy such easy transaction these days.
The Various Models in the e-Governance Scenario are:
Government-to-Government (G2G): This model involves transactions between 2
governments. For example, if the American government wants to by oil from the Arabian
government, the transaction involved are categorized in the G2G model.
Government-to-Consumer (G2C): In this model, the government transacts with an individual
consumer. For example, a government can enforce laws pertaining to tax payments on
individual consumers over the Internet by using the G2C model.
Consumer-to-Government (C2G): In this model, an individual consumer interacts with the
government. For example, a consumer can pay his income tax or house tax online. The
transactions involved in this case are C2G transactions.
Government-to–Business (G2B): This model involves transaction between a government
and business organization. For e.g. the government plans to build a fly over. For this the
government request for tenders from various contractors. Government can do this over the
internet by using G2B model.
Business-to-Government (B2G): Generally defined as commerce between companies and the
public sector. It refers to the use of the Internet for public procurement, licensing
procedures, and other government-related operations. A web-based purchasing policy increases
the transparency of the procurement process and reduces the risk of irregularities. To date,
however, the size of the B2G ecommerce market as a component of total e-commerce is
insignificant, as government e-procurement systems remain undeveloped.
Figure 5 shows the three main elements of electronic commerce. The figure presents a rough
approximation of the relative sizes of these elements. In terms of dollar volume and
number of transactions, B2B electronic commerce is much greater than B2C electronic
commerce. However, the number of supporting business processes is greater than the number of

all B2C and B2B transactions combined.

Figure 18.4. Major Elements of E-Commerce.

The large oval in Figure 5 that represents the business processes that support selling and
purchasing activities is the largest element of electronic commerce. This section provides some
background and explains how business processes are built from their component parts,
activities, and transactions.
Figure 18.5 summarizes the major categories of electronic commerce.

Figure 18.5. Summary of Major Categories of E-Commerce.

M Commerce
Mobile Commerce refers to wireless electronic commerce used for conducting
commerce or business through a handy device like cellular phone or Personal Digital
Assistant (PDAs). It is also said that it is the next generation wireless e-commerce that
needs no wire and plug-in devices. Mobile commerce is usually called as 'mCommerce' in which user can do any sort of transaction including buying and selling of
the goods, asking any services, transferring the ownership or rights, transacting and
transferring the money by accessing wireless internet service on the mobile handset
itself.
The next generation of commerce would most probably be mobile commerce or mcommerce. Presuming its wide potential reach all major mobile handset
manufacturing companies are making WAP enabled smart phones and providing the

maximum wireless internet and web facilities covering personal, official and
commerce requirement to pave the way of m-commerce that would later be very
fruitful for them.
M-commerce (mobile commerce) is the buying and selling of goods and services
through wireless handheld devices such as cellular telephone and personal digital
assistants (PDAs)

Advantages of Mobile Commerce:
commerce has several major advantages over its fixed counterparts because of its
specific inbuilt characteristics such as ubiquity, personalization, flexibility, and
distribution, mobile commerce promises exceptional business market potential, greater
efficiency and higher fruitfulness.
Thus it is not surprising that mobile commerce is emerging much faster than its fixed
counterpart. M-commerce is more personalized than e-commerce and thus needs a
gentle approach to appraise m-commerce applications.
This m-Commerce is beneficial for both type of businesses large scale and small scale.
The mobile users increase day by day, so through m-Commerce your business gets large
and growing market place for wild range of goods and services.
1. Cover wild distance: Mobile is the only technology which is now become necessary
for any person in social and business life than computers. So, it is easy to reach users
through m-Commerce.
2. Consumer deals: As more users use m-Commerce, there are lots of companies use mCommerce site to reach them by giving different and better deals in comparison of their
competitor.
3. Savings: Companies try to reach to the consumer directly through m-Commerce, so
users have no need to go far to the store physically and at the end it saves user’s time and
money.
4. Easy to use: There is no need of skilled consumer. Buyers can have look thousands of
items on their cell phones and there is no need of online checkout process.

Disadvantages of Mobile Commerce:
Every invention has its own merits and demerits. It is applicable in this m-Commerce
business also.
1. Smart phone limitation: Mobile has no big screen like desktop or laptops, so
sometimes users tired to navigate more and more to choose just one item from thousands.
It affects shopping rates.
2. Habituate: Every new technology has some problem at the starting phase. Here mCommerce is new application, so sometimes people avoid changing which are rapidly
changed. As they are habituate to buy products from e-Commerce.

3. Risk factor: Each business has its own risk. Same Mobile commerce is the growing
field and a lot of investment in this field is become risky. Because technology change day
by day. Moreover, there less security in wireless network, so in data transfer hacking
chances are more.
4. Connectivity: Mobile commerce needs high speed connectivity of 3G. Otherwise it is
become hectic for user to go through entire product purchase process.
Areas / Uses of m-commerce:
In the current commerce industry, mobile commerce or M-Commerce has been
entered in finance, services, retails, telecommunication and information technology
services. In these sectors, M-Commerce is not only being widely accepted but also it is
being more used as a popular way of business/ commerce.
Finance Sectors. Mobile Commerce works vastly in finance sector including all big and
major financial institutes, banks, stock market and share brokers. Whenever any user
needs money or wants any sort of banking and finance related services, he/she can
access the services or register services via voice calling or via Short Message Services
(SMS) services. WAP based mobile handsets allow the user to access the official website
of the institute.
User can transact money or transfer money, or pay the bill from its bank account
using mobile commerce facilities. Banks also provide round the clock customer care
services, which can be used any time through voice calling. Some customer care
services are also provides non-voice services on mobile that is known as insta-alert
facility. While in the stock market, the user can access the stock market quotes and
get in live touch with current trading status on its mobile in two forms either voice
(customer assistance) or non-voice (sms alerts) or both. The share broker sends market
trends and tips of trading on their clients' mobile. Also broker can suggest the
appropriate stock for intra-day trading to their users.
Telecommunication Sectors. Mobile has played a giant role in communication
technology through its versatility and superiority. The ubiquity and easy usage has
further made it extremely popular across the globe. It has already surpassed the fixed
phone in the world. Software platform is essential for operating any mobile and this
tool has revolutionized the communication world because of its functioning as a small
computer.
The booming popularity has forced the corporate world to develop a new
commerce platform that can reach to masses. Mobile commerce has attracted massive
traffic because of its unique characteristics. The user can change the service of any
financial institute or banks if gets better product and service or user is unsatisfied with
the service of the subscribing company. Besides this several bills can be paid using
mobile and user can also check the available balance, the status of cheques, and the

status of requested processing and customer care support.
Service/Retail Sectors. Service and Retail sectors are also among the leading sectors,
which have nurtured most from mobile commerce. M-Commerce has proved a major
boon for these sectors. Several business dealings no matter how big or small are being
finalized on the mobile phone. Customer would be able to book the order, can hire
carrier/courier services and above all could also pay the dues related to it through
mobile.
Information Sectors. After the bursting of dotcom bubble, e-commerce has gone
downwards to hell. But the evolution of mobile commerce has again worked as ambrosia
for them. A separate sector has been evolved to exercise on this field for the IT experts.
The webmasters have skillfully exploited this new area of IT-enabled commerce. In
the IT field, mobile commerce has been used massively to deliver financial news,
stock updates, sports figures and traffic updates and many more onto a single handheld
device 'mobile'.
E- Government:

E-Government (short for electronic government, also known as e-gov, digital
government, online government, or connected government) is digital interactions
between a government and citizens (G2C), government and businesses/Commerce
(G2B), government and employees, and also between government and governments
/agencies (G2G). Essentially, the e-Government delivery models can be briefly
summed up as (Jeong, 2007):
G2C (Government to Citizens)
G2B (Government to Businesses)
G2E (Government to Employees)
G2G (Government to Governments)
This digital interaction consists of governance, information and communication
technology (ICT), business process re-engineering (BPR), and e-citizen at all levels of
government (city, state/province, national, and international).
Defining e- Government
‘E-Government' (or Digital Government) is defined as ‘The employment of the Internet
and the world-wide-web for delivering government information and services to the
citizens.’ (United Nations, 2006; AOEMA, 2005).

E-government describes the use of technologies to facilitate the operation of
government and the disbursement of government information and services. Egovernment, short for electronic government, deals heavily with Internet and noninternet applications to aid in governments. E-government includes the use of
electronics in government as large-scale as the use of telephones and fax machines, as
well as surveillance systems, tracking systems such as RFID tags, and even the use of
television and radios to provide government-related information and services to the
citizens.
eGovernment is the use of information and communication technologies (ICTs) to
improve the activities of public sector organizations.
Some definitions restrict e-government to Internet-enabled applications only, or only to
interactions between government and outside groups. Here, we do not - all digital ICTs
are included; all public sector activities are included.
In our definition, then, governments have been practicing e-government for more than 50
years: using that first mainframe in the Statistics Office was "e-government". We just
didn't give it that name 50 years ago.

B. What Does eGovernment Cover?
There are three main domains of e-government, illustrated in Figure 1 (adapted from:
Ntiro, S. (2000) eGovernment in Eastern Africa, KPMG, Dar-es-Salaam) :




Improving government processes: e-Administration
Connecting citizens: e-Citizens and e-Services
Building external interactions: e-Society

Respectively, these particularly address the problems that government is too costly, too
inefficient and too ineffective (e-administration); too self-serving and too inconvenient
(e-citizens and e-services); and too insular (e-society).

Figure 18.6: Focal Domains for eGovernment Initiatives
In a little more detail, the domains of e-government are as follows.
B1. Improving Government Processes: eAdministration

E-Government initiatives within this domain deal particularly with improving the internal
workings of the public sector. They include:






Cutting process costs: improving the input: output ratio by cutting financial costs and/or
time costs.
Managing process performance: planning, monitoring and controlling the performance of
process resources (human, financial and other).
Making strategic connections in government: connecting arms, agencies, levels and data
stores of government to strengthen capacity to investigate, develop and implement the
strategy and policy that guides government processes.
Creating empowerment: transferring power, authority and resources for processes from
their existing locus to new locations.
B2. Connecting Citizens: eCitizens and eServices
Such initiatives deal particularly with the relationship between government and citizens:
either as voters/stakeholders from whom the public sector should derive its legitimacy, or
as customers who consume public services. These initiatives may well incorporate the
process improvements identified in section B1. However, they also include a broader
remit:






Talking to citizens: providing citizens with details of public sector activities. This mainly
relates to certain types of accountability: making public servants more accountable for
their decisions and actions.
Listening to citizens: increasing the input of citizens into public sector decisions and
actions. This could be flagged as either democratization or participation.
Improving public services: improving the services delivered to members of the public
along dimensions such as quality, convenience and cost.
B3. Building External Interactions: eSociety

Such initiatives deal particularly with the relationship between public agencies and other
institutions - other public agencies, private sector companies, non-profit and community
organizations. As with citizen connections, these initiatives may well incorporate the
process improvements identified in section B1. However, they also include a broader
remit:





Working better with business: improving the interaction between government and
business. This includes digitizing regulation of, procurement from, and services to,
business to improve quality, convenience and cost.
Developing communities: building the social and economic capacities and capital of local
communities.
Building partnerships: creating organizational groupings to achieve economic and social
objectives. The public sector is almost always one of the partners, though occasionally it
acts only as a facilitator for others.

The Advantages and Disadvantages of Electronic-Government
The Advantages of Electronic-Government


Democratization. One goal of e-government will be greater citizen participation.
Through the internet, people from all over the country can interact with politicians or
public servants and make their voices heard. Blogging and interactive surveys will
allow politicians or public servants to see the views of the people they represent on
any given issue. Chat rooms can place citizens in real-time contact with elected
officials, their offices or provide them with the means to replace them by interacting
directly with public servants, allowing voters to have a direct impact and influence in
their government. These technologies can create a more transparent government,
allowing voters to immediately see how and why their representation in the capital is
voting the way they are. This helps voters better decide who to vote for in the future or
how to help the public servants become more productive. A government could
theoretically move more towards a true democracy with the proper application of egovernment. Government transparency will give insight to the public on how decisions
are made and hold elected officials or public servants accountable for their actions.
The public could become a direct and prominent influence in government legislature to
some degree.
















Environmental Bonuses. Proponents of e-government argue that online government
services would lessen the need for hard copy forms. Due to recent
pressures from environmentalist groups, the media, and the public, some governments
and organizations have turned to the Internet to reduce this paper use. The United
States government utilizes the website http://www.forms.gov to provide “internal
government forms for federal employees” and thus “produce significant savings in paper.
Speed, efficiency, and convenience. E-government allows citizens to interact with
computers to achieve objectives at any time and any location, and eliminates the
necessity for physical travel to government agents sitting behind desks and windows.
Improved accounting and record keeping can be noted through computerization, and
information and forms can be easily accessed, equaling quicker processing time. On
the administrative side, access to help find or retrieve files and linked information
can now be stored in databases versus hardcopies stored in various locations.
Individuals with disabilities or conditions no longer have to be mobile to be active in
government and can be in the comfort of their own homes.
Public approval. Recent trials of e-government have been met with acceptance and
eagerness from the public. Citizens participate in online discussions of political
issues with increasing frequency, and young people, who traditionally display minimal
interest in government affairs, are drawn to e-voting procedures.
The ultimate goal of the e-government is to be able to offer an increased portfolio of
public services to citizens in an efficient and cost effective manner. It allows for
government transparency because it allows the public to be informed about what the
government is working on as well as the policies they are trying to implement.
The main advantage while implementing electronic government will be to improve the
efficiency of the current system ( Paper based system). That would in return same money
and time. The introduction would also facilitate better communications between
governments and businesses.
For example: E-procurement facilitates G2G and B2B communication; this will permit
smaller business to compete for government contracts as well as larger business. hence
the advantage of creating an open market and stronger economy. Business and citizens
can obtain information at a faster speed and it is possible at any time of the day.
The society is moving towards the mobile connections and the ability of an e-government
service to be accessible to citizens irrespective of location throughout the country brings
the next and potentially biggest benefit of an e-government service as we live in what is
now termed as the Knowledge era.
The anticipated benefits of e-government include efficiency, improved services, better
accessibility of public services, and more transparency and accountability.

The Disadvantages of Electronic-Government



The main disadvantages concerning e-government is the lack of equality in public
access to the internet, reliability of information on the web, and hidden agendas of
government groups that could influence and bias public opinions.
Hyper-surveillance. Increased contact between government and its citizens goes both

















ways. Once e-government begins to develop and become more sophisticated, citizens
will be forced to interact electronically with the government on a larger scale. This could
potentially lead to a lack of privacy for civilians as their government obtains more and
more information on them. In a worst case scenario, with so much information
being passed electronically between government and civilians, a totalitarian-like
system could develop. When the government has easy access to countless
information on its citizens, personal privacy is lost.
Cost. Although "a prodigious amount of money has been spent" on the
development and implementation of e-government, some say it has yielded only a
mediocre product. The outcomes and effects of trial Internet-based governments are
often difficult to gauge or unsatisfactory.
Inaccessibility. An e-government site that provides web access and support often does
not offer the "potential to reach many users including those who live in remote areas,
are homebound, have low literacy levels, exist on poverty line incomes."
False sense of transparency and accountability. Opponents of e- government argue
that online governmental transparency is dubious because it is maintained by the
governments themselves. Information can be added or removed from the public eye.
To this day, very few organizations monitor and provide accountability for these
modifications. Even the governments themselves do not always keep track of the
information they insert and delete.
The main disadvantage concerning e-government is the lack of equality in public access
to the internet, reliability of information on the web, and hidden agendas of government
groups that could influence and bias public opinions.
Potential implications of implementing and designing e-government, include disintermediation of the government and citizens, impacts on economic, social and political
factors, vulnerability to cyber attacks and disturbance to the status quo in these areas.
Hyper-surveillance: Once the government begins to develop and become more
sophisticated, the citizens will be forced to interact electronically with the government on
a larger scale. e.g This could potentially lead to a lack of privacy for civilians as their
government obtains more and more information on them.
Cost: Although large amount of money is spent on the development and implementation
of e-government the outcomes and effects of trial internet-based governments are often
difficult to gauge or unsatisfactory.
Inaccessibility: An e-government site that provides web based access and support often
does not offer the potential to reach many users including those who live in the remote
areas, have low literacy levels and exist on poverty line incomes.
Issues in e- Governance Applications:

Funding. Funding is the foremost issue in e-Governance initiatives. The projects that
are part of the e-governance initiatives need to be funded either through the Government
sector or through the private sector. For the private sector to step into the funding
activity their commercial interests needs to be ensured. The projects can be built either
on BOO (Built Own Operate) or BOOT (Built Own Operate Transfer) basis. Also the
Government interest of Value Addition in services also needs to be taken care of
while transferring the services to private sector. Advertising, sharing of Government

information etc. could be a few revenue generators for the Government.
Privacy. The privacy of the citizen also needs to be ensured while addressing the
issues. Whenever a citizen gets into any transaction with a Government agency, he
shells out lot of personal information, which can be misused by the private sector. Thus,
the citizen should be ensured that the information flow would pass through reliable
channels and seamless network.
Authentication. Secured ways of transactions for the Government services are another
issue of concern. The identity of citizens requesting services needs to be verified before
they access or use the services. Here digital signature will play an important role in
delivery of such services. But the infrastructure needed to support them is very expensive
and requires constant maintenance. Hence a pertinent need still survives, compelling the
authorities to ensure the authenticity in their transactions thereby gaining absolute trust
and confidence of the citizen.
Interoperability. A major design issue for integrated service delivery sites is how to
capture data in a Web-based form and transfer it to an agency’s systems for processing
and sharing that information in a common format. In fact the interoperation of various
state Governments, the various ministries within a state Government is a critical issue.
Further how the various islands of automation will be brought together and built into one
is another key issue of e-Governance.
Delivery of services: The ability of citizens to access these services is another major
issue. Since the penetration of PCs and Internet is very low in the country, some
framework needs to be worked out for delivery of the e- Services that would be
accessible to the poorest of the poor. What will be the Government’s network to
deliver those services? Could we have something like a single stop shop of the
Government? A proposed mechanism is delivery of the same through the Government
Post Offices, for they already have the brick and mortar support and the most extensive
network in the nation.
Standardization. Defining the standards for the various Government services is another
issue that needs to be addressed. The standards need to be worked out not only for
the technologies involved but also for issues like naming of websites to creating EMail addresses.
Technology Issues. A number of organizations, both in the Centre and the States,
have taken commendable initiatives to develop hardware and software platforms to
address the challenges offered by e-Governance. At the central level in particular, the
C-DAC, CMC and a number of others are noteworthy. The e-Governance initiative
would have to address these Technology Issues/Objectives by identifying the
appropriate hardware platforms and software application packages for cost-effective
delivery of public services. This knowledge repository should be widely available
through appropriate Demo- Mechanisms. Offering a basket of these models to the State
departments, both in the Center and the State, could be suitably customized as per
location and work specific requirements.
Use of local languages. The access of information must be permitted in the language
most comfortable to the public user, generally the local language. There do already
exist technologies such as GIST and language software by which transliteration from
English into other languages can be made.
Illiteracy: Literacy rate is around 60% and rest 40% are dependent on farming, labor

works and can’t even read or write and hence the online activities are not in approach
of the illiterate public.
Corruption: Improper utilization of funds, Corruption, favoritism, unnecessary
involvement or negligence of officials and political leaders is hampering the growth
of G2C implementation.
Telecom Problems: The infrastructure of telecommunication services are to be
developed and existing system should be improved with advancements like
ubiquitous, broad band and other future technologies.
Unaffordable Cost: The cost of telecom and internet activities is not within the reach of
general public. Lack of financial elements like affordability with public, telecom
rationing system, free browsing centers etc. is limiting the progress.
Electronic- Money: (also known as e-currency, e-money, electronic cash, electronic
currency, digital money, digital cash, digital currency, cyber currency) refers to
money which is only exchanged electronically. Typically, this involves the use of
computer networks, the internet and digital stored value systems. Electronic Funds
Transfer (EFT), direct deposit, digital gold currency and virtual currency are all
examples of electronic money.
Electronic cash is a general term that describes any value storage and exchange
system created by a private (nongovernmental) entity that does not use paper documents
or coins and that can serve as a substitute for government-issued physical currency. A
significant difference between electronic cash and scrip is that electronic cash can be
readily exchanged for physical cash on demand. Because electronic cash is issued by
private entities, there is a need for common standards among all electronic cash issuers
so that one issuer’s electronic cash can be accepted by another issuer. This need has not
yet been met. Each issuer has its own standards and electronic cash is not
universally accepted, as is government-issued physical currency.
A number of electronic money systems use contactless payment transfer in order to
facilitate easy payment and give the payee more confidence in not letting go of their
electronic wallet during the transaction. Electronic cash shows particular promise in
two applications: the sale of goods and services priced less than $10—the lower
threshold for credit card payments—and the sale of all goods and services to those
persons without credit cards.
Advantages and Disadvantages of Electronic- Cash Advantages
We can transfer funds, purchase stocks, and offer a variety of other services without
having to handle physical cash or checks as long as bank is providing such services
online. The significant effect is we do not have to queue in lines.
Debit cards and online bill payments allow immediate transfer of funds from an
individual's personal account to a business's account regardless the designated place
(around the globe) by few clicks without any actual paper transfer of money. This
bring convenience individual like us and businessmen.
Consumers will have greater privacy when shopping on the Internet using
electronic money instead of ordinary credit cards.

Disadvantages
E-cash and E-Cash transaction security are the major concern. Frauds on E- Cash
are on the catch recent years. Hackers with good skill able to hack into bank accounts
and illegally retrieve of banking records has led to a widespread invasion of privacy and
has promoted identity theft. There are many other tricks including through phishing
website of certain banks and emails.
Money flow and criminal/terrorist activities are harder to be traced by government.
With the continued growth of E-Cash, money flow in and out of countries at
immediate speed without being traced will weaken the government's ability to monitor
and income in tax. Money laundering and tax evasion could be uncontrollable in e-cash
systems as criminals use untraceable internet transaction to hide assets offshore.
E-Cash is not for everyone. Low income groups without computer and internet access
are unable to enjoy the usage of E-Cash. This issue shall be resolved so that E-Cash
could be implemented widely.
There is also a pressing issue regarding the technology involved in electronic cash
such power failures, internet connection failure, loss of records and undependable
software. These often cause a major setback in promoting the technology.

18.5
What is a Data Warehouse?
Data warehouse provides architectures and tools for business executives to systematically
organize, understand, and use their data to make strategic decisions. In the last several
years, many firms have spent millions of dollars in building enterprise-wide data
warehouses as it is assumed a way to keep customers by learning more about their needs.
In simple terms, a data warehouse refers to a database that is maintained separately from
an organization’s operational databases. Data warehouse systems allow for the
integration of a variety of application systems. They support information processing by
providing a solid platform of consolidated, historical data for analysis.
According to W. H. Inman, a leading architect in the construction of data warehouse
systems, “a data warehouse is a subject-oriented, integrated, time-variant, and nonvolatile
collection of data in support of management’s decision making process.” The four
keywords, subject-oriented, integrated, time-variant, and non-volatile, distinguish data
warehouses from other data repository systems, such as relational database systems,
transaction processing systems, and file systems. Let us understand the four key words in
more detail as follows:
1. Subject-oriented: A data warehouse focuses on the modeling and analysis of data
for decision makers. Therefore, data warehouses typically provide a simple and
concise view around particular subject issues by excluding data that are not useful
in the decision support process.
2. Integrated: As the data warehouse is usually constructed by integrating multiple
heterogeneous sources, such as relational databases, flat files, and on-line
transaction records, the data cleaning and data integration techniques need to be
applied to ensure consistency in naming conventions, encoding structures,
attribute measures, and so on.
3. Time-variant: Data are stored to provide information from a historical perspective
(e.g., the past 5-10 years). Every key structure in the data warehouse contains,
either implicitly or explicitly, an element of time.
4. Non-volatile: A data warehouse is always a physically separate store of data
transformed from the application data found in the operational environment. Due
to this separation, a data warehouse does not require transaction processing,
recovery, and concurrency control mechanisms. It usually requires only two
operations in data accessing: initial loading of data and access of data.
18.5.1
Use of Data Warehouses in Organizations
Many organizations are creating data warehouse to support business decision-making
activities for the following reasons:

1. To increasing customer focus, which includes the analysis of customer buying
patterns (such as buying preference, buying time, budget cycles, and appetites for
spending),
2. To reposition products and managing product portfolios by comparing the
performance of sales by quarter, by year, and by geographic regions, in order to finetune production strategies,
3. To analyzing operations and looking for sources of profit,
4. To managing the customer relationships, making environmental corrections, and
managing the cost of corporate assets, and
5. Data warehousing is also very useful from the point of view of heterogeneous
database integration. Many organizations typically collect diverse kinds of data and
maintain large databases from multiple, heterogeneous, autonomous, and distributed
information sources.
18.5.2
What is Data Mining?
In simple words, data mining refers to extracting or “mining” knowledge from large
amounts of data. Some other terms like knowledge mining from data, knowledge
extraction, data/pattern analysis, data archaeology, and data dredging are also used for
data mining. Many people treat data mining as a synonym for another popularly used
term, Knowledge Discovery from Data, or KDD.
Some people view data mining as simply an essential step in the process of knowledge
discovery. Knowledge discovery as a process and consists of an iterative sequence of the
following steps:
1. Data cleaning (to remove noise and inconsistent data)
2. Data integration (where multiple data sources may be combined)
3. Data selection (where data relevant to the analysis task are retrieved from the
database)
4. Data transformation (where data are transformed or consolidated into forms
appropriate for mining by performing summary or aggregation operations, for
instance)
5. Data mining (an essential process where intelligent methods are applied in order to
extract data patterns)
6. Pattern evaluation (to identify the truly interesting patterns representing knowledge
based on some interestingness measures)
7. Knowledge presentation (where visualization and knowledge representation
techniques are used to present the mined knowledge to the user).
The first four steps are different forms of data preprocessing, which are used for data
preparation for mining. After this the data-mining step may interact with the user or a
knowledge base. The interesting patterns are presented to the user and may be stored as
new knowledge in the knowledge base.
18.5.3
Definition of Data Mining
Today, in industry, in media, and in the database research milieu, the term data
mining is becoming more popular than the longer term of knowledge discovery from
data. Therefore in a broader view of data mining functionality data mining can be
defined as “the process of discovering interesting knowledge from large amounts of
data stored in databases, data warehouses, or other information repositories.”

18.6
Architecture of Data Mining
Based on the above definition, the architecture of a typical data mining system may have
the following major components (Figure 2.2):
1. Information repository: This is one or a set of databases, data warehouses,
spreadsheets, or other kinds of information repositories. Data cleaning and data
integration techniques may be performed on the data.
2. Database or data warehouse server: The database or data warehouse server is
responsible for fetching the relevant data, based on the user’s data mining request.
3. Knowledge base: This is the domain knowledge that is used to guide the search or
evaluate the interestingness of resulting patterns.
4. Data mining engine: This is essential to the data mining system and ideally consists of
a set of functional modules for tasks such as characterisation, association and
correlation analysis, classification, prediction, cluster analysis, outlier analysis, and
evolution analysis.
5. Pattern evaluation module: This component typically employs interestingness
measures and interacts with the data mining modules so as to focus the search toward
interesting patterns.
6. User interface: This module communicates between users and the data mining
system, allowing the user to interact with the system by specifying a data mining
query or task, providing information to help focus the search, and performing
exploratory data mining based on the intermediate data mining results. In addition,
this component allows the user to browse database and data warehouse schemas or
data structures, evaluate mined patterns, and visualize the patterns in different forms.
18.7
A Classification of Data Mining Systems
There are many data mining systems available or being developed. Some are specialized
systems dedicated to a given data source or are confined to limited data mining
functionalities, other are more versatile and comprehensive. Data mining systems can be
categorized according to various criteria among other classification are the following:
1. Classification according to the kinds of data source mined: This classification
categorizes data mining systems according to the type of data handled such as
spatial data, multimedia data, time-series data, text data, Worldwide Web, etc.
2. Classification according to the data model drawn on: This classification categorizes
data mining systems based on the data model involved such as relational database,
object-oriented database, data warehouse, transactional, etc.
3. Classification according to the kind of knowledge discovered: This classification
categorizes data mining systems based on the kind of knowledge discovered or data
mining functionalities, such as characterization, discrimination, association,
classification, clustering, etc. Some systems tend to be comprehensive systems
offering several data mining functionalities together.
4. Classification according to mining techniques used: Data mining systems employ
and provide different techniques. This classification categorizes data mining systems
according to the data analysis approach used such as machine learning, neural networks,
genetic algorithms, statistics, visualization, database-oriented or data warehouse-oriented,

etc. The classification can also take into account the degree of user interaction involved
in the data mining process such as query-driven systems, interactive exploratory systems,
or autonomous systems. A comprehensive system would provide a wide variety of data
mining techniques to fit different situations and options, and offer different degrees of
user interaction.
18.8
Advantages of Data Mining
Advantages of data mining from different point of view are:
Marketing/Retailing
Data mining can aid direct marketers by providing them with useful and accurate trends
about their customers’ purchasing behavior. Based on these trends, marketers can direct
their marketing attentions to their customers with more precision. For example, marketers
of a software company may advertise about their new software to consumers who have a
lot of software purchasing history. In addition, data mining may also help marketers in
predicting which products their customers may be interested in buying. Through this
prediction, marketers can surprise their customers and make the customer’s shopping
experience becomes a pleasant one.
Retail stores can also benefit from data mining in similar ways. For example, through the
trends provide by data mining, the store managers can arrange shelves, stock certain
items, or provide a certain discount that will attract their customers.
Banking/Crediting
Data mining can assist financial institutions in areas such as credit reporting and loan
information. For example, by examining previous customers with similar attributes, a
bank can estimated the level of risk associated with each given loan. In addition, data
mining can also assist credit card issuers in detecting potentially fraudulent credit card
transaction. Although the data mining technique is not a 100% accurate in its prediction
about fraudulent charges, it does help the credit card issuers reduce their losses.
Law Enforcement
Data mining can aid law enforcers in identifying criminal suspects as well as
apprehending these criminals by examining trends in location, crime type, habit, and
other patterns of behaviors.
Researchers
Data mining can assist researchers by speeding up their data analyzing process; thus,
allowing them more time to work on other projects.
18.9
Disadvantages of Data Mining
Disadvantages of data mining are:
Privacy Issues
Personal privacy has always been a major concern in this country. In recent years, with
the widespread use of Internet, the concerns about privacy have increase tremendously.
Because of the privacy issues, some people do not shop on Internet. They are afraid that
somebody may have access to their personal information and then use that information in
an unethical way; thus causing them harm.
Although it is against the law to sell or trade personal information between different
organizations, selling personal information have occurred. For example, according to
Washing Post, in 1998, CVS had sold their patient’s prescription purchases to a different

company. In addition, American Express also sold their customers’ credit care purchases
to another company. What CVS and American Express did clearly violate privacy law
because they were selling personal information
without the consent of their customers. The selling of personal information may also
bring harm to these customers because you do not know what the other companies are
planning to do with the personal information that they have purchased.
Security Issues
Although companies have a lot of personal information about us available online, they do
not have sufficient security systems in place to protect that information. For example,
recently the Ford Motor credit company had to inform 13,000 of the consumers that their
personal information including Social Security number, address, account number and
payment history were accessed by hackers who broke into a database belonging to the
Experian credit reporting agency. This incidence illustrated that companies are willing to
disclose and share your personal information, but they are not taking care of the
information properly. With so much personal information available, identity theft could
become a real problem.
Misuse of Information/Inaccurate Information
Trends obtain through data mining intended to be used for marketing purpose or for some
other ethical purposes, may be misused. Unethical businesses or people may used the
information obtained through data mining to take advantage of vulnerable people or
discriminated against a certain group of people. In addition, data mining technique is not
a 100 percent accurate; thus mistakes do happen which can have serious consequence.

18.10 Mobile Communication and Mobile Technology
Mobile technology has already creating hype throughout the world. We are using
so many features in our mobile these days which most of us have never dreamed off.
What is making all these amazing features working so well? We are using SMS, deliver
messages in seconds through out the world with just a little click of button ”Send”, MMS,
sending pictures and video files in amazingly quick time, finding locations, accessing
high speed internet in your mobiles are the features which were not possible just few
years back, there are some technologies which are actually responsible for such facilities
on our mobiles and we are going to talk about all these technologies in mobile
communication section.
Everybody knows about mobile phones, these are different size portable devices capable
of communicating over longer distances through high tech processes involved know to be
mobile computing and communications.
Today’s mobiles networks supports features likes SMS, GPRS, MMS, emailing
facility on mobile, Bluetooth, WAP and many more depending upon how reputed and
bigger mobile network company is, most of the networks worldwide provides these
features as they have become the standard features in mobile communication between
their customers and of course one cannot neglect how sophisticated mobiles phones are
available now, these mobile phones carries many features which sometimes are not
supported by mobile networks. Mobile phones of today’s age are now equal to portable

PCs. These mobile phones connect to their cellular networks and these cellular networks
are connected to Public switching telephone network (PSTN).
Mobile Network Technology
Mobile Technology has groomed a lot in past few years, major reasons for rapid
advancements in mobile network technology is requirements for being mobile or
connectivity on move. Latest mobile handsets offers features which one had never
thought off, ultimately it forces mobile network companies to bring these features in
practice use to take commercial advantages.
Cellular companies use AMPS, D-AMPS, CMMA2000, UMTS, GSM, EVDO etc.
AMPS however pretty much vanished from the scene, AMPS network system was based
on analog communication technology, latest features were not supported by AMPS
therefore all cellular networks world wide have adopted above mentioned digital
communication methodologies to meet the need of consumers. GSM remains the highly
used mobile communication methodology worldwide. Cellular networks and mobile
phones vary from geographical locations and providers to providers, but still standard
communication methods are more or less same every where. Basic communication takes
place using electromagnetic microwaves with cellular base stations. Cellular networks
have huge antennas normally located in the middle of certain area to provide optimum
signal broadcasting. These antennas are known as Base Transceiver Station (BTS).
Mobile handsets have low powered transceivers which transmit voice data to the closed
BTS which can usually be with in 5 t 8 miles radius.
Transceivers: Transceivers are devices which have capability of transmitting and receive
data at the same time.Mobile handset register it self at mobile network switch or
exchange as soon as it starts transmitting, usually it means when handset is turn on, it
tries to registered to the network of inserted SIM card. Mobile networks uniquely identify
each and every registered mobile handset on the given BTS and sends notifications to
those mobile handsets which have incoming calls. Handsets will always be registered to
the most nearest BTS for communication, incase if user of the network is on move,
mobile phones in this case will handoff to many closest BTS during the call and keep the
connection alive with nearest base stations. In case of unavailability of BTS, handset will
be disconnected from the network resulting in dropping of on going call.
BTS also operates on less power radio frequency transmission; they make their presence
feel by broadcasting signals for receivers of mobile handsets. Communication between
BTS and mobile sets takes place in stream of digital data, which is digitized audio. Each
mobile network operates on unique radio frequency.
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Evolution Of Mobile Communication Technologies
Cellular technology is one of the fastest and on going growing telecommunication
industry of the world; it may easily be one of those industries which may never suffer
from economics of the world. Even today millions of users are subscribing to different
mobile networks in the world.
There are numerous mobile communication technologies which makes growth of cellular
industry to this extend one of the technology which is by far the best and most widely
used in mobile communication is GSM, GSM stands for Global System for Mobile
Communications.

Old Mobile Communication Technologies.
Early in 1980’s there were few mobile communication technologies like AMPS, Advance
Mobile Phone Service, TACS, Total Access Communication Systems and NMT, Nordic
Mobile Technology. AMPS were widely used in North America which was later adopted
by many other countries worldwide. TACS was deployed in United kingdom where as
NMT was implemented in Nordic countries.
Evolution of Mobile Communication Technologies
Communication technologies mentioned above had many limitations which had to be
over come for the growth of the industry. Each country had deployed their own set of
standards for communications which was making impossible to go beyond boundaries.
All the systems and services were limited with in the country in which system is
deployed and no services were available to be hired from even neighbored countries. Do
you this problem mobile equipment manufactures markets were limited to the operating
system and no hardware was compatible to the OS of other communication technologies.
Because of these limitations and boundaries communication for longer distances were
either impossible or were very expensive, there were no concepts of International
roaming do you limitations of the systems, no international calls were possible using
these technologies.

Unlike today, in back days telephonic systems were analog, the biggest challenge faced
by analog systems was inability to cope with the growing needs of telecommunication
industry with cost efficiency. This challenge brought evolution in this industry and need
for digital technology was realized. In result to introduction of digital communication
over analog system better receptions of signals were experienced, low level of
interference, integration, transmission, switching and improved levels to meet the needs
of current telecommunication industry challenges.
Mobile Internet Communication Technologies
There are number of mobile communication technologies which have been developed
ever since from analog days,, every now and then new technology is released to cope
with telephonic industry demands. Currently we have following mobile and internet
communication technologies adopted by different mobile companies in different parts of
the world.
 GSM
 CDMA
 EDGE
 GPRS
 VoIP
What is GPS Tracker: GPS stands for Global Positioning System which is a
combination of satellites.GPS unit use to be programmed with maps of specific areas,
with all the roads and streets. So the position can be located easily with the help of
satellite. All the different satellites use to transmit different signals to GPS receivers

around the world. To measure the distance between GPS satellite and receiver travel time
of radio signals between the satellite and receiver is measured. With the combination of
distance over time of some nearest satellite location, speed and direction of GPS receiver
can be located. Data about the location of GPS receiver is very important for the
company owner because this data actually tell about the vehicles that the company
possess.

How GPS Tracking Works:
The simplest and easiest way to explain about working of GPS is that the users just have
to insert the GSM card into the GPS tracker, and the object or individual you want to
monitor would already have a GPS tracer or receiver. When user activates his account, at
that time he can locate that individual or object by using computer or phone which can
access internet. As we discuss earlier that GPS tracker uses radio signals to locate the
position, so same would be done here. Then a software use to tell us about the location in
real times with landmarks, street name and every single details about the location of the
object or individual.

Types of GPS Tracking Unit:

There are main three categories into which GPS tracking units are divided. These three
includes Data Loggers, Data Pushers and Data Pullers.
Data Logger/ Passive GPS Tracking:
As the name suggest data logger uses to logs about the position of the object after some
specific intervals of time. Then that information about the position use to store in the
flash based memory. This stored information can be transferred to some other stores with
the help of USB device. USB devices are mostly used by long distance hikers etc, this
logging facility use to help them in searching the further routes.
Data Pusher:
GPS data pusher is most popular because of its security privileges. As the name suggest
us that this device use to push the data form device to the central database unit after
specific intervals. Data that use to get through data pusher help to get information about
location, direction, speed and distance. This is best for the use in vehicles. With the help
of data pusher the location at which any vehicle is can be known instantly so that efficient
supervision and theft prevention can be done. This is also helpful for spy’s so that they
can
track
the
movement
of
individuals.
Data Puller:
GPS data puller unit allows its users to pull the data form receiver. This data can use to
be pulled form there at the time of need. This device use to work all the time, mean 24/7
in a day. It is not as popular for use as is data pusher, because it is most commonly used
to find out the stolen goods. This can be used when tracking use to be done rarely.
Some Other facilities of GPS:
 Most of the GPS tracking devices provide us with the location which is accurate
within 2.5 meters.
 GPS tracking devices are location sensitive which mean that they can find the
hidden locations as well, and with that device use to maintain good reception.
 GPS devices are now so efficient that they now use to collect he information on
second by second procedures. This style of collecting information give a better
flow of information and then better reports can be generated.
 These devices are easy portable. But there use was always an issue of power
supple to these devices. Now this problem has been sort out and GPS tracking
devices give us now up to 20 hours tracking without any power supply.
 This method is very reliable and with that some special software’s are also
available now in market. This software use to give us ease of automatically
collected the information after some specific intervals of time.

18.11 Cloud Computing
18.11.1 Introduction
This text provides you with a basic information about the Cloud Computing, a new and
fastly growing term. It is structured to seven chapters for better orientation and easy
understanding. The first chapter talks about the very basis such as definition, its attributes
or history.

Definition
Cloud Computing is a buzzword of 2010 and many experts disagree on its exact
definition. But the most used one and concurred one includes the notion of web‐based
services which are available on demand from and optimized and highly scalable service
provider. Since such a disagreement on the definition, one will be provided to better
understand of the notion. The cloud is IT as a service, delivered by IT resources that are
independent of location. It is a style of computing in which dynamically scalable and
often virtualized resources are provided as a service over the Internet where end‐users
have no knowledge of, expertise in, or control over the technology infrastructure (the
cloud) that supports them.

18.11.2 Attributes

Before some of the attributes will be defined, the term cloud should be explained. A
cloud has been long used in IT, in network diagrams respectively, to represent a sort of
black box where the interfaces are well known but the internal routing and processing is
not visible to the network users. Key attributes in cloud computing:


Service‐Based: Consumer concerns are abstracted from provider concerns
through service interfaces that are well‐defined. The interfaces hide the
implementation details and enable a completely automated response by the
service provider. The service could be considered "ready to use" or "off the shelf"
because it is designed to serve the specific needs of a set of consumers, and the
technologies are tailored to that need rather than the service being tailored to how
the technology works. The articulation of the service feature is based on service
levels and IT outcomes such as availability, response time, performance versus
price, and clear and predefined operational processes, rather than technology and
its capabilities. In other words, what the service needs to do is more important
than how the technologies are used to implement the solution.



Scalable and Elastic: The service can scale capacity up or down as the consumer
demands at the speed of full automation (from seconds for some services to hours
for others). Elasticity is a trait of shared pools of resources. Scalability is a feature
of the underlying infrastructure and software platforms. Elasticity is associated
with not only scale but also an economic model that enables scaling in both
directions in an automated fashion. This means that services scale on demand to
add or remove resources as needed.



Shared: Services share a pool of resources to build economies of scale and IT
resources are used with maximum efficiency. The underlying infrastructure,
software or platforms are shared among the consumers of the service (usually
unknown to the consumers). This enables unused resources to serve multiple
needs for multiple consumers, all working at the same time.



Metered by Use: Services are tracked with usage metrics to enable multiple
payment models. The service provider has a usage accounting model for
measuring the use of the services, which could then be used to create different
pricing plans and models. These may include pay‐as‐you go plans, subscriptions,
fixed plans and even free plans. The implied payment plans will be based on
usage, not on the cost of the equipment. These plans are based on the amount of
the service used by the consumers, which may be in terms of hours, data transfers
or other use‐based attributes delivered.



Uses Internet Technologies: The service is delivered using Internet identifiers,
formats and protocols, such as URLs, HTTP, IP and representational state transfer
Web‐oriented architecture. Many examples of Web technology exist as the
foundation for Internet‐based services. Google's Gmail, Amazon.com's book
buying, eBay's auctions sharing all exhibit the use of Internet and Web
technologies and protocols. More details about examples are in the chapter four –
Intergration [2]

18.11.3 History
History of Cloud Computing surprisingly began almost 50 years ago. The father of this
idea is considered to be John McCarthy, a professor at MIT University in US, who first in
1961 presented the idea of sharing the same computer technology as being the same as
for example sharing electricity. Electrical power needs many households/firms that
possess a variety of electrical appliances but do not possess power plant. One power plant
serves many customers and using the electricity example, power plant=service provider,
distribution network=internet and the households/firms=computers. [3]
Since that time, Cloud computing has evolved through a number of phases which include
grid and utility computing, application service provision (ASP), and Software as a
Service (SaaS). One of the first milestones was the arrival of Salesforce.com in 1999,
which pioneered the concept of delivering enterprise applications via a simple website.
The next development was Amazon Web Services in 2002, which provided a suite of
cloud‐based services including storage, computation and even human intelligence.
Another big milestone came in 2009 as Google and others started to offer browser‐based
enterprise applications, though services such as Google Apps. [4]

18.11.4

Architecture

A basis infromation about the architecture is provided in this chapter, together with the
explanations of relevant terms such as virtualization, Frond/Back end or Middleware.


Virtualization is best described as essentially designating one computer to do the
job of multiple computers by sharing the resources of that single computer across
multiple environments. Virtual servers and virtual desktops allow you to host
multiple operating systems and multiple applications locally and in remote
locations, freeing your business from physical and geographical limitations.

The Cloud Computing architecture can be divided into two sections, the front end and the
back end, connected together through a network, usually Internet. The Front End
includes the client's computer and the application required to access the cloud computing
system. Not all cloud computing systems have the same user interface. Services like
Web‐based e‐mail programs leverage existing Web browsers like Internet Explorer or
Firefox. Other systems have unique applications that provide network access to clients.

The Back End of the system is represented by various computers, servers and data
storage systems that create the "cloud" of computing services. Practically, Cloud
Computing system could include any program, from data processing to video games and
each application will have its own server.
A central server administers the system, monitoring traffic and client demands to ensure
everything runs smoothly. It follows a set of rules called protocols and uses a special kind
of software called Middleware. Middleware allows networked computers to
communicate with each other.

Public Cloud (external cloud) is a model where services are available from a provider
over the Internet, such as applications and storage. There are free Public Cloud Services
available, as well as pay‐per‐usage or other monetized models. Private Cloud (Internal
Cloud/Corporate Cloud) is computing architecture providing hosted services to a limited
number of people behind a company’s protective firewall and it sometimes attracts
criticism as firms still have to buy, build, and manage some resources and thus do not
benefit from lower up‐front capital costs and less hands‐on management, the core concept
of Cloud Computing.

Private/Public cloud
Source:
http://www.technologyevaluation.com/login.aspx?returnURL=http://www.technologyevaluation.com%2fresearch%2farticles%2fiwant-my-private-cloud-21964%2f

Deployment Models
Deploying cloud computing can differ depending on requirements, and the following four
deployment models have been identified, each with specific characteristics that support
the needs of the services and users of the clouds in particular ways (see Figure 2).
• Private Cloud — The cloud infrastructure has been deployed, and is maintained and
operated for a specific organization. The operation may be in-house or with a third party
on the premises.
• Community Cloud — The cloud infrastructure is shared among a number of
organizations with similar interests and requirements. This may help limit the capital
expenditure costs for its establishment as the costs are shared among the organizations.
The operation may be in-house or with a third party on the premises.
• Public Cloud — The cloud infrastructure is available to the public on a commercial
basis by a cloud service provider. This enables a consumer to develop and deploy a
service in the cloud with very little financial outlay compared to the capital expenditure
requirements normally associated with other deployment options.

• Hybrid Cloud — The cloud infrastructure consists of a number of clouds of any type,
but the clouds have the ability through their interfaces to allow data and/or applications to
be moved from one cloud to another. This can be a combination of private and public
clouds that support the requirement to retain some data in an organization, and also the
need to offer services in the cloud.

Figure 18.11. Public, Private, and Hybrid Cloud Deployment Example
Benefits
The following are some of the possible benefits for those who offer cloud computingbased services and applications:
• Cost Savings — Companies can reduce their capital expenditures and use operational
expenditures for increasing their
computing capabilities. This is a lower barrier to entry and also requires fewer in-house
IT resources to provide system support.
• Scalability/Flexibility — Companies can start with a small deployment and grow to a
large deployment fairly rapidly, and then
scale back if necessary. Also, the flexibility of cloud computing allows companies to use
extra resources at peak times, enabling
them to satisfy consumer demands.
• Reliability — Services using multiple redundant sites can support business continuity
and disaster recovery.
• Maintenance — Cloud service providers do the system maintenance, and access is
through APIs that do not require application
installations onto PCs, thus further reducing maintenance requirements.
• Mobile Accessible — Mobile workers have increased productivity due to systems
accessible in an infrastructure available from
anywhere.

Challenges
The following are some of the notable challenges associated with cloud computing, and
although some of these may cause a slowdown when delivering more services in the
cloud, most also can provide opportunities, if resolved with due care and attention in the
planning stages.
• Security and Privacy — Perhaps two of the more “hot button” issues surrounding cloud
computing relate to storing and securing data, and monitoring the use of the cloud by the
service providers. These issues are generally attributed to slowing the deployment of
cloud services. These challenges can be addressed, for example, by storing the
information internal to the organization, but allowing it to be used in the cloud. For this to
occur, though, the security mechanisms between organization and the cloud need to be
robust and a Hybrid cloud could support such a deployment.
• Lack of Standards — Clouds have documented interfaces; however, no standards are
associated with these, and thus it is unlikely that most clouds will be interoperable. The
Open Grid Forum is developing an Open Cloud Computing Interface to resolve this issue
and the Open Cloud Consortium is working on cloud computing standards and practices.
The findings of these groups will need to mature, but it is not known whether they will
address the needs of the people deploying the services and the specific interfaces these
services need. However, keeping up to date on the latest standards as they evolve will
allow them to be leveraged, if applicable.
• Continuously Evolving — User requirements are continuously evolving, as are the
requirements for interfaces, networking, and storage. This means that a “cloud,”
especially a public one, does not remain static and is also continuously evolving.
• Compliance Concerns — The Sarbanes-Oxley Act (SOX) in the US and Data Protection
directives in the EU are just two among many compliance issues affecting cloud
computing, based on the type of data and application for which the cloud is being used.
The EU has a legislative backing for data protection across all member states, but in the
US data protection is different and can vary from state to state. As with security and
privacy mentioned previously, these typically result in Hybrid cloud deployment with one
cloud storing the data internal to the organization.
Cloud Components
In a simple, topological sense, a cloud computing solution is made up of several
elements: clients, the datacenter, and distributed servers. As shown in Figure 1-3, these
components make up the three parts of a cloud computing solution.
Each element has a purpose and plays a specific role in delivering a functional cloudbased application, so let’s take a closer look.

FIGURE 18.2 Three components make up a cloud computing solution.
Clients
Clients are, in a cloud computing architecture, the exact same things that they are in a
plain, old, everyday local area network (LAN). They are, typically, the computers that
just sit on your desk. But they might also be laptops, tablet computers, mobile phones, or
PDAs—all big drivers for cloud computing because of their mobility.
Anyway, clients are the devices that the end users interact with to manage their
information on the cloud. Clients generally fall into three categories:
• Mobile Mobile devices include PDAs or smartphones, like a Blackberry, Windows
Mobile Smartphone, or an iPhone.
• Thin Clients are computers that do not have internal hard drives, but rather let the
server do all the work, but then display the information.
• Thick This type of client is a regular computer, using a web browser like Firefox or
Internet Explorer to connect to the cloud.
Thin clients are becoming an increasingly popular solution, because of their price and
effect on the environment. Some benefits to using thin clients include
• Lower hardware costs Thin clients are cheaper than thick clients because they do not
contain as much hardware. They also last longer before they need to be upgraded or
become obsolete.
• Lower IT costs Thin clients are managed at the server and there are fewer points of
failure.

• Security Since the processing takes place on the server and there is no hard drive,
there’s less chance of malware invading the device. Also, since thin clients don’t work
without a server, there’s less chance of them being physically stolen.
• Data security Since data is stored on the server, there’s less chance for data to be lost if
the client computer crashes or is stolen.
• Less power consumption Thin clients consume less power than thick clients. This
means you’ll pay less to power them, and you’ll also pay less to air-condition the office.
• Ease of repair or replacement If a thin client dies, it’s easy to replace. The box is
simply swapped out and the user’s desktop returns exactly as it was before the failure.
• Less noise Without a spinning hard drive, less heat is generated and quieter fans can be
used on the thin client.
Datacenter
The datacenter is the collection of servers where the application to which you subscribe is
housed. It could be a large room in the basement of your building or a room full of
servers on the other side of the world that you access via the Internet.
A growing trend in the IT world is virtualizing servers. That is, software can be installed
allowing multiple instances of virtual servers to be used. In this way, you can have half a
dozen virtual servers running on one physical server.
NOTE The number of virtual servers that can exist on a physical server depends on the
size and speed of the physical server and what applications will be running on the virtual
server.
Distributed Servers
But the servers don’t all have to be housed in the same location. Often, servers are in
geographically disparate locations. But to you, the cloud subscriber, these servers act as if
they’re humming away right next to each other.
This gives the service provider more flexibility in options and security. For instance,
Amazon has their cloud solution in servers all over the world. If something were to
happen at one site, causing a failure, the service would still be accessed through another
site. Also, if the cloud needs more hardware, they need not throw more servers in the safe
room—they can add them at another site and simply make it part of the cloud.
Infrastructure
Cloud computing isn’t a one-size-fits-all affair. There are several different ways the
infrastructure can be deployed. The infrastructure will depend on the application and how
the provider has chosen to build the cloud solution. This is one of the key advantages for
using the cloud. Your needs might be so massive that the number of servers required far
exceeds your desire or budget to run those in-house. Alternatively, you may only need a
sip of processing power, so you don’t want to buy and run a dedicated server for the job.
The cloud fits both needs.
Grid Computing
Grid computing is often confused with cloud computing, but they are quite different. Grid
computing applies the resources of numerous computers in a network to work on a single
problem at the same time. This is usually done to address a scientific or technical
problem. A well-known example of this is the Search for Extraterrestrial Intelligence

(SETI) @Home project. In this project, people all over the world allow the SETI project
to share the unused cycles of their computers to search for signs of intelligence in
thousands of hours of recorded radio data. This is shown in Figure 1-4.
Another well-used grid is the World Community Grid—Berkeley Open Infrastructure for
Network Computing (BOINC; see www.worldcommunity grid.org). Here you can
dedicate as much or as little of your idle CPU processing power as you choose to help
conduct protein-folding experiments in an effort to create better and more durable rice
crops to feed the world’s hungry. I bet you didn’t know you could feed the needy with
your computer.
Grid computing necessitates the use of software that can divide and then send out pieces
of the program to thousands of computers. It can be done throughout the computers of an
organization, or it can be done as a form of public collaboration.
Sun Microsystems offers Grid Engine software that allows engineers at companies to
pool the computer cycles on up to 80 workstations at a time.
Grid computing is appealing for several reasons:
• It is a cost-effective way to use a given amount of computer resources.
• It is a way to solve problems that need a tremendous amount of computing power.
• The resources of several computers can be shared cooperatively, without one computer
managing the other.
So what do grid computing and cloud computing have to do with one another? Not much
directly, as they function in fundamentally different ways. In grid computing, a large
project is divided among multiple computers to make use of their resources. Cloud
computing does just the opposite. It allows multiple smaller applications to run at the
same time.
Full Virtualization
Full virtualization is a technique in which a complete installation of one machine is run
on another. The result is a system in which all software running on the server is within a
virtual machine.

In a fully virtualized deployment, the software running on the server is displayed on the
clients.
This sort of deployment allows not only unique applications to run, but also different
operating systems.

Virtualization is relevant to cloud computing because it is one of the ways in which you
will access services on the cloud. That is, the remote datacenter may be delivering your
services in a fully virtualized format.
In order for full virtualization to be possible, it was necessary for specific hardware
combinations to be used. It wasn’t until 2005 that the introduction of the AMDVirtualization (AMD-V) and Intel Virtualization Technology (IVT) extensions made it
easier to go fully virtualized.
Full virtualization has been successful for several purposes:
• Sharing a computer system among multiple users
• Isolating users from each other and from the control program
• Emulating hardware on another machine
Paravirtualization
Paravirtualization allows multiple operating systems to run on a single hardware device at
the same time by more efficiently using system resources, like processors and memory.
In full virtualization, the entire system is emulated (BIOS, drive, and so on), but in
paravirtualization, its management module operates with an operating system that has
been adjusted to work in a virtual machine. Paravirtualization typically runs better than
the full virtualization model, simply because in a fully virtualized deployment, all
elements must be emulated.

In a paravirtualized deployment, many different operating systems can run
simultaneously.

TABLE 18-11 Processor Power Used in Full Virtualization and Paravirtualization
The trade-off is reduced security and flexibility. For instance, flexibility is reduced
because a particular OS or distribution may not be able to work. For example, a new
Windows deployment may not be available as a guest OS for the solution. Security can
be at risk because the guest OS has more control of the underlying hardware, and there is
a risk of impacting the hardware and all the guest systems on the host.
Paravirtualization also allows for better scaling. For example, if a fully virtualized
solution requires 10 percent of processor utilization, then five systems are about the most
that could be run on a system before performance takes a hit. Paravirtualization requires
only 2 percent of processor utilization per guest instance and still leaves 10 percent of the
guest OS available. This is illustrated in Table 1-1.
Paravirtualization works best in these sorts of deployments:
• Disaster recovery In the event of a catastrophe, guest instances can be moved to other
hardware until the equipment can be repaired.
• Migration Moving to a new system is easier and faster because guest instances can be
removed from the underlying hardware.
• Capacity management Because of easier migrations, capacity management is simpler
to implement. It is easier to add more processing power or hard drive capacity in a
virtualized environment.

18.11.5

Cloud computing categories

Services
The term services in cloud computing is the concept of being able to use reusable, finegrained components across a vendor’s network. This is widely known as “as a service.”
Offerings with as a service as a suffix include traits like the following:
• Low barriers to entry, making them available to small businesses
• Large scalability
• Multitenancy, which allows resources to be shared by many users
• Device independence, which allows users to access the systems on different hardware

There are three main categories in CC, Infrastructure as a Service (IaaS), Software as a
Service (SaaS) and Platform as a Service (PaaS). All of them are described below in more
details.


Infrastructure as a Service is a provision model in which an organization
outsources the equipment used to support operations, including storage, hardware,
servers and networking components. The service provider owns the equipment
and is responsible for housing, running and maintaining it. [8]



Software as a Service is a software distribution model in which applications are
hosted by a vendor or service provider and made available to customers over a
network, typically the Internet. It is becoming an increasingly prevalent delivery
model as underlying technologies that support Web services and service‐oriented
architecture become increasingly available. [9]



Platform as a Service is an outgrowth of Software as a Service (SaaS). It is a
way to rent hardware, operating systems, storage and network capacity over the
Internet. The service delivery model allows the customer to rent virtualized
servers and associated services for running existing applications or developing
and testing new ones. [10]



Software as a Service
Software as a Service (SaaS) is the model in which an application is hosted as a
service to customers who access it via the Internet. When the software is hosted
off-site, the customer doesn’t have to maintain it or support it. On the other hand,
it is out of the customer’s hands when the hosting service decideds to change it.
The idea is that you use the software out of the box as is and do not need to make
a lot of changes or require integration to other systems.



The provider does all the patching and upgrades as well as keeping the
infrastructure running.






Costs can be sort of a double-edged sword. On the one hand, costs for accessing
the software can be an ongoing thing. Rather than pay for it once and be done
with it, the more you use it, the more you’ll be billed. On the other hand, in some
cases you don’t have to pay as much up front and you are only billed based on
your use of the application.
For vendors, SaaS has the appeal of providing stronger protection of their
intellectual property as well as creating a continuous stream of income.
There are many types of software that lend themselves to the SaaS model.
Typically, software that performs a simple task without much need to interact
with other systems makes them ideal candidates for SaaS. Customers who are not
inclined to perform software development but have need of high-powered
applications can also benefit from SaaS. Some of these applications include

• Customer resource management (CRM)
• Video conferencing
• IT service management
• Accounting
• Web analytics
• Web content management


SaaS applications differ from earlier distributed computing solutions in that
SaaS was developed specifically to use web tools, like the browser. This
makes them web-native. It was also built with a multitenant back end in mind,
which enables multiple customers to use an application.



SaaS provides network-based access to commercially available software.
Since the software is managed at a central location, customers can access their
applications wherever they have web access.
When used as a component of another application, this is known as a
mashup or a plugin.

Benefits One of the biggest benefits of SaaS is, of course, costing less money than
buying the application outright. The service provider can offer cheaper, more
reliable applications than organizations can by themselves. Some other benefits
include the following:
•

•

•

•

•

•

•







Familiarity with the World Wide Web Most workers have access to a
computer and know how to use it on the World Wide Web. As such, the learning
curve for using external applications can be much smaller.
Smaller staff IT systems require the overhead of salaries, benefits, insurance,
and building space. The ability to farm out applications reduces the need for as
much IT staff.
Customization Older applications were difficult to customize and required
tinkering with the code. SaaS applications are much easier to customize and can
give an organization exactly what they want.
Better marketing A provider who had developed an application for a very
narrow market might have had problems marketing that application. However,
with SaaS, the entire world is open to the providers.
Web reliability We talked earlier about how the World Wide Web can be seen
as a source of failure. And while that is sporadically true, the fact of the matter is
that the Web is generally quite reliable.
Security Secure Sockets Layer (SSL) is widely used and trusted. This allows
customers to reach their applications securely without having to employ complex
back-end configurations, like virtual private networks (VPNs).
More bandwidth Bandwidth has increased greatly in recent months and quality
of service improvements are helping data flow. This will allow organizations to
trust that they can access their applications with low latencies and good speeds.
Obstacles Like anything, SaaS faces obstacles to its implementation and use. The
first is that an organization that has a very specific computational need might not
be able to find the application available through SaaS. In that case, they may
discover that they need to buy the software and install it on their local machines.
That said, companies with unique needs may be able to find some of the
components in a SaaS.
There is also an element of “lock-in” with vendors. That is, the customer might
pay a provider to use an application, but once they do, they may be unable to port
that application to a new vendor. Or, it might be possible to move to a new
vendor, but the old vendor might charge a hefty moving fee.
Finally, SaaS also faces challenges from the availability of opensource
applications and cheaper hardware. If companies are so inclined, they can put

their open source applications on hardware that performs better and costs less than
it used to.
Platform as a Service
Following on the heels of SaaS, Platform as a Service (PaaS) is another application
delivery model. PaaS supplies all the resources required to build applications and
services completely from the Internet, without having to download or install software.


NOTE PaaS is also known as cloudware.
PaaS services include application design, development, testing, deployment, and
hosting. Other services include team collaboration, web service integration, database
integration, security, scalability, storage, state management, and versioning.
A downfall to PaaS is a lack of interoperability and portability among providers. That
is, if you create an application with one cloud provider and decide to move to another
provider, you may not be able to do so—or you’ll have to pay a high price. Also, if
the provider goes out of business, your applications and your data will be lost.
NOTE This was the case with the provider Zimki. The company started in 2006 and
by mid-2007 was out of business, causing applications and client data they hosted to
be lost.
PaaS generally offers some support to help the creation of user interfaces, and is
normally based on HTML or JavaScript.
Because PaaS is expected to be used by many users simultaneously, it is designed
with that sort of use in mind, and generally provides automatic facilities for
concurrency management, scalability, failover, and security.
PaaS also supports web development interfaces such as Simple Object Access
Protocol (SOAP) and Representational State Transfer (REST), which allow the

construction of multiple web services, sometimes called mashups. The interfaces are
also able to access databases and reuse services that are within a private network.
PaaS Options PaaS is found in one of three different types of systems:
• Add-on development facilities These allow existing SaaS applications to be
customized. Often, PaaS developers and users are required to purchase subscriptions
to the add-on SaaS application.
• Stand-alone environments These environments do not include licensing, technical,
or financial dependencies on specific SaaS applications and are used for general
developments.

• Application delivery-only environments These environments support hostinglevel services, like security and on-demand scalability. They do not include
development, debugging, and test capabilities.
Trends Toward Adoption PaaS faces the same sorts of factors in its adoption as
SaaS did, as it is in its early phase. Some other factors influencing adoption include
• The ability of geographically isolated development teams to work together
• The ability to merge web services from multiple sources
• The ability to realize cost savings from using built-in infrastructure services for
security, scalability, and failover, rather than having to obtain and test them
separately
• The ability to realize cost savings from using higher-level programming abstractions
Hurdles There are two main obstacles that developers face when considering PaaS.
Because vendors use proprietary services or development languages, some developers
are afraid of being locked into a single provider. The vendor may allow the
application to be brought to a different provider; however, the costs are typically
higher as compared to moving applications between conventional hosts.
Hardware as a Service
Hardware as a Service (HaaS) is the next form of service available in cloud
computing. Where SaaS and PaaS are providing applications to customers, HaaS
doesn’t. It simply offers the hardware so that your organization can put whatever they
want onto it.
NOTE HaaS is sometimes also called Infrastructure as a Service (IaaS).

Rather than purchase servers, software, racks, and having to pay for the datacenter
space for them, the service provider rents those resources.
HaaS allows you to “rent” such resources as
• Server space
• Network equipment
• Memory
• CPU cycles
• Storage space
Additionally, the infrastructure can be dynamically scaled up or down, based on the
application resource needs.
Further, multiple tenants can be on the equipment at the same time.
Resources are typically billed based on a utility computing basis, so providers charge
by how many resources are consumed.
HaaS involves several pieces:
• Service level agreements This is an agreement between the provider and client,
guaranteeing a certain level of performance from the system.
• Computer hardware These are the components whose resources will be rented out.
Service providers often have this set up as a grid for easier scalability.
• Network This includes hardware for firewalls, routers, load balancing, and so on.
• Internet connectivity This allows clients to access the hardware from their own
organizations.
• Platform virtualization environment This allows the clients to run the virtual
machines they want.

• Utility computing billing Typically set up to bill customers based on how many
system resources they use.
Applications
So now we get to the question—what does cloud computing actually do? Well, we
have applications running on our laptops, servers, phones and the like. Cloud
computing either has them too or has the potential to bring them to you. So cloud
computing brings you applications, a way of viewing, manipulating, and sharing data.
Like their desktop brethren, many “staple” applications exist in cloud computing, but
what will differ for you is how you interact with those applications. The most
common are storage and database. In this section, we’ll take a closer look at storage
and database functionality.
Storage
Somewhat similar to HaaS, one of the uses for cloud computing is simply storage.
The benefits are in line with the general benefits of cloud computing—if you lease
storage space from a vendor, you are not responsible to buy equipment, pay to run it,
and pay to cool it. That’s all on the vendor.
But there are different options when it comes down to cloud storage.
Database
Databases (which we will talk more about later in this chapter) are repositories for
information with links within the information that help make the data searchable.
Distributed databases, like Amazon’s SimpleDB, spread information among
physically dispersed hardware. But to the client, the information seems to be located
in one place.
The advantages of such a database include the following:
• Improved availability If there is a fault in one database system, it will only affect
one fragment of the information, not the entire database.
• Improved performance Data is located near the site with the greatest demand and
the database systems are parallelized, which allows the load to be balanced among the
servers.
• Price It is less expensive to create a network of smaller computers with the power
of one large one.
• Flexibility Systems can be changed and modified without harm to the entire
database.
Naturally there are disadvantages, including
• Complexity Database administrators have extra work to do to maintain the system.
• Labor costs With that added complexity comes the need for more workers on the
payroll.

• Security Database fragments must be secured and so must the sites housing the
fragments.
• Integrity It may be difficult to maintain the integrity of the database if it is too
complex or changes too quickly.
• Standards There are currently no standards to convert a centralized database into a
cloud solution.
Synchronization
Synchronization, as with Microsoft’s Live Mesh or Apple’s MobileMe, allows
content to be refreshed across multiple devices. For instance, if you have a
spreadsheet on your computer and then upload it to the storage service, the next time
you check your PDA, that file will be downloaded onto it.
Database Services
Another “as a service” offering that is becoming prevalent in the world of cloud
computing is Database as a Service (DaaS). The idea behind DaaS is to avoid the
complexity and cost of running your own database.
DaaS offers these benefits:
• Ease of use There are no servers to provision and no redundant systems to worry
about. You don’t have to worry about buying, installing, and maintaining hardware
for the database.
• Power The database isn’t housed locally, but that doesn’t mean that it is not
functional and effective. Depending on your vendor, you can get custom data
validation to ensure accurate information. You can create and manage the database
with ease.
• Integration The database can be integrated with your other services to provide
more value and power. For instance, you can tie it in with calendars, email, and
people to make your work more powerful.
• Management Because large databases benefit from constant pruning and
optimization, typically there are expensive resources dedicated to this task. With
some DaaS offerings, this management can be provided as part of the service for
much less expense. The provider will often use offshore labor pools to take advantage
of lower labor costs there. So it’s possible that you are using the service in Chicago,
the physical servers are in Washington state, and the database administrator is in the
Philippines.
There are a number of providers out there, but let’s take a closer look at two of the
biggest players.
MS SQL
Anyone who has worked with databases is no stranger to Microsoft’s premier
offering, SQL Server. They announced the cloud extension of that tool in the spring
of 2008 by introducing Microsoft SQL Server Data Services (SSDS). It is expected to
be in a public beta by spring 2009.

SSDS looks very similar to Amazon’s SimpleDB, with a straightforward, schema-free
data storage, SOAP or REST APIs, and a pay-as-you-go payment system. It is also
able to start small and scale larger as needed.
While it looks similar to SimpleDB, it varies greatly. First, one of the main selling
points of SSDS is that it integrates with Microsoft’s Sync Framework, which is a
.NET library for synchronizing dissimilar data sources.
Microsoft wants SSDS to work as a data hub, synchronizing data on multiple devices
so they can be accessed offline.
There are three core concepts in SSDS:
• Authority An authority is both a billing unit and a collection of containers.
• Container A container is a collection of entities and is what you search within.
• Entity An entity is a property bag of name and value pairs.
SSDS is based on SQL Server, but it is not a simple retooling of it. Microsoft built it
with large-scale deployment in mind.
SSDS is a bit of a twist because it backsteps from being more complex, rather being
simple and flexible.
Oracle
In the fall of 2008 Oracle introduced three services to provide database services to
cloud users. Customers can license
• Oracle Database 11g
• Oracle Fusion Middleware
• Oracle Enterprise Manager
The products are available for use on Amazon Web Services’ Elastic Compute Cloud
(Amazon EC2). Oracle delivered a set of free Amazon Machine Images (AMIs) to its
customers so they could quickly and efficiently deploy Oracle’s database solutions.
Developers can take advantage of the provisioning and automated software
deployment to rapidly build applications using Oracle’s popular development tools
such as Oracle Application Express, Oracle JDeveloper, Oracle Enterprise Pack for
Eclipse, and Oracle Workshop for WebLogic. Additionally, Oracle Unbreakable
Linux Support and AWS Premium Support is available for Oracle Enterprise Linux
on EC2, providing seamless customer support.
“Providing choice is the foundation of Oracle’s strategy to enable customers to
become more productive and lower their IT costs—whether it’s choice of hardware,
operating system, or on demand computing—extending this to the Cloud environment
is a natural evolution,” said Robert Shimp, vice president of Oracle Global
Technology Business Unit. “We are pleased to partner with Amazon Web Services to
provide our customers enterprise-class Cloud solutions, using familiar Oracle
software on which their businesses depend.”
Additionally, Oracle also introduced a secure cloud-based backup solution. Oracle
Secure Backup Cloud Module, based on Oracle’s premier tape backup management
software, Oracle Secure Backup, enables customers to use the Amazon Simple

Storage Service (Amazon S3) as their database backup destination. Cloud-based
backups offer reliability and virtually unlimited capacity, available on demand and
with no up-front capital expenditure.
The Oracle Secure Backup Cloud Module also enables encrypted data backups to
help ensure complete privacy in the cloud environment. It’s fully integrated with
Oracle Recovery Manager and Oracle Enterprise Manager, providing users with
familiar interfaces for cloud-based backups.
For customers with an ongoing need to quickly move very large volumes of data into
or out of the AWS cloud, Amazon allows the creation of network peering
connections.
Intranets and the Cloud
While your operation is not big as Amazon S3 cloud computing, you can use the
same sorts of principles within your organization to develop your IT infrastructure.
By setting up thin clients to run applications and services on a local server, rather than
on their desktops, you ease the costs of deployment and maintenance, as well as
reducing power costs.
NOTE Ironically, some organizations use cloud computing to deliver their corporate
intranet. Intranets are customarily used within an organization and are not accessible
publicly. That is, a web server is maintained in-house and company information is
maintained on it that others within the organization can access. However, now
intranets are being maintained on the cloud. To access the company’s private, inhouse information, users are having to log on to the intranet by going to a secure
public web site.
In this section we’ll talk about the merits of developing your own in-house “cloud”
and what is used in its composition.
Components
There are two main components in client/server computing: servers and thin or light
clients. The network map in Figure 1-5 shows how they are deployed.
The servers house the applications your organization needs to run, and the thin
clients—which do not have hard drives—display the results.
Hypervisor Applications
Applications like VMware or Microsoft’s Hyper-V allow you to virtualize your
servers so that multiple virtual servers can run on one physical server.
These sorts of solutions provide the tools to supply a virtualized set of hardware to
the guest operating system. They also make it possible to install different operating
systems on the same machine. For example, you may need Windows Vista to run one
application, while another application requires Linux. It’s easy to set up the server to
run both operating systems.

FIGURE 18.3 A client/server computing deployment consists of servers and thin
clients.
Thin clients use an application program to communicate with an application server.
Most of the processing is done down on the server, and sent back to the client.
There is some debate about where to draw the line when talking about thin clients.
Some thin clients require an application program or a web browser to communicate
with the server. However, others require no add-on applications at all. This is sort of a
discussion of semantics, because the real issue is whether the work is being done on
the server and transmitted back to the thin client.
First Movers in the Cloud
There are scores of vendors who offer cloud services. What they have to offer varies
based on the vendor and their pricing models are different, as well. Let’s take a look
at some of the big names in the world of cloud computing and talk, briefly, about
what they have to offer.

NOTE We’ll talk about them in greater detail in Chapter 11.
Cloud computing is a growing field, and there will likely be new players in the
market in the foreseeable future. For now, let’s look at the names you already know:
Amazon, Google, and Microsoft.
Amazon
Amazon was one of the first companies to offer cloud services to the public, and they
are very sophisticated. Amazon offers a number of cloud services, including
• Elastic Compute Cloud (EC2) Offers virtual machines and extra CPU cycles for
your organization.
• Simple Storage Service (S3) Allows you to store items up to 5GB in size in
Amazon’s virtual storage service.
• Simple Queue Service (SQS) Allows your machines to talk to each other using this
message-passing API.
• SimpleDB A web service for running queries on structured data in real time. This
service works in close conjunction with Amazon Simple Storage Service (Amazon
S3) and Amazon Elastic Compute Cloud (Amazon EC2), collectively providing the
ability to store, process, and query data sets in the cloud.
These services can be difficult to use, because they have to be done through the
command line. That said, if you are used to working in a command-line environment,
you shouldn’t have much trouble using the services.
Amazon’s virtual machines are versions of Linux distributions, so those who are
experienced with Linux will be right at home. In fact, applications can be written on
your own machine and then uploaded to the cloud.
Amazon is the most extensive cloud service to date. You can see more about
Amazon’s cloud services at http://aws.amazon.com.

Google
In stark contrast to Amazon’s offerings is Google’s App Engine. On Amazon you get
root privileges, but on App Engine, you can’t write a file in your own directory.
Google removed the file write feature out of Python as a security measure, and to
store data you must use Google’s database.
Google offers online documents and spreadsheets, and encourages developers to build
features for those and other online software, using its Google App Engine. Google
reduced the web applications to a core set of features, and built a good framework for
delivering them. Google also offers handy debugging features.
Groups and individuals will likely get the most out of App Engine by writing a layer
of Python that sits between the user and the database. Look for Google to add more
features to add background processing services.
It can be found online at code.google.com/appengine/.
Microsoft

Microsoft’s cloud computing solution is called Windows Azure, an operating system
that allows organizations to run Windows applications and store files and data using
Microsoft’s datacenters. It’s also offering its Azure Services Platform, which are
services that allow developers to establish user identities, manage workflows,
synchronize data, and perform other functions as they build software programs on
Microsoft’s online computing platform.
Key components of Azure Services Platform include
• Windows Azure Provides service hosting and management and low-level scalable
storage, computation, and networking.
• Microsoft SQL Services Provides database services and reporting.
• Microsoft .NET Services Provides service-based implementations of .NET
Framework concepts such as workflow.
• Live Services Used to share, store, and synchronize documents, photos, and files
across PCs, phones, PC applications, and web sites.
• Microsoft SharePoint Services and Microsoft Dynamics CRM Services Used for
business content, collaboration, and solution development in the cloud.
Microsoft plans the next version of Office to offer a browser-based option so that
users can read and edit documents online as well as offer the ability for users to
collaborate using web, mobile, and client versions of Office.
Microsoft is a little late to the cloud party and isn’t a leader in cloud computing. That
honor goes to Google and Amazon, and more and more companies are offering cloud
services, so if Microsoft wants to stay competitive, they’re going to have to pick up
the pace.
Microsoft’s cloud offerings can be found online at
www.microsoft.com/azure/default.mspx.
For some, the term “cloud computing” is simply hype. But for others who want to
embrace it, cloud computing is a great way for IT professionals to focus less on their
datacenters, and more on the work of information technology.

18.11.6

Intergration

Once the definition, categories and componencts needed for the user´s solution have been
identified the next challenge is to determine how to put them all together. This chapter
provides information about the Cloud Computing degisn and integrability as well as gives
some examples.

18.11.6.1 End to end design - definition
It is a major feature of the Internet. The intelligence and functions in an Internet‐based
application reside at both ends of the network (client side and server side), not within the
Internet backbone. The Internet acts as a transport between these two.


Technical design – in its simplest form, the end‐to‐end design will include the
end‐user device, user connectivity, Internet, cloud connectivity, and the cloud
itself.

At a minimum, most organizations will have users who connect to the cloud service
remotely (from home or while travelling) and through the internal network. In addition to
connectivity at the network level, the interfaces at the application layer need to be
compatible and it will be necessary to ensure this connectivity is reliable and secure.


Devices – cloud services should be device agnostic. They should work with
traditional desktop, mobile devices and thin client. Unfortunately, this is much
easier said than done. Regression testing on five or ten client platforms can be
challenging. A good start is to bundle the sets of supported devices into separate
services. With Microsoft Exchange 2007 you have the option of supporting
Windows platforms through HTTP (Outlook web access) and using RPC over
HTTP. You can also support Windows Mobile (as well as Symbian, iPhone and
Blackberry devices using ActiveSync). The platform is just beginning. You would
also want to take an inventory of existing systems to determine the actual
operating platforms, which might range from Mac OS and Linux to Google
Chrome, Android, Symbian, RIM Blackberry and iPhones.



Connectivity – in order to assess the connectivity demands you need to identify
all required connections. At high level the connections will include categories
such as:






Enterprise to cloud
Remote to cloud
Remote to enterprise
Cloud to cloud
Cloud to enterprise

Once you put these together into a high level connectivity diagram you can then proceed
to the next step of identifying and selecting connectivity options. Unless the systems are
connected they cannot operate, at least for any extended periods of time. It the case of
cloud computing, data and processing are both highly distributed making reliable,
efficient and secure connectivity and are the most critical.


Management – generally, for each component in the design we need to
investigate how we will manage it. This includes all the end‐user devices, the
connectivity, and legacy infrastructure and all the applications involved. The
challenge of splitting management components will be that you may have policies
that need to be kept synchronized. Imagine for example, that you have a minimum
password length of 8 characters which is increased to 10. If you have only two
management servers and this is not a frequent type of occurrence then you can
easily apply challenge manually. However, if you are dealing with hundreds of
management servers and you receive minor policy changes on a weekly basis you
can imagine how cumbersome and error‐prone the task will become.



Security – the impact of Cloud Computing on security is profound. There are
some benefits and unfortunately some hurdles to overcome. One challenge in
trying to evaluate security is that it tends to relate to all aspects of IT and, since
Cloud Computing`s impact is similarly pervasive. Security domains:



Access control – provides mechanism to protect critical resources from
unauthorized access and modification while facilitating access to authorized
users



Cryptography ‐ presents various methods for taking legible, readable data, and
transforming it into unreadable data for the purpose of secure transmission,
and then using a key to transform it back into readable data when it reaches its
destination. [11]



Operations security – includes procedures for back‐ups and change control
management.

The Cloud Computing Manifesto is a manifesto containing a "public declaration of
principles and intentions" for cloud computing providers and vendors, annotated as "a
call to action for the worldwide cloud community" and "dedicated belief that the cloud
should be open". It follows the earlier development of the Cloud Computing Bill of
Rights, which addresses similar issues from the users' point of view. [12]

18.11.6.2 Examples
Most common public known examples of a Cloud are Google Apps. This service provide
number of on‐line applications like Word‐processor, Application for creating and editing
presentations, documents storage and sharing, email functions with connection on MS
Outlook or MS exchange services, account and contacts sharing, Instant Messenger
functions, etc., all provided by Google. Other Clouds examples include CloudX
Technology Group, Yahoo, E‐bay, Facebook, Citric XennApp, AJAX, etc.
Device using CC


Chromebook ‐ is a mobile device running Google Chrome OS. The two first
devices for sale are by Samsung and Acer Inc. and are slated for release on June
15, 2011 [14] Chromebook (CR‐48) is Google prototype model. These machines
boot‐up very quickly and offer basic tools for internet communication. Such as
3G/4G and Wifi connectivity, Web cam and microphone, mobile processor and
enought RAM for webbrowsing and works on‐line only. Basic Hardrive is
optional.

Chromebook by Acer
Source: http://gearburn.com/2011/05/chromebook-awesome-if-it-wasn%E2%80%99t-from-google/

18.11.7

Pros and Cons

Neither Cloud Computing is an exception and experience both prons and cons. Some of
them are stated and described in more details in this chapter.

18.11.7..1 Pros


Lower costs ‐ the principle of sharing resources (HW, SW, infrastructure...) gives
to customer also the benefit of sharing its costs. Customer do not has to buy
expensive hardware, such as powerful workstations, large server solution and
software applications. Customer needs only internet connection and basic PC with
not high requirements. Simple laptop, netbook or mobile phone is enought.
Customer also pays only for what the real usege. These could be services,
hardware resources or infrastructure or its combination.



Less IT employees - there is also no neccesary by customer to employ IT
department in such wide range. There is only need to provide secure connection
and PC with webrowser. For all other, the technical support such as back-ups,
recovery, virus protection, updates, software and hardware stability and
functionality, helpdesk and support is maintained by the provider of a service.



No special knowledge - client (customer) also does not need to have a high
knowledge about hardware and complex software applications at all. Client just
uses a service throught webrowser. Harware resources can be shared between all
clients and managed by usage or their requirements.



Easy to upgrade - massive increase of performance (such as speed or storage
size) is provided immidiately after simple order and applied by “a few clicks”.

Data centre can provide higher performance than common desktop PC or, on the
other hand, can be very efficient and deliver just what customer needs at the
moment (low performance) and thus again it saves resources and money. This
approach saves also time, costs for new hardware, transport, is power (energy)
efficient and as a result saves the environment, which is very discussed issue these
days.


Instant access anywhere - one of the most important benefit is availability of a
service anywhere. What is needed for accessing the service is computer connected
to the internet. There is no dependence on platform (PC, MAC, mobile phone, car
etc.).



Security - is a very discussed issue in the Cloud Computing service providing and
could be put in both pros and cons as you see in a while. Service is protected by
usage an authorization. Users identify themselves by using an ID (Username) and
Password (or also more sophisticated method such as chip, fingerprint, face
detection etc. can be used). Communication between client and provider servers is
secured. Data centre is protected by firewalls and kept in secured buildings. There
generally there is a very low risk of danger caused by attack of third parties. BUT
on the other hand, a problem could be that client (customer) keeps all the data out
of his computer – just at the providers´ servers. It means the client entrusts the
data to the provider (provider company) and has in fact no physical control over
them.



Requirements - technology, which customer needs are very simple. Importatnt is
only terminal as a laptop, desktop, mobile phone, netbook etc. with web‐browser,
internet connection and usually also created account on a service at providers
place.

18.11.7..2 Cons


Legal differences – as already aforementioned, we can describe one particular
example. US companies are obliged to follow the PATRIOT Act (2001) which
states that companies can be watched and have to provide information and data
about clients, if they are asked for in the correspondence of anti‐terrorist policy.



Dependence on provider – if company starts using the Cloud Computing service
and replaces its previous information system or changes IT structure, it becomes
dependant on its service provider. Risks connected with such a dependency may
include sudden change of prices or conditions of a contract. Provider could be hit
by bankruptcy and end its business activities. Functions and applications might be
changed without will of a customer and if a provider suffers from technical
problems, all the customers are out of service which means without their data.



Reputation – Cloud Computing is very new type of service. Not many companies
has an experience with such a kind of services and application outsourcing. Many
users are still worried about data security tranmitted over the internet.



Migration costs – in some cases there can be higher start‐up costs. Company may
have to invest into users training, any amendments which allows the
communication of service provider and current company software and in some
cases, switching to Cloud Computing could lead to a change of business
processes.



Less functions – solutions, which are targeted to the wide range of companies
that can’t provide specific functions and therefore are not flexible.



Dependence on internet connection ‐ all the Cloud Computing applications can
be used on‐line only thus any connection failure could be fatal.

18.11.8 Operation
After reading through this chapter you will understand the terms such as administration,
support or monitoring.

18.11.8.1 Service management


Service strategy relates very closely to the Strategic Impact. Service providers
only have limited resources and usually have more requests for services and
functionality than can provide within their budget. In order to maximize their
impact they must therefore prioritize these services. So IT organization must
determine the value of potential internal and external services.



Service design covers all elements relevant to the service delivery including
service catalogue management, service level management, capacity management,
availability management, IT service continuity management, information security
management and supplier management. A key aspect of this design is the
definition of service levels in terms of key performance indicators (KPIs). The
key challenge is not to derive a number of KPIs, but to select a few that are
critical to the overall strategy.

Example of KPIs
Source: http://mkhairul.sembangprogramming.com/2008/04/24/key-performance-indicators-kpi-for-software-development/



Service transition represents the intersection between project and service
management. In a cloud-based solution this is not only covers the initial
implementation of cloud services but also any updates to them, launches of new
services or retirement and migration of existing services.



Service operation is the core of the ITIL model. Its focus is on the day-to-day
operations that are required in order to deliver service to its users at the agreed
levels of availability, reliability and performance. It includes concepts such as
event management, incident management, problem management, access
management, request fulfillment and service desk.

18.11.8.2 Administration
Since Cloud Computing is primarily web-based, the logical interface for administering is
a portal. It can offer facilities such as billing, analytic, account management, service

management, package install, configuration, instance flexing and tracing problems and
incidents.
The area between service request and more extensive change management is not always
obvious and depends to a large extent on the organization involved. However, in all
companies there are likely to be services that are too critical for automated change
requests.
One major recurring change is the need to perform upgrades to increase functionality,
solve problems and sometimes improve performance. New version can disrupt services
because they may drop functions, implement them differently or contain undiscovered
bugs. It is therefore important to understand whether they will have any impact on
business processes before rolling them out live. One approach is to stage all services
locally and test them with on-premise equipment before overwriting the production
services.
Long-term capacity management is less critical for on-demand services. Elasticity of
resources means that enterprises can scale up and down as demand dictates without need
for extensive planning. It´s also a good idea to verify that your services provider will
actually be in a position to deliver all the resource requirements that you anticipate.
Several aspects of capacity planning have to be evaluated in parallel.
Managing identities and access control for enterprise applications remains one of the
greatest challenges facing IT today. While an enterprise may be able to leverage several
Cloud Computing services without a good identity and access management strategy, in
the long run extending an organization’s identity services into the cloud is a necessary
precursor towards strategic use of on-demand computing services. Supporting today’s
aggressive adoption of an admittedly immature cloud ecosystem requires an honest
assessment of an organization’s readiness to conduct cloud-based Identity and Access
Management (IAM), as well as understanding the capabilities of that organization’s
Cloud Computing providers.

Identity and Access Management Model
Source: http://radio-weblogs.com/0100367/stories/2002/05/11/enterpriseIdentityAndAccessManagement.html

We will discuss the following major IAM functions that are essential for successful and
effective management of identities in the cloud:


Identity provisioning/deprovisioning



Authentication



Federation



Authorization & user profile management [15]

18.11.8.3 Monitoring
Part of the incentive of moving to a public cloud is to reduce the amount of internal
operational activity. Much of the internal infrastructure is local such as the printers,
scanners and local equipment. End user desktops and mobile device s are also closer to
on-site operations personnel. One area that is of particular concern to business continuity
is backup. Backups are required for a variety of reasons including:


End user access to data that has been removed



End user access to historical data



Audits, troubleshooting, IP retention



Legal requirements for eDiscovery

Problem management refers to tracking and resolving unknown causes of incidents. It is
closely related to Incident management but focuses on solving root causes for a set of
incidents rather than applying what may be a temporary fix to an incident.

18.11.8.4 Support
There is some diversity in the user roles that may require assistance in a cloud solution.
There are two types: end user and IT support. End-user support should progress in tiers
that successively address more difficult and less common problems. It begins with simple
documentation and on-line help to orient the user and clarify any obvious points of
confusion. A self-service portal can then help to trigger automatic process to fulfill
common requests.
In addition to end users there is also a requirement for IT and business users to receive
assistance from the service providers. There must be mechanism in place for obtaining
and sharing documentation and training on all cloud services and technologies. Vendor
architecture diagrams and specifications for all technical interfaces can help IT staff.

18.11.8.5 Control
Most of the legal provisions that relate to cloud computing fall into one of three
categories:


Data privacy



Electronic discovery



Notification

There are also threats connected such as data leakage, data loss, non-compliance, loss of
service and impairment of service

Conclusion
From the text and infromation aforementioned, you should have a basis information
about what is Cloud Computing and its history, features or architecture. To summarize it,
Cloud Computing is very new and modern technology based on sharing resources
(especially software, hardware and infrastructure). It helps companies but also individuals
in saving costs for IT resources. All data are stored out‐of‐company at a providers place
which brings both advantages and disadbvnatges especially problematic issue about

security and data privacy. Most common Cloud service you as a user may come across
with are Google Apps.

Sources
[1] RHOTON, J, Cloud Computing Explained. 2.edition, Kent: Recursive Limited, 2011. 508 p.
ISBN
9780956355607
[2] GARTNER NEWSROOM. Gartner Highlights Five Attributes of Cloud Computing. [online].
2009. [cit.
2011‐05‐08]. Accessible at: <http://www.gartner.com/it/page.jsp?id=1035013>
[3] BUSINESSVIZE. Co je to Cloud computing a proč se o něm mluví . [online]. 2010. [cit.
2011‐05‐09].
Accessible at:
<http://www.businessvize.cz/software/co‐je‐to‐cloud‐computing‐a‐proc‐se‐o‐nemmluvi>
[4] COMPUTERWEEKLY.COM. A history of cloud computing. [online]. 2009. [cit.
2011‐05‐08].
Accessible at:
http://www.computerweekly.com/Articles/2009/06/10/235429/A‐history‐of‐cloudcomputing.
htm>
[5] MODCOMP. Virtualization & Cloud Computing. [online]. 2011. [cit. 2011‐05‐09].
Accessible at:
<http://www.modcomp.com/it‐solutions‐virtualization‐cloud‐computing>
[6]HOW STUFF WORKS. How Cloud Computing Works. [online]. 2011. [cit. 2011‐05‐10].
Accessible at:
<http://computer.howstuffworks.com/cloud‐computing1.htm>
[7] SLIDE SHARE. Cloud computing. [online]. 2011. [cit. 2011‐05‐09]. Accessible at:
<http://en.wikipedia.org/wiki/Cloud_computing#cite_note‐54>
[8] SEARCH CLOUD COMPUTING.COM. Infrastructure as a Service (IaaS). [online]. 2009.
[cit. 2011‐05‐
10]. Accessible at: <http://searchcloudcomputing.techtarget.com/definition/Infrastructure‐as‐a‐
Service‐IaaS>
[9] SEARCH CLOUD COMPUTING.COM. Software as a Service (SaaS). [online]. 2006. [cit.
2011‐05‐10].
Accessible at: <http://searchcloudcomputing.techtarget.com/definition/Software‐as‐a‐Service>
[10] SEARCH CLOUD COMPUTING.COM. Platform as a Service (PaaS). [online]. 2008. [cit.
2011‐05‐
10]. Accessible at:
<http://searchcloudcomputing.techtarget.com/definition/Platform‐as‐a‐Service‐
PaaS>
[11] WISEGEEK. What is Cryptography. [online]. 2011. [cit. 2011‐05‐08]. Accessible at:
<http://www.wisegeek.com/what‐is‐cryptography.htm>
[12] WIKIPEDIA. Cloud Computing Manifesto. [online]. 2010. [cit. 2011‐05‐09]. Accesiible at:
<http://en.wikipedia.org/wikiCloud_Computing_Manifesto>
[13] WIKIPEDIA. Cloud Computing. [online]. 2010. [cit. 2011‐05‐09]. Accesiible at:

<http://en.wikipedia.org/wiki/Cloud_computing>
[14] WIKIPEDIA. Chromebook. [online]. 2010. [cit. 2011‐05‐09]. Accesiible at:
<http://en.wikipedia.org/wiki/Chromebook>
[15] Cloud Security Alliance. Security Guyance for Critical Area sof Focus in CLoud Computing
V2.1
[online]. 2009. [cit. 2011‐05‐09]. Accessible at:
<http://www.cloudsecurityalliance.org/guidance/csaguide.v2.1.pdf>
Picture in Main heading – source: http://cpurepairdude.com/cloud-computing-overview

CHAPTER 19
INFORMATION TECHNOLOGY AND
SOCIETY
LEARNING OBJECTIVES
 Information technology is often considered a mere tool in devising machines and
systems that can help us in many fields. IT does help in creating machines and
systems in the fields of computing, automation, health care, connectivity, media
and entertainment, etc. But in addition, IT plays an important role in the
society. In this lesson, we shall discuss the social implications of IT in detail.

The structure of this lesson shall be as follows:
19.0 Objectives
19.1 Introduction
19.2 Presentation of Content
19.2.1 Various Developments in the Field of IT
19.2.2 Impact of IT on Organizations
19.2.2.1 Impact of IT on Government Organizations
19.2.2.2 Impact of IT on Business Organizations
19.2.2.3 Impact of IT on Media Organizations
19.2.2.4 Impact of IT on Educational Organizations
19.2.3 Impact on Individuals
19.2.4 Other Impacts of IT
19.2.5 Problem Areas Related to IT
19.2.6 IT and Society – An Overview
2.3 Summary
19.0 OBJECTIVES
Today we are living in the information age. In many parts of the globe, we have entered the
information society. Information technologies have become very important today. We all
know about the functional uses of IT. But we are also concerned about the social aspects of
IT. The objective of this lesson is to give an overview of the social aspects of information
technologies. We shall discuss some of the main technological developments that have taken
place in information technology and how these developments have had an influence on the
way we work and on society in general. In this lesson, we shall discuss the following in
detail: Information Technology Defined, Various Developments in the Field of IT, Impact of
IT on Government Organizations, Impact of IT on Business Organizations, Impact of IT on
Media Organizations, Impact of IT on Educational Organizations, Impact on Individual,
Other Impacts of IT, Problem Areas Related to IT and IT and Society – An Overview.
19.1 INTRODUCTION:
We shall start with what is information technology? It would be useful to outline some
"working definitions" for information technology. A very common definition of information
technology is as follows:

“Information technology is the technology or combination of technologies that are used to
store, manipulate, distribute or create information. The type of information or data is not
important to this definition. The technology is any mechanism capable of processing this
information or data.”
Another definition of information technology is:
"Information technology means the tools we use to perform calculations, to store and
manipulate text, and to communicate. Some of these twentieth century tools include: the
adding machine, slide rule, and calculator for performing calculations, the typewriter and
word processor for processing text, and the telephone, radio, and television for
communicating."
Now that we understand what is information technology, let us find a definition for "society".
Society can be defined as "a community, nation, or broad grouping of people having common
traditions, institutions, and collective activities and interests." Presently we shall see what
role IT plays in society.
19.2 PRESENTATION OF CONTENT:
In this lesson, we shall examine how the developments, which have occurred in information
technology, have influenced society in general. We shall also try to understand how these
information technologies have influenced "broad groups of people" in their "common
traditions, institutions and/or collective activities".
What changes then have taken place in information technology i.e., the "technological
developments"? A development in information technology is any improvement in the
mechanism used to "store, manipulate, distribute or create information". This lesson first
aims to provide a brief summary of these developments. We shall be highlighting only those
developments that have influenced society in general. Then we shall examine what influence
these advances have had on society.
The content of this lesson shall be presented as follows:
 Impact of IT on Organizations
 Impact on Individuals
 Other Impacts of IT
 Problem Areas Related to IT
 IT and Society – An Overview
19.2.1 MAJOR DEVELOPMENTS IN INFORMATION TECHNOLOGIES:
Here is a year-wise, but brief list of the major developments that have taken place in the field
of information technology:
1969: The Arpanet is introduced, funded by the Department of Defense in the US.
1970: The first automatic teller machine is introduced.
1971: The first single chip central processing unit was introduced, the Intel 4004.
Ray Tomlinson of Bolt Boranek and Newman send the first network e-mail message.
1972: Lexitron, Wang and VYTEC introduce Word Processing systems.
1973: The Xerox Paulo Alto Research Center developed the Alto, an experimental computer
that uses a graphical user interface and a mouse.
1978: Ron Rivest, Adi Shamir and Leonard Adelman introduce the RSA cipher as a public
key cryptosystem.
1979: The first electronic spreadsheet program is introduced.
1981: IBM introduces its first personal computer with an operating system developed by
Microsoft.

1983: The switchover to the TCP\IP protocol marks the beginning of the global Internet.
1985: Microsoft releases the Windows operating system.
1989: The World Wide Web project is proposed to the European Council for Nuclear
Research (CERN).
1990: Windows version 3.0 is released bringing a stable graphical user interface to the IBM
Personal Computer.
1993: The National Center develops the Mosaic NCSA for Super-computing Applications.
1995: Toy Story, the first full-length feature movie created by a computer is released.
2000: Emergence of electronic commerce.
19.2.2 IMPACT OF IT ON ORGANIZATIONS:
How has the development of information technology influenced the society?
This is a big question. We shall try to answer this question here. Social attitudes have
changed following these developments in such a way that citizens of our society now expect
to be better informed. They also expect to be having more access to more information about a
specific product, service or organization so that they can make informed decisions. These
developments in the field of information technologies have influenced all most all spheres of
the society. The maximum impacts have been on a wide array of institutions or organizations.
These include:
• Governments,
• Commercial businesses,
• News & Media organizations,
• Educational organizations.
19.2.2.1
IMPACT ON GOVERNMENT ORGANIZATIONS:
Developments in information technology have helped governments to improve their "service"
to their citizens. Advances in Database technology, for example, have enabled the
governments of various countries to collate and monitor statistical information they can use
to combat fraud, manage the economy in a more informed way.
Information Technology has also had a major impact on the defense capabilities of
governments. This covers both a government's capabilities to go to war and their intelligence
gathering capability. Advances in weapons technology and weapons design have increased
the effectiveness of various governments' armed forces. For example it would have been
impossible to design aeroplanes such as the B2 Bomber if it were not for the advances made
in information technology. The B2 bomber relies on a "continuous curvature" design to
minimize radar signature. It would have been impossible to design or build this machine
without the development of computer modeling techniques.
Information Technology has also had a major impact on a government's intelligence
agencies. Encryption of sensitive information has enabled government's to obtain added
security. However attempting to decrypt information is also a major area of work for those
employed by the government.
The advance of information technology has also led to a need for new legislation to be
introduced, for example in the United Kingdom the Data Protection Act of 1998. The
governments data protection act Web Site gives the following eight rules regarding personal
information:
 It must be fairly and lawfully processed;









Processed for limited purposes;
Adequate, relevant and not excessive;
Accurate;
Not kept longer than necessary;
Processed in accordance with the data subject's rights;
Secure;
Not transferred to countries without adequate protection.

In India also the Information Technology Act, 2000 has been enacted. This has further been
modified for accommodating the changing scenario in which electronic interactions and
transactions take place in today’s time.
19.2.2.2 IMPACT ON BUSINESS ORGANIZATIONS:
The advances in information technology have heavily influenced commercial businesses in
several ways. The most important role of information technology in a commercial business
however is to provide a commercial advantage. Advances such as computer aided design,
relational database technologies, spreadsheets, and word processing software all provide a
commercial benefit to the business, as does automation of manufacturing processes.
The use of information technology to monitor a business performance can also enable the
business to highlight areas where they are not making the most use of their resources. The
use of information technologies can also increase the business income through advertising in
the various available forums.
19.2.2.3 IMPACT ON MEDIA ORGANIZATIONS:
Due to the peculiar nature of news and media organizations, the information technologies
have particular relevance to them. As noted earlier "Information technology is the technology
used to store, manipulate, distribute or create information". News and media organizations
are desperately requiring each of these elements of information technology and use them
extensively. Developments such as the Internet and satellite television have created new
media and audiences through which and to which these organizations can disseminate their
information. Given the situation thirty years ago the developments that we have seen have
enabled the news and media organizations access to more people, they have a wider
audience. The audience however now has a wider, global choice. News reports can be
received which highlight many different sides of an international conflict than was possible
before. The relative cheapness of being able to publish information on the Internet means that
virtually anyone can publish information accessible anywhere in the world.
19.2.2.4 IMPACT ON EDUCATIONAL ORGANIZATIONS:
Educational establishments have also been influenced in various ways. The most obvious
example has been the introduction of information technology related courses. These courses
are introduced to try to satisfy the demand that society has for qualified people to develop
these information technologies.
The developments that have occurred in information technology have also had other
influences on educational establishments. As in case of media organizations, educational
organizations also have a goal to distribute information from a source (lecturer, books, online resources etc.) to the student. The processes by which educational establishments
distribute information have become increasingly diverse, and the effectiveness of the process
has also improved.

The distribution of information is not the only concern of educational establishments. For
example one of the aims of Universities is to create information in the form of course
material, research findings, etc. This “creation" is done by research. Information technologies
have enabled researchers to access a wider source of information than previously available
through such technologies as the Internet (the original Arpanet being set up primarily to assist
research). The Internet and other related technologies such as electronic mail, also enable
collaborative projects to be undertaken
between geographically distant groups.
19.2.3 IMPACT OF IT ON INDIVIDUALS:
Interactions between individuals have been enhanced by the development of information
technologies. New channels of communication have been opened between people in the last
thirty years. These developments have been assisted by such projects as the Arpanet, which
was the forerunner to the Internet. The Internet facilitates interconnectivity among
individuals along with its other uses.
As other developments occurred, such as the widespread availability of modems and personal
computers became more widespread, the general population was integrated into what is
known as the Internet. Individuals now have the ability to interact with other individuals
through such developments as e-mail, chat-rooms and the Usenet. This proliferation of
Internet technologies has enabled people with disabilities such as those who are blind or
visually impaired, physical disabilities or others to be able to enjoy access to sources of
information and ways of communicating they may not have had the opportunity to have used
before.
Satellite technologies, mobile and wireless technologies, and digital technologies have added
many more means and tools of interpersonal communication among individuals.
19.2.4 OTHER IMPACTS OF IT:
It has been shown that the developments in information technology have had an impact on
various types of institutions an also on individuals. It has changed the general perception of
information in our society. Without going into specific detail about specific situations, it has
been found that that impact has been in the following four areas:
 Storage,
 Manipulation,
 Distribution,
 Creation
These four areas dealing with information are where the society’s perception of information
has changed. As communication and information technologies have been developed, the
various elements that constitute society, whether they are individuals or organizations, expect
to be able to use information in ways that were not possible earlier. These include:
 Society expects to be able to store more information than was previously possible.
 Society expects to be able to manipulate the information they have for their benefit, to
increase understanding and facilitate change.
 Society expects to be able to distribute information quickly, efficiently and cheaply.
 Society now expects the creation of new information to be facilitated by these new
technologies.
19.2.5 PROBLEM AREAS RELATED TO IT:

The growth and wide spread use of information technologies have answered many previously
unanswered questions. But with the large-scale use of information technologies, there are
many questions that are still unanswered.
Questions worth considering include:
 Are we going to be overloaded with information?
 Will we gain greater access to required information, along with a greater
individualization of products and services, or will we drown in info-junk?
 What should software and hardware sellers of the twenty-first century offer to propel
the Information Market-place beyond its current stage?
 Will computers increase the industrial performance of the world's nations?
 What will happen to employment, outside the IT fields?
 Will our quality of life improve through cheaper, faster and higher quality health care
and greater access to knowledge?
 Will the rich who can sooner afford these technologies get richer?
 Will the poor be given new leverage or will they be left further behind?
 What new gadgetry and interface might appear, and how will we use them?
 Will the governments better serve ordinary citizens?
 Will our privacy be assured on this electronic network?
 Should we amend our laws to protect against this new technology?
 How might war and peace be affected?
 How will human relationships be affected by the relentless progress of technology?
19.2.6 IT AND SOCIETY- AN OVERVIEW:
There is a very basic question that is more important than the above questions. Are
information technologies improving the quality of peoples’ lives? The answer, to a great
extent, is YES. Today’s technologies offer a better deal for everyone. Individuals are
acquiring greater control over their lives, their minds, their bodies, and even their genes,
thanks to breakthroughs in medicine, communication, transportation and industry.
These technologies are simultaneously providing social benefits and undoing some of the
environmental damage caused in the past. Improved technology helps to conserve natural
resources and reduce pollution.
The Information Revolution is also leading to peaceful cooperation between people and
countries by decentralizing power. Today, tyrants and autocrats are thrown out because their
subjects can communicate directly with one another via the World Wide Web, satellite
communications, etc. Information Technology has given people the tools to do their jobs at
home. People are also forging new communities in cyberspace and developing new
relationships with their neighbors in real space. Also there is no reason to assume that the
omnipresent personal computers will remain complicated. Computers and other such
equipment will become more users friendly as technologies mature and marketers appeal to
the masses.

CHAPTER 20
RESHAPING OF CHOICES IN THE DIGITAL AGE
LEARNING OBJECTIVES





Today we are living in the digital age. The days of analogue data generation, storage,
and processing are almost over. Now we generate data digitally in the form of bits
and bytes. Data generation, storage, and processing have become much easier.
Digital processing and the related digital tools have given us more choices. In almost
every field we now have more choices. In this lesson, we shall discuss these choices
thrown up by digitalization.

The structure of this lesson shall be as follows:
20.0 Objectives
20.1 Presentation of Content
20.1.2 Trends in IT
20.1.1 Process of Global Change
20.1.2 IT and Global Forces
20.1.3 IT and Economy
20.1.4 Information Technologies and Defense
20.1.5 Information Technologies and Quality of Life
20.1.6 Information Technology in Higher Education

20.0 OBJECTIVES :
Our society is an information society. More specifically, today we are living in the digital
age. We are driven by information and the technologies related it. These information
technologies have brought about many transformations. Changes are occurring in every
sphere of life. One major change is the availability of many alternatives.
Now more and more options are there in every field. Also many choices are reshaped.
We shall discuss these choices brought about by IT in this lesson. Specifically, we shall
focus on the following: Trends in IT, IT and Global forces, IT and Economy, Information
Technology in Defense, Information Technologies and Quality of Life, and Information
Technology in Higher Education.
INTRODUCTION
Today computers and IT offer many choices. The traditional options of yesteryears are
changing fast. For example, knowledge of computers coupled with training in another
field offers interesting career paths. Examples include bioinformaticist (biology and
computer background) who studies gene maps, and virtual set designer (training in
architecture and 3-D computer modeling) who designs sets for TV shows by designing
sets on computers. Clearly, information technology is changing old jobs and inventing
new ones. IT is providing more options in all
spheres.

20.1 PRESENTATION OF CONTENT:
The digital age has provided us more alternatives. We have more options in most of the
fields. There are more options in the field of education, in the job sectors, in media and
entertainment sector. There are more jobs related to information generation, information
warehousing, and information processing.
In this lesson we shall discuss about the various options thrown open bt digitalization.
The content of this lesson shall be presented as follows:







Trends in IT
IT AND GLOBAL FORCES
IT and Economy
INFORMATION TECHNOLOGIES AND DEFENSE
INFORMATION TECHNOLOGIES AND QUALITY OF LIFE
Information Technology in Higher Education

20.1.1 TRENDS IN THE FIELD OF IT:
Many new and exciting changes are taking place in various fields because of IT. But
before discussing these changes and the related newer choices in various fields, let us
discuss the principal trends of the Information Age. Let’s consider these trends in the
development of computes and communications.
Miniaturization, Speed and Affordability: One of the first computers, the outcome of
military-related research, was delivered to the U.S. Army in 1946. This computer called
the ENIAC (Electronic Numerical Integrator and Calculator) weighed 30 tons and was 80
feet long and two stories high. But it could multiply a pair of numbers in (the then
remarkable time of) three thousands of a second. This was the first general-purpose,
programmable electronic computer, the grandparent of today’s lightweight handheld
machines. Since the days of ENIAC, computers have developed in three directions.
Miniaturization: Computers today have become smaller. First there were vacuum tubes.
Then we had transistors. The nest step was development of tiny integrated circuits or
chips. The miniaturized processor, or microprocessor, in a personal desktop computer
today can perform calculations that one required a computer filling an entire room.
Speed: Thanks to miniaturization, computer makers can pack more hardware components
into their machines, providing faster processing speeds and more data storage capacity.
Affordability: Computers and the related hardware are cheaper today. Processor costs
today are only a fraction of what they were 15 years ago. A state-off the art processor
costing less than 25,000 rupees provides the same processing power as a huge 1980s
computer costing more than a few lakh. These are the three major trends in computers.
Similarly there have been changes in the field of communications.
Connectivity, Interactivity, and Multimedia:
There have been three recent developments in communications:



Connectivity: This is the ability to connect computes to one another by
communications line, so as to provide online information access. The connectivity
resulting from the expansion of computer networks has made possible e-mail and
online shopping, for example.



Interactivity: Interactivity is about two-way communication. Using an interactive
system, a user can respond to information he or she receives and modify the
process. That is, there is an exchange or dialogue between the user and the
computer or communications device. The ability to interact means users can be
active rather than passive participants in the technological process.



Multimedia: Multimedia refers to technology that presents information in more
than one medium, such as text, pictures, video, sound, and animation, in a single
integrated communication. The development of the World Wide Web expanded
the Internet to include pictures, sound, music and so on as well as text. These
developments are exciting. But truly mind-boggling possibilities emerge as
computers and communications combine.

Convergence, Portability & Personalization:
Sometimes in the 1990s, computers and communications stared to fuse together. This
marked the beginning a new era called the Digital Age. The result was three further
developments.


Convergence: Convergence is the combining of several industries through
various devices that exchange data in the format used by computers. The
industries are computers, communications, consumer electronics, entertainment
and mass media. Convergence has led to electronic products that perform multiple
functions, such as TVs with Internet access or phones with screens displaying text
and pictures.



Portability: In the 1980s, portability, or mobility, meant less computing power
and convenience for smaller size and weight. Today, however, things have
changed. As a result, we now have small, powerful, wireless personal electronic
devices that will transform our lives far more than the personal computer has done
so far.



Personalization: Personalization is the creation of information tailored to your
preferences. For example, programmes that automatically gets recent news and
information from the Internet on just those topics you have decided and fed into
your computer. Companies building products (cars, computers, and clothing)
customized to your heart’s desire are another example of personalization.

20.1.2 FORCES OF GLOBAL CHANGE:
We live in an era of profound change. Political, economic, and technological changes are
taking place everywhere. Global competition has reached unprecedented levels. Free
market principles are expanding existing markets, and bringing consumers more choices

and higher quality at lower costs. Great amounts of information can be stored, retrieved,
and transmitted at a speed and on a scale not possible before. Above all, technology is
reshaping our world at a speed unimaginable just a few decades ago. Technology is
reshaping our economy, our lives, and a whole lot of other things.
20.1.3 INFORMATION TECHNOLOGY AND ECONOMY:
Today information technology is the engine that drives economic growth. It is behind the
fastest growing industries and growth in every major industrialized nation. Today,
technological leadership often means the difference between success and failure in the
global market place for companies and countries alike.
Technical progress is the single most important determining factor in sustained economic
growth. Increases in productivity have long been recognized as one of the primary
mechanisms by which technology contributes to growth. It is estimated that technology
and advances in knowledge account for approximately 80 percent of total productivity
growth.
And in the last few decades, the fastest growing technological field has been the field of
IT.
Information Technology is transforming competition enabling small businesses to
perform high-quality design and manufacturing work that previously required the
resources of big business. IT is also allowing big businesses to achieve the speed,
flexibility, and closeness to customers that were once the sole domain of smaller firms.
Technology provides the tools for creating a spectacular array of new products and new
services. It is creating new industries, advanced materials, mobile cellular
communications, electronic commerce, etc. Information technologies are transforming
every sector of our economy, from manufacturing to services, from transportation to
health care, from education to even the government. Information is now the most
important commodity in the world's economic system. The speed with which we process
information to create knowledge and our ability to put it to work are astounding.
20.1.4 INFORMATION TECHNOLOGY AND DEFENSE:
On the battlefield, technology can be the decisive edge. Technological superiority helps
defense forces to protect the freedom, democracy, and security of a country.
Advancements in the field of IT, when applied by he defense forces, help to stand in
defending our borders, preserve the peace, deter hostilities, repel aggression, etc. Hightechnology weapons and the transportation and logistics systems support military
operations. Continued technological leadership is essential for any country’s national
security, military readiness, and global influence.
20.1.5 INFORMATION TECHNOLOGY AND QUALITY OF LIFE:
New technologies are also improving the quality of life. IT is being applied in so many
different fields. Medical research in pharmaceuticals, biotechnology, and medical devices
has resulted in better health care for the sick and a healthier life for all. Environmental
research offers cleaner air, water, and soil through better monitoring, and prevention
technologies. Advanced monitoring and forecasting technologies using satellites and
simulation are helping save lives and minimize property damage caused by hurricanes,
blizzards, microbursts, and severe weather conditions.

Sophisticated traffic management systems for land, sea, and air transportation enable the
movement of more people and goods in less time. There is increased safety in all kinds of
traffic management also. Agricultural research is producing a wide variety of safer,
healthier, and tastier food products. Automobile research is providing safer, cleaner, more
energy efficient fuels and more intelligent vehicles. These have led to saving of lives,
preserving natural resources, and keeping our environment cleaner. Aeronautical
technology is making air travel safer, less expensive, and environmentally compatible.
Energy research is helping to deliver cleaner and less expensive fuels by tapping
alternative sources of energy like solar energy, nuclear energy, geothermal energy,
biomass energy, and hydroelectric energy.
Information and telecommunications technologies have enabled instantaneous
communications across the globe. The world is truly moving towards becoming a global
village.
20.1.6 INFORMATION TECHNOLOGY AND HIGHER EDUCATION:
Information technology’s power and omnipresence have grown at a very fast rate. It has
brought many sweeping changes in a wide range of fields. It is true for the field of higher
education, particularly, higher education.
Research in higher education has rapidly adopted advanced information technologies.
New fields such as computational chemistry and nano-technology are blossoming. New
technologies such as grid computing, extremely large databases, and very high-speed
networks continue to transform how a great deal of today’s research is conducted.
Today’s students are using the Internet, PCs, and fast-paced interactive games. They
expect and get a good IT environment at their educational institutions.
One thing seems certain. The teaching and learning dimensions of education will be
transformed. We are moving from lecture-based teaching to experimenting with new
modes of teaching. Information technologies help implement innovative interactive
learning environments. IT is playing a positive role in both content development for
teaching and also in providing hardware support.
An interesting facet of the relationship between higher education and IT community is
the high degree of collaboration and among educational institutions. Colleges and
universities collaborate to accomplish IT related projects that are strategically important
for the entire education community. Such strategic partnerships occur when the
participants know that the potential success of collaboration is big in magnitude. So they
do not act independently and competitively.
Several universities continue to experiment with distance-learning models. In such
systems the students are free from the constraints of space and time. Some of these
models have been successful, and some have failed, but the experimentation continues.
More about the use of IT in education is covered in another lesson.

CHAPTER 21
FUTURE TRENDS OF INFORATION
TECHNOLOGY
LEARNING OBJECTIVES
 Today we are living in the information society. The days of manual or analogue data
generation, storage, and processing are almost over. Now we do almost everything using
IT. Generation, storage, and processing of information have become much easier. Digital
processing and the related digital tools have made our lives more comfortable,
convenient, and more connected. In almost every field we now have more changes. Here
a question arises? After all these achievements, what can we expect next? In this lesson,
we shall try to answer this question.

The structure of this lesson shall be as follows:
21.0 Objectives
21.1 Introduction
21.2 Presentation of Content
21.2.1 The Future Scenario of IT: An Overview
21.2.2 Artificial Intelligence
21.2.3 Robots, Neural Networks, and Fuzzy Logic
21.2.4 Artificial Life
21.2.5 Virtual Reality
21.2.6 Future developments in Hard Ware
21.2.7 Future developments in Soft Ware
21.0 OBJECTIVES:
Information technologies have changed the present. These have brought speed and efficiency
to our working. These have come out of the confines of offices and work places and have
invaded the privacy of our homes and resulted in many positive changes. Computers and
many IT-based equipment and gadgets have brought higher levels of comfort and
convenience. What then is the future of IT? We shall try to find about the future
trends of IT in this lesson. Specifically, we shall focus on the following:








To know the Future Scenario of IT
To understand Artificial Intelligence and its Future Implications
To understand Robots, Neural Networks, and Fuzzy Logic
To understand Artificial Life and its Future Implications
To understand Virtual Reality and its Future Implications
To know about Future Developments in Hard Ware
To know about Future developments in Soft Ware

21.1 INTRODUCTION
The future of information technology is exciting. Experts in the filed predict that there will be
more "natural communication" between human beings and computers. In order for people
and computers to collaborate we must "interface" or communicate as efficiently and naturally

as possible. Interfaces are important because that is where people come into contact with the
machinery of the Information Technologies. IT will not reach its full potential
until the interaction between humans and machines become closer to human-to- human
communication. Besides keyboards and mouse, today's interface devices include trackballs,
joysticks, and hand held styluses for handwriting and drawing, microphones that pick up
speech, and both still cameras and video cameras for images. There are many other devices
being developed around the world.
Scientists and engineers are currently working on gloves that let the computer know the
precise movement of your fingers. Experts are also working on glasses and head tracking
helmets with mechanical, electromagnetic and optical gadgets that track eye and head
movements so that the computer knows where you are looking.
Complete body suits that convey the motions of the torso and limbs are not readily available
but they have been built (in clumsy forms) and will undoubtedly appear in the future. These
newer devices will feed information back to you, flooding your senses. These will provide
spoken information, three dimensional video and audio information. These will also provide
tactile impressions. These state of the art interfaces will forever alter the way we work and
"re-create" in the near future. These new interfaces may allow individuals to work
simultaneously with colleagues around the globe, order food from a French waiter in French,
even though you don't know the language and even take dance lessons at home from an
instructor across town. The application possibilities for these interface technologies are mindboggling.
21.2 PRESENTATION OF CONTENT:
It is an accepted fact that IT has brought about many changes in most spheres of our lives.
The rate of growth and developments in this field has been phenomenal. Thus every body is
interested in the future implications of IT. In this lesson, we shall discuss about the future of
IT. The content presentation shall be as follows:








The Future Scenario of IT
Artificial Intelligence
Robots, Neural Networks, and Fuzzy Logic
Artificial Life
Virtual Reality
Future Developments in Hard Ware
Future developments in Soft Ware

21.2.1 THE FUTURE SCENARIO OF IT – AN OVERVIEW:
This is the twenty-first century. This is the age of highly sophisticated technologies and
machines. This is the age of information technologies. We enjoy the benefits of some of the
most advanced and highly efficient technological gadgets. We depend on these wonderful
machines for every thing. From doing household chores to getting informed, educated, and
entertained, to staying connected to even working from where ever we are, we depend on
these wonderful information technologies based machines. Now let us think about the future.
What changes will be there in the future? Today we have TV sets and computers. Already
both these devices are combined together to form the teleputer. It works both as a computer
and a TV set. Today we have telephone sets, cordless phones, mobile phones, videophones
and satellite phones. A few years from now, there would be no such thing as a telephone. In
its place, there will be an artificially intelligent device called the neural net computer. It

will be ready to assist you with many tasks, including communications. It will be a
combination of a telephone, computer, and shall be connected through Blue-Tooth
technology and have artificial intelligence. Such a scenario sounds strange and very new. But
technological changes have always made many impossible things possible. Radio, for
instance, was originally thought to have not much use other than to broadcast some important
information. It took imagination and vision and of course, technological advancements to see
a world in which radio sets brought news, sports, weather, and music into every home and
car.
So what will happen in the future with regard to advancements in the field of information technologies?
Generally, short-range predictions of technological progress are much easier than long-range ones. In this lesson,
we shall discuss some probable short-range advances likely to take place in the next decade or two. This might
give you some insight and guesses about long-range possibilities of future advancements in the fields of
communication and information technologies.

Some of these technologies will be in the fields of artificial intelligence,artificial life, and
virtual reality.
21.2.2 ARTIFICIAL INTELLIGENCE:
Artificial intelligence is the capability that helps a machine or computer program to mimic or
do some or all of the characteristics (or activities) of human intelligence. We are not talking
about a robot that can converse in many languages and have emotions, and act and behave
like human beings. This type of artificial intelligence is very far away (even if it is possible).
Still, efforts continue in giving computers at least some of the attributes of human
intelligence. And some efforts have been partially successful. Mimicking intelligence is fine,
but being intelligent is another. Most critics believe that we are intelligent because we think.
Our intelligence is characterized by self-awareness. We are conscious. We know we exist,
and we can reflect on that fact. A computer program might be capable of mimicking a
person’s words, but it is far from being self-aware.
But some artificial intelligence researchers disagree. They believe that our self-awareness is
just the result of our very complex programming. There is no doubt that of all the future
technologies, the most far reaching in its potential impact is artificial intelligence. Computer
scientists working in the field of artificial intelligence believe that the one area of human
intelligence, which is at the core of human intelligence, is what is often called “common
sense.”
In the United States, two groups of artificial intelligence teams are currently working on
diverse attempts at creating artificial intelligence in a computer. One approach is to imitate
human thought, and the other approach is to create the same effect as human thought,
regardless of how that is done. Rodney Brooks of MIT is developing a machine, named Cog,
that has cameras for eyes; a “skin” that has sensory input; and a brain of eight 32-bit,
Macintosh-type processors. Cog is learning the way humans learn, by trial and error. The
object is an artificial intelligence machine that can do diverse tasks and think the way humans
can.
Douglas Lenat of Austin, Texas, is developing a machine, called CYC, that is being fed all
the rules of “human consensus reality”, or common sense. Instead of having CYC learn by
experience, the knowledge of the experience is being input. Lenat believes that once CYC
has about two million common sense rules, it will be able to do much of its own learning. For
example, CYC can read the encyclopedia and then ask questions about anything it did not
understand – and its common sense will be strong enough to tell it what it did or did not
understand.

CYC represents the top-down approach to artificial intelligence, that the basis of human
thought is symbolic knowledge. Coding the logical structures we use to understand the world
can create artificial intelligence.
Cog represents the bottom-up approach to artificial intelligence. This approach encourages
programmes to work more like biological structures than logical structures. The programs
build a lot of small, simple programs and let them interact and learn which interactions are
successful.
One computer, called Deep Blue, has been programmed to play chess at the world-class
level. In 1996, World Chess Champion Garry Kasparov was able to win his match with Deep
Blue, with a lot of difficulties. But Deep Blue could not drive itself to the match, talk to the
press about the significance of the match, and then play world-class chess. Only Kasparov
could do that. Computers are being developed to exhibit human intelligence, but not to
replace humans.
Research that scientists are performing in several related areas is advancing our knowledge of
artificial intelligence. These areas include natural language recognition, expert systems,
robotics, neural networks, and fuzzy logic.
Natural Language Recognition: Even if we cannot define intelligence adequately, we can
recognize some aspects of human intelligence, such as the abilities to reason; to solve
problems; to learn; and to use a natural language, such as English or Hindi, to communicate.
Attempts are being made to incorporate speech recognition capabilities in to computers. But
the process is very slow. Considering the slow progress in computer voice recognition,
creating a computer that we can talk to is not about to happen in the near future. Today’s
computer voice recognition systems can “understand” a few hundred verbal commands, such
as “Open window” or “Start program.” But that capability is very different from a person’s
being able to say. “Computer, show me all my appointments for next Tuesday, OK?
What’s holding back the computer’s capability to recognize a natural language? Human
languages are so complex that linguists have not agreed on a single model of a natural
language grammar system. Although some computer programs do accept natural language
input, the sentences must be phrased to conform to fairly strict syntax rules.
21.2.3 ROBOTS, NEURAL NETWORKS, AND FUZZY LOGIC:
Today computers have been developed that exhibit human intelligence. But computers cannot
replace humans. However, scientists are conducting research in several related areas is
advancing our knowledge of artificial intelligence. These areas are robotics, neural networks,
and fuzzy logic.
21.2.3.1 ROBOTICS:
A robot is a computer that outputs motion instead of information. Robots do not need to look,
move, or act like humans. Today’s robots include input sensors that detect light, sound,
touch, and heat. These sensors enable the robot to change its motion based on outside
instructions. In the absence of artificial intelligence, today’s robots are not very smart. They
can perform a few manual tasks repeatedly and rapidly, but they can do only the tasks they
are programmed to do. Cog, mentioned earlier in this lesson, may be a prototype of future
robots because it combines sensory input and AI- like thinking.
In general, robotic systems can do precise tasks accurately and consistently. Robots can
perform tasks that are dangerous for humans.
Robots can also do repetitive tasks without getting bored and careless. Robots have many
applications in industry. For example, spot-welding machines are non-mobile robots that

move an “arm” (a manipulating mechanism) while the base is fixed to a track or a holding
base. Although robots are expensive, they work 24 hours per day, do not go on strike, and do
not require pensions. As robots grow more capable, the opportunities for unskilled and semiskilled employment are sure to decline.
21.2.3.2 NEURAL NETWORKS:
A neural network (or just neural net) is a computer that does not use the linear IPOS (inputprocessing-output-storage) design used by almost all computers of today. Instead, a neural
network mimics the structure of the human brain. In a neural network system, thousands of
computer processing units are connected in multiple ways, just as the neurons in a brain are
connected. Neural nets are not programmed; they are trained. The net “learns” by trial and
error, just the way humans do. After the training is finished, the neural net “knows” how to
do something, such as operate a robot. Neural nets behave much the way brains behave. In
fact, neural nets exhibit electromagnetic waves that are surprisingly similar to the brain
waves in humans. None of today’s neural nets, however, approaches the complexity of even
an animal’s brain, but more complex neural nets are planned.
Ordinary computers are very good at solving problems that require linear thinking, logical
rules, and step-by-step instructions. Neural nets are very good at recognizing patterns,
dealing with complexity; and learning from experience.
Japan has been developing uses of neural networks since 1988. The Japanese have integrated
neural networks into devices ranging from air conditioners to rice cookers to word
processors. Neural networks have also been used to help decide when to buy and sell
securities, to ensure the best quality of a photocopy; and to classify welding defects.
21.2.3.3 FUZZY LOGIC:
Traditional computers make binary decisions: yes or no, right or wrong, on or off. But
humans make decisions according to a scale. You are not 100 percent happy or sad; you are
more happy than sad. Evaluating by degree is called fuzzy logic. Along with neural networks,
computer scientists have been trying to get computers to make decisions by using fuzzy
logic. An example of an application of fuzzy logic is the circuitry that enables a handheld
video camera to adjust disturbances and show a steady picture. The circuitry figures out what
probably should and should not move and adjusts the image accordingly.
21.2.4 ARTIFICIAL LIFE:
Computer viruses have at least one of the key characteristics of living organisms, the
capability to reproduce. Computer viruses have inspired a new area of research known as
artificial life. In artificial life research, researchers try to create “life” within the computer.
One outgrowth of artificial life research is experimentation with genetic algorithms. In
genetic algorithm research, scientists are trying to create computers that mimic nature.
Genetic algorithm research mimics nature in the following way. A number of algorithms are
placed into a computer “environment” and are given the potential to mutate or change in
random ways. All the algorithms compete to try to solve the problem. Over time, one of the
algorithms emerges as the best at tacking the problem.
21.2.5 VIRTUAL REALITY:
Virtual reality is a computer technology that uses multiple sensors for input and output and
interactively adjusts the output based on the input. In a typical VR system, the user wears
glasses with twin television screens (one for each eye), stereo headphones, and a glove. The

glasses and headphones put the user in an imaginary environment. The user alters the
environment by moving the glove.
Computer and Video Game makers have adopted VR. However, VR has serious uses as well.
While an architect is designing a building, the buyer may not be able to visualize the
structure. With VR, the buyer can “walk through” a building while it is still being designed.
The most important application of VR made to date is in training doctors, the doctors are
practice a procedure as many times as needed to master it satisfactorily.
Tomorrow’s virtual reality systems may transform the nature of entertainment. Instead of
watching a movie on a flat screen, you will feel as if you are in the movie yourself, with the
action going on all around you! This was shown in the film Matrix.
The possibilities are limitless-and so are the concerns. Virtual reality could very well become
the “addictive drug” of the twenty-first century, producing sensory addictions that could be
hard to leave.
Virtual Reality Beyond Entertainment: Research in the last twenty-five years has
demonstrated that self-locomotion experience plays an important role in a child’s
development. Skills such as spatial and depth perception, shape recognition, visually guided
reaching, awareness of self-motion, and problem solving in multi-dimensional space are all
developed through mobility. These skills form an important part of how we interact with and
use our environment. Children with limited mobility cannot have these learning experiences.
Computer generated virtual reality (VR), however, provides a way to substitute simulated
experiences for actual mobility. Thus, VR enables physically handicapped children to
develop spatial perceptual abilities. In the Virtual Reality Labs, a program that provides these
missing mobility experiences for orthopeadically-impaired children is under way.
21.2.6 TOMORROW’S TECHNOLOGY: HARD WARE
Additional advances in computing technologies include hardware developments, software
developments and major improvements in communications. These are in different fields like
hardware and software. Much of the progress has been achieved in the semiconductor
industry. These advances have enabled the computer hardware industry to mass-produce
highly complex, but miniature electronic devices. Hardware advances include larger capacity
for RAM, faster processing speeds using optical computing and parallel processors, optical
storage media with huge capacity, and much smaller processors using nanotechnology.
Memory: In a few years, the size of RAM is desktop computers will from 256M to 1024M.
The processing speeds will also increase by about 100 times.
Speed: Using light instead of electrons is the idea behind optical processors. Because light
can travel much faster than electrons, optical processors should be several hundred times
faster than the electronic circuits used today.
Parallel Processing: One limitation of processor design is that processing occurs in series.
Parallel processors now being designed and built can greatly increase the MIPS-millions of
instructions per second-the computer can accomplish. Today, supercomputers are being
designed around microprocessor chips arranged in a parallel pattern, not a serial pattern.
21.2.6.1 Digital Video Discs:
Digital discs, which hold 7 to 12 times the amount of data on a CD-ROM, can transfer data
faster than the fastest CD-ROM. This technology is being built today. A DVD can contain an
entire movie in high-quality video on a single side of a disc (up to 2 hours and 13 minutes),
with the capacity to include digital sound in three languages, plus subtitles in four additional

languages. When used for data storage for computers, DVD-ROM has 4.7 gigabytes of
storage on a single layer and 8.5 gigabytes on a dual-layer-disc. This is 12 times the capacity
of a CD.
21.2.6.2 Nanotechnology:
The technology advance in the more distant future is nanotechnology, or molecular
manufacturing. Nanotechnology involves building a processing chip up from the atomic
level. A prediction for the future of nanotechnology is that a unit the size of a sugar cube will
include hundreds of processors working in parallel at incredible speeds. In the United States,
scientists at IBM, Xerox PARC, and other places are working on nanotechnology, how to
build it, control it, and apply it to problems.
21.2.7 FUTURE SOFTWARE SCENARIO:
The sheer complexity of today’s huge programmes creates problems for software developers
and users alike. Some major growth areas in software are the increasing use of graphical user
interfaces and the use of software development tools such as object-oriented programming
and natural language processors.
21.2.7.1 Graphical User Interfaces:
Although the use of graphical user interfaces, such as the Macintosh interface and Microsoft
Windows, has been growing, the full power of this type of platform has not been explored.
The next few years will bring a lot of software products that simplify the interface between
the user and the computer.
21.2.7.2 New programming Languages:
The next anticipated level of software development is fifth-generation languages. In fifthgeneration languages, the user gives the instructions to the computer in a natural languageEnglish, Japanese, etc.
21.2.7.3 Communications:
Communications is the fastest-growing, fastest-changing area of computer use. Changes
occurring now are the emergence of wireless transmission; the development of
videoconferencing; and the creation; transmission, and reproduction of digitized documents.
21.2.7.4 Wireless Transmission:
Like cellular phone technology, wireless transmission uses radio waves. Most wireless
communication is over relatively short distances. The current use of wireless transmission is
to create local area networks (LANs) with nodes (individual PCs connected to the LAN) that
can be moved around without rewiring. Cellular phones can also create wireless
transmission; a portable fax machine in your car can use the cellular phone in the car to send
a fax. Wireless transmission may be the answer for countries that can not afford to upgrade
their traditional telephone systems.
21.2.7.5 Desktop Videoconferencing and Networked Video:
Videoconferencing enables people who are physically separated to hold a conference. When
one person is talking, everyone sees that person. When someone else speaks, that person
appears on everyone’s video. Because the technology has been so expensive,
videoconferencing centres have been created.

The next breakthrough will be to have an on-screen window for each person participating in
the videoconference. This capability will increase the level of satisfaction for
communications such as distance learning.

CHAPTER 22
ECONOMIC ROLES OF INFORMATION
TECHNOLOGY
LEARNING OBJECTIVES
 In today’s highly materialistic times, most activities are directed towards monetary gains.
So it is important to understand the monetary or economic aspects of IT. In this lesson,
we shall focus on this.

The structure of this lesson shall be as follows:
22.0 Objectives
22.1 Introduction
22.2 Presentation of Content
22.2.1 Computers and Economic Growth
22.2.2 IT and Economy
22.2.3 IT and Transformation of Organizations
22.2.4 Changing Interactions with Suppliers
22..2.5 Changing Customer Relationships
22.2.6 IT Application and Changes in Organizations
22.2.7 IT and Manufacturing
22.0 OBJECTIVES:
Some people say that we are fast moving towards an Information Society. Others say that we
are already living in an Information Society. Today more and more people are getting
involved in the collection, collation, compilation, processing, storage, ware housing, and
retrieval of information. The field of information technology has seen unprecedented growth
in the last few decades. IT plays important functional roles. It plays social roles. In addition,
IT also plays a wide range of economic roles. We shall discuss about the economic roles of
IT in this lesson as under the following headings:


TO KNOW THE ROLE OF COMPUTERS IN ECONOMIC GROWTH








To Understand the Relationship between IT and Economy
To Understand the Role of IT in Transformation of Organizations
To Know how IT is Changing Interactions With Suppliers
To Understand Changing Customer Relationships
To know the role of IT Applications and resultant Changes in Organizations
To Understand the Relationship between IT and Manufacturing.

22.1 INTRODUCTION:
Today more and more people are getting in to the field of information technology. There
large numbers of IT organizations. More and more investments are being made in the field of
IT. Information technology enabled packages and equipment is making our jobs simpler and
more efficient. They are making our homes more comfortable and convenient to live in. IT is
also making our lives easier, fun-filled and exciting.

All this has important economic implications. We are now getting better gadgets. Most of the
tools are smaller and highly efficient. We are better connected because of these machines and
tools. And these tools and technologies are quite affordable.
22.2 PRESENTATION OF CONTENT:
The fundamental economic role of computers becomes clearer if one thinks about
organizations and markets as information processors. Most of our economic institutions and
intuitions emerged in an era of relatively high communications costs, limited computational
capability, and related constraints. Information technology, defined as computers as well as
related digital communication technology, has the broad power to reduce the costs of
coordination, communications, and information processing. Thus, it is not surprising that the
massive reduction in computing and communications costs has engendered a substantial
restructuring of the economy. Virtually every modern industry is being significantly affected
by computerization. We shall discuss about these in detail in this lesson. The lesson content
is presented as follows:








Computers and Economic Growth
IT and Economy
IT and Transformation of Organizations
Changing Interactions with Suppliers
Changing Customer Relationships
IT Application and Changes in Organizations
IT and Manufacturing

22.2.1 COMPUTERS AND ECONOMIC GROWTH:
How do computers contribute to business performance and economic growth? Even today,
most people tend to think of computational tasks as the only strengths of computers.
Computers have excelled at computation since the Mark I (1939), the first modern computer,
and the ENIAC (1943), the first electronic computer without moving parts.
Computers are much more than calculators. They are information and data processors. The
same basic technologies can be used to store, retrieve, organize, transmit, and algorithmically
transform any type of information. Computers deal with any information that can be
digitized. They deal with numbers, text, video, music, speech, programs, and engineering
drawings, etc.
As computers become cheaper and more powerful, the business value of computers is limited
less by computational capability, and more by the ability of developers to invent new
processes, procedures and organizational structures that make the best use of this capability.
As this area of innovation continues to develop, the applications of computers and
information technology are expected to expand well beyond computation in the future.
Information technology is economically beneficial mostly because they facilitate
complementary innovations.
Advancements in IT are linked to higher productivity and organizational transformation and
other measures of economic performance. A significant component of the value of IT is its
ability to enable complementary organizational investments such as business processes and
work practices. Such advancements also lead to productivity increases by reducing costs and,
more importantly, by enabling firms to increase output quality. Additional benefits include
convenience, timeliness, quality, and variety.

22.2.2 INFORMATION TECHNOLOGY AND ECONOMY:
Information Technology is the main engine of economic growth today. It is one of the fastest
growing industries. It creates high-wage jobs, provides the tools needed to compete in every
business today, and drives growth in every major industrialized nation. Today, technological
leadership often means the difference between success and failure in the global market place
for companies and countries alike.
Technical progress is the single most important determining factor in sustained economic
growth, estimated to account for as much as half a Nation’s long-term economic growth over
the past 50 years. Increases in productivity have long been recognized as one of the primary
mechanisms by which technology contributes to growth. It is estimated that technology and
advances in knowledge account for approximately 80 percent of total factor productivity
growth. Ultimately, long-term, non-inflationary growth is the only true path to real wage
increases and an improved standard of living. Firms that use advanced technologies are more
productive and profitable, pay higher wages, and increase employment more rapidly than
firms that do not. Information technology is transforming the very basis of competition,
enabling small businesses to perform high-quality design and manufacturing work that
previously required the resources of big business. It allows big businesses to achieve the
speed, flexibility, and closeness to customers that were once the sole domain of smaller
firms.
Information technology provides the tools for creating a spectacular array of new products
and new services. It is creating new industries, advanced materials, mobile and cellular
communications, electronic commerce and revitalizing old ones like steel, automobiles, and
textiles. The information industry as we know it now barely existed few decades ago. Today,
however, the communications and information industries are among America’s largest,
constituting about 10 percent of U.S. gross domestic product and employing more than 4.5
million people in the United States. The economic importance of these technologies extends
beyond the borders of the communications and information industries. By making it possible
to manage vast quantities of information, these technologies are transforming every sector of
our economy, from manufacturing and services, transportation, health care, to education, and
even the government. In the process, IT is changing the way people live, work, and interact
with one another.
By the end of the 20 th century, information will be the most important commodity in the
world’s economic system. The speed with which we create knowledge and our ability to put
it to work will surely lead to an exciting world in the next century. Advances in information
technology software, semiconductors, microprocessors, and telecommunications are essential
for managing this information explosion, putting a world of knowledge, global commerce,
and communications at our fingertips.
There is no doubt that America is leading the world into the Information Age. The United
States is planning a National Information Infrastructure (NII) that will link schools and
homes, offices and factories, hospitals and clinics, and other businesses, academic, and social
institutions. This network will enable a colossal leap in knowledge sharing, propelling
scientific inquiry and discovery, business productivity, transportation system performance,
and the education of our citizenry.
The NII and its international corollary the Global Information Infrastructure will spur the
growth and creation of jobs, facilitate the conduct of business worldwide, and accelerate the
development of new products, services, and capabilities. Organizations, large and small alike,
will be able to respond quickly and flexibly to ever-changing global market demands with
high quality, customized goods and services at competitive prices. Also organizations have
transformed themselves by combining IT with changes in work practices, strategy, and

products and services; they have transformed the firm, supplier relations, and the customer
relationship.
22.2.3 IT AND TRANSFORMATION OF THE ORGANIZATION:
Computerization and IT-enabling of organizations is not enough. It also requires matching of
organizational structure to technology capabilities. For example, computer integrated
manufacturing require major changes including giving workers authority for scheduling
machines, process and workflow innovation, more frequent interactions with customers and
suppliers, increased lateral communication and teamwork, etc.
22.2.4 ROLE OF IT IN CHANGING INTERACTIONS WITH SUPPLIERS:
Advancements in information technologies such as electronic data interchange (EDI),
internet-based procurement systems, and other inter-organizational information systems have
significantly reduced the cost, time and other difficulties of interacting with suppliers. For
example, firms can place orders with suppliers and receive confirmations electronically,
eliminating paperwork and the delays and errors associated with manual processing of
purchase orders. Manufacturers and consumers both benefit from lower prices, and increased
product variety, convenience, and innovation.
22.2.5 ROLE OF IT IN CHANGING CUSTOMER RELATIONSHIPS:
The Internet has opened up a new range of possibilities for enriching interactions with
customers. Many companies have succeeded in attracting customer orders and improving
service by placing configuration, ordering, and technical support capabilities on the web.
This helps in just-in-time inventory management, build-to-order production systems, and
tight integration between sales and production planning.
22.2.6 IT APPLICATIONS AND CHANGES IN ORGANIZATION:
All kinds of organizations are changing with the advent of IT. For example, till recently all
banking was conducted the teller windows. Today, there are ATMs. Customers can access a
wide network of thousands of ATMs 24-hours a day, 7 days a week. Also there are vastly
expanded arrays of banking services including tele banking, Internet banking, etc. Computercontrolled medical equipment has facilitated more successful and less painful medical
treatment. Many medical procedures that previously required extensive hospital stays can
now be performed easily and require less time. Instead of surgical procedures, many medical
tests now use non-invasive imaging devices such as x-rays, MRI, or CT scanners.
Information technology has supported the research and analysis that has led to these advances
plus a wide array of improvements in medication and outpatient therapies.
A lawyer today can access much wider range of information through online databases and
manage many more legal documents. In addition, some basic legal services, such as drafting
a simple will, can now be performed easily by a lawyer using standard software packages.
Computers enable more new goods to be developed, produced, and managed in all industries.
For instance, the number of new products introduced in the markets has grown tremendously.
The data management requirements to handle so many products would be difficult with out
computers.
All this suggests that application of IT helps increase output along with variety, customer
convenience, and service.
22.2.7 IT AND MANUFACTURING:

Manufacturers are fast moving from the traditional systems to the computerbased planning
and control systems. The explosive growth of e-business has necessiated this change.
For traditional manufacturing, less is best. This means Less inventory, Less material
movement, Less floor space, Less variability, and Fewer steps, options and choices in work.
But in computerized manufacturing, more is best.
This means More information, More flexibility, More functions and features, More
comprehensive business processes, and Faster, more frequent decision making made by more
people. IT enabled manufacturing helps maximize productivity and quality at the lowest
possible cost. For example, in the auto industry, customer responsiveness today is taking the
form of fast order-to-delivery and mass customization.
The four major benefits of computerized manufacturing are: Elimination of waste,
Standardization of work, Zero defects, and controlled flow. In the auto industry, only by
using computer systems can manufacturers solve the many constraints and issues related to
operations and planning.
Only by extensively relying on computer systems can a large manufacturer possibly hope to
create optimized plans and schedules with relation to suppliers, plants, and logistics
companies.
Advanced planning and scheduling (APS) play an important role in manufacturing. APS is
continuously re-planning, re-scheduling and re-sequencing. It constantly updates
manufacturing operations to reflect changing market conditions, capacity constraints, etc.
Computers have an overwhelming impact on economic growth that is disproportionately
large compared to their share of capital stock or investment. This impact is likely to grow
further in coming years. New business processes, new skills, and new organizational and
industry structures are major contributions of IT. These resulting assets are much more than
the investments in the computer technology itself. Thus computers have made a much larger
real contribution to the economy. The outcome has been a better understanding of the key
inputs, including complementary organizational assets, as well as the key outputs including
the growing roles of new products, new services, quality, variety, timeliness and
convenience.

CHAPTER 23
INFORMATION TECHNOLOGY IN BUSINESS
AND MANAGEMENT
LEARNING OBJECTIVES
 In today’s time, most activities are directed towards managing things properly. The
most important field here is the management of businesses. In this lesson, we shall
focus on the role of IT in business management.

The structure of this lesson shall be as follows:
23.0 Objectives
23.1 Introduction
23.2 Presentation of Content
23.2.1 Information Technology in Office Automation
23.2.2 Information Technology in Retail Business
23.2.3 Information Technology in Banking and Finance
23.2.4 Information Technology in Stock Market
23.2.5 Information Technology in Manufacturing
23.0 OBJECTIVES:
Information technologies are playing very important roles in various fields. We all know
about the great positive changes brought about by the use of IT. Major developments have
resulted in the fields of business and management because of IT. We shall discuss these
developments in this lesson.






Role of Information Technology in Office Automation
Role of Information Technology in Retail Business
Role of Information Technology in Banking and Finance
Role of Information Technology in Stock Market
Role of Information Technology in Manufacturing

23.1 INTRODUCTION:
Since the very beginning, business has been the main backbone of any country’s economy.
To run business and organizations successfully, we need efficient management practices.
Efforts are always on to improve management practices. The most important of these efforts
are the adoption of computers and information technologies for improving management
practices. Business and industry have changed dramatically since the first computer was
introduced in 1951.
Today, it is difficult to imagine how business could operate without computer. The current
growth in business and management of organizations would not be possible without
computers, and information and communications technologies.
In India, since the beginning of the 1990’s, genuine efficiencies in the office have occurred
because there are better procedures to accompany the machines. Where the computer once

simply replicated the previous manual tasks, it now automates more fully. The processes and
the procedures have improved. Accordingly, management of business and organizations has
also improved many folds. The most important advancements have occurred in the
development of two business-computing systems, namely Office Automation
and Management Information Systems (MIS).
236.2 PRESENTATION OF CONTENT:
Business today has become very complex and highly competitive. Managing businesses thus
has become tricky. In addition to managerial skill, today high quality IT skills are also being
used to manage businesses. In this lesson, we shall discuss the role of IT in business
management. The content of this lesson is presented as follows:
 IT in Office Automation
 IT in Retail Business
 IT in Banking and Finance
 IT in Stock Market
 IT in Manufacturing
23.2.1 INFORMATION TECHNOLOGY IN OFFICE AUTOMATION:
For a long time, most of the office work was being done manually using papers, files, etc.
Now most of the office work is done on the computers. The advent of information
technologies has further improved this.
Simply put, office automation is using computers, and information and communications
technologies for better use and management of information. Office automation technology
includes all types of computers, telephones, electronic mail, and office machines that use
microprocessors or other hightechnology components.
In many offices, information (often in paper form) is the end product and is essential for
conducting the company’s business. Office automation systems keep track of the information
originating in various operations throughout the company, such as order processing,
accounting, inventory, and manufacturing. Office automation provides managers, planners,
and decision-makers with information-processing systems to collect, analyze, plan, and
control information about the many aspects of the business. An additional benefit of office
automation is that it allows information processing in many modes. These include text, voice,
graphics and video display technology.
Office automation does not replace manpower. It, however, requires less number of people.
In addition to reduced manpower, office automation also leads to higher levels of efficiency.
That means fewer people and more and efficient work.
Recent Improvement in Office Automation:
Business automation, i.e., office automation differs from factory automation. In a factory,
machines may sometimes replace workers completely. But we have learned that offices
cannot be automated in the same way factories are automated. Office tasks involve a great
deal of thinking and decision-making. As a result, office systems must be flexible and
versatile. Moreover, they must be designed so any user of the system, regardless of
background can easily use them. This is called ergonomics. It is the study of how to create
safety, comfort and ease of use for people who use machines. In the recent times, ergonomics
engineers have improved the office automation systems, furniture and environments for the
computer users. Intensive development and advancements have resulted in the best designs
for keyboards, reduced eye fatigue levels for monitors, and specified desk and seating

designs that reduce physical stress. Ergonomics has played a significant role in helping
people use computers and related technology more effectively.
Technologies For Office Automation:
Five primary technologies are used in managing information in office automation:
• Text or written words.
• Data as in numbers or other non-text forms.
• Graphics, including drawings, charts and photographs.
• Audio, as in telephone, voice mails, or voice recognition systems.
• Video, such as captured-images, videotapes, or teleconferencing.
Before the advent of office automation, different technologies were used for creating these
forms of information. Text was created using conventional typewriters or more recently,
word processing. Data, such as sales reports, was stored in files, which in turn were stored in
almirahs. Charts and graphs were either hand-drawn or created using 35mm slide
photography and videotapes were used for training. Audio was limited to the phone or tape
recording. It was not possible to combine these various forms of information. Computers and
information technologies help generate data in any of the above forms. Data created using
other traditional technologies can also be transferred in to the computers. This is possible
through the various input devices like scanners, TV tuner card, video-blaster card, soundblaster card, etc.
Now computers are used for data generation, data storage, data processing, data retrieval, etc.
All these processes combined are called data ware housing. Computers produce documents
called electronic documents. An electronic document can be simple memo that is printed on
paper, stored in the computer for future use, or transmitted via electronic mail, etc. It can be a
complex document, with graphics or even video. Most computer systems can incorporate
sound, so that an on-screen document can be supplemented by spoken.
Present day computers integrate the various media like text, still visuals and graphics, audio,
video, and animation. All types of data, whether text, sound, and images can be entered into a
computer, stored and changed into the kind of output we need. These days many offices or
organizations use specially designed software for specific purposes. Such application
software, called group-ware, allows networked PCs and workstations share information and
electronic documents from both corporate and on-line sources. This kind of integrated work
situation is possible because of networking and other related information technologies.
Office Automation Systems:
As we have already discussed, office automation means the use of computer based systems
for providing information to help planners and decision-makers take management related
decisions. Office automation systems include few subsystems. These are:
• Text Management Systems,
• Business Analysis Systems,
• Document Management System, and
• Network and Communications Systems
Any computer system designed to work with the written or typewritten work is called a text
management system. Earlier there was only one such device, and that is the typewriters.
Present day text management systems include all kinds of word processing systems, PCs with
word processing facilities, PCs with desktop publishing systems and text editing systems. In
addition, computerized typesetting equipment is also available.

Text management systems are used for tasks like writing memos, notes, letters and other
short documents. They also used for printing envelopes and labels, preparing pre-printed
forms such as invoices. Composing complex documents like proposals and reports, retrieving
and editing documents such as contracts, creating display documents like newsletters, etc. is
also done on text management systems.
For efficient management, managers require good quality data. Such data help them in
making good decisions for the business. Before the advent of computers, managers relied on
their experience, etc., for taking decisions. A business analysis system with the proper
software helps managers in processing the data properly. Such a system puts data in proper
prospective and helps managers take more effective decisions. For example, spreadsheets are
used for analyzing cost and benefits and for creating budgets. There are hundreds of such
applications of business analysis systems.
In addition to business analysis systems, other software tools are also available for
performing data analysis. These are Decision Support Systems (DSS), Expert Systems (ES)
and Executive Support Systems (ESS).
A decision support system helps users in extracting information from the various
management information system (MIS) database, etc. It also helps in analyzing such
information. The result is used to formulate decisions or a strategy for business planning.
An expert system can store and retrieve data with special problem solving expertise.
Executive support systems helps in consolidating and summarizing raw data collected from
various sources.
A document management system helps in filing, tracking and managing documents. A
manual document management system helps in managing paper-based files. But a computerbased electronic document management system helps in managing electronic files. Managers
often demand that data be immediately accessible and instantaneously retrievable. This is not
possible with manual document management systems. For this reason, we are slowly moving
away from paper-based files towards electronic document forms that can be stored on the
computer.
Today, managers have many ways to communicate with others. In addition to telephones and
fax, there are other modern means. These include e-mail, chatting, voice-mail, internettelephony, teleconferencing, etc. They can also communicate using computer controlled PBX
telephone systems to record digital messages and leave them in the recipients’ electronic
mailboxes. These systems are called network and communication management systems.
23.2.2 IT AND COMPUTERS IN RETAIL MARKETING:
In the last thirty years, information technology has emerged as a major force. IT has
revolutionized the working patterns in many fields. We have already discussed the role and
importance of IT in the fields of office management and MIS. Now let us discuss the role of
IT in other fields. We shall start with the role of IT in the field of retail marketing.
In the last two decades, computers and IT have transformed retail marketing. A large number
of new IT-based interactive tools have revolutionized the field of retail marketing. These
include:
• Interactive Kiosks,
• Point of Sale Terminals,
• Universal Price Codes (UPC),
• Use of Debit and Credit Cards,
• Electronic Shopping,
• Electronic Data Interchange (EDI)

Interactive Kiosks: These are the newest tools in retail. An interactive kiosk presents the
customer with a number of interactive video screens and offers all the choices to the
customers. Many shopping malls and departmental stores the world over have installed
interactive information kiosks. Shoppers can use a touch-screen to indicate their choice and
the goods will be brought to them. The kiosk also plays music in addition to running
promotional videos on other screens. In many cases interactive kiosks are doing the job of
both the sales persons, the catalogues, and display board.
Point-of-Sale (POS) Terminals: Many shops are now point-of-sale (POS) terminals instead
of using cash registers. These computerized terminals are connected to a central computer.
The central computer performs a multitude of jobs. It locates the product in a database stored
on disk, determines the current selling price, and automatically updates the store inventory.
Universal Product Code: Many retail stores today use universal product codes (UPC) or bar
codes for marking the price of products on the packages. Computerized terminals can find the
price of a product based on the universal product code (UPC) or bar code encoded on a label
or tag. This code can either be keyed by the checker or read with a scanner. The UPC
identifies the item with a series of bars. The code is based on the width of the bars and the
space between the bars. Use of the UPC code has resulted in faster processing of items, fewer
price errors, and decreased inventory costs.
Use of Debit and Credit Cards: Some stores allow customers to use Credit cards or debit
cards for purchasing purpose. The credit or debit card is entered in the store’s computer,
which then directs the customer’s bank to transfer funds electronically from his or her bank
account to the store’s account.
Electronic Shopping: Another electronic practice that can bring more changes in the retail
industry is electronic shopping. This is the capability to order goods electronically. A
consumer in New Delhi can find about the products available in a departmental store in
London by using a microcomputer to access an information service. The order is placed
electronically, and the items are automatically billed to the customer’s charge card and
delivered to the customer’s door.
Electronic Data Interchange: Another IT-based system used in retail marketing is
electronic data interchange (EDI). Companies use this system for exchanging information
with suppliers and manufactures. EDI enables a purchasing department to electronically place
an order with a supplier. The supplier’s computer informs the production department that the
order needs to be filled, and informs the transportation department where the ordered goods
should be sent.
23.2.3 INFORMATION TECHNOLOGY IN BANKING AND FINANCE:
The “cash-less society”-long predicted by computer experts-is quickly becoming a reality.
Large sums of money are transferred electronically the world over every day. The banking
industry has been a pioneer in using computers for data processing. Banks use computers and
IT-based devices to provide the customers with a large number of value-added services.
These include Electronic Funds Transfer (EFT) Systems, Automated Teller Machines
(ATMs), Internet Banking, Phone Banking, Paying Bills through Banks, Any- Branch AnyCity Banking, etc.

ATMs are available 24 hours a day, 7 days a week. ATM networks link the ATMs of many
different banks. Thus customers have a wide range of banking locations. An ATM is a
specialized computer terminal that enables customers to make deposits and withdraw funds
without having to wait in the bank. Customers can also use the ATM to transfer funds
between accounts.
23.2.4 INFORMATION TECHNOLOGIES AND THE STOCK MARKET:
Companies and business organizations need to raise money to run their business. People
invest in these companies by buying their shares. When millions of people purchase shares,
companies can raise the money necessary to make massive investments. Earlier, most of the
transactions or trading in stock markets were done manually. Now computers are changing
the way investors trade shares. All transactions are maintained and tracked with mainframe
computers. Brokers place their order electronically, and computers determine appropriate
changes in stock prices based on trading activity. Speculators can track the performance of
stocks, access current prices, and place buy-and-sell orders by using their computers.
Very soon the trading floor of stock markets will be transformed. Both the American Stock
Exchange (AMEX) and the New York Stock Exchange (NYSE) are experimenting with
wireless cellular technology. Traditionally, brokers have shouted their transactions across the
floor. Now brokers can use personal digital assistants (PDAs) to process orders and transmit
information. The result will be less paper, less noise, and increased accuracy. Stock markets
exist in a number of countries. Japan, England, and the United States have the largest stock
markets. India also has large stock markets that are doing booming business. Computers have
opened these markets to international trading. Computers provide investors and financial
advisors with instant access to financial data and analysis.
23.2.5 INFORMATION TECHNOLOGIES AND MANUFACTURING:
Like in other fields, computers are also transforming the field of manufacturing. The use of
computers for manufacturing means that fewer workers are needed for production works. A
modern manufacturing unit may contain many robotic arms performing repetitive tasks,
supervised by one or two peoples.
Manufactures use multimedia to improve their operations. Engineers and managers develop
multimedia presentations that show manufacturing processes to workers. This is a much
easier way of understanding. Computer-Aided-Design (CAD) applications enable engineers,
architects, and artists to create or modify objects quickly. In CAD, the computer monitor
replaces a manual drafting table and enables the designer to create three-dimensional images
that can be manipulated easily. The Computer-Aided-Design (CAD) output becomes input to
Computer-Aided-Manufacturing (CAM) devices. These devices then automatically make
modifications to production equipment according to the electronically provided instructions.
Many CAD/CAM software are available for mainframes computers and minicomputers.
CAD and CAM software packages are now available for microcomputers and workstations
also. Using CAD/CAM applications facilitates the automation of certain portions of a
manufacturing unit. Integration of computer technology into the entire manufacturing process
is known as Computer-Integrated-Manufacturing (CIM). Computer-IntegratedManufacturing (CIM) uses computers to link the entire manufacturing procedure, from order
entry to production and even to warehousing and distribution. CIM reduces production times
by many folds. Production cycles that once required weeks or months can be accomplished in
days or hours.
Another innovative use of IT and computers in manufacturing is Just-in-time (JIT)
manufacturing. Such systems monitor inventory and activate the manufacturing process only

when inventory levels are sufficiently lessened or diminished. JIT enables manufacturers to
order supplies as they are needed for production and to maintain minimal inventory levels.
This saves a lot of time, unnecessary paper work, and reduces the number of people involved.
Manufacturers are also using virtual reality to test various designs. Virtual Reality (VR) is an
information technology-based system that puts the user in an imaginary computer-generated
world. The user, wearing a special head-mounted-display (HMD) and a sensor glove,
navigates through this illusory world. The computer interactively adjusts the output according
to the user’s input. Using virtual reality, manufacturers can perform many different
tests on various designs without destroying expensive models. Just-In-Time manufacturing
and the testing of designs using virtual reality systems reduce production cost and save a lot
of time.

CHAPTER 24
THE INTELLIGENT HOUSEHOLD:IT IN OUR
HOMES
LEARNING OBJECTIVES
 In today’s time, most activities are directed towards managing things properly. The
most important field here is the management of businesses. In this lesson, we shall
focus on the role of IT in business management.

The structure of this lesson shall be as follows:
24.0 Objectives
24.1 Introduction
24.2 Presentation of Content
24.2.1 Business applications of IT at Homes
24.2.2 Role of IT in Money Management at Home
24.2.3 Role of IT in Communication, Education, and Information at Home
24.2.4 IT and Home Entertainment
24.2.5 IT and Leisure and Creativity
24.2.6 IT and Home Automation
24.0 OBJECTIVES:
Information technologies have become the lifeblood of our existence today. Computers and
many IT-based equipment and gadgets have come out of the confines of offices and work
places and have invaded the privacy of our homes. And this has resulted in many positive
changes. This raises a few questions: What are people using home computers for? What
kinds of role will computers play in tomorrow’s homes? We shall try to find out answers
to these questions in this lesson. We shall focus on the following:
 To Know About the Different Business applications of IT at Homes
 To Know About the Role of IT in Money Management at Home
 To Understand the Role of IT in Communication and Education at Home
 To Know About the Role of IT in Home Entertainment
 To Understand the Role of IT and Leisure in Creativity
 To Understand the Role of IT in Home Automation
24.1 INTRODUCTION:
Long back, Car manufacturer Henry Ford had said that he would only make cars in black.
Now we get cars in all possible colors. In 1977, Ken Olson of Digital Equipment
Corporation said that, there is no reason for any individual to have a computer in their
home. In 1978, Apple Computers introduced the Apple II computer for home use. Soon
dozens of other companies sold millions of computers to individuals.
Today, the home computer market is very large and it is still growing . Along with
computers, all information and communication technologies have come to our homes.

24.2 PRESENTATION OF CONTENT:
IT has achieved a lot for various industries, different organizations, various businesses,
etc. From media and entertainment to defense, from business management to education;
almost every field has benefited form IT. But has IT been able to contribute to our
homes? In this lesson, we shall try to answer this very question. The lesson content shall
be presented as follows:
 Business applications of IT at Homes
 Role of IT in Money Management at Home
 Role of IT in Communication and Education at Home
 IT and Home Entertainment
 IT and Leisure and Creativity
 IT and Home Automation
24.2.1 BUSINESS APPLICATIONS OF IT AT HOME:
Generally home computers can be used for the same applications at home as they do in
their offices.
• Word Processors: For writing letters, memos. The word processor has replaced the
typewriter.
• Spreadsheets: A spreadsheet program can find answers to questions involving
numbers, i.e., numerical problems.
• Database Programs: Many people use database programs for address books, family
records keeping, and other data storage jobs.
• Personal Information Management Programmes: To manage appointment calendars,
to-do lists, addresses, phone numbers, etc. Some people use home computers to keep
their personal lives organized.
 Accounting and Income Tax Programmes: These programmes can balance
chequebooks, keep financial records for tax time, and provide data for income tax
calculation programmes, etc.
24.2.2 IT AND HOME MONEY MANAGEMENT:
For most people, the advantages of computerized home money management are not
worth the time and effort required entering every financial transaction into the computer.
Some people strike a balance by only storing important transactions. Some others
subscribe to home banking programs so they can download their balance statements
directly from bank computers. But for most people computerized money management
will not happen until there’s an effortless way to record transactions, perhaps a device
that, when inserted into the computer, can tell the software about each purchase and the
paid bill. That device we are talking about is a smart card.
A smart card looks like a standard credit card, but instead of a magnetic strip it contains
embedded microprocessors and memory. Some smart cards even contain touch-sensitive
keypads for entering numbers. Whether it has a keypad or not, a smart card receives most
of its input when it’s slipped into a special slot on a computer. Data stored

in smart cards can be password protected. There are hundreds of millions of smart cards
in use.
Smart cards are set to replace magnetic strip credit cards. In addition to storing critical ID
information, a smart card can automatically record each transaction for later retrieval. But
smart cards have other applications, too. Office workers use smart cards as keys to access
sensitive data on computers.
Many people in America and Europe use smart cards to pay highway tolls and
unscramble cable TV broadcasts. In the future, it might be possible to use one card to buy
groceries, check out library books, and store personal medical information in case of an
emergency. Future smart cards will use pattern recognition techniques to verify
signatures on checks or credit receipts and helps prevent millions of dollars in fraud and
forgery.
24.2.3 IT IN COMMUNICATION AND EDUCATION AT HOME:
Millions of people use home computers for education and information.
Children and adults in homes use many of the educational software programs.
Edutainment (Education and Entertainment) programmes specifically geared towards
home markets combine education with entertainment so they can compete with television
and electronic games. Encyclopedias, dictionaries, atlases, telephone directories, medical
and other specialized references now come in low-cost CDROM versions. Most of these
CDs have multimedia capability. More upto- the-minute information is available from the
Internet and other on-line sources like mobile phones. Of course, Internet connections
also provide electronic mail, discussion groups, and other communication options for
home users.
As computer technology and communication technology converge on the home, they will
produce services that will threaten television and newspapers as our main sources of
information. Television is a broadcast medium; it transmits news and information to
broad audiences. In the future we’ll see narrow casting services. These will provide
custom newscasts aimed at narrow groups or individuals.
Personalized multimedia news programmes will combine many of the best features of
television news and newspapers. You’ll be able to request an index of available features
and use it like a menu to build your own news program. Your personal newscast will
include what eve you want. It could include the results of yesterday’s election, highlights
of the previous day’s cricket game, this weekend’s weather forecast, a feature on your
favorite local musician, etc. You’ll be able to train your news service to identify
particular
subjects so that even the menu is customized to suit your tastes. All of this is
technologically possible now. Prototype systems have been running for years at MIT’s
Media Lab, and private companies now offer a few pilot services through the Internet.
24.2.4 IT IN HOME ENTERTAINMENT:
Regardless of how people say they use home computers, surveys suggest that they use
them mostly to play games. Computer games and video game machines (which are just
special-purpose computers) represent a huge industry-one that is likely to evolve rapidly
in the coming years.
Most computer games are simulations. Computer games can simulate board games, card
games, sporting events, intergalactic battles, street fights, corporate takeovers, or

something else, real or imaginary. Many require strategy and puzzle solving; others
depend only on eye-hand coordination.
Many of the most popular games require some aspects of each. With dazzling graphics,
digitized sound, and sophisticated effects, many of today’s computer games represent
state-of-the-art software. But in a few years these computer games are likely to look as
primitive in a decade as these early pong games look today.
The biggest changes in electronic games are likely to come as computers and
communication technology converges on the home entertainment industry. As this
happens, the line that separates television programmes and computer games will grow
fuzzy. A few years ago, software shops stocked a variety of interactive fiction games
stories with primitive natural languages interfaces that gave payers some control over
plot. Those non-graphic, not-very intelligent programs have been squeezed off the
software shelves by interactive movie-animated features in which one or more of the
characters are controlled by the viewers. Today’s interactive movies are not Academy
Award material; at best, they are like cartoons with controls. But as technology improves
and the multimedia market grows, you can expect to see all kinds of hybrid forms of
entertainment.
24.2.5 IT IN LEISURE AND CREATIVITY AT HOME:
Interactive movies demand more involvement than television, but they are still a
relatively passive pastime. Many people worry that television, computer games, and other
media are replacing too many real-world activities. Instead of making up stories to share,
we watch comedies on TV.
Instead of playing music on guitars, we play music on boom boxes. Instead of playing
one-on-one basketball, we play one-on-one video games. Is electronic technology turning
us into a couch-potato culture?
Perhaps yes! But there’s another possibility. The same technology that mesmerizes us can
also unlock our creativity. There are many examples. Word processors help many of us to
become writers. Graphics software brings out the artists among us. Desktop publishing
systems put the power of the press in more hands. Electronic music systems allow us to
compose music even if we never mastered instrument and multimedia systems open doors to
cable-access TV channels.
24.2.6 IT AND HOME AUTOMATION:
With the advent of computers and IT, the concept of “Home Sweet Home” is changing
fast. Modern IT-based appliances and gadgets are changing our homes. Our houses are
getting automated. From garages to front doors, from drawing rooms to bedrooms, from
study rooms to kitchens, IT-enabled appliances are making their presence felt. These
appliances are making our lives much easier. These gadgets help us from doing hard
work. These help us save time. These appliances have brought previously unheard of
comfort and convenience.
Automated garages can be opened and closed with remote controls. Instructions can be
given for washing your car and an automated system will spray jets of water to wash the
car in your garage only.
Your car can become your office with a laptop computer and a mobile phone. You can
stay connected with the entire world with such equipment. Also, your car can provide you

all kinds of entertainment. Advanced GPS (Global Positioning System) system allows
you to find out the exact location of your car in case the car is lost or stolen. Such
systems allow navigating through unknown territory without any outside help.
An advanced automated system in your car will tell you in its computerized voice about
the various requirements like the petrol or diesel level, air-pressure in the tyres, wheel
alignment positions, etc. Now there is no need to use cables and wires to connect your
computer monitor, keyboard and mouse, etc. Sophisticated BLUETOOTH technology
allows such equipment to get connected without any physical connection through wires
and cables. Similarly, all the rooms in your house can be connected using this
technology. Also IT-enabled equipment your car can stay connected with the equipment
at home through this technology. The cooking apparatus, music system, lighting
equipment, heating equipment, etc. at your home can be controlled through remote
controls. Such controls can be programmed to work both when you are at home or away.
Stock taking of your refrigerator, cupboards, etc., can be done with the help of IT-enabled
equipment. All most all gadgets, equipment, appliances can be automated. These
appliances can be programmed to work in the way you want.
IT-based systems not only help automate your home, these also bring a higher level of
convenience and comfort in to your life. These systems can also provide protection in the
form of sophisticated alarm systems, automated door closing and opening, etc.
A few years from now, there will be an artificially intelligent device called the neural net
computer. It will be ready to assist you with many tasks, including communications. When
you open the door of your house, flat translucent panels will illuminate the drawing room,
and you hear a gentle voice welcoming you. Then you hear a pleasant voice saying, “There is
a call from your client. Shall I display the call on-screen?” You say, “Sure, computer, but
wait a second until I have put the groceries in the refrigerator.” When you close the
refrigerator door, it will thank you. Then the telephone takes over. Your client appears on
screen, in beautiful color, and you hear his voice in clear, stereo sound. You have your
conversation with your client. Your telephone records the instructions given by your client
and prepares a schedule for you. Then it will remind you about the deadlines well in advance.
Is this scenario possible? Yes. And it is already happening.

CHAPTER 25
INFORMATION TECHNOLOGY IN
EDUCATION AND LEARNING
LEARNING OBJECTIVES
 Education has always been perhaps the most sought after thing in the world. For
this a wide variety of systems have been developed in different times. But today, IT
is rewriting the education and learning processes. In this lesson, we shall focus on
the role of IT in education and learning.

The structure of this lesson shall be as follows:
25.0 Objectives
25.1 Introduction
25.2 Presentation of Content
25.2.1 Limitations of Traditional Learning Systems
25.2.2 Traditional Distance Learning
25.2.3 Traditional Education in IT Age
25.2.4 Virtual Universities
25.2.5 IT in Schools
8.1.5 Computers for Young Children
8.1.5 IT in Institutes of Higher Education
8.1.5 Computers and IT for Research
8.1.5 IT for Distance Learning
8.1.5 Computers for Administrative Uses
8.1.5 IT for Education Outside Schools
8.3 Summary
8.4 Key Words
8.5 Self-Assessment Questions (SAQs)
8.6 References/Suggested Reading
25.0 OBJECTIVES:
In our ever-continuing endeavor to improve the quality of education and learning, we have
started large-scale use of computers and information technologies. In this lesson we shall
focus on the use of computers and IT in various fields of education. These include the
following:
 Role of IT in schools,
 Role of IT in colleges and universities,
 Role of IT in distance learning,
 Role of IT in research.
25.1 INTRODUCTION
Education and learning have always been of prime importance for all of us. We have always
tried to improve the quality of education and learning. One of the major tools of improving
education has been technology. In the recent times, computers and information technologies

have provided newer ways and methods of learning and education. These have brought about
many revolutionary changes. One major change shall be in the status of educational
institutions.
There are significant changes already in the field of education. The studying population has
grown larger; it is also becoming older, and has additional obligations - mainly work and
family. As a result, there is an increasing demand for a flexible learning framework, one that
does not bind the learner down to a specific time or place. Differences between individuals
also require an adaptable pace and mode of study, suited to personal abilities and different
learning styles.
Throughout the industrial era, the educational system focused upon serving the educational
needs of youth to prepare them for a lifetime of work. Today it is clear that the future will
involve a lifetime of learning in order to work.
25.2 PRESENTATION OF CONTENT:
A few decades from now, the educational institutions, particularly big university campuses
will perhaps no longer exist. They will perhaps become extinct. You may find this hard to
believe. But indications are already there. The cost of higher education has increased many
folds in the recent times and is still increasing. Already we are beginning to deliver more
lectures and classes teaching off-campus via satellite or two-way video. All this is possible at
a fraction of the cost of classroom teaching.
Newer modes of learning are here to stay. Technology-Mediated Learning (TML) and
Technology-Mediated Distance Learning (TMDL), and particularly learning through the
Internet, are becoming major vehicles for fulfilling the needs of present day learners. Yes,
today we have more and more of learners and less number of regular students who join
courses run regularly by institutions of higher education.
Welcome to the world of life-long learning (LLL). This is a highly interesting concept. Lifelong learning refers to the new opportunities for learning all through one’s life. Such
opportunities are available through the integration of learning technologies and information
technologies.
In this lesson the content will be presented as follows:
 Limitations of Traditional Learning Systems
 Traditional Distance Learning
 Traditional Education in IT Age
 Virtual Universities
 IT in Schools
 Computers for Young Children
 IT in Institutes of Higher Education
 Computers and IT for Research
 IT for Distance Learning
 Computers for Administrative Uses
 IT for Education Outside Schools
25.2.1 LIMITATIONS OF EXISTING TEACHING SYSTEM:
Universities and other educational institutions offer an impressive array of advantages, both
in theory and in practice. Educational institutions try to provide an ideal and optimal learning
situation for an interchange between an instructor and students.
However, traditional learning can no longer satisfy all learning needs for many reasons like:

•
•

High quality learning depends, to a large extent, on finding a sufficient number of suitable
lecturers;
Traditional learning is limited to a particular place (the classroom on campus, which is
also expensive to set up), a specific time, and a uniform pace.
25.2.2 LIMITATIONS OF TRADITIONAL DISTANCE LEARNING:
Distance learning provides answers to the problems of availability (accessibility and cost)
and the demand for flexibility (time, place and pace) in learning. Traditional distance
learning methods (utilized by open universities around the world) mainly use textbooks and
other written materials (which replace lecturers), and supply students with varying degrees of
individual support (academic and administrative).
Under this model, distance learning is essentially self-learning, and requires great will power
and self-discipline on the part of the student as well as suitable learning skills. Such studies
often suffer from an inferior public image and/or low popularity compared to regular students
of traditional universities. This is because of low-quality academic materials and poor
academic control. The problem is compounded because of the difficulty faced by students in
dealing alone with complex learning materials with out the help of teachers.
The information and communication era has brought in many opportunities. We have seen
large-scale adoption of computers in the 1980s and developments in communications
technology in the 1990s. With this, the potential for improving the quality and effectiveness
of distance learning has increased.
This has resulted in the development of a variety of learning technologies. This includes the
incorporation of a number of new elements into distance learning like video films, ultimedia
course material, and live lessons delivered to remote classrooms through television or the
Internet.
25.2.3 TRADITIONAL HIGHER EDUCATION IN THE IT AGE:
The growing demand among learners for improved accessibility and convenience, lower
costs, and more direct applicability of contents to work settings is beginning to change the
higher education environment. Technological developments like the Internet, digital
technology, satellite technology, and innovative applications of virtual reality are having
dramatic effects on learning environments at all levels. New teaching and learning styles are
being developed. These include:
• Learning based on prepared electronic materials,
• Learning by doing, and
• Collaborative learning
And it seems that we are moving from lecturing and telling to facilitating and guiding.
Major developments are taking place worldwide in higher education. Most universities are in
the process of integrating advanced technologies into their regular on-campus teaching
practices. These are usually IT-based asynchronous modes. Such modes allow for anytime, any-place, any pace learning and are generally delivered via the Internet. These
modes are intended to supplement traditional (synchronous) teaching. It is now predicted that
the distinction and difference between distance and on-campus learning will disappear, and
students will act as intelligent consumers who will determine the appropriate combination of
courses delivered electronically and physically.
The integration of information technologies and learning technologies provide universities
with the opportunity for improved and more effective teaching of on-campus students. This is

achieved through the integration of electronic multimedia learning materials, special
simulations and demonstrations; accessibility to a variety of knowledge data bases and
experts; continuous on-line contact with instructors and peers; better utilization of lessons for
discussion and amplification.
Another big change is inter-university collaborations. Inter-university networks have been
formed for this purpose. As the educational marketplace becomes a global one, new
initiatives in the form of international cooperation and global universities are emerging.
These global initiatives lead to the formation of virtual universities.
25.2.4 VIRTUAL UNIVERSITIES:
Traditional universities can cater to only a limited number of students. But by adopting
information technologies, they will be able to reach out to new student populations. They will
be able to provide services, such as continuing education (e.g., to engineers, teachers and
doctors), and cater to students who meet admissions requirements but who cannot physically
attend university campuses for various reasons.
The way to effectively answer the needs of these students is through technology-mediated
distance teaching (TMDL). The traditional mode provides the added value of presenting a
complete picture of the subject matter, enabling clarification of complex or difficult topics,
providing for realtime interaction and allowing for student socializing. The adoption of newer
ITbased technologies takes this to where ever the learners are. Virtual universities are leading
to border-less education.
25.2.5 INFORMATION TECHNOLOGIES IN SCHOOLS:
Just imagine what will the “perfect” classroom look like in ten or twenty years? The front of
the classroom will be a clean white wall; it can be used to show a video clip, project a
computer screen image, or even write on with special pens. The wall is touch-sensitive, and a
printer is attached to it that can be used to print whatever is currently displayed. This wall is
part of a network with direct access to the personal digital assistants (PDAs) of each child.
At enrollment, each child receives a PDA, which is returned when the child moves to a
different school. The PDAs candirectly capture text sent from the instructor’s computer. Such
an innovation may sound unrealistic. But it is already happening. Now let us discuss the
advantages of having computers in the classroom?
25.2.6 COMPUTERS FOR YOUNG CHILDREN:
The first few years of a child’s education are crucial. Research has shown that lecturing
(talking at students) is not the most effective way to transfer knowledge, and that many
people do not learn by sitting still and listening.
Every student, regardless of learning style, needs to be visually stimulated and regardless of
learning style, needs to be visually involved. Fortunately, visual stimulation and active
involvement are two of the things that computers do best.
Now the question arises, when is the best time to expose a child to computers? Computers
can be beneficial from the time children begin to learn colors, numbers and letters. A number
of different multimedia products, incorporating sound and animation, help pre-school and
kindergarten children learn to read.
Besides teaching reading, word pronunciation, and narrative structure, many of the IT based
programmes are highly interactive. These programs are not merely adaptations of textbook
lessons; they are exercise in participatory learning.

In most elementary schools, overworked teachers teach more than thirty children at a time.
Not everyone learns at the same pace or from the same type of material. The teacher simply
cannot keep repeating in different ways until he or she is sure that all the children understand
the concept. But a computer can do this easily. Computers let every child learn at his or her
own pace. Computer programmes can turn difficult concepts and ideas into the interesting
and interactive presentations.
Slightly older children can benefit from edutainment. It is a combination of education and
entertainment. Edutainment based programmes present children with facts within the
framework of a game. They present a fascinating means of learning by merging fact and
fiction.
Some people ask if edutainment is good for children. Others ask should education be fun.
The answer to both of these questions is an “Yes”! Learning can and should be fun; students
learn more and challenge themselves to go beyond what is required if they are having fun.
And computers and IT-based programming help in making learning much more
interesting than traditional means of teaching.
25.2.7 COMPUTERS IN INSTITUTES OF HIGHER EDUCATION:
High school and college students also benefit from computer-based learning experiences. The
way older students use the computer is very different from the way younger children use it,
however. Such programmes are less entertainment oriented but still exciting and challenging.
Using the computer to provide intelligent teaching is increasing in popularity in both high
school and colleges. Computer based tutorials (CBT) are helpful to students no matter what
their level of subject mastery. Advanced students are not bored by questions that seem
repetitive and simplistic, and students having more difficulty with the subject will be asked
more questions in order to reinforce concepts. Students receive immediate feedback from the
computer, enabling them to see the correct answers while the question is still fresh in the
student’s mind. Many colleges are offering introductory computer classes. More and more
colleges are making it compulsory that all students learn word processing. Additionally,
colleges are changing their curriculum requirements to ensure that all graduates are computer
literate.
25.2.7.1 IT in the Classroom: Dissecting a frog in the biology class was messy to say the
least. Today, students can “dissect” the frog by using a computer simulation. Students can
design a frog, build an animal with the behavior patterns of a frog, teach the animal, stimulate
its muscles, and learn about the frog without having to dissect a dead animal.
Educators can also get CD-ROM programs that show a frog being dissected; the illustrations
are interspersed with theoretical explanation and line diagrams further illustrating the
dissection. Many areas of science such as botany, chemistry, and anatomy can be taught
effectively using multimedia presentations.
CD-ROM-based interactive problem-solving programmes also help students develop critical
thinking skills. Computer labs allow students to learn computer skills and to use computers to
assist in classes that are not directly computer-related. Computer labs that feature networked
computers provide a social learning experience and opportunity for discussion that is both
different and superior to the solitary experience of a single user.
25.2.7.2 Simulation Games: To simulate means to create an illusory world that looks very
real. Simulations games reflect an aspect of the real world. One of the first, and most popular,
simulation games enables the user to “fly” an airplane. A number of realistic and educational
flight simulation games are available.

Simulation games have been developed also to teach aspects of business such as production
and marketing. Most simulations involve the students in small decision-making groups that
compete against each other to produce the most profit.
25.2.8 IT AND COMPUTERS FOR RESEARCH:
The most tedious part of a research study or a science project has always been to find source
material. Using computer communications capabilities, students can access primary sources
from their school library, classroom or home. Wireless technologies are making access from
remote locations effortless.
Using a computer to access the Internet, it is possible for a student to contact an expert on a
topic and engage in a dialogue, using e-mail. Libraries can offer on CD-ROM a wealth of
resources that the school could not otherwise afford to purchase. Online information services
have encyclopedias and a wealth of current articles. The Internet offers users access to
libraries around the world. Research skills developed in this way prepare students for the
world of work.
Students are also using computers to create projects. Computer-based projects can
incorporate text and graphics to explore any topic of interest to a student. Students can
narrate the presentation as it appears on the computer monitor. Instructors can use the
projects to determine subject mastery and student skills. Computer-based projects are
excellent for individual or group activities.
25.2.9 IT AND COMPUTERS FOR DISTANCE LEARNING
Distance learning takes the classroom to the student. It has been tried without much success
over the last few decades. The idea has merit; students who live far away from college
campuses find it difficult to get education. Distance learning can and does help such students.
Adult students who are working and supporting family members find it difficult to attend
classes at fixed times. More importantly, the primary problem with the early distance
learning experiments was the absence of interaction between the instructor and the students.
The students read the study material, watched some educational videos and sometimes went
to the college campus to take a final exam. This system lacked interaction.
The new computer assisted form of distance learning is considerably different. Using
videoconferencing students gather at a center where a satellite transmission is received. The
students see the instructor and the entire room where the instructor is located. On the opposite
end of the transmission, the instructor can see the students and the room where they are
located. Students and instructor can also talk to each other. The opportunity for interaction
leads to an increased amount of learning. Today, college students can take video courses
using their home computers. Students work independently but communicate with faculty and
other students by e-mail. Homework assignments are frequently posted, and turned in, using
e-mail.
25.2.10 ADMINISTRATIVE USES OF COMPUTERS:
With the increase in population, educational institutes could not function without computers.
Some of the ways in which educational institutions use computers are fairly obvious.
Computers make it easier for teachers to maintain student grades, develop lesson plans, and
create homework assignment. Schools use computers to maintain all students’ records, assign
students to classes, assign classes to rooms, and pay employees. These functions alone make
the computer a necessity. Colleges are also required to use the computer for financial aid
reporting procedures. IT is now increasingly being used for promoting educational institutes.
A new marketing strategy is to distribute CD-ROMs that enable students to see the campus,

hear students and professors talking about the school, and learn about financial aid
opportunities. Some colleges are paying for virtual reality technology that gives a prospective
student the opportunity to walk through the campus. Many colleges have home pages on the
World Wide Web to inform prospective students about their campuses.
College campuses are beginning to feature information kiosks that provide campus maps and
listings of college activities. The programs displayed by the kiosks can be updated regularly
to provide students with current information.
25.2.11 EDUCATION OUTSIDE THE SCHOOL:
Education does not stop in the classroom. Many computer programmes, disguised as games,
are excellent educational tools. When young people are exposed to learn in an enjoyable
setting, they want to learn more. Reference materials can also prove fascinating and
educational when presented in the video format or in CD-ROMs. Encyclopedias become
fascinating when you can see and hear a video of a famous person or an animal.
Encyclopedias on CD-ROM are also much less expensive and contain more current
information than encyclopedias in book form. All these products prove that learning is fun
and should not be confined to the classroom.

Definition and Applications of Information Technology
The term “information” has a diversity of meanings, from everyday usage to
technical interpretations. Generally speaking, the concept of information is associated
with knowledge derived from study, experience, or instruction. Technology, on the other
hand, refers to the application of knowledge to the practical aims of human life, or to
changing and manipulating the human environment. Technology includes the use of
materials, tools, techniques and sources of power to make life easier or more pleasant and
work more productive. Technology began to influence human endeavour as soon as
people began using tools. Technology also started being used for managing information
when the amount and variety of information grew to such vast proportions that the human
brain could neither store nor process it efficiently.
Definition
The term Information Technology (IT) was coined by Jim Domsic of Michigan in
November 1981. Domsic created the term to modernize the outdated phrase "data
processing". Information Technology is a general term that describes any technology that
helps to produce, manipulate, store, communicate and/or disseminate information.
Presumably, when speaking of Information Technology as a whole, it is noted that the
use of computers and information are associated. “Information Technology” as defined
by the Information Technology Association of America (ITAA), is "the study, design,
development, implementation, support or management of computer-based information
systems, particularly software applications and computer hardware." IT deals with the use
of computers and computer software to convert, store, protect, process, transmit
and securely retrieve information.
Encompassing the computer and information systems industries, Information Technology is the
capability to electronically input, process, store, output, transmit, and receive data and
information, including text, graphics, sound, and video, as well as the ability to control machines
of all kinds electronically. Information Technology is comprised of computers, networks, satellite
communications, robotics, video, text, cable television, electronic mail ("e-mail"), electronic
games, and automated office equipment. The information industry consists of all computer,
communications, and electronics-related organizations, including hardware, software, and
services. Completing tasks using Information Technology results in rapid processing and
information mobility, as well as
improved reliability and integrity of processed information.

Applications of Information Technology
Every day, people use computers in new ways. Computers and other electronic
devices are becoming increasingly affordable. They continue to be more powerful as
information-processing tools as well as easier to use. Humans are continually becoming
dependant on IT-enabled devices for carrying out simple tasks like remembering a phone
number to complex ones like flying a fighter plane. Information Technology has
applications in almost all aspects of our life. Some of the important ones are:
Science and Engineering: Scientific progress in fields like biotechnology is almost
entirely dependent on the use of computers and other microprocessor-controlled devices.
Using supercomputers, meteorologists predict future weather by using a combination of
observations of weather conditions from many sources, a mathematical representation of
the behavior of the atmosphere, and geographic data. Computer-aided design (CAD) and
computer-aided manufacturing (CAM) programs have led to improved products in many
fields, especially where designs tend to be very detailed. Computer programs make it

possible for engineers to analyze designs of complex structures such as power plants and
space stations.
Business & Commerce: One of the first and largest applications of computers is keeping
and managing business and financial records. Most large companies keep the
employment records of all their workers in large databases that are managed by computer
programs. Similar programs and databases are used in business functions like billing
customers; tracking payments received and payments to be made; and tracking supplies
needed and items produced, stored, shipped, and sold. In fact, practically all the
information companies need to do business involves the use of computers and
Information Technology. Almost all the financial transactions in the world are done
electronically. Newer technologies like m-commerce have enabled almost everybody to
carry out routine financial transactions on the move.
On a smaller scale, many businesses have replaced cash registers with point-ofsale (POS) terminals. These POS terminals not only print a sales receipt for the customer
but also send information to a computer database when each item is sold to maintain an
inventory of items on hand and items to be ordered. Computers have also become very
important in modern factories. Computer-controlled robots now do tasks that are hot,
heavy, or hazardous. Robots are also used to do routine, repetitive tasks in which
boredom or fatigue can lead to poor quality work.
With today's sophisticated hardware, software, and communications technologies,
it is often difficult to classify a system as belonging uniquely to one specific application
program. Organizations increasingly are consolidating their information needs into a
single, integrated information system. Management Information System (MIS), with the
Chief Information Officer (CIO) at its head, is a whole, new branch of enterprise
management.
Education: The advent of Information Technology has changed the meaning of the term
“literate”, with computer literacy being almost as important as basic literacy in many
cases. Computer education is an essential course at the primary level in most schools
across the world. With more information getting digitized every day, and the internet
making it accessible to anyone across the world, students are increasingly relying on
electronic sources of information rather than physical libraries for their needs.
Instructional methodology has also undergone a sea change with use of images,
animations, videos, presentations and e-learning to complement traditional techniques.
Governance: The concept of e-governance is one of the most novel applications of
Information Technology whereby it is changing the lives of millions across the globe.
Computerization of Government activities makes it easier to supervise and audit, and
makes the administration more responsive to the needs of society. It also bridges the
divide between the Government and the people. Technologies like touch-screen kiosks
help disseminate information on land records, photo identity cards, pending bills etc. and
enable even illiterate people to take more informed decisions. India is leading the world
in the effective use of IT for elections.
Medicine: Information Technology plays an important role in medicine. For example, a
scanner takes a series of pictures of the body by means of computerized axial tomography
(CAT) or magnetic resonance imaging (MRI). A computer then combines the pictures to
produce detailed three-dimensional images of the body's organs. In addition, the MRI
produces images that show changes in body chemistry and blood flow. Most critical life

support equipment are programmed to respond to changes in the patient’s status in splitseconds, thereby reducing the response time and risk of human error. Newer concepts
like robotic surgery enable specialists to perform surgeries from remote locations.
Genomic studies greatly depend on supercomputing power to develop technologies for
the future.
Entertainment: IT has changed the lifestyle of most people. The convergence of various
technologies has created various options for entertainment like games, streaming music
and video, digital television broadcasts, satellite radio, animated movies etc. which can be
accessed with the help of mobile phones, PDAs, notebook computers or on television
either with a cable connection or wirelessly using newer-generation WiFi, CDMA or
GPRS technologies.
Business:Information technology plays an important role in business environment in order
to perform tasks effectively. The developments in IT, in communications, electronic
service networks and multimedia have opened up new opportunities for corporate world.
This has improved business transactions, integrating business processes, transferring
payments and delivering services electronically.
Manufacturing: Corporates are developing a manufacturing society to provide
manufacturers, distributors, and researchers with structured methods and practices for
implementing technologies in manufacturing environments. Using IT, simulation systems
have been developed, which enable manufacturers to virtually prepare prototype plant
layouts, optimize raw material usage, and assess ergonomic factors prior to investing in
plant redesigns or new factories.
Mobile Computing:Mobile computing is a technology of Wireless networking that uses
common frequencies for transmission to permit networked devices move freely within
the broadcast coverage area. Mobile computing enables people to access network services
anytime and anywhere. It allows transmission of data with the help of computers.
Defense Services:Military operators are restricted in their access to information. Military
operators use voice radio or formatted text messages to communicate during crisis. New
IT capabilities allow military person to literally converse with computers to create, access
and manage information and solve problems. The presence of IT helps to gain relevant
information in an organized manner.
Media:Computers have been used to for processing and analyzing information.
Information technology used in media includes TV, radio, VCR, video cameras, and
computers. The print as well as electronic media are benefited from information
technology. With the help of satellite links the event happening in the remote place can
be covered by the print media and the latest information can be provided. Internet also
plays a part in media.
Education: Technology in general has affected the way our learning and the way
processes are carried out. Technology is becoming powerful tool for communication,
problem solving, and as a means of research for learning in education areas. E-learning or
learning through computer technology is fast becoming an extremely versatile solution of
providing learning with the tools necessary to address needs of students.
Publication: Publishing houses, universities and e-bookstores have started to use
information written in printed version of books, on their computer screen through the use
of technology. E-texts plays an important role in education and research. The files can be
downloaded from various websites and can be read on the screen, printed and

photocopied. Besides e-texts, a new format of digital books has evolved usually referred
to as e-books. Many stores, like Amazon, E-books, and E-reader provide readers with
affordable electronic books in popular formats. They offer a wide range of books at
affordable price.
Impact on Medicine and Health:ICT can be used in the field of medicine and health.
For instance, videoconferencing is a highly useful technology for real-time telemedicine
and telenursing applications, such as diagnosis, consulting, transmission of medical
images, etc... With video conferencing, patients may contact nurses and physicians in
emergency or routine situations. Also, physicians and other paramedical professionals
can discuss medical cases across large distances.
Information Technology plays a vital role in most of our daily activities. There
is hardly anyone who has not been affected or influenced by IT. With each passing day,
newer applications of IT are being developed which increase our interaction with and
dependence on IT-enabled devices. Therefore, understanding this technology and using it
creatively is imperative to human progress.

The Future of Information Technology
I should have dropped this chapter entirely, because I have a hard-time researching about
this topic called “the future of information technology”. Most especially that I am not a
frustrated “fortune-teller”. It is my attitude to always give myself a chance whenever I
encountered some difficulties such as researching about this topic. So I said, “one more
chance, to surf on the Internet, hoping to find something interesting to put on this
chapter.” And by luck, I got something to share with you these high-tech predictions I
found in the Internet, that deserves our attention. Here are the technologies we will enjoy
in the not so distant future.
A.)The Promise of a NanoComputers
The nanotechnology is about designing an ultra-tiny chips and electrical conductors. One
of the best applications of nanocomputer is the design and construction of a nanorobot.
A nanorobot can be program to serve as antibodies. This will help humans and hospital
patients to be protected against pathogenic bacteria and viruses that keep mutating. The
mutation of these bacteria and viruses will render many remedies ineffective against new
strains. Nanorobots are predicted to be part of the future in the field of medical science.
B.)Optical Computers
In today’s computer, electrons travel between transistor switches on copper wires to
store and process information. In Optical computer, photons travel on optical fibers or
thin films to store and process data. This will make an optical computer to have faster
speed and processing capability and more compact, and with larger bandwidth compared
to our modern computers today. In the near future, optical computers will eliminate the
enormous copper wires used in the printed circuit board (PCB) of our computer.
C.)Holographic Storage
The holographic storage technology leverages the advances across a number of
technologies from micro-mirror arrays to new non-linear polymer recording media. This
storage technology offers high storage capacity and very high speed data access, because
the holographic access methods read an entire page of data in one access operation. Our
present storage technology today that uses the optical storage technology only reads and
writes data by altering an optical medium on a per bit basis, while holographic storage
technology records an entire interference patterns all at once.
D.) Protonic Memory
The Protonic memory technology solves the usual dilemma of losing your hours’ of work
when accidentally the electrical power outage happens or in the event of a system crash.
The photonic memory technology retains electrical power even such unusual occurrence
happen while you work with your computer. The photonic memory device uses
embedded protons which remain where they are when the power turns off, thus
preserving the data.
F.)Next Generation Internet

The new generation Internet has a capability to split the spectrum of light traveling the
Internet’s optical networks, allowing high priority traffic to pass at the highest and least
uninterrupted frequency, while passing low priority traffic along at a lower frequency.
The new generation Internet employs ultra high speed switching and transmission
technologies and end to end network connectivity at more than 1 gigabit per
second(Gbps), approximately 1000 times faster than today’s Internet. This is not only
the goal of the new generation Internet, it will attempt to come up with 1 Terabyte per
second (Tbps) high speed network connection.
E.) The Orbiting Internet
The Teledesic was created to provide affordable access to an advanced Internet
connection to all parts of the world that will never get such advanced capabilities through
existing technologies. Basically, the Teledesic is an orbiting Internet that provides
advanced digital broadband connections to all those parts of the world that are not likely
to get those capabilities through wire-based telecommunication infrastructure.
The Teledesic uses the wireless technology to access advanced network connections and
will send signal vertically to solve the problems of rain attenuation and signal-blocking
by terrain, building, and foliage.

The Future Yesterday Becomes Our Present Technology
During the time when I write the draft of the first edition of this book, it was way back
1990’s (late 1990’, specifically). Though eventually the first edition was published in
2002 (due to the slow process of publishing a book, we cannot help it!), most of the
predictions outlined on this short chapter becomes actually our present technology today.
Take for example, the Xerox Corporation researcher’s prediction (first bulleted
discussion). It predicted that in the near future, we will be using 1000 x 800 pixel
computer monitors. The Compaq Presario Laptop I used to write this second edition is
configured with a Display (Monitor) setting at 1280 x 800 pixel. So Xerox Corporation’s
prediction is right. I enjoyed now the technology they predicted decades ago. The second
bulleted discussion was also now our present technology because it predicted that we will
be using an affordable low-power rewritable storage devices, instead of using diskettes
or CD/ROM to store our data or software. My main storage device that I used to write
this book this time is a Kingston USB Drive which I bought from CD-R King. See? The
prediction of a decade ago was so accurate. Now let us go to the third bulleted discussion.
The prediction is that we will use a computer with more than one microprocessor
(Parallel processing technology). It is also true today, because my Compaq Presario
Laptop is a Dual Core microprocessor. The Quad Core desktop computer is common
today. See again? Parallel processing technology is our present technology. A decade
ago, it is but just a dream. Yesterday’s dream is today’s reality.
The Wireless Telecommunications and Network prediction is exactly what we are
enjoying right now starting from Laptop computer with Centrino (wireless) technology
and Wireless Broadband technology. It is an anywhere, anytime network computing.
The remaining predictions are still yet to be realized. But we know for sure that these
predictions about the technology revolution will sooner become a reality. So wait and be
excited, for the future holds some great technology to offer for us, to enjoy life better and
easier.

For the sake of knowing and reviewing the first edition’s technology predictions, I
retained the following discussions (written in smaller font-size):
No one can stop the on-going revolution of computer technology. We are now growing
into a future shaped by this revolution. Here are some of the fearless predictions of
computer scientists and engineers who are now presently working with their ambitious
inventions:
• Xerox (Corporation) PARC researchers predicted that by the early year 2000, we will
be using 1000 x 800 – pixel computer monitors. They are thin enough and powerefficient to run on batteries for days.
• Sooner, low-power rewritable storage devices will become affordable. This will
make our software to be stored on rewritable cards rather than on diskettes or CD/ROM.
• Parallel processing technology will make our computer to use more than one microprocessors (CPUs) to work on several tasks at the same time. Pattern recognition, vision
detection, and speech recognition can be performed very well by this technology inspite
of its high demand on speed and voluminous data.
• Gallium Arsenide (GaAs) chips are ten times faster in moving impulses or signals
than silicon chips. Furthermore, it emits less heat. In the near future, our computers are
made of this kind of hybrid integrated circuit (IC). Optical computers transmits
information in light waves rather than electrical pulses. This kind of computer technology
can process information hundred of times faster than our present computer today.
• Fiber optic cables can transmit television signals, telephone calls, and data
communication at the same time. We can enjoy a true digital TV, clearer voice over the
telephone, and high speed Internet access.
• Wireless Telecommunications and network will allow mobile workers, to send and
receive computer data from cars, boats, and planes easily. Like the way we make it by
cellular phone calls today. Our laptop contains an internal modem with a little antenna to
dial-up the office’s server or through the company’s intranet system.
• Virtual Reality Computer Aided Design (CAD) software allows architects and
engineers to walk-through a buildings and mechanical assemblies before they are
constructed. This technology creates an illusion that we can be immersed in a fantasy
world that never exist in reality.
• Intelligent software agent can ask questions, respond to commands, and pay attention
to the work patterns of its user. It can also serve as a guide and a coach and has reasoning
capabilities. An intelligent software agent can be instructed to deliver our morning
paperless newspaper via Internet, reset our alarm clock or turning our coffee maker.
• On-demand Online Automobiles; with this technology , you can design and order
customized car based on your personal taste through Internet. The ordering process
requires manufacturers, suppliers, distributors, and retailers to be connected in the
Internet so that the user can reach them out wherever they are in the world and whatever
the customer would like to buy it.
• Embedded Intelligence; with this technology, computer capabilities are embedded in
most of the electronic gadgets which we are using now such as CD players, VCRs,
microwave ovens, car electronic systems, and other household appliances and tools.
Actually in reality and present technology, we are already enjoying this benefits without
knowing it. No wonder why our appliances today seems so highly sophisticated and

behaved as though they know how to do their tasks. Well its because inside them is a
computer embedded with intelligence (intelligent program). In the near future, most of
our home appliances will be these smart.
• Active badge is a clip-on computerized ID-badge which continually reports its location
for record-keeping purposes in the database server. When employees are equipped with
active badges, doors will open for them, rooms can greet people by name, receptionists
and secretaries will know the employees ‘ whereabouts and telephone calls can be
forwarded to wherever the recipient might be at the moment.
• Micromachines is a product of microtechnology. This machine is in a scale of a million
of a meter. Microscopic moving parts are etched in silicon chip. It has a microsensor, a
tiny device that can detect temperature and pressure. Microsensors are used in
spacecrafts, planes, and cars. According to the scientists speculation and brave prediction,
someday this tiny machines may be able to roam around our bodies to search and destroy
cancer cells and other deadly bacteria. When that time comes, computer will become our
living hero. Who said computer is nothing?
Body-adapted Wearable Electronics
From Google Glass to the Fitbit wristband, wearable technology has generated significant attention over the past
year, with most existing devices helping people to better understand their personal health and fitness by
monitoring exercise, heart rate, sleep patterns, and so on. The sector is shifting beyond external wearables like
wristbands or clip-on devices to “body-adapted” electronics that further push the ever-shifting boundary between
humans and technology.
The new generation of wearables is designed to adapt to the human body’s shape at the place of deployment.
These wearables are typically tiny, packed with a wide range of sensors and a feedback system, and camouflaged
to make their use less intrusive and more socially acceptable. These virtually invisible devices include earbuds
that monitor heart rate, sensors worn under clothes to track posture, a temporary tattoo that tracks health vitals
and haptic shoe soles that communicate GPS directions through vibration alerts felt by the feet. The applications
are many and varied: haptic shoes are currently proposed for helping blind people navigate, while Google Glass
has already been worn by oncologists to assist in surgery via medical records and other visual information
accessed by voice commands.

Technology analysts consider that success factors for wearable products include device
size, non-invasiveness, and the ability to measure multiple parameters and provide realtime feedback that improves user behaviour. However, increased uptake also depends on
social acceptability as regards privacy. For example, concerns have been raised about
wearable devices that use cameras for facial recognition and memory assistance.
Assuming these challenges can be managed, analysts project hundreds of millions of
devices in use by 2016.
Screenless Display
One of the more frustrating aspects of modern communications technology is that, as devices have miniaturized,
they have become more difficult to interact with – no one would type out a novel on a smartphone, for example.
The lack of space on screen-based displays provides a clear opportunity for screenless displays to fill the gap.
Full-sized keyboards can already be projected onto a surface for users to interact with, without concern over
whether it will fit into their pocket. Perhaps evoking memories of the early Star Wars films, holographic images
can now be generated in three dimensions; in 2013, MIT’s Media Lab reported a prototype inexpensive
holographic colour video display with the resolution of a standard TV.
Screenless display may also be achieved by projecting images directly onto a person’s retina, not only avoiding
the need for weighty hardware, but also promising to safeguard privacy by allowing people to interact with
computers without others sharing the same view. By January 2014, one start-up company had already raised a
substantial sum via Kickstarter with the aim of commercializing a personal gaming and cinema device using

retinal display. In the longer term, technology may allow synaptic interfaces that bypass the eye altogether,
transmitting “visual” information directly to the brain.

This field saw rapid progress in 2013 and appears set for imminent breakthroughs of
scalable deployment of screenless display. Various companies have made significant
breakthroughs in the field, including virtual reality headsets, bionic contact lenses, the
development of mobile phones for the elderly and partially blind people, and hologramlike videos without the need for moving parts or glasses.
Human Microbiome Therapeutics
The human body is perhaps more properly described as an ecosystem than as a single organism: microbial cells
typically outnumber human cells by 10 to one. This human microbiome has been the subject of intensifying
research in the past few years, with the Human Microbiome Project in 2012 reporting results generated from 80
collaborating scientific institutions. They found that more than 10,000 microbial species occupy the human
ecosystem, comprising trillions of cells and making up 1%-3% of the body’s mass.
Through advanced DNA sequencing, bioinformatics and culturing technologies, the diverse microbe species that
cohabitate with the human body are being identified and characterized, with differences in their abundance
correlated with disease and health.
It is increasingly understood that this plethora of microbes plays an important role in our survival: bacteria in the
gut, for example, allow humans to digest foods and absorb important nutrients that their bodies would otherwise
not be able to access. On the other hand, pathogens that are ubiquitous in humans can sometimes turn virulent
and cause sickness or even death.

Attention is being focused on the gut microbiome and its role in diseases ranging from
infections to obesity, diabetes and inflammatory bowel disease. It is increasingly
understood that antibiotic treatments that destroy gut flora can result in complications
such as Clostridium difficile infections, which can in rare cases lead to life-threatening
complications. On the other hand, a new generation of therapeutics comprising a subset
of microbes found in healthy gut are under clinical development with a view to
improving medical treatments. Advances in human microbiome technologies clearly
represent an unprecedented way to develop new treatments for serious diseases and to
improve general healthcare outcomes in our species.
RNA-based Therapeutics
RNA is an essential molecule in cellular biology, translating genetic instructions encoded in DNA into the
production of the proteins that enable cells to function. However, as protein production is also a central factor in
most human diseases and disorders, RNA-based therapeutics have long been thought to hold the potential to
treat a range of problems where conventional drug-based treatments cannot offer much help. The field has been
slow to develop, however, with initial high hopes being dented by the sheer complexity of the effort and the
need to better understand the variability of gene expression in cells.
Over the past year, there has been a resurgence of interest in this new field of biotech healthcare, with two RNAbased treatments approved as human therapeutics as of 2014. RNA-based drugs for a range of conditions
including genetic disorders, cancer and infectious disease are being developed based on the mechanism of RNA
interference, which is used to silence the expression of defective or overexpressed genes.
Extending the repertoire of RNA-based therapeutics, an even newer platform based on messenger RNA
(mRNA) molecules is now emerging. Specific mRNA sequences injected intramuscularly or intravenously can
act as therapeutic agents through the patient’s own cells, translating them into the corresponding proteins that
deliver the therapeutic effect. Unlike treatments aimed at changing DNA directly, RNA-based therapeutics do
not cause permanent changes to the cell’s genome and so can be increased or discontinued as necessary.

Advances in basic RNA science, synthesis technology and in vivo delivery are combining
to enable a new generation of RNA-based drugs that can attenuate the abundance of
natural proteins, or allow for the in vivo production of optimized, therapeutic proteins.
Working in collaboration with large pharmaceutical companies and academia, several

private companies that aim to offer RNA-based treatments have been launched. We
expect this field of healthcare to increasingly challenge conventional pharmaceuticals in
forging new treatments for difficult diseases in the next few years.

Quantified Self ( Predictive Analytics )
The quantified-self movement has existed for many years as a collaboration of people collecting continual data
on their everyday activities in order to make better choices about their health and behaviour. But, with today’s
Internet of Things, the movement has begun to come into its own and have a wider impact.
Smartphones contain a rich record of people’s activities, including who they know (contact lists, social
networking apps), who they talk to (call logs, text logs, e-mails), where they go (GPS, Wi-Fi, and geotagged
photos) and what they do (apps we use, accelerometer data). Using this data, and specialized machine-learning
algorithms, detailed and predictive models about people and their behaviours can be built to help with urban
planning, personalized medicine, sustainability and medical diagnosis.
For example, a team at Carnegie Mellon University has been looking at how to use smartphone data to predict
the onset of depression by modelling changes in sleep behaviours and social relationships over time. In another
example, the Livehoods project, large quantities of geotagged data created by people’s smartphones (using
software such as Instagram and Foursquare) and crawled from the Web have allowed researchers to understand
the patterns of movement through urban spaces.
In recent years, sensors have become cheap and increasingly ubiquitous as more manufacturers include them in
their products to understand consumer behaviour and avoid the need for expensive market research. For example,
cars can record every aspect of a person’s driving habits, and this information can be shown in smartphone apps
or used as big data in urban planning or traffic management. As the trend continues towards extensive data
gathering to track every aspect of people’s lives, the challenge becomes how to use this information optimally,
and how to reconcile it with privacy and other social concerns.

Brain – computer Interfaces
The ability to control a computer using only the power of the mind is closer than one might think. Braincomputer interfaces, where computers can read and interpret signals directly from the brain, have already
achieved clinical success in allowing quadriplegics, those suffering “locked-in syndrome” or people who have
had a stroke to move their own wheelchairs or even drink coffee from a cup by controlling the action of a
robotic arm with their brain waves. In addition, direct brain implants have helped restore partial vision to people
who have lost their sight.
Recent research has focused on the possibility of using brain-computer interfaces to connect different brains
together directly. Researchers at Duke University last year reported successfully connecting the brains of two
mice over the Internet (into what was termed a “brain net”) where mice in different countries were able to
cooperate to perform simple tasks to generate a reward. Also in 2013, scientists at Harvard University reported
that they were able to establish a functional link between the brains of a rat and a human with a non-invasive,
computer-to-brain interface.
Other research projects have focused on manipulating or directly implanting memories from a computer into the
brain. In mid-2013, MIT researchers reported having successfully implanted a false memory into the brain of a
mouse. In humans, the ability to directly manipulate memories might have an application in the treatment of
post-traumatic stress disorder, while in the longer term, information may be uploaded into human brains in the
manner of a computer file. Of course, numerous ethical issues are also clearly raised by this rapidly advancing
field.

Nanostructured Carbon Composites
Emissions from the world’s rapidly-growing fleet of vehicles are an environmental concern, and raising the
operating efficiency of transport is a promising way to reduce its overall impact. New techniques to
nanostructure carbon fibres for novel composites are showing the potential in vehicle manufacture to reduce the
weight of cars by 10% or more. Lighter cars need less fuel to operate, increasing the efficiency of moving people
and goods and reducing greenhouse gas emissions.
However, efficiency is only one concern – another of equal importance is improving passenger safety. To
increase the strength and toughness of new composites, the interface between carbon fibres and the surrounding
polymer matrix is engineered at the nanoscale to improve anchoring – using carbon nanotubes, for example. In

the event of an accident, these surfaces are designed to absorb impact without tearing, distributing the force and
protecting passengers inside the vehicle.
A third challenge, which may now be closer to a solution, is that of recycling carbon fibre composites –
something which has held back the widespread deployment of the technology. New techniques involve
engineering cleavable “release points” into the material at the interface between the polymer and the fibre so that
the bonds can be broken in a controlled fashion and the components that make up the composite can be recovered
separately and reused. Taken together, these three elements could have a major impact by bringing forward the
potential for manufacturing lightweight, super-safe and recyclable composite vehicles to a mass scale.

Mining Metals from Desalination Brine
As the global population continues to grow and developing countries emerge from poverty, freshwater is at risk
of becoming one of the Earth’s most limited natural resources. In addition to water for drinking, sanitation and
industry in human settlements, a significant proportion of the world’s agricultural production comes from
irrigated crops grown in arid areas. With rivers like the Colorado, the Murray-Darling and the Yellow River no
longer reaching the sea for long periods of time, the attraction of desalinating seawater as a new source of
freshwater can only increase.
Desalination has serious drawbacks, however. In addition to high energy use (a topic covered in last year’s Top
10 Emerging Technologies), the process produces a reject-concentrated brine, which can have a serious impact
on marine life when returned to the sea. Perhaps the most promising approach to solving this problem is to see
the brine from desalination not as waste, but as a resource to be harvested for valuable materials. These include
lithium, magnesium and uranium, as well as the more common sodium, calcium and potassium elements.
Lithium and magnesium are valuable for use in high-performance batteries and lightweight alloys, for example,
while rare earth elements used in electric motors and wind turbines – where potential shortages are already a
strategic concern – may also be recovered.
New processes using catalyst-assisted chemistry raise the possibility of extracting these metals from reject
desalination brine at a cost that may eventually become competitive with land-based mining of ores or lake
deposits. This economic benefit may offset the overall cost of desalination, making it more viable on a large
scale, in turn reducing the human pressures on freshwater ecosystems.

Grid-scale Electricity Storage
Electricity cannot be directly stored, so electrical grid managers must constantly ensure that overall demand from
consumers is exactly matched by an equal amount of power fed into the grid by generating stations. Because the
chemical energy in coal and gas can be stored in relatively large quantities, conventional fossil-fuelled power
stations offer dispatchable energy available on demand, making grid management a relatively simple task.
However, fossil fuels also release greenhouse gases, causing climate change – and many countries now aim to
replace carbon-based generators with a clean energy mix of renewable, nuclear or other non-fossil sources.
Clean energy sources, in particular wind and solar, can be highly intermittent; instead of producing electricity
when consumers and grid managers want it, they generate uncontrollable quantities only when favourable
weather conditions allow. A scaled-up nuclear sector might also present challenges due to its preferred operation
as always-on baseload. Hence, the development of grid-scale electricity storage options has long been a “holy
grail” for clean energy systems. To date, only pumped storage hydropower can claim a significant role, but it is
expensive, environmentally challenging and totally dependent on favourable geography.
There are signs that a range of new technologies is getting closer to cracking this challenge. Some, such as flow
batteries may, in the future, be able to store liquid chemical energy in large quantities analogous to the storage of
coal and gas. Various solid battery options are also competing to store electricity in sufficiently energy-dense and
cheaply available materials. Newly invented graphene supercapacitors offer the possibility of extremely rapid
charging and discharging over many tens of thousands of cycles. Other options use kinetic potential energy such
as large flywheels or the underground storage of compressed air.
A more novel option being explored at medium scale in Germany is CO2 methanation via hydrogen electrolysis,
where surplus electricity is used to split water into hydrogen and oxygen, with the hydrogen later being reacted
with waste carbon dioxide to form methane for later combustion – if necessary, to generate electricity. While the
round-trip efficiency of this and other options may be relatively low, clearly storage potential will have high
economic value in the future. It is too early to pick a winner, but it appears that the pace of technological
development in this field is moving more rapidly than ever, in our assessment, bringing a fundamental
breakthrough more likely in the near term.

Nanowire Lithium-ion Batteries
As stores of electrical charge, batteries are critically important in many aspects of modern life. Lithium-ion
batteries, which offer good energy density (energy per weight or volume) are routinely packed into mobile
phones, laptops and electric cars, to name just a few common uses. However, to increase the range of electric
cars to match that of petrol-powered competitors – not to mention the battery lifetime between charges of mobile
phones and laptops – battery energy density needs to be improved dramatically.
Batteries are typically composed of two electrodes, a positive terminal known as a cathode, and a negative
terminal known as an anode, with an electrolyte in between. This electrolyte allows ions to move between the
electrodes to produce current. In lithium-ion batteries, the anode is composed of graphite, which is relatively
cheap and durable. However, researchers have begun to experiment with silicon anodes, which would offer much
greater power capacity.
One engineering challenge is that silicon anodes tend to suffer structural failure from swelling and shrinking
during charge-discharge cycle. Over the last year, researchers have developed possible solutions that involve the
creation of silicon nanowires or nanoparticles, which seem to solve the problems associated with silicon’s
volume expansion when it reacts with lithium. The larger surface area associated with nanoparticles and
nanowires further increases the battery’s power density, allowing for fast charging and current delivery.
Able to fully charge more quickly, and produce 30%-40% more electricity than today’s lithium-ion batteries, this
next generation of batteries could help transform the electric car market and allow the storage of solar electricity
at the household scale. Initially, silicon-anode batteries are expected to begin to ship in smartphones within the
next two years.

CHAPTER 26
INTRODUCTION TO DBMS
LEARNING OBJECTIVES

 Objective of this lesson is to make learn about basic concepts of data base
management system. After going through this lesson you will be understand: the
concept of database, its characteristics; the functions of DBMS and its advantages;
comparison of file processing and data base processing system; Data model, its
components & their types; the concept of schema and subschema used in a database.
26 Introduction
26.1 Characteristics of Data in Data Base
26.2 Data Base Management System
26.3 File Processing v/s Database Processing
26.4 Data Model
26.5 Types of Data Models
26.6 Data Independence
26.7 Schema and Subschema

26 INTRODUCTION
A database is an organized collection of facts. In other words we can say that it is
collection of information arranged and presented to serve an assigned purpose. An
example of a database is a dictionary, where words are arranged alphabetically. Another
example is telephone directory, where subscriber names are listed in an alphabetically.
Similarly, when you think of a box of cards with names and addresses written as a
mailing list, then the box and its contents form a mailing database. Figure 26.1 contains
cards with mailing addresses. All these cards are placed in alphabetic order of names and
the collection of these cards would be called a database.

In order to keep database updated, we may need to perform operations like adding
information, removing information, editing existing information, etc. Take the case of a
telephone diary, in which you note down the names, addresses and phone numbers of
your friends. This is also a type of database. If you make a new friend, you note the
information about him/her in the diary, which is equivalent to adding data to a database.
If address of your friend changes then you note the new address in your diary, which
means editing a database. If you want to send a letter to your friend then you look into the
diary to locate the address. This is called searching a database. In case your telephone
diary contains a very large number of names, addresses, phone numbers. Moreover, the
names are not arranged in any order. Thus, it would be very difficult to locate the names,
addresses, and phone number of you friends. Thus, it is essential to arrange the name in
some order, say alphabetically, to make the search easy. However, as the number of
friends gets larger, managing the database manually becomes difficult. A database
management software package is a helpful tool in such a situation.

26.1 Characteristics of data in Database
26.1.1 Field
The smallest piece of meaningful information in a file called a data item or field. Figure
26.2 displays four data items(fields) in a record. NAME, LOCALITY, CITY, STATE,
are all known as data items or fields.

Figure 26.2 Concept of Fields, Records and File

26.1.2 Record

The collection of related fields is called a record. For example, Figure 1.2 contains six
records and each record has four fields namely; NAME, LOCALITY, CITY, STATE.
26.1.3 File
File is the collection of all related records. In Figure 1.2 the file contains the list of
addresses of six friends.
26.1.4 Database
Database is a collection of related file. Figure 26.3 shows Employees database having
related files containing records of employees.

File-1 contains employee records with field Emp_Code and Address.
File-2 contains employee records with field Emp_Code and Salary.
File-3 contains employee records with field Emp_Code and Name.
File-4 contains employee records with field Emp_Code and Designation.
Combination of all the four related files, as shown in Figure 26.3, is known as a database
of Employees. It removes all data items in files 1, 2,3 and 4, containing common fields.
26.1.5 Key Field
The key field in a record is a unique data item, which is used to identify the record for the
purpose of accessing and manipulating database. In Figure 1.3 all four files File 1, File 2,
File 3 and File 4 have one common field, namely Emp_Code. Such a field, called the key
field, is used for identifying and relating records.

26.2 Data Base Management System(DBMS)
A system is needed that will integrate the data files into database that can provide
different views to different users. DBMS is a complex program that acts as a data
librarian. Data Base Management System(DBMS) is a software package that allows data
to be effectively stored, retrieved and manipulated. The data contained in DBMS package

can be accessed by multiple application programs and users. For example, SQL Server,
MS-Access, Oracle, DB2 are some commercially used DBMS packages.
26.3 ADVANTAGES OF DBMS
DBMS has got the following advantages:
(a) It represents complex relationships among different data items.
(b) Keeps a tight control on data redundancy.
(c). Enforces user defined rules to ensure the integrity of data in a table form.
(d) Maintains data dictionary for the storage of information pertaining to data fields and
data manipulation.
(e) Ensures that data can be shared across all applications.
(f) Enforces data access authorization.
(g) Has an automatic intelligent backup and recovery procedure of data.
(h) Has different interfaces through which users can manipulate data.

26. 4 File Processing system v/s Data Base Processing System

Figure 26.4 File processing system
These are file-processing systems; they are predecessors of database systems. With file
processing each file is processed independently. Payroll System - processed only the
faculty data file. Class Scheduling System - processed only class data file Grade Posting
System - processed only the student data file. But, suppose someone wants to know the
salary paid to instructor who teaches a class scheduled by the class scheduling system. To
obtain this information a new program must be written to extract data from both the
faculty data file and the class data file. Unfortunately, there is no guarantee that these
two files are compatible.

Figure 26.5 Integration of Data Files to Data Base

Figure 26.6 Data Base Processing
This is database-processing system. Since the files (Faculty data file, Class data file, and
Student Data file) have been created by the DBMS, all the data is compatible. Three files
in the file processing system are integrated into a database that is processed indirectly by
the application programs.
26.4.1 Advantages of Data Base Processing System
 Data Base processing enables more information to be produced from a given
amount of data.
 Elimination or reduction of data duplication
 Program/data independence: For data base application, application programs
obtain data from an intermediary, the DBMS. Obviously, the application
programs need not contain data structure. Only DBMS will need this structure.
 Better data management: When data is centralized in a database, one department
can specialize in the maintenance of data.



Affordable sophisticated programming: These may also be considered as
disadvantages of file processing system.
26.4.2 Disadvantages of Data Base Processing
Expensive
• DBMS: The DBMS may cost as much as $10,000 to buy.
• More Hardware: Extra memory space required for the storage of DBMS, extra
hardware required for client/server set up etc.
• Higher Operating Cost: Operating costs for some systems will be higher.
Complex
Large amount of data in different formats can be interrelated in the database. This
means database tends to be complex. Both database system and the application
program must be able to process their structure.
Recovery more difficult
Backup and recovery are more difficult in the database environment. This is
because of increased complexity and because databases are often processed by
several users concurrently.
Data Vulnerability to Failure
Integrated data base system may threaten privacy. Integration of data into central
place may create some problems. Because of the data from individual data files is
integrated in a central place in a data base, the sense of owner and as a result, the
responsibility for data are easily lost. As a result inaccurate data may not be detected.
This can cause serious problems unless extensive data integrity data validity measures
are implemented. A failure in one component of an integrated system may stop the
entire system.

26.5 Components of Data Models
26.5.1 Entity
An entity is a class of persons, places objects, events or concepts about which the
information is recorded.
• Persons: Employees, Customer, Students, Suppliers etc.
• Places: Branch Office, Building, Room etc.
• Objects: Book, Machine, Vehicle etc.
• Events: Sale, Reservation Registration Order etc.
• Concepts: Qualifications, Account, Course, Stocks etc.
In a banking environment examples of entities are CUSTOMERS, BANK ACCOUNTS,
TRANSACTIONS.
In a warehouse the entities are SUPPLIERS, PARTS, SHIPMENTS.
26.5.2 Attributes (Data Elements)
Every entity has some basic 'attributes' that characterize it. An attribute may be
elementary or logically grouped in to super attributes called compound attribute.
In a banking environment entity 'CUSTOMER' may be described by such attributes
NAME, ADDRESS, Identification No. SEX, AGE.(fig. 1.7) and compound attribute
'NAME' is described in fig 1.8.
CUSTOMER

Figure 26.7 Elementary Attributes of Entity CUSTOMER
CUSTOMER

Figure 26.8 Compound Attributes NAME of Entity CUSTOMER
ACCOUNT

Figure 26.9 Elementary Attributes of Entity ACCOUNT
An attribute is often called a data element, data field, a field, a date item or elementary
item.
26.5.3 Data value
A data value is the actual data or information contained in each data element.
Data element Account no can take the value
5567
Account
Type can take the value
Saving
Account
Balance Can take the value 22345-50

The information about an enterprise can be represented with help of a number of entities
and an individual entity can be represented by a number of data elements. The values
taken the data elements are referred to as data. One set of value taken by the data
elements of an entity is called an entity occurrence. The entities are inter connected by
certain relationships.
"An inherent model of the entities with the data elements representing them,
together with the relationship interconnected the entities, is called a conceptual
model"
26.5.4 Relationships between entities
Three types of relationships exist among entities.
These are:
a) One-to-One
b) One-to-many
c) Many-to-many
a) One-to-One Relationship (1:1)
A one to one (1:1) relationship is an association if one entity is associated to one and only
one entity. For example, in a hospital environment one patient has one bed. This shows
one to one relationship between bed and patient. Another example of such relationship
between in Student and Class Figure 1.9(a) and 1.9(b)

Fig. 26.9 One-to-one(1:1) RELATIONSHIP
b) One-to-Many Relationship (1:M)
A one-to-many (1:M) relationship exists when one entity is related to more than one
entity. For example, in a hospital environment in a single room their may be more than
one bed. This shows one too many relationship between bed and room.
Another example of such relationship between in Teacher and Course Figure 1.10(a) and
1.10(b)

Figure 26.10 One-to-many(1:M) RELATIONSHIP

c) Many-to-Many Relationship (M:M)
A many-to-many (M:M) relationship describes entities that may have many relationships
among each other. For example, in a hospital environment, a patient may be treated by
many surgeons and a surgeon may treat many patients.
Another example of such relationship between in Teacher and Student. Figure 1.11(a)
and 1.11(b)

Figure 26.11 Many-to-many(M:M) RELATIONSHIP

26.6 Data Model
A database consists of data items and the associations among them. There are large
numbers of different data item type and so we need a map showing how they are
associated. This map is called a data model. A data base model is a vocabulary for
describing the structure and processing of a database. There are two reasons for studying
database model.
 They are important data base design tool. Data base Models can be used for both
logical and physical data box design much as flow charts or pseudopodia are used for
program design.
 Data base models can be used to categorize DBMS products.
Data base design phases
 Conceptual Model or Enterprise model or External Model
 Logical Model
 Physical Model or Internal Model or Physical Structure.
Figure 26.12 Various levels of Database
As we move from external level to stored database data independence goes on lost.
26.6.1 DBMS Model
One of the major responsibilities of the data administration function is the development
of a conceptual model, also called an enterprise model, of the organization. The model
embodies the entities and their relationships and is the tool used to represent the
conceptual organization of data. The DBMS is not a

Figure 26.12 Various levels of Database
As we move from external level to stored database data independence goes on lost.
26.6.1.1 Conceptual Model
One of the major responsibilities of the data administration function is the development
of a conceptual model, also called an enterprise model, of the organization. The model
embodies the entities and their relationships and is the tool used to represent the
conceptual organization of data. The DBMS is not a factor in designing conceptual
model. The choice of DBMS should be made after the conceptual model is designed.
26.6.1.2 Logical Model
The conceptual or enterprise model has to be mapped to the logical model being used as
the underlying structure for a DBMS. Design of a logical model is dependent on the
DBMS to be used.
26.6.1.3 Physical Model
Logical Model is mapped to physical model. Railway map does not bear much relation to
the physical layout of the tracks and stations. It does not show bends in the tracks as they
are in reality and does not show which are long and which short links are. It merely
shows the associations between stations. It does not resemble the reality closely. We
might think it as logical representation of logical model. Before attempting to describe
the physical representation relationships between data, we must discuss the way in which
the users of the data base (terminal users or applications programmers) see the
relationships. If descries the physical storage structure of the database.
Note : We use the term data model in the generic sense, i.e. it may be a conceptual
or a logical or an inter (physical) model.

26.7 Types of Data Models

There are five types of data models depending upon the relationships between entities
26.7.1 Relational data model
26.7.2 Hierarchical data model
26.7.3 Network data model
26.7.4 Object-oriented data model
26.7.5 Distributed data model

26.7.1 Relational Data Model
The relational data model was first proposed by Dr. E. F. Codd in a seminar paper in
1970. In relational data model, the entities and their relationships are represented with
two dimensional tables.
e.g.
Col. 1
Col. 2 Col. 3
Employee No Name Age
Row 1 010110
Ram
Row 2 010100
Sham
Row 3 010111
Anita
Row 4 201101
Hari
Row 5 301101
Sunita
Row 6 411001
Mohan
Row 7 422002
Sohan

Col. 4
Sex
21
22
21
22
19
20
19

M
M
F
M
F
M
M

Figure 26.13. Employee table
The data is represented in a two dimensional table which is called a relational model of
the data. In relational data model such type of table is know as relation. But to avoid
confusion between relation and relationship between entities, sometimes is called table.
Every column in a relation is an attribute.Each row of the relation is known as table.
If the relation has n columns, then each raw is referred as n table.
A relation that has n columns or attributes is send to be degree n. Each attribute has a
domain, which is the set of values that attribute can have. {M,F} e.g. domain of the Sex
attribute is the two value M and F. Domain of the Age attribute is all positive integer less
than 100. A relation of degree n has n domains, all of which need to be unique.
The generalized format
EMPLOYEE (Employee_number, Name, Age, Sex) is called relation structure.
26.7.1.1 Properties of Relations :With in any one relation:
• No. duplicate rows
• Entries in any column are all of the same find
• Order of the columns is immaterial.
• All value atomic; i.e. they can not split further (without loss of information)
Normalization :- The process of crystallizing the entities and their relationship in table
formats using relational concepts is called the normalization process.

26.7.1.2 Advantages of Relational Data Model
• Simplicity
One of the major advantages of the relational approach is its simplicity, i.e. the case of
understanding for the end-user. The end-user do not have to be concerned about the
physical storage structure, they can be oriented words the information content of their
data and need not worry about physical representation details.
The end user is concerned with the end-user's views supported by the date base
management system. The end-users is not concerned with row the date is stored, how it is
accessed, and in what format it is stored. The ability to use the data box without showing
the representation details is called data independence.
• Non-procedural request
Because there is no positional dependency between the relations requests do not have to
reflect any preferred. Structure and therefore can be non-procedural.
• Data independence
This should be one of the major objectives of any DBMS. In this model end-user is not
concerned with how the date is shared, how it is accessed, and in what format it is stored.
The model provides a relatively higher degree of data independence. To be able to make
use of this property of the relational data model, however, the design of the relation must
be complete and accurate.
• Theoretical Foundation
The relational data model is based on well-developed mathematical theory of relations.
The rigorous method of designing a database gives this model a sold foundation. This
found of foundation does not exist for the other data models.
26.7.1.3 Disadvantages of Relational Data Model
Although some data base management system based on the relational data model are
commercially available today, the performance of a relational DBMS has not been
comparable with the performance of a DBMS based on hierarchical data model, network
data model, object oriented data model or distributed data model.

A column or set of columns is called a 'candidate key' (often shortened to key) when its
value uniquely identity the rows of the table.
26.7.2 Hierarchical Data Model
26.7.2.1 Hierarchical Tree Structure
A hierarchical tree structure is made up of nodes and branches. The highest node of
hierarchical tree structure is called root. Nodes at lower levels (Second, third, ……….)
are known as dependent nodes. A node is a collection of data attributes describing the
entity at that node.
A hierarchical tree structure has to satisfy that following conditions :• A hierarchical tree structure always starts with a root node. All nodes except the root are
related to one and only one node on a higher level than themselves i.e. every node
occurring at level 2 has to be connected with one and only one node accuracy at level 1,
every node at level 3 has to be connected with one and only one node at level 2 and so
on.

• Every node consists of one or more attributes describing the entity at that node.
• Except that, every node has one node related to it at a higher level, and this is called its
parent. No element can have more than one parent. Each element can have one or more
elements related to it at a lower level. These are called children.
• Every node except, of course, the root has to be accessed through its parent node.
Therefore the access path to every node with a hierarchical data model is unique. e.g.
node I can be reached only through the path A to G to H to I. Node D can be reached only
through the path A to B to D. Hence a hierarchical data model consists of linear path.
[Child - Parent relationship is hierarchical tree structure]
A hierarchical data model is one that organizes data in hierarchical tree structure.
Every occurrence of root node began a logical data base record i.e. a hierarchical
database made up of a number tree. In hierarchical data model, the node at level 1 is
called the parent of the nodes at level 2.
26.7.2.2 Storage operations with a Hierarchical Data Model
• Insertion : A child node occurrence cannot exist without parent node. If the
hierarchical data model A, no new student can be added to the data base unless he or she
is taught by a teacher.
• Deletion: When a parent node occurrence is deleted, the child occurrence is deleted too.
In the hierarchical data model A, when a teacher node occurrence is deleted, all the node
occurrence of student s taught by the teacher is also deleted. This results in the loss of
information about those students.
Note :- Many-to-many relationship cannot be efficiently represented with one
hierarchical data model, which always represents a one to many relationship. This
problem can be overcome by introducing two hierarchical data models.
Example

Hierarchical Data Model :Teacher database
Level 1

The entity TEACHER is the root node; every teacher has a root node occurrence. A
hierarchical data base record occurrence for the hierarchical data model Teacher. The
data base record is for the teacher S.Kumar

The data base record is for the teacher P.Kumar

Hierarchical data model for entity STUDENT

Level 1

Level 2

Entity STUDENT is root node, every student has root node occurrence.
Data Base record for Student AAAA

The hierarchical data models A and B are different; these data models are of the same
university. The difference is the result of the two ways of linking of the entity
relationships.
26.7.3 Advantages of a Hierarchical Data Model
• The Major advantage of the hierarchical data model is existence of proven data base
management systems that use hierarchical data model as the basic structure.
• There is a reduction of data dependency. When the two hierarchical data models from
fig c are used.
• The relative simplicity and ease of use of the hierarchical data model and the familiarity
of data processing users with a hierarchy are major advantages.
26.7.4 Disadvantages of Hierarchical Data Model.
• The many-to-many relationship can be implemented only in a clumsy way. This may
result in redundancy in stored data. We know that redundancy at logical level is not
necessarily bad on the contrary. It promotes simplicity redundancy at the physical level,
however is undesirable.
• As a result of the strict hierarchical ordering, the operations of insertion and deletion
become unduly complex.
• Deletion of parent results in the deletion of children. As a result, users have to be
careful in performing a DELETE operation.
• Root is the dominant node type. Any child node is accessible only through its parent
node.
26.7.4 Network Data Model
26.7.4.1 Network Data Structure

Any item in a network structure can be linked to any other item. In this structure a child
can has more than one parent, in other words a node at lower level can be linked to more
than one nodes at a level higher to it.

Figure 26.14. Network data structure
are network structures, one or more nodes have multiple parents. Family tree is a tree
structure only because it does not include woman and if they were both shown in the
diagram, it would be a network (plex) structure.
Any network structure can be reduced to a tree structure by introducing redundancy. In
some cases the redundancy involved in doing so is small and might be tolerated. In other
cases it is excessive.
A data model that interconnects the entities of an enterprise in network structure is
known as network data model.
26.7.4.2 Advantages of Network Data model
• The major advantage of network data model is there are successful data base
management systems that use the network data model as the base structure.
• The many-to-many relationship, which occurs quite frequently in real life, can be
implemented easily.
26.7.4.3 Disadvantages of network model
The main disadvantage of the network data model is its complexity.
26.7.4.4 Storage operations with network data modal
• Insertion: A new owner/ member can be added without member/owner.

The information about a patient can be added without assigned surgeon. Similarly a
surgeon can be added without having new patient to operate it.
• Deletion: If a parent is deleted then a child connected to it may or may not be deleted.
The information about a patient can be deleted without deleting a surgeon connected to it.
26.7.5 Object Oriented Data Model(OODM)
26.7.5.1 Object
An object is defined as an entity with a set of predefined operations and data items that
manipulate and access with in it or out side it.

Figure 26.15. Architecture of Object
26.7.5.2 Class
It is a generalized description that describes a collection of similar objects.

In fact objects are variable of type class. A class is thus a collection of objects of similar
type. For example, mango, apple, and orange are members of class fruit.
Each object essentially consists of some data that is private to the object and set of
functions (Operations or Methods) that operate on those data.

26.7.5.3 Abstraction

It is the selective examination of the certain aspects of a problem while ignoring the other
aspects of the problem. In other sense we can say that abstraction is to consider only
those aspects of the problem that are useful for a certain purpose and to hide all other
aspects that are not relevant for the given purpose, does the abstraction mechanism helps
us to represent a problem in a simple way.
Many different abstractions of a same problem are possible depending upon the
requirements. It is a powerful tool of object oriented technique for reducing complexity
of software. Abstraction can be a way of increasing productivity of a software.
26.7.5.4. Inheritance

This feature helps us to define a new class helps us a new class or modifying extending or
modifying and existing class. The original Class is called base class or super class and the
new class obtained through inheritance is called derived class or sub class. See Figure
Library member is a based class for the derived classes Faculty, Students and Staff. An
important advantage of inheritance mechanism is code reuse.
26.7.5.5 Message
Objects communicate with one another by sending and receiving information much like
same way the people messages to one another. Methods are the only means available to
other objects for accessing a manipulated the data for private the data. The methods of an
object are invoked by sending massages to it. A set of valid massages to an object
constitutes its protocol.
26.7.5.6 Polymorphism
It means poly (many) morphism (forms) i.e. ability to take more then one form. With the
help of a polymorphism a programmer can send a generalized massage to a set of objects,
which may be of different types. The main advantage of polymorphism is code reuse and
maintenance
26.7.5.7 Object-Oriented Data Models(OODM)
Object-Oriented Data Models (OODM) are dependent on the object- oriented
programming paradigm. It enables us to create classes, organize objects, structure an
inheritance hierarchy and call methods of other classes. Besides these, it also provides the
facilities associated with standard database systems. However, object oriented database
systems have not yet replaced the RDBMS in commercial business applications.
Following are the two different approaches for designing an objectoriented
data model:

(a) Designed to store, retrieve and manage objects created by programs written in some
object oriented language (OOL) such as C++ or Java.
(b) Designed to provide object-oriented facilities to users of non object oriented
programming languages (OOPLs) such as C or Pascal.
The user will create classes, objects, inheritance hierarchy, and so on and the database
system will store and manage these objects and classes. This second approach, thus, turns
non-OOPLs into OOPLs. A translation layer is required to map the objects created by
user into objects of the database system.
26.7.5.7.1 Storing and Accessing Objects
The data part of all objects of a class is stored individually in a database. The program
part of the class are stored as part of the database schema along with the type definitions
of the classes. Objects can also be given names to allow their access. However, such an
approach will not work when the numbers of objects in a database are large in numbers,
say in the range of millions. Another method is to collect objects into a group. A group is
given a name. The programs will then iterate over a group to find out the required object.
A special case of a collection is the class-extent. A class-extent is the collection of all the
objects belonging to a class. Whenever a new object needs to inserted be inserted into a
class, it is inserted into its class-extent automatically. Similarly, whenever a new object
needs to be deleted, it is deleted from the respective class-extent.
26.7.5.7.2 A Sample Object Oriented Data Model
A sample object oriented database is shown in Figure. 1.14 The solid lines (--) in the
figure represents class-subclass link. The dash(...)represents attribute-domain link. The
class Vehicle is the root of a class composition hierarchy that involves Vehicle Specs and
Company. The class Vehicle is also the root of a class hierarchy that involves the
subclasses Two Wheeler and Four Wheeler. The class Company is in turn the root of a
class hierarchy that involves the subclasses Domestic Company and Foreign Company. It
is also the root of a class composition hierarchy that involves the class Employee.

Figure 26.16: A Sample Object Oriented Database

26.7.5.7.3 Advantages of OODBMS over RDBMS
Following are the advantages of Object Oriented Database System over Relational
Database System:
(a) RDBMS does not allow nested structure.
Nested structure applications are found in CADI CAE, aerospace science, etc. It is easier
to navigate through these complex structures in the form of objects rather than in the
form of tab les and records.
(b) Relational databases have only a limited number of data types like integer, char, text,
etc. Although we can create' complex data types in relational database by combining
fields, these are restricted by their base data types. But OODBMS allow arbitrary data
types and sub-classing with inheritance.
(c) Object oriented databases are useful in those applications where the
relationships among data elements are more important than data items
themselves. However, relational databases are used in those applications
where the values of data elements are more important. If a record makes sense
only when used in context of other records, then an object-oriented database
would be more appropriate.
26.7.5.8 Distributed Data Model (DDM)

Some organizations use distributed database system rather than a centralised database
system. In the centralized database system, data resides in one single location. But in a
distributed database system, database is stored in several computers. The computers in a
distributed system communicate and exchange data among one other using leased lines,
telephone lines or other means of communication. These computers do not share memory
or clock. Each of the computers in a distributed system participates in the execution of
transactions. These computers can also be known as sites or nodes.
26.7.5.8.1 Advantages of Distributed databases
(a) Data Sharing: Since data is distributed on multiple computers, user operating on one
computer can work on data available on any another computer.
(b) Distributed Control: Unlike Centralized database system, where a single database
administrator controls the database, in a distributed system responsibility of control is
divided among local administrators for each computer. Thus, local administrators have a
certain degree of control over the database stored locally.
(c) Reliability and Availability: Even if one site fails in the distributed system, the
remaining sites can continue working. If data is replicated among multiple computers,
failure of anyone computer does not cause shutdown of the entire database system.
(d) Faster Query Processing: Queries involving data at several sites can be split into sub
queries. These sub queries can then be executed in parallel by several sites. Such a
parallel computation allows faster processing.
26.7.5.8.2 Disadvantages of Distributed databases
(a) Increased cost: It is more difficult to develop software packages to implement
distributed database system. Also cost is involved in physically linking different sites.
(b) More Error Prone: Since the sites that comprise distributed database system operate in
parallel, it is very difficult to ensure the correctness of data. The algorithms are more
error prone and have greater potential for bugs.
(c) Increased Overhead: Maintaining physical links between the sites and exchanging
messages among computers is an additional overhead associated with distributed
systems, that are absent in the case of centralized systems.

26.8 Data Independence
"The ability to use the data base without knowing the representation details about data
regarding (Where, how and what) is called data independence" A database is view
through three levels of abstraction. The ability to modify a schema definition in one level
without affecting a schema definition in the next higher level without effecting is called
data independence Data independence is crucial from the economic viewpoint. An
enterprise may spend thousands of dollars for implementation very simple change such as
increasing field length or adding new field. An ideal data base design should provide, to
some degree, for changes of this nature without affecting the application programs. It
should be noted that extent of data independence provided depends on the data base
design, as well as base management system (DBMS). Data independence provides a
solution to the problems mentioned above.
Unfortunately, DBMS packages available today do not appear to achieve full data
independence. Since a data base design depends on the DBMS package, it seems difficult
to achieve total data independence, even with the best data base design.
26.8.1 Why data independence?

• To allow the DBA (Data Base Administrator) to make changes in the content, location,
representation and organization of a database without causing reprogram of application
programs which use the data base.
• To allow the supplier of data processing equipment and software to introduce new
technologies without causing re-progressing of the customer's applications.
• To facilitate data sharing by allowing the same data to appear to be organized
differently for different application programs.
• To provide the centralization of control needed by the data base administrator to insure
the security and integrity of the database.
26.8.2 Two stages of Data Independence
• Logical data independence
• Physical data independence
• Logical Data Independence
Logical data independence means that the overall logical structure of the data may be
changed without changing the application programs.
• Physical data independence
Physical data independence means that the physical layout and organization of data may
be changed without changing either the overall logical structure of the data or application
programs. It is more difficult to achieve logical data independence rather than physical
data independence.

Figure 26.17 Two stages of data independence
26.8.3 How to achieve Data Independence.



For an application viewpoint, data independence is not a programming technique but
a programming discipline. For example to avoid recompilation for any change, it is
advisable not to define constants in a program. A better technique is to pass the values
as parameters to the program.
 All information about present needs of the enterprise and adequate information about
intended needs should be reflected in the conceptual model in the design phase of
course, all possible uses of the data base cannot be anticipated, but for most enterprise
to basis data i.e. entities and relationships between them, is relatively stable.
 Another aspect of data independence is that the internal representation of the data
may differ from the form in which the application program wishes to use it.
Unfortunately, few DBMSs can provide that kind of data independence.
 The degree of data independence provided depends on the thoroughness of the data
base design phase. A thorough analysis of the enterprise's entities and their
relationship minimizes the impact on other programs
of changes in the data requirements of one program. That is what data
independence is really all about?

26.9 Schema and Subschema
26.9.1 Schema
The overall logical database description is referred to as a schema. The term logical
means the data as it would be presented to a human. In fact, the data may be shared on
the file in a completely different form. Schema is sometimes also referred as an overall
model of data, a conceptual model or conceptual schema.
A schema is a chart of the types of data that are used. It gives the names of entities and
attributes and specifies the relations between them. It is a framework into which the
values of the data items can be fitted.

Like the display at an airport giving arrival and departure information. The schema will
remain the same while the values fitted into it change from instant to instant.
When the schema framework is fitted in with data item values, it is referred to as an
instance of the schema.
26.9.2 Subschema
The subschema defines a subset of schema to be seen by a application programme or
uses. It is the application programmer's view of the data he or she uses.
It is also known as external view.
Many different subschema can be derived from one schema.
The application programmer in terminal uses does not need to know about the entire
database schema. The programmer or terminal user is concerned with his particular
applications and the records, which they require. That is to say it gives to a users a
window through which he can view only that port of the database, which is of interest to
him/her.

Figure 26.18: An example shows the Concept of Schema and Subschema
26.10 OBJECTIVES
After reading this chapter you will be able to,
 Describe what RDBMS is
 State the difference between DBMS & RDBMS
26.10.1 INTRODUCTION
Most of the problems faced at the time of implementation of any system are outcome of a
poor database design. In many cases it happens that system has to be continuously
modified in multiple respects due to changing requirements of users. It is very important
that a proper planning has to be done. A relation in a relational database is based on a
relational schema, which consists of number of attributes. A relational database is made
up of a number of relations and corresponding relational database schema. The goal of a
relational database design is to generate a set of relation schema that allows us to store
information without unnecessary redundancy and also to retrieve information easily. One
approach to design schemas that are in an appropriate normal form. The normal forms are
used to ensure that various types of anomalies and inconsistencies are not introduced into
the database.
26.10.2 WHAT IS RDBMS?
RDBMS stands for Relational Database Management System. RDBMS data is structured
in database tables, fields and records. Each RDBMS table consists of database table rows.
Each database table row consists of one or more database table fields.
RDBMS store the data into collection of tables, which might be related by common fields
(database table columns). RDBMS also provide relational operators to manipulate the
data stored into the database tables. Most RDBMS use SQL as database query language.
The most popular RDBMS are MS SQL Server, DB2, Oracle and MySQL. The relational
model is an example of record-based model. Record based models are so named because
the database is structured in fixed format records of several types. Each table contains
records of a particular type. Each record type defines a fixed number of fields, or

attributes. The columns of the table correspond to the attributes of the record types. The
relational data model is the most widely used data model, and a vast majority of current
database systems are based on the relational model. The relational model was designed
by the IBM research scientist and mathematician, Dr. E.F.Codd. Many modern DBMS do
not conform to the Codd’s definition of a RDBMS, but nonetheless they are still
considered to be RDBMS. Two of Dr.Codd’s main focal points when designing the
relational model were to further reduce data redundancy and to improve data integrity
within database systems. The relational model originated from a paper authored by
Dr.codd entitled “A Relational Model of Data for Large Shared Data Banks”, written in
1970. This paper included the following concepts that apply to database management
systems for relational databases.
The relation is the only data structure used in the relational data model to represent both
entities and relationships between them.
Rows of the relation are referred to as tuples of the relation and columns are its
attributes. Each attribute of the column are drawn from the set of values known as
domain. The domain of an attribute contains the set of values that the attribute may
assume.
From the historical perspective, the relational data model is relatively new .The first
database systems were based on either network or hierarchical models .The relational
data model has established itself as the primary data model for commercial data
processing applications. Its success in this domain has led to its applications outside data
processing in systems for computer aided design and other environments.
26.10.3 DIFFERENCE BETWEEN DBMS & RDBMS
A DBMS has to be persistent, that is it should be accessible when the program created the
data ceases to exist or even the application that created the data restarted. A DBMS also
has to provide some uniform methods independent of a specific application for accessing
the information that is stored. RDBMS is a Relational Data Base Management System
Relational DBMS. This adds the additional condition that the system supports a tabular
structure for the data, with enforced relationships between the tables. This excludes the
databases that don't support a tabular structure or don't enforce relationships between
tables. You can say DBMS does not impose any constraints or security with regard to
data manipulation it is user or the programmer responsibility to ensure the ACID
PROPERTY of the database whereas the RDBMS is more with this regard because
RDBMS define the integrity constraint for the purpose of holding ACID PROPERTY.

CHAPTER 27
INTRODUCTION HTML
LEARNING OBJECTIVES
 To Understand the html
 Features of HTML
 HTML tags
 Web Browser
 Basic features of browser
 URL, ISP, EMAIL, TELNET, GOPHER, SEARCH ENGINE, FTP

Hypertext Markup Language (HTML) is the language of World Wide Web pages. The formats
that apply to text, headings, and graphics on Web pages are controlled by HTML. HTML's
popularity has brought hypertext technology — the technology that lets you jump from topic to
topic, rather than finding and reading information linearly — to the fingertips of people
worldwide, particularly in the context of the World Wide Web.
HTML (Hyper Text Markup Language) is the language used to write Web pages which consists
of codes (tags) embedded in the text of a document.
HTML stands for Hypertext Markup Language, and it is the most widely used language to write
Web Pages. As its name suggests, HTML is a markup language.
• Hypertext refers to the way in which Web pages (HTML documents) are linked together.
When you click a link in a Web page, you are using hypertext.
• Markup Language describes how HTML works. With a markup language, you simply "mark
up" a text document with tags that tell a Web browser how to structure it to display.
Originally, HTML was developed with the intent of defining the structure of documents like
headings, paragraphs, lists, and so forth to facilitate the sharing of scientific information between
researchers.
All you need to do to use HTML is to learn what type of markup to use to get the results you
want.
Creating HTML Document
Creating an HTML document is easy. To begin coding HTML you need only two things: a
simple_text editor and a web browser. Notepad is the most basic of simple_ text editors and you
will probably code a fair amount of HTML with it. You can use our HTML Online Editor to
learn HTML. Here are the simple steps to create a basics of HTML document:
•
•
•
•
•

Open Notepad or another text editor.
At the top of the page type <html>.
On the next line, indent five spaces and now add the opening header tag:<head>.
On the next line, indent ten spaces and type <title> </title>.
Go to the next line, indent five spaces from the margin and insert the closing header tag:
</head>.

•
•
•
•
•
•
•

Five spaces in from the margin on the next line, type<body>.
Now drop down another line and type the closing tag right below its mate: </body>.
Finally, go to the next line and type </html>.
In the File menu, choose Save As.
In the Save as Type option box, choose All Files.
Name the file template.htm.
Click Save.

You have basic HTML document now, to see some result put the following code in
title and body tags.
<html>
<head>
<title>This is document title</title>
</head>
<body>
<h1>This is a heading</h1>
<p>Document description goes here.....</p>
</body>
</html>
Now you have created one HTML page and you can use a Web Browser to open this HTML file
to see the result. Hope you understood that Web Pages are nothing but they are simple HTML
files with some content which can be rendered using Web Browsers.
Here <html>, <head>,…<p>, <h1> etc. are called HTML tags. HTML tags are building blocks
of an HTML document and we will learn all the HTML tags in subsequent chapters.
NOTE: One HTML file can have extension as .htm or .html. So you can use either of them based
on your comfort.
HTML Document Structure: An HTML document starts and ends with <html> and >/html> tags.
These tags tell the browser that the entire document is composed in HTML. Inside these two
tags, the document is split into two sections:
• The <head>…</head> elements, which contain information about the document such as title of
the document, author of the document etc. Information inside this tag does not display outside.
• The <body>…</body> elements, which contain the real content of the document that you see
on your screen.
HTML Tags and Elements
HTML language is a markup language and we use many tags to markup text. In the above
example you have seen <html>, <body> etc. are called HTML tags or HTML elements.
Every tag consists of a tag name, sometimes followed by an optional list of tag attributes , all
placed between opening and closing brackets (< and >). The simplest tag is nothing more than a
name appropriately enclosed in brackets, such as <head> and <i>.
More complicated tags contain one or more attributes , which specify or modify the behavior of
the tag. According to the HTML standard, tag and attribute names are not case_sensitive.

There's no difference in effect between <head>, <Head>, <HEAD>, or even <HeaD>; they are
all equivalent. But with XHTML, case is important: all current standard tag and attribute names
are in lowercase.
HTML is sympathetic?
A very good quality associated with all the browsers is that they would not give any error if you
have not put any HTML tag or attribute properly. They will just ignore that tag or attribute and
will apply only correct tags and attributes before displaying the result. We can not say, HTML is
forgiving because this is just a markup language and required to format documents.
HTML - AN INTRODUCTION
HTML stands for Hyper Text Markup Language. HTML represents a way to take ordinary text
and turn it into hypertext by just adding special elements – called markup tags – that tell Web
browsers how to display a Web page's contents. The main goal of HTML is to be a universal
language for classifying the function of different sections of a document. It is designed to work
on a wide variety of platforms. HTML and the Web were first conceived in 1989 by a researcher
named Tim Berners-Lee who worked for CERN, the European Laboratory for Particle Physics in
Geneva, Switzerland. The Web pioneers, led by Berners-Lee, regrouped into the Word Wide
Web Consortium (W3C) in December 1994. The W3C is now responsible for the standards of
HTTP, HTML, and other Web technologies. HTML is one member of a family of markup
languages called SGML. SGML was developed by the International Organization for Standards
in 1986 to define markup languages designed for various different purposes. Every language in
the SGML family conforms to certain requirements, the main one being that all of the symbols
are strictly defined using a DTD, or Document Type Definition. The DTD for HTML defines
what tags are available and how they can be used. HTML shares important characteristics with
its SGML parent:
 A character based method for describing and expressing content.
 A desire to deliver that content equally to multiple platforms.
 A method for linking document components together to compose compound documents.
HTML : The first version of HTML was just called HTML. The basic tags have not changed
much. HTML has tried to stay backward – compatible so that new versions of HTML do not
contradict old versions.
HTML + : Dave Raggett worked on a successor to HTML called HTML + in 1993. Although it
was never an official specification, many of its ideas were incorporated into HTML 2.0.
HTML 2.0 : A specification for HTML 2.0 was created in July 1994, and after editing by Dan
Cannolly, HTML 2.0 became a standard approved by IETF in November 1994.
HTML 2.0 was the first popular version of HTML and the massive explosion of Web popularity
took place from late 1994 to 1995 using Web pages written in HTML 2.0. HTML 2.0 was
criticized for not containing more formatting
commands.
HTML 3.2 : HTML 3.2, originally code-named "Wilbur", became finalized in January 1997.
HTML 3.2 was immediately popular, mostly because it supported existing practices in a logical
way and was more compatible with HTML 2.0. It added support for tables. IE3 and Netscape 3
supported HTML 3.2 almost completely.

HTML 4.0 : Code-named "Cougar", HTML 4.0 is the latest version of HTML. The largest
difference between HTML 4.0 and previous versions of HTML is the character set. HTML 4.0
uses a character set called "Unicode" that allows thousands of different characters. HTML 4.0's
specification strongly encourages the use of style sheets and discourages tags and attributes that
are solely for formatting, visual appearance, and layout. HTML 4.0 also introduces the
<OBJECT> tag, which is used to present multimedia.

Features of HTML
1. Simple: It is simplest web developer tools. All the tags are self explanatory i.e. their meaning
is clear from their name. For, example ‘B’ means bold, ‘I’ means italics and U means underline.
2. Supports all types of documents: It can support all types of documents like text documents,
sound and multimedia.
3. Need no compilation: The languages like C/C++ requires compilation before doing anything
with programs but HTML codes are automatically complied and results are displayed on screen.
4. Supported by browser: All most all types of browsers supports the HTML code like
Microsoft internet explorer ‘and Netscape navigation’ gold.
5. Compatibility with other web tools: The code written in HTML can be pasted
in other web tools and run efficiently without any change. For example HTML code can be
pasted in Front page 2000, flash, dream weaver etc.
6. Extendibility: adding features in it can enhance The HTML code. We can extend it using
DHTML etc.
7. Internet Base: It is the first web tool and all the Internet tools are based upon the idea of
HTML.
8. Developing intranet or extranet sites: HTML is commonly used to develop intranet and
extranet sites, which are accessed by company people from one or more locations.
9. Developing help files: It is used to develop on-line help files and help the developers to
produce help documentation that is accessible form any computer and platform.
10. Developing network applications: It is used to develop all types of applications such as
training programs interactive charts or databases that are available,” from web.
11. Developing kiosk application: HTML can be used to create kiosk applications— which can
run on stand-alone computers with touch-screen applications.
HTML Tags
HTML codes are referred to as tags. Tags open with a less-than sign and close with a greaterthan sign. The less-than and greater-than signs are called brackets. <Tag>
An HTML file is basically just a text file, which may contain references to other files. Angle
brackets (<, >) are used to set off tags, which give information about the structure of the page.
For example, the tag <p> indicates the beginning of a new paragraph.
Tags are instructions that are embedded directly into the text of a HTML document. Each HTML
tag describes that the browser should do something instead of simply displaying
Types of Tag
There are two kinds of HTML tags; paired and unpaired.
Paired Tag: A tag is said to be a paired tag if the text is placed between a tag and its companion
tag. In paired tags, the first tag is referred to as Opening Tag and the second tag is referred to as
Closing Tag.

Paired tags require an opening tag that turns a formatting feature on and a closing tag that turns
the feature off. Paired tags must surround the text you want formatted with that feature. For
example, <title> and </title> define a page’s title. You must include the slash in the closing tag
in order for the pair to work. Always remember to close paired tags.
Example: <i>This text is in italics. </i>
Here <i> is called opening tag. and </i> is called closing tag.
Paired Tags
<html>, </html>
<head>, </head>,
<title>, </title>

<body>, </body>
<hn>,</hn>
Where n is a number between 1 to 6.
<a href>, </a>
<Ol>,</Ol>
<ul>, </ul>
<P></P>

Function
Indicates the page is coded in HTML.
Indicates part of the document that contains
Information about the page.
Always located in the head, the title provides
the name of the document to be displayed by
search engines and on browser title bars.
Indicates part of the document that contains
Formatted text, images, and links.
Headings are used to arrange the contents in a
systematic way.
Links to another Web page or another
location in the current Web page.
Ordered list (1, 2, 3, 4....); used with the <Ii>
tag.
Unordered list (bullet points); used with the
<Ii> tag.
Paragraphs may consist of a single sentence
or more than one sentences including
punctuation marks and blank space.

All paired tags in HTML must be properly nested. This means that every closing tag must match
up with the nearest preceding unmatched paired tag.
Unpaired Tag: Unpaired tags work alone, and are usually placed before the text you want
formatted. An unpaired tag does not have a companion tag. Unpaired tags are also known as
Singular or Stand-Alone Tags. An unpaired tag sometimes also called empty — that is, they do
not affect a block of the document in some way. An example is the <HR> element, which draws
a horizontal line across the page. This element would simply be entered as
Example: <br> , <hr> etc. These tags does not require any companion tag.
The paired and unpaired tags are also called <tag_on> that switches the tag sequence on. For
example, to bold some text add a <strong> at the beginning of the text and </tagoff> that
switches the tag sequence off. The tag_on and tag_off tags are the same except the off tag has an
/ character in front of it.
For example, to switch off the bolding add a </strong> character sequence at the end of the text
that is to be given the attribute of bolding.
Unpaired Tag
Function
Inserts an image into your text. See below for more information.
<img>

<br>
<hr>

Line break; moves subsequent text to the beginning of the line.
Horizontal rule; draws a line across the width of the page.

WEB BROWSERS
To access the World Wide Web, you use what is called a Web browser (already discussed in the
previous chapter). Browsers are sometimes also called Web clients, since they get information
from a server. When you start a WWW browser or follow a hyperlink, the browser (acting like a
client) sends a request to a site on the Internet. That site (acting like a server) returns a file which
the browser then has to display. In order for you to see or hear what's in the file, the browser
should be capable of interrupting its contents. This differs depending on the type of file, text,
graphics and/or images that may be displayed. If the file is written using HyperText Markup
Language (HTML), the browser interprets the file so that graphics and images are displayed
along with the text.
Basic Features of Browsers
Before we get involved in all the details, let is discuss some important browser features.
1. The Web browser should be able to look at the Web pages throughout the Internet or to
connect to various sites to access information, explore resources, and have fun.
2. The Web browser must enable you to follow the hyperlinks on a Web page and also to type in
a URL for it to follow.
3. Another feature of browser is to have a number of other commands readily available through
menus, icons, and buttons.
4. Your browser ought to include an easy way to get on-line help as well as built-in links to other
resources on the Web that can give you help or answers to your questions.
5. You will definitely want a way to save links to the sites you have visited on the WWW so that
you can get back to them during other sessions. Web browsers take care of those in two ways,
through a history list, which keeps a record of some of the Web pages you've come across in the
current session, and a bookmark list, which you use to keep a list of WWW pages you want to
access any time you use your browser. The name of the site and its URL are kept in these lists.
The bookmark list is particularly important and the browser will contain tools to manage and
arrange it.
6. One of the main feature of a browser is to search the information on the current page as well
as search the WWW itself.
7. Browsers give you the facility to save a Web page in a file on your computer, print a Web
page on your computer, and send the contents of a Web page by e-mail to others on the Internet.
8. Few Web browsers (like Netscape Communicator) are complete Internet package, means they
come with components like e-mail client, newsgroup client, an HTML composer, telnet client,
ftp client, etc.
9. Web browser should be able to handle text, images of the World Wide Web, as well as the
hyperlinks to digital video, or other types of information.
10. To take advantage of some of the most exciting things on the World Wide Web, your
browser needs to properly display and handle Web pages that contain animated or interactive
items. Netscape Navigator can incorporate these features through its ability to interpret programs
written in Java and Java Script.
11. Web browsers interact not just with the Web, but also with your computer's operating system
and with other programs, called plug-ins, that gives the browser enhanced features.

12. Another important feature to insist on in your browser is caching. A browser that caches
keeps copies of the pages you visit so that it does not have to download them again if you want
to return to them. Reloading a page from the cache is much quicker than downloading it again
from the original source.
13. The most important feature of any browser is ease of use. While all Web browsers are
fundamentally simple to use, the one you settle on should be very easy to work with; it should
function as a transparent window onto the Web.
14. If you will be browsing the Web from within a secured network, you may have to configure
your browser to work through a special computer on your network called a proxy server.
Most popular browsers let you configure them to work with a proxy server, but some don’t, so
find out if you will be working through a proxy before deciding on your browser. If you are, your
ISP or system administrator will tell you if you need to do anything special to use your browser.
URL
If you have ever noticed an advertisement that says "check out our Web site", you must have
seen the way they describe how to find it, giving you the address, or URL, which almost begins
with the letters http:. (URL stands for Uniform Resource Locator.) Within this system, there is a
unique URL for any hypertext item on the Net. Moreover, there are also unique URLs for nonhypertext items from other services, such as gophers, anonymous ftp sites, Usenet newsgroups
and wais databases. You see lots of URLs in newspapers and magazines these days. These URLs
are basically "pointers" to documents, movies, photos, and so on, located on computer
somewhere.
You may want to visit those sites using URLs. If it's out there, you can get to it.
Let's look at an example:
http:// www.mptecnet.com/news.htm#sush
In this example, the URL has the following elements:






The first part of URL specifies the transfer protocol, the method that a computer uses to
access this file. Most Web pages are accessed with the HTTP which is why Web addresses
typically begin with http. The http:// at the beginning of a Web page's URL is so common
that it often goes without saying; if you simply type mtecnet.com into the address window of
Internet Explorer or Navigator, the browser fills in the http:// for itself. In common usage, the
http: // at the beginning of a URL often is left out. Since the Web is not the only Internet
service, you may occasionally see addresses that start with ftp:, gopher:, telnet:, news:, or
some other name. The protocol is followed by a colon.
The www.mtecnet.com part of the address — called a domain name — is preceded by two
slashes. This is the name assigned to a computer located somewhere in the world that is
permanently connected to the host name of the Web server. In the name, www stands for
World Wide Web, mptecnet is the name of the company or organization hosting the site,
.com is the identification of the type of organization hosting the site — called the topmost
domain. The Web server is invisible from the URL that means URL does not tell you where
the Web server is actually located. It is the job of DNS (Domain Name System) to route your
Web page request to the Web server regardless of its physical location.
The news.htm is the path to a file — it is saying that the document news.htm is stored in
folder named / (root).



The # sush part of the name, called a fragment ID, is the name of a specific part of the
document.

URL Anatomy
URL (pronounced U-R-ell) stands for Uniform Resource Locator, which is simply an address of
a document on the Web or, more accurately, on the Internet. Although a URL can look complex
and long, it is made up of four basic parts — protocols, hostname, folder name, and file name —
each of which has a specific function.
Types of URLs
URLs vary depending on the location of the document to which you are linking. For example, a
URL will be longer and include more information if the file is on the World Wide Web. A URL
will be shorter and include less information if the file is on your local computer or server.
Basically,
URLs fall into two categories:
 Absolute
 Relative
An absolute URL contains all the information necessary to identify files on the Internet. A
relative URL points to files in the same folder or on the same server. In other words, the file
linked to is relative to the originating document.
Absolute URLs
An absolute URL contains the protocol indicator, hostname, folder name, and file name.
Absolute URLs are similar to addresses used by the Indian Postal Service, which include a name,
street address, apartment number (if applicable), city, state, and pin code. If some of the
information is missing — say, the street number or house number — the carrier can not deliver
the mail to the right person.
Here are some absolute URLs:
http://www.xmission.com/services/index.html
http://www.altavista.digital.com/
ftp:/ftp.raycomm.com/download/readme.txt
Relative URLs
A relative URL usually contains only the folder name and file name or even just the file name.
You can use these partial URLs when you are pointing to a file that is logged within the same
folder or on the same server as the originating file. In these cases, a browser does not need the
server name or protocol indicator because it assumes that the files are located in a folder or on a
server that is relative to the originating document.
Document-Relative URLs
You will often use a document-relative URL when you are developing or testing a set of HTML
documents. When linking from index.html, use the following URLs:
services/consulting.html
services/other/tips.html
When linking from consulting.html to tips.html, use the following URL: other/tips.html

ISP
An Internet Service Provider (ISP) is an organization or business offering public access to the
Internet. It is your gateway, to the Net. You have to subscribe to a provider for your Internet
connection. You use your computer and modem to access the provider's system and the provider
handles the rest of the details of connecting you to the Internet.
There are many types of Internet providers. You can, for instance, choose one of the big
commercial on-line service providers. The primary business of an ISP is hooking people to the
Internet by giving an Internet account to subscribers, and providing them with two different
kinds of access:
 shell access and SLIP/PPP access. Most ISPs offer both kinds of access, some offer both
with a single account, and others require that you choose one or the other. Once you
register, your provider will give you a user name (called a userid), a password, and a
phone number to dial.
 To establish the Internet connection, you have your communications program dial the
number. You then log in using your particular userID and password.
At present it is VSNL (Videsh Sanchar Nigam Limited) which is dominating the Internet scene
in India through its GIAS (Gateway Internet Access Service). The other service providers in
India are MTNL (Mahanagar Telephone Nigam Limited), Mantraon-line, and Satyam online.

E-MAIL
Its long since you have sent a letter and you are still waiting for a response. Well continue
waiting as normal postal techniques are slow. But if you are a smart user of the Internet then the
entire process of sending mail and getting a response is reduced to a few minutes if the recipient
is also logged on to the Internet. So how is this process followed? Well, just subscribe to any email software online. This process takes a few minutes and then you can send mail to anyone on
the Internet provided you know his/her e-mail address. E-mail or electronic mail is one of the
most popular applications of the Internet. With e-mail a user can send/receive messages from
other users on different networks provided he has access to the Internet, thus simplifying the
communication system. Before proceeding in depth let us compare e-mail with snail mail or
postal mail.
Table 1.1: Comparison between E-mail and Postal mail

E-MAIL
Fast: E-mail takes minutes to deliver
messages all over the world.
Cheap: E-mail costs just the cost of a local
phone call.
Convenient: In e-mail, for sending the
similar message to many people, only the
address book (on the computer) needs to be

POSTAL MAIL
Slow: Snail mail takes longer time to deliver
messages – from four to five days to weeks
depending on the destination.
Expensive: Snail mail costs as per the National
and International tariff rates.
Time Consuming: In postal Mail, for sending
the same message to many people, the same
number of envelopes with addressses will have

ticked and the send button of the mail is to
be clicked.
Mode of Travel: E-mail is passed on from
one computer to another over the network.
Each computer on the path routes the
message further until it reaches the right
destination.
Rate independent of quality and data type:
All sorts of graphics, sound, video, text
image and multimedia files of any length
can be sent over the Internet.
Legal: With the advent of new cyber laws, email
documents are considered legal.
Safety: It is debatable but more or less it is
as secure as the postal mail but if you can
encrypt messages then it becomes a little
more safer.
View of the Document: There is no
guarantee that the e-mail received by the
recipient is in the same form as that sent by
the sender but more or less the message is
readable.
Unmanageable: When you subscribe to
mailing lists, within no time you tend to
receive mail, some of which may be
unwanted and from unknown sources.

to be used each along with a copy of the
message.
Mode of Travel: Postal mail makes stops at
different postal stations which come on the
way while travelling by water/road, etc., till it
reaches the destination.
Rate Depends on the weight of mailing
document and the destination.

Legal: Postal mail documents are valid proofs
and are legal.
Safety: It is safe till the time it falls in wrong
hands.

View of the Document: There is no change in
the look of the document unless the mail is
damaged physically.

Manageable: You get mail from people whom
you generally know though mischief mongers
and advertisers may increase the volume of
your mail a little.

Applications of E-mail
1. E-mail is generally used for sending proposals and quoting rates for tenders on the Internet.
2. E-mail can be used for personal communication among friends and family members,
especially if they are situated at the other end of the world.
3. E-mails are being popularly used for sending greetings, not only between business houses and
customers but to individuals also.
4. E-mail on the Internet is very popular among office goers and jobs seekers for sending
resumes for various types of jobs.
Working of E-mail
1. Open any e-mail client and key in the message and the address of the recipient.
2. Click the Send button.
3. This message travels in the form of packets which contains the address of the recipient. These
packets are then routed to the service provider’s server.
4. When an e-mail message reaches the service provider’s server, it checks for the validity of the
address. If the address is valid then it sends it forward on the Internet otherwise it
bounces/returns the mail back to the sender.
5. The forwarded mail is now received by the recipient’s provider and sends it to the mail server.

6. The forwarded mail is now stored in the recipient’s mail box.1
7. Once the mail is stored in the mail box, whenever the recipient logs on the Internet and checks
his e-mail account he can read the mail, send a reply, store the e-mail or even delete it depending
on his choice.
Basic Functions provided by all e-mail client software
1. Compose and send mail.
2. View attachments including all sorts of multimedia files by downloading them.
3. Send copies and blind copies of the message to different people.
4. Store different messages in different folders as per the requirement.
5. Subscribe to different newsletters.
6. Add signatures and smileys.
7. Maintain address books.
8. Customize the mail.
9. Inform the sender of the undelivered mail.
10. Communicate directly with other online services like America Online, Compuserve, etc.
Before discussing the various parts of an e-mail client software, let us first subscribe to an e-mail
client.
Subscribing to an E-mail Account
There are various means of getting registered to an e-mail software. Some sites provide free email accounts while for others a minimal amount needs to be paid.
Some free e-mail sites are:
1. Microsoft Hotmail or http://www.hotmail.com
2. Yahoo! Mail or http://mail.yahoo.com
3. Rediff mail or http://rediffmail.com
4. Usanet or http://www.netaddress.com
5. Technologist mail or http://www.technologist.com
These e-mail services are free as they are supported by advertisers banners flashing across the
screen.
Though you can subscribe to any of the above e-mail clients, in this chapter we will limit our
discussion to the e-mail client Hotmail. Let us now see the actual subscription process in order to
open an account in the e-mail software namely Hotmail.
TELNET
Telnet is a standard Internet protocol for remote terminal connection service. By remote terminal
we mean the other computer whose data/programs have to be accessed. This computer may be in
the near vicinity or seven seas away. The computer on which the user works is called the local
computer. In other words, Telnet is a facility by which a user can sit on a local computer and
access remote computers provided he has a valid user id (user identity) and password of the
remote computer or it could be that the remote computer allows public access. Telnet works on
the client/server principle where the remote computer acts as a server by accepting the requests
of the client (local computer), processing it and then sending the results back to the client.
Generally Telnet is used in order to retrieve:
 Special information from a remote database
 Weather reports
 Library catalogs





Departmental stores catalogs
E-mail while touring
Information from other Internet tools like FTP, Gopher, etc.

GOPHER
Gopher is a protocol designed at the University of Minnesota to search, retrieve, and display
documents from remote sites on the Internet. Users interact with Gopher via a hierarchy menus
andcan use full-text searching capabilities of Gopher to identify desired documents. It allows one
to move around the globe looking for information in various information centres or libraries or
servers. Gopher actually goes out, gets the information desired, and puts the information on the
screen.
A Gopher offers access to the libraries with library catalogues in different countries. The Internet
gives access to the bibliographic records of millions of books, and details on the holdings of
academic and research libraries around the world. One can also check on new and interesting
titles, and even order them from a number of libraries. Gopher was created as a piece of software
to utilise some of the services that were becoming available on the Internet. The integration of
many services into Gopher has made the Internet an easier medium to navigate.
When Gopher first appeared, we could access it only through a Gopher client program.
Nowadays, users can access the Gopher sites using the web browsers. The main advantage of
using a Gopher client is that it comes with a built-in list of Gopher addresses.
SEARCH ENGINE
Traversing the Internet is simple if the address of the website is known but what happens if the
website’s address is not known? The best thing about the Internet is that it has a vast pool of
resources and the worst thing is that if an Internet user does not know efficient searching
techniques then he will be wasting a lot of time and energy. To overcome this, the Internet
provides surfers with many search tools to locate information on the Internet. For example, a
web surfer may want some information regarding leather bags. What should he do? Whom
should he ask? A simple solution would be to get connected to the Internet and type in the URL
of any search tool and then perform a search on the relevant keyword/phrase. In our case the
search phrase is leather bags. The search tool then matches the keyword and gives a list of
websites containing the relevant information. Now the user can open any website on that list just
by clicking the hypertext link associated with it. Easy isn't it?
Types of Search Tools
There are basically five ways by which you can perform a search on the Internet, namely:
1. Search Engines.
2. Meta Search Engines.
3. Web Directories.
4. Virtual Libraries.
5. Certain useful web services.
A search engine is a collection of programs that gathers information from the Web, indexes it,
and puts it in a database so that it can be searched. The search engine takes the keywords or
phrases you enter in the search form and then searches the database attached to it with the search
phrase. If it does not find any match then it returns a message No Match Found, otherwise it
returns hyperlinks to sources which contain the search phrase along with a brief description of

the site containing the search phrase. Search engines contain a computer program called ‘spider’
or ‘crawler’or ‘bot’ or ‘robot’ which is responsible for building up the database attached with
each search engine. Different spiders collect information using different techniques and from
different resources. Some robots are intelligent as they can also find synonyms of the keywords
and so results matching those synonyms will also be displayed. Others can automatically
remove articles and prepositions from the key phrase and then perform the search. Still others
can find the meaning of the key phrase and display results which in essence mean the same.
FILE TRANSFER PROTOCOL
FTP stands for file transfer protocol. It is a means of transferring files between computers of
different types across a network. A protocol is a language that enables computers to speak to one
another. FTP is used to make files and olders publicly available for transfer over the Internet.
Standard commands are used to connect to computers, which hold files. These computers are
called FTP servers. In some cases you may need to get permission from the network computer’s
administrator to log on and gain access to files on the computer. But often you will find that you
can use FTP to gain access to certain networks or servers without having an account, or being an
official password holder, with that computer. These “anonymous” FTP servers can contain a
broad range of data that is publicly available through FTP. Most FTP software are shareware but
some are available free of cost. A collection of files available at any anonymous FTP site is
called FTP archive. It may be difficult to search for FTP sites. Therefore, we use Archie. Archie
is a database of anonymous FTP sites. Archie keeps a record as to what file is stored in which
database so that if the user knows a filename then, with the help of Archie, he can find out where
that resource is located. With FTP you can upload and download files. File uploading is the
procees of moving a file from your computer to some remote computer. File downloading is the
process of moving a file from a remote computer to your own.
The general format for ftp is
ftp://name_of_ftp_site/directory_name/file_name
For example,
1. Microsoft has an “anonymous” FTP server at ftp://ftp.microsoft.com, where you can download
files ranging from product fixes, updated drivers, and utilities to Microsoft knowledge base
articles and other documentation.
2. ftp://ftp.jpl.nasa.gov/pub/images/browse/mars1.gif
The FTP site jpl.nasa.gov holds an image of planet Mars in a file called mars1.gif whose
directory path is pub/images/browse.
3. ftp://ftp.eff.org/pub/privacy/medical/aclu_drug_testing_workplace.faq
This FTP site discusses the topic drug testing in the workplace and is paper number 5 of the
organisation ACLU.
FEATURES OF FTP
1. FTP also works on the client server technology. Therefore, you can load, client FTP programs
like CuteFTP, eFTP, and WS_FTP. FTP daemon, which is a server programme, runs on the FTP
server and handles all FTP transactions.
2. FTP servers provide a storage place for useful files and programs.

3. You can log on to these servers and download the files to the local computer. For this you
have to know the server name and where the file is located (sub-directory and filename).
4. On some FTP sites, you can only view or download files. Only the people who run or own the
site can rename, delete, or upload files. For renaming, deleting or uploading files you may
require another different set of logins and passwords.
5. You cannot move files within or between FTP sites. You can move files from an FTP site to a
temporary location on your computer or a network drive and then upload them to another FTP
site or a different folder on the same site.
6. Some programs may support opening and saving files from FTP servers by typing an FTP
address in the File Open or File Save dialog box.
7. It is command driven, therefore, commands like open, get, etc., are used.
WORKING OF FTP
When you log on to the FTP server a connection called a command link is established between
the PC and the server. All commands like changing the directory, downloading files, etc., are
sent from you to the server via this command link. Now when the actual downloading process
begins a second link called the data link gets established. It is over this data link that the actual
download takes place. The connection can open in two modes namely, binary and ASCII.
Generally, we use the binary mode as the file's format does not get changed unlike the ASCII
mode. After the file gets downloaded, the data connection closes automatically. It is only when
you log out of the FTP that the command link gets broken.
Nature of FTP downloads
Types of software that can be downloaded by FTP are:
1. Freeware: These are software that do not involve any costs.
2. Shareware: These are complete software which are enabled only for a fixed period of time
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after which they automatically get disabled. Therefore, if the user is satisfied with the product
then he can pay a registration fee and become a licensed user of that software.
3. Demoware: This is a minature or demo version of the original software. It is just enough to
show the functionality of the package but many values are limited. This type of software is
generally provided to the users so that they can test the software before purchasing it.
4. Patches/Upgrades: This includes only a programme or a few programmes which when
applied to the main software may add a new module or may remove a bug from the main
software.
Though there are many FTP clients we will discuss one of the most popular FTP programs–
CuteFTP.
FTP Client CuteFTP
CuteFTP is one of the fastest and easiest way to transfer files across the Internet. Whether you
are publishing a web page, downloading the latest digital music and software, or transferring
high-volume files between branch offices, CuteFTP provides the tools you need to make your
life
on the Internet more enjoyable and productive.
Characteristics

1. CuteFTP has a user-friendly interface.
2. It is fast and reliable.
3. It is browser integrated, i.e., CuteFTP automatically launches when you click on an FTP URL.
4. It is a shareware with 30-days trial period free of cost.
5. It has a site manager which is password protected, login dependent and can be encrypted.
6. CuteFTP is compatible with Firewalls, which are used to provide security to your computer
system/network against viruses and illegal access.
7. It helps in uploading and downloading files and simply draging and droping files between
local and remote computers.
8. CuteFTP includes CuteHTML which is an HTML editor that enables you build a web page.
9. CuteFTP also has a scheduler so that you can easily automate daily uploads, downloads,
renames, etc., with CuteFTP’s built-in scheduler.
10. It has a Transfer Queue to select multiple files from various sites and queue them for later
transfer. The queue transactions may also be edited, saved, and added to the scheduler.
11. Persistent File Transfers facility in CuteFTP allows to auto-reconnect and resume a transfer
until the file requested has been uploaded or downloaded, ensuring you get the file transfer
completed.
Document Overview
HTML documents are essentially plain text files. They contains no images no sounds, no video,
and no animations; however, they can include "pointers", or links, to these other file types, which
is how Web pages end up looking as if they contain non-text elements. HTML itself is a system
of codes made up of tags and attributes that serve to identify parts and characteristics of HTML
documents. Some tags provide document structure; others reference other files. Attributes
provide additional information within tags. HTML tags identify logical document parts — that
is, the major structural components are part of the HTML documents
such as headings, lists, and paragraphs. For example, if you want to include a heading, a
paragraph, and a list in your document, you type the text and apply the appropriate tags to the
text. How structural components exactly appear on your computer screen depends on the
browser. Some tags work in conjunction with attributes, which provide additional information
about an element, such as how elements should align (left, centre, or right), what other file
should be accessed, or even the colour of an element. For example, an attribute might indicate
that a heading should appear centered in the browser window, that the browser should load an
image file from the Web, or that the Web page background should appear sky blue. HTML is
made up of tags and attributes, which work together to identify document parts and tell browsers
how to display them. Tags identify document parts by specifying, for example, that a chunk of
information be displayed as a heading. Attributes are optional parts of tags and modify or specify
information in tags, such as colour, alignment, height, or width.
Adding Tags
Tags are easy to read and use once you become familiar with their components. First, all tags are
composed of elements that are contained within angle brackets (< >). The angle brackets simply
tell browsers that the text between them is a HTML command. A tag with its angle brackets
looks like this:
<TAG>

Second, most tags are paired, with an opening tag (<TAG>) and a closing tag (</TAG>). Both
tags look alike, except the closing tag also includes a forward slash (/). To apply tags to
information in your document, place the opening tag before the information, and place the
closing tag after the information, like this:
<TAG> information that the tag apply to </TAG>)
Including Attributes
Attributes provide extra information about a tag. For example, if you apply a heading tag (<H1>)
to a line of text, like this:
<H1> A heading goes here </H1>
You can further specify that it should be centred by using an attribute, like this:
<H1 ALIGN = "Centre"> A centred heading goes here </H2>
As a general rule, most attributes — those that include only letters, digits, hypens, or periods —
work fine without quotes. For example, you can type ALIGN = CENTRE or ALIGN =
"CENTRE"; all browsers should display these in the same way. Attributes that have other
characters, such as spaces, or # signs, however, do require, quotes. For example, if you use the
WIDTH = attribute to indicate percentage of the document window, type WIDTH = "75%".
Applying Structure Tags
Structure tags provide browsers with information about document characteristics, such as the
version of HTML used, introductory information about the document, and the title. Most
structure tags, although part of the HTML document, do not appear in the browser window.
Instead, structure tags work "behind the scenes" and essentially tell the browser which elements
to include and how to display them. All HTML documents should include five structure tags,
nested and ordered.

CHAPTER 28
DATA AND INFORMATION
LEARNING OBJECTIVES

After completing this unit, you will be able to:
• Understand the meaning of Data and Information and the difference between them.
• Understand the data processing concept and systems
• Classify the information types
• Know about the measures of the quality of information
• Information need of different levels of management in an organization.
Structure of Unit:
28.0 Objectives
28.1 Introduction
28.2 Concept of Data and Information
28.3 Data Processing
28.4 Classification of Information
28.5 Quality of Information
28.6 Use of Information in Different Levels of Hierarchy in an Organization.
28.7 Summary
28.8 Self Assessment Questions
28.9 Reference Books
28.1 Introduction
Information has a great impact on decision making, and hence its value is closely tied to
the out come of the decisions. It is very necessary to understand the concept of data and
information. This unit introduces the concept of data and information and makes you able
to understand information need of the various level of the organization differ from each
other. As a student of management graduation, you need to understand their requirement
to give you, perspective of information need.
28.2 Concept of Data and Information
Data refers to raw, unevaluated facts, figures, symbols, objects, etc. Data may be a
collection of facts lying in storage, like a telephone directory or census records.
Information is data that have been put into a meaningful and useful context and
communicated to a recipient who uses it to make decisions. Information involves the
communication and reception of intelligence or knowledge. It appraises and notifies,
surprises and stimulates, reduces uncertainty, reveals additional alternatives, helps
eliminate irrelevant, and influences individuals and stimulates them to action. An element
of data may constitute information in a specific context; for example, when you want to
contact your friend, his or her telephone number is a piece of information; otherwise, it is
just one element of data in the telephone directory.
We all know that Computer is an electronic machine that takes something from us and
converts it into some desired output after processing based on some specified logic. Here
we can say in simple terms that whatever we insert or input in the computer can be

referred to as ‘data’ and whatever computer produces after the processing can be referred
to as ‘information’.
For example if we are entering the details of all the students of a particular class of a
school into the computer such as each student’s name, address, marks, age etc., these all
details can be collectively called as ‘data’ of a particular class. Now, if we are to find the
students having marks more than 60%, then, this takes some processing inside the
computer and, as a result, a list of the students having marks more than 60% is produced.
This result or output provided by the computer is called the ‘information’.
We can illustrate the concept of data and information as per the following figure:

Figure 28.1 : Data and Information
As, we see in the above figure the information can further be treated as data if it is
reprocessed by the computer. So, the ‘data’ and ‘information’ is interchangeable as per
the input and output requirements based up on.
Nature of Processing: Therefore, we can say that data means which we are giving as input
to the system and information means, the result which we are seeing on the screen for the
given data after the completion of all the processes.
28.2.1 Data
Data is a collection of facts, such as values or measurements. It can be numbers, words,
measurements, observations or even just descriptions of things. Not only numbers, the
term ‘Data’ also refers all types of text, images, audio, video etc. Text includes alphabets,
numbers, special symbols like ? , . / ~ @ # $ % ^ & * ( ) _ + < > etc.
A more specific and technical meaning of data is that “Data is a Representation of facts,
concepts, or instructions in a formalized manner suitable for communication,
interpretation, or processing by humans or by automatic means.”
Dictionary meaning of Data: “Data is a plural of datum, which is originally a Latin noun
meaning “something given.” Today, data is used in English both as a plural noun
meaning “facts or pieces of information”, Data is a singular mass noun meaning
‘information’. “
28.2.2 Information
Simply speaking, ‘Information’ is the processed ‘Data’, means when we do some
processing on given raw data, the result produced is referred to as ‘Information’.
Information is a stimulus that has meaning in some context for its receiver. When
information is entered into and stored in a computer, it is generally referred to as data.
After processing (such as formatting and printing), output data can again be perceived as
information.
Information is the collection of useful data and provides meaningful knowledge. It most
restricted technical sense is an ordered sequence of symbols that record or transmit a

message. It can be recorded as signs, or conveyed as signals by waves. It is presented
within a context that gives it meaning and reverence.
28.2.3 Difference between Data and Information
The frequency of the use of the words data and information are very high in our daily
lives. Depending on the context the meanings and use of these words differ. Both data
and information are types of knowledge or something used to attain knowledge. Though
used interchangeably, there are many differences between the meanings of these two
words.
Data refers to the lowest abstract or a raw input which when processed or arranged makes
meaningful output called information. It is the group or chunks which represent
quantitative and qualitative attributes pertaining to variables. Information is usually the
processed outcome of data. More specifically speaking, it is derived from data.
Information is a concept and can be used in many domains.
Information can be a mental stimulus, perception, representation, knowledge, or even an
instruction. The examples of data can be facts, analysis, or statistics. In computer terms,
symbols, characters, images, or numbers are data. These are the inputs for the system to
give a meaningful interpretation. In other words, data in a meaningful form is
information.
Information can be explained as any kind of understanding or knowledge that can be
exchanged with people. It can be about facts, things, concepts, or anything relevant to the
topic concerned.
The word information was derived from Latin. The verb from which it is derived is
informare, which means ‘to instruct’. It also means giving form to an idea or fact. Data is
the plural of the Latin word datum. It can mean ‘to give’. In the realms of mathematics
and geometry, the terms data and given are very often used interchangeably. This is how
the term was derived for use in computer realm.
If data is at the lowest level in the series, information is placed at the next step. As an
example, if you have a list on the Seven Wonders of the World, that is a data; if you have
a book giving details about each wonder, it is information.
Data can be in the form of numbers, characters, symbols, or even pictures. A collection of
these data which conveys some meaningful idea is information. It may provide answers
to questions like who, which, when, why, what, and how.
The raw input is data and it has no significance when it exists in that form. When data is
collected or organized into something meaningful, it gains significance. This meaningful
organization is information.
Data is often obtained as a result of recordings or observations. For example, the
temperature of the days is data. When this data is to be collected, a system or person
monitors the daily temperatures and records it. Finally when it is to be converted into
meaningful information, the patterns in the temperatures are analyzed and a conclusion
about the temperature is arrived at. So information obtained is a result of analysis,
communication, or investigation.

28.3 Data Processing
Computer Data Processing is a process that include: data entry summaries, analyse,
convert data into usable information. The process may be automated and run on a
computer. It involves recording, analysing, sorting, summarising, calculating,
disseminating, updating and storing data. Data is most useful when well presented and

actually informative. Data-processing systems are often referred to as information
systems. Data-processing systems typically manipulate raw data into information, and
likewise information systems typically take raw data as input to produce information as
output.
In order to be processed by a computer, data needs first be converted into a machine
acceptable readable format. Once data is in digital format, various procedures can be
applied on the data to get useful information.
It means Data Processing can convert any data from one format to another. By means of
various sources, customers give their opinions as data. Information system takes that raw
data as input to produce Information as output.
28.3.1 Data Processing Cycle
A data processing cycle starts from the stage whereby you collect data then input the
data in into a computer system.
For instance, if you are using a spreadsheet application such as Excel, The sales clerk
inputs the sales made for the day in to a spreadsheet. At the end of the day, just before the
close of work, the total sales for that day are added together, in other words the sales data
is processed and the result (the output) is printed and sent to the sales manager. The
printed sales report which is being sent to the sales manager is referred
to as information.
Three basic stages of data process are illustrated below:
1. Daily sales invoice is collected and inputted into the computer(data)
2. All sales are added together (process)
3. The total sale is printed out (output)

Figure 28.2
The data process cycle has the following basic stages:
• Data collection and input
• Data processing
• Data output
(a) Data Collection and Input Stage: The stage of data collection and input varies with
the application used. However, this stage may include the following:
• Preparation of the source document
• Data coding and verification
• Data validation Data storage
These stages are further explained below:
Preparation of the Source Document
What is Source Document?: Source document as the name implies is the initial source of
data. Examples are receipts, invoices, vouchers case notes, checks and any document
from which data originates.

Data Coding and Verification: Data is encoded and verified in this phase. Data is
transferred from the source document to the machine. The process of transferring source
document details into the computer system can be done manually or electronically. For
instance, data is transcribed though a keyboard device into a storage medium such as a
magnetic tape or hard disk. Source document can also be transmitted over a network.
Data is Validated: Data may be validated by using a computer-controlled process that
checks the
data for validation. For example, if the user inputs number instead of text, the computer
rejects the inputs.
The Data is Sorted: Data is sorted for efficiency. A good example is when using database
software; you can use a primary key to sort records in the relevant master file.
A major example of the data collection and input stage is using the Excel software
application to
produce a sales ledger. The data input may include: ·Account number · Name and
address of
the customer · The credit limit for the customer · The balance in the customer’s account
at any point in time; a zero balance is normally the first input when an account is first
created.
(b) Data Processing Stage: This is a computer-controlled stage in which the data is
processed
after input. For example the sales transaction for the day is totalled and transferred from
the sales
daybook to the sales ledger, using the excel software package. This data processing stage
also
involves storage and retrieval.
(c) Data Output Stage: At this stage, the data that has been processed and is now in a
useful form.
That is, when that has been processed, it becomes information. The output (using the
above example) will be the summary transaction for the day. This will be displayed in the
Excel worksheet and can now be printed for management use. As said earlier it can also
be saved and stored in an electronic format for future use.
28.3.2 Five Steps of Data Processing
It involves basically following 5 steps for Data Processing:
1. Editing – To determine the relevance of data is a crucial step in a data processing.
Once the data has been accumulated from the different sources, the relevance of the data
is been tested-out then.
All the inappropriate data is taken out and only the relevant information is been kept.
2. Coding – All the needed information would be in a random order. Therefore, it needs
to be aligned into a particular system so that it is unproblematic to comprehend it. This
method other than Coding, is also called as ‘netting’ or ‘bucketing’ which necessitates
certain codes.
3. Data Entry – Data is entered into the software that does the eventual cross tabulation.
After the
decision has been made on a code, edited data is than entered into the software.

4. Validation – Validation is the second phase of ‘cleaning’ in which thorough qualitycheck is been done. Data is double-checked so as to ensure that the process has been done
infallibly.
5. Tabulation – Final step is the production of the end product which is tabulated in a
systematic
format so that thorough analysis can be done.
28.3.3 Data of Processing System
A Data Processing System is a system which processes data which has been captured and
encoded in a format recognizable by the data processing system or has been created and
stored by another unit of an information processing system.
A data entry is a specialized component or form of information processing (sub) system.
Its chief difference is that it tends to perform a dedicated function (i.e., its program is not
readily changeable). Its dedicated function is normally to perform some (intermediate)
step of converting input (‘raw’ or unprocessed) data, or semi-processed information, in
one form into a further or final form of information through a process called decoding /
encoding or formatting or re-formatting or translation or data conversion before the
information can be output from the data processor to a further step in the information
processing system.

28.4 Classification of Information
Information can be classified in five types, which are facts, concepts, procedures,
processes, and principles.
A description of each type of information is provided below:
Fact - A unique bit of information that identifies an object, person, place, or date.
Concept- A category of items or ideas that share common features.
Procedure- A series of steps that show how to make or do something.
Process- A description of how something works or operates.
Principle- Rules, heuristics, guidelines, criteria that predict an outcome.

28.5 Quality of Information
28.5.1 Information Quality Dimensions
“Information quality (IQ)” is a measure of the value which the information provides to
the user of that information. “Quality” is often perceived as subjective and the quality of
information can then vary among users and among uses of the information. Nevertheless,
a high degree of quality increases its objectivity or at least the inter subjectivity.
Accuracy can be seen as just one element of IQ but, depending upon how it is defined,
can also be seen as encompassing many other dimensions of quality.
If not, it is perceived that often there is a trade-off between accuracy and other
dimensions, aspects or elements of the information determining its suitability for any
given tasks. A list of dimensions or elements used in assessing subjective Information
Quality is:
Intrinsic IQ: Accuracy, Objectivity, Believability, Reputation
Contextual IQ: Relevancy, Value-Added, Timeliness, Completeness, Amount of
information .

Representational IQ: Interpretability, Ease of understanding, Concise representation,
Consistent representation
Accessibility IQ: Accessibility, Access security
While information as a distinct term has various ambiguous definitions, there’s one
which is more general, such as “description of events”. While the occurrences being
described cannot be subjectively evaluated for quality, since they’re very much
autonomous events in space and time, their description can — since it possesses a
garnishment attribute, unavoidably attached by the medium which carried the
information, from the initial moment of the occurrences being described.
28.5.2 Illustration: Quality Information Criteria for Career Development
Information
The information provided by the computer must follow some standard quality parameters
that are critical. Let’s take example of the information related to the career development.
Here are the key criteria used to determine the quality information:
• Accurate - The information must be true, verifiable, and not deceptive. Accurate career
information is based on empirical data and can be validated by comparing sources or
checking for internal consistency.
• Current - The information must be applicable to the present time. Keeping information
current requires a process of eliminating the old and adding the new. While some types of
information are more perishable than others, it is generally accepted that occupation and
education information should be reviewed and updated at least annually to be current.
• Relevant - Relevant information applies to the interests of the individuals who use it for
the decisions they are facing. It should reduce a person’s uncertainties about work and
education while facilitating choice and planning. Since we live and work in local labor
markets rather than in national ones, the better the description of local conditions, the
more relevant it is to us. State and local information is usually more valuable than
national.
• Specific - For information to be specific, it must contain concrete facts. General
observations are often interesting and can provide a background for further analysis, but
specific facts are essential to realistic planning and decision making.
• Understandable - People using information must be able to comprehend it before they
can use it.Data must be analyzed and converted into words. The content of the message
should avoid ambiguities and be informative to the intended audiences.
• Comprehensive - The information should include all the important categories within its
scope of coverage. In CIS that includes the full range of occupational opportunities, their
related educational programs of study and training, and the schools that offer them as the
core. Related to that is information about money for school, looking for work, employers
and industries, working for yourself, and so on.
• Unbiased - This characteristic is about the motivation or purpose for which the
information is being produced and delivered. It is unbiased when the individual or
organization delivering the information has no vested interest in the decisions or plans of
the people who are receiving the information.
• Comparable - The information presented should be of uniform collection, analysis,
content, and format so that you can compare and contrast the various occupations,
programs of study, and schools.

These are some of the most important qualities that quality resources strive to achieve in
making information useful for planning and decision-making. Information obtained from
lots of sources creates a better picture and is more likely to result in successful career
decisions and sound educational plans. Though it can sometimes be confusing and even
conflicting, each source has its own unique strengths and limitations.
28.5.3 Proposed Quality Matrices
In an attempt to deal with this natural phenomenon, qualified professionals primarily
representing the researchers’ guild, have at one point or another identified particular
metrics for information quality. They could also be described as ‘quality traits’ of
information, since they’re not so easily quantified, but rather subjectively identified on an
individual basis.
Authority/Verifiability: Authority refers to the expertise or recognized official status of
a source. Consider the reputation of the author and publisher. When working with legal or
government information, consider whether the source is the official provider of the
information. Verifiability refers to the ability of a reader to verify the validity of the
information irrespective of how authoritative the source is. To verify the facts is part of
the duty of care of the journalistic deontology, as well as, where possible, to provide the
sources of information so that they can be verified Scope of Coverage: Scope of coverage
refers to the extent to which a source explores a topic. Consider time periods, geography
or jurisdiction and coverage of related or narrower topics. Composition and Organization:
Composition and Organization has to do with the ability of the information source to
present its particular message in a coherent, logically sequential manner.
Objectivity: Objectivity is the bias or opinions expressed when a writer interprets or
analyze facts. Consider the use of persuasive language, the source’s presentation of other
viewpoints, it’s reason for providing the information and advertising.
Integrity:
1. Adherence to moral and ethical principles; soundness of moral character
2. The state of being whole, entire, or undiminished
Comprehensiveness:
1. Of large scope; covering or involving much; inclusive: a comprehensive study.
2. Comprehending mentally; having an extensive mental grasp.
3. Insurance covering or providing broad protection against loss.
Validity: Validity of some information has to do with the degree of obvious truthfulness
which the information caries Uniqueness: As much as ‘uniqueness’ of a given piece of
information is intuitive in meaning, it also significantly implies not only the originating
point of the information but also the manner in which it is presented and thus the
perception which it conjures. The essence of any piece of information we process consists
to a large extent of those two elements.
Timeliness: Timeliness refers to information that is current at the time of publication.
Consider publication, creation and revision dates. Beware of Web site scripting that
automatically reflects the current day’s date on a page. Reproducibility (utilized primarily
when referring to instructive information): Means that documented methods are capable
of being used on the same data set to achieve a consistent result.
28.6 Use of Information in Different Levels of Hierarchy in an Organization

Information is a critical resource in the operation and management of organizations.
Timely availability of relevant information is vital for effective performance of
managerial functions such as planning, organizing, leading, and control. An information
system in an organization is like the nervous system in the human body:
it is the link that connects all the organization’s components together and provides for
better operation and survival in a competitive environment. Indeed, today’s organizations
run on information. The term information system usually refers to a computer-based
system, one that is designed to support the operations, management, and decision
functions of an organization. Information systems in organizations thus provide
information support for decision makers. Information systems encompass transaction
processing systems, management information systems, decision support systems, and
strategic information systems. Information consists of data that have been processed and
are meaningful to a user. A system is a set of components that operate together to achieve
a common purpose. Thus a management information system collects, transmits,
processes, and stores data on an organization’s resources, programmes, and
accomplishments. The system makes possible the conversion of these data into
management information for use by decision makers within the organization. A
management information system, therefore, produces information that supports the
management functions of an organization.
Why are there different types of Information System?
In the early days of computing, each time an information system was needed it was ‘tailor
made’ - built as a one-off solution for a particular problem. However, it soon became
apparent that many of the problems information systems set out to solve shared certain
characteristics. Consequently, people attempted to try to build a single system that would
solve a whole range of similar problems. However, they soon realized that in order to do
this, it was first necessary to be able to define how and where the information system
would be used and why it was needed. It was then that the search for a way to classify
information systems accurately began.
How do you identify the different types of Information System in an organization?
The different types of information system that can be found are identified through a
process of classification.
Classification is simply a method by which things can be categorized or classified
together so that they can be treated as if they were a single unit. There is a long history of
classification of things in the natural world such as plants or animals, however,
Information systems are not part of the ‘natural’ world; they are created and acquired by
man to deal with particular tasks and problems.
The classification of information systems into different types is a useful technique for
designing systems and discussing their application; it not however a fixed definition
governed by some natural law. A ‘type’ or category of information system is simply a
concept, an abstraction, which has been created as a way to simplify a complex problem
through identifying areas of commonality between different things. One of the oldest and
most widely used systems for classifying information systems is known as the pyramid
model;
this is described in more detail below.

How many different kinds of Information System are there?
As can be seen above, there is not a simple answer to this. Depending on how you create
your classification,
you can find almost any number of different types of information system. However, it is
important to remember
that different kinds of systems found in organizations exist to deal with the particular
problems and tasks that
are found in organizations. Consequently, most attempts to classify Information systems
into different types rely on the way in which task and responsibilities are divided within
an organization.
As most organizations are hierarchical, the way in which the different classes of
information systems are categorized tends to follow the hierarchy. This is often described
as “the pyramid model” because the way in which the systems are arranged mirrors the
nature of the tasks found at various different levels in the organization.
Information system can be classified on the basis of its level where it is used. The
information generated by their system are used at respective levels. The nature of activity
performed at a level describes nature of decision under that level which in turn describe
nature information used at that level. For example, this is a three level pyramid model
based on the type of decisions taken at different levels in the organization.

Figure 28.3 Three Level Pyramid Model
Similarly, by changing our criteria to the different types of date / information /
knowledge that are processed at different levels in the organization, we can create a five
level model.

Figure 28.4 : Five Level Pyramid Model Based on the Processing Requirement of Different Levels
in the Organization

What are the most common types of information system in an organization?

While there are several different versions of the pyramid model, the most common is
probably a four level model based on the people who use the systems. Basing the
classification on the people who use theinformation system means that many of the other
characteristics such as the nature of the task and informational requirements, are taken
into account more or less automatically.

Figure 28.5 : Four Level Pyramid Model Based on the Different Levels of Hierarchy in
the Organization

CHAPTER 29
DEVELOPMENT OF MANAGEMENT
INFORMATION SYSTEM
LEARNING OBJECTIVES

After completing this unit, you would be able to:
• Determine information requirements
• Appreciate the importance of MIS within an organization
• Learn about the factors responsible for the success and failure of MIS
• Comprehend the strategies and approaches to MIS development
• Know the steps to design and implement MIS
• Identify the impact of MIS on business performance
• Obtain the knowledge to evaluate MIS
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29.0 Introduction
The classic three tiers on which the management systems are based upon is top level
management, middle level management and the lower level management or operating
management which is based on the distinct role assignments but common goals are
mutual inter responsibilities towards optimization of the business organization’s
productivity.
Operative management is responsible for day-to-day operations and decision of middle
management. Middle management is responsible for implementing the policies and
overall plans of the top management. Top management is responsible for establishing
plans, objectives of organization and budget framework. Relevance of MIS and levels of
management can be understood better by following points:
(i) Top Level Management: The basic role of the top management is to establish the
policies, plans and objectives of the organization. Top management is also responsible for
formulation of the budget framework i.e. allocation of the resources on the basis of which
the business activities within the various segments of organization flourish.

(ii) Middle Level Management: The basic role of the middle management is to translate
the vision of the top management into a pragmatic business activity. The impetus is on
realization of optimum profit and efficiency for the organization in concurrence to the
objectives of business. The middle management operates on the parameters of cost
revenue and profit under direction from the top management. The middle management
formulates the measurement yardsticks and issues specific job schedules with specified
work plan and targets to the operating management.
(iii) Lower or Operating Level Management: The role of operating or lower level
management is to accomplish the specified tasks of production and providing services as
assigned to it as per the schedules. The mutual co-ordination amongst the three levels of
management is imperative and a controllable factor that can translate the objectives of
business entity into attainable goals.
MIS is applied at different management levels in functional areas like:
• Sales and Marketing
• Manufacturing and Production
• Finance and Accounting
• Human Resources

Figure 29.1 : MIS at Different Management Levels across Different Functional Areas

29.1 MIS within an Organization
To facilitate the management decision making at all levels of company, the MIS must be
integrated. MIS unit are companywide MIS is available for the strategic management (top
management). The top management of the company should play an active role in
designing, redeeming, modifying and maintenance of the total organization wide
management information system.
Regarding the reporting of MIS systems head, there are three views prevailing among the
thinkers and users of MIS.
(i) Reporting to Vice President Finance.
(ii) Reporting to President.
(iii)Reporting to Corporate Head of Computer Facilities.
The popular policy of MIS is under the vice president of finance, because in many
companies finance/accounting organization gained early control over the computer
centre. Therefore, MIS were conceived as controlling and decision making tool rather
than planning and decision-making tool. Under this system, there is possibility of the
distortion of the information, so the second concept, reporting to President was evolved.
(i) Reporting to President: It is most desirable and under this practice, the MIS
organization should be in line command to President which ensures free and fair flow of
information from grassroots level to top level. In addition, the possibility of distortion of
information is minimized to a great extent. However, next is to place the MIS reporting to
the corporate head of computer facilities. At this level MIS activities are being
centralized at the level under the director corporate information system or vice president
corporate information service.
(ii) Organization with in its Function: First of all .steering committee is constituted
including manager MIS, production manager, marketing manager, finance manager,
HRD manager and R and D manager. This steering committee would carryout the design
a fresh with intense managerial involvement.
Once, the first MIS has been installed, there must be an organization, which monitor it,
and keeps it running smoothly. The figure explains the permanent MIS organization
structure.
(a) Manager EDP is the inchoate of MIS departments; system manager, manager
application programming, and manager software programming assist him.
(b) System manager, the sectional head of system analysis and design, is being
assisted by senior and junior system analyst.
(c) Manager application programming is sectional head of application programming.
He is responsible for the collection feeding, editing, and processing of data
collected from different functional areas of the company. Lead application
programmers, senior application programmers and junior application
programmers assist him.
(d) Manager software programming is sectional head of software development and
planning. He is responsible for the development of software needed by the
organization i.e. for sales forecasting, inventory requirement and management,
capital expenditure evaluation and for maintaining employee’s recall etc. Level
software programmers, senior and junior software programmers, assist him.

To locate the position of information in an organization these are different procedures
followed by different business organization. Generally known forms of organization of
MIS are following:
(i) Data processing organization under a separate direction.
(ii) Data processing organization as a separate company.
(iii)As part of financial departments.
(iv) As a part of decisional department for executives level.
Factors Responsible for Success and Failure of MIS
Many organizations use MIS successfully, others do not. Though the hardware and the software is
the latest
and has appropriate technology, its use is more for the collection and storage of data and its
elementary
processing. There are some factors which make the MIS a success and some others, which make
it a
failure.
Factors Responsible for Success
If a MIS is to be success then it should have all the features listed as follows:

The MIS is integrated into the managerial functions. It sets clear objectives to ensure that
the MIS
focuses on the major issues of the business.

An appropriate information processing technology required to meet the data processing
and analysis needs of the users of the MIS is selected.

The MIS is oriented, defined and designed in terms of the user’s requirements and its
operational
viability is ensured.

The MIS is kept under continuous surveillance, so that its open system design is modified
according to the changing information needs.

MIS focuses on the results and goals, and highlights the factors and reasons for non
achievement.

MIS is not allowed to end up into an information generation mill avoiding the noise in the
information and the communication system.

The MIS recognizes that a manager is a human being and therefore, the systems must
consider all
the human behavioral factors in the process of the management.

The MIS recognizes that the different information needs for different objectives must be
met with.

The globalization of information in isolation from the different objectives leads to too
much information and information and its non-use.

The MIS is easy to operate and, therefore, the design of the MIS has such features which
make up
a user-friendly design.

MIS recognizes that the information needs become obsolete and new needs emerge. The
MIS design, therefore, has a basic potential capability to quickly meet new needs of
information.

The MIS concentrates on developing the information support to manager critical success
factors. It concentrates on the mission critical applications serving the needs of the top
management.
29.2 Factors Responsible for Failures:

Many a times MIS is a failures. The common factors which are responsible for this are listed as
follows:













29.3

The MIS is conceived as a data processing and not as an information processing system.
The MIS does not provide that information which is needed by the managers but it tends
to provide the information generally the function calls for. The MIS then becomes an
impersonal system.
Underestimating the complexity in the business systems and not recognizing it in the MIS
design leads to problems in the successful implementation.
Adequate attention is not given to the quality control aspects of the inputs, the process
and the outputs leading to insufficient checks and controls in the MIS.
The MIS is developed without streamlining the transaction processing systems in the
organization.
Lack of training and appreciation that the users of the information and the generators of
the data are different, and they have to play an important responsible role in the MIS.
The MIS does not meet certain critical and key factors of its users such as a response to
the query on the database, an inability to get the processing done in a particular manner,
lack of user-friendly system and the dependence on the system personnel.
A belief that the computerized MIS can solve all the management problems of planning
and control of the business.
Lack of administrative discipline in following the standardized systems and procedures,
wrong
coding and deviating from the system specifications result in incomplete and incorrect
information.
The MIS does not give perfect information to all the users in the organization.

Developing MIS
MIS is not just about implementing a system but it is all about providing the right
information to the recipient either it is derived from a system or otherwise. The actions that are
taken to create an information system that solves an organizational problem are called system
development. These include system analysis, system design, programming, testing, conversion,
production and finally maintenance. These actions usually take place in that specified order but
some may need to repeat or be accomplished concurrently.
System analysis is accomplished on the problem the company is facing and is trying to solve with
the
information system. Whoever accomplishes this step will identify the problem areas and outlines
a solution through achievable objectives. This analysis will include a feasibility study, which
determines the solutions feasibility based on money, time and technology. Essentially the
feasibility study determines whether this solution is a good investment. This process also lays out
what the information requirement will be for the new system.
System design shows how the system will fulfill the requirements and objectives laid out in the
system
analysis phase. The designer will address all the managerial, organizational and technological
components
the system will address and need. It is important to note that user information requirements drive
the building effort. The user of the system must be involved in the design process to ensure the
system meets the users need and operations.
Programming entails taking the design stage and translating that into software code. This is
usually outsourced to another company to write the required software or companies buy existing

software that meets the systems needs. The key is to make sure the software is user friendly and
compatible with current systems.
Testing can take on many different forms but is essential to the successful implementation of the
new system.
You can conduct unit testing, which tests each program in the system separately or system testing
which
tests the system as a whole. Either way there should also be acceptance testing, which provides a
certification that the system is ready to use. Also, regardless of the test a comprehensive test plan
should be developed that identifies what is to be tested and what the expected outcome should be.
Conversion is the process of changing or converting the old system into the new. This can be
done in four ways:
 Parallel Strategy – Both old and new systems are run together until the new one functions
correctly (this is the safest approach since you do not lose the old system until the new
one is “bug” free).
 Direct Cutover – The new system replaces the old at an appointed time.
 Pilot Study – Introducing the new system to a small portion of the operation to see how it
fares. If
good then the new system expands to the rest of the company.
 Phased Approach – New system is introduced in stages.
In order to implement the conversion, organization must document the good and bad during the
process to
identify benchmarks and fix problems. Conversion also includes the training of all personnel that
are required to use the system to perform their job.
29.4 Approaches to MIS Development
In order to make sure that the systems are analyzed and designed efficiently and
effectively, it is essential to adopt a suitable model, for which a basic understanding of various
system development approaches/models currently in use, is a must. In a system development
effort, the goal is to produce high quality software. As has already been discussed, the
development process consists of activities, namely,
a)
Investigation.
b)
Analysis.
c)
Design.
d)
Construction/coding.
e)
Implementation.
f)
Maintenance.
There are some methods by which we develop a management information system:
 System Approach: It is used when the organization is very small.
 Top Down Approach: In this approach top management is the whole sale in-charge for the
different activities of the system.
 Bottom Up Approach: It is started from the lowest level in a hierarchy. All the lowest levels
are combined to form the middle level are combined to form the top level or the system.
 End User Approach: In this approach end user is responsible for system development. It is a
low cost technology.
 Integrative Approach: In this approach evaluation, modification, etc. continues till a final
design is acceptable to all levels.
 Prototyping Approach: In this approach first we develop a small or pilot version of the system.
 Pilot version is also known as prototype.



Traditional Approach: In this approach activities are performed in sequences. When a activity
is completed then the new one is started.

CASE: Computer aided system engineering; concept was introduced by Wangler in 1993. He has
given
the concept from business modeling and requirements capture for development tools. The concept
of CASE
is includes compilers project management tools and even editors. This modeling tool is usually
used to
support early phases of ISD (information system development).
29.5
Designing MIS
A general approach has to be followed to design develop a suitable system that can fulfill the
requirements of the organization. Here requirement means the function and decision making
techniques etc. Data is generated at different levels of management, that becomes

information and now this information is helpful in making decisions. There are many
steps which are taken in designing an MIS, they are as follows:
(i) Identifying Information: In this step we have to be known the exact problem and the
requirement of organization for which the system has to be made. If the objective is not
well defined then the design will not exact, what an organization want. Objectives help in
framing various plans and to achieve each objective we need some information.
Following steps are necessary to consider this phase of process:
a) Asking queries about the requirement.
b) Initiating the information requirement.
c) Suggesting interpretations of that requirement.
d) Explain in detail the original statement.
e) Review the requirements.
(ii) Determining Objectives: Users have to define system objectives in terms of
information. Objectives
are known by asking following questions:
a) What is the purpose of MIS system?
b) What is it expected to do?
c) What are the users and what are their objectives?
d) Why the system is needed?
(iii) Identifying System Constraints: System constraint means the restriction under
which objectives
may be achieved. These constraints are created by the designer or the end uses.
Constraints are of
two types: internal and external.
Following are internal constraints:
a) Top management support.
b) Cost and resources.
c) Manpower and availability.
d) Organizational Policy.
e) Acceptance.
Following are external constraints:

a) Ordered entry.
b) Billing.
c) Government policies.
(iv) Determining Information Needs and Resources: To design the system first we
have to find the information needs to achieve the objectives. After finding the
information needs, we have to find the resources. Sources of information are of two
types: internal and external. Internal sources of information are found in form of file
records, letters, and reports etc. External sources of information are found in form of
personal interviews of managers, trade publication, personal interaction with
decision makers, and government publication etc.
(v) Developing Alternative Conceptual Designs: Skelton of MIS is the conceptual
design of an MIS. Conceptual design is the restrict form of detailed design. Conceptual
design of an MIS consists of many items such as type of information flow, channels
through information is passing, and role of decision makers etc. Evaluation of alternative
system is done by following methods:
a) Prepare a cost-effectiveness data for the systems, for quantified comparison.
b) Compare performance of conceptual design with respect to objectives of system
developed earlier.
c) If none of the methods provide a preferred design then expand the conceptual designs.
(vi) Preparing the Reports of Conceptual Design: This report consists the expenditure of funds,
possible changes in an organization set-up, summary of problems, objectives of system, nature of
system, reason why this concept was selected over others, resources required to design the system
and resources required for implementation.
29.6 Implementation of MIS
Implementation is a process of planning a newly developed MIS into operation or functioning at
the user’s workstation. Steps to implement MIS are:
(i) Planning for Implementation: Planning involves identifying various activities such as
deciding the sequence for the activities and estimating the time needed for each activity
that is required to implement MIS. To specify and describe the planning, various tools can
be used such as Gantt Charts and Network Diagram or CPM (Critical Path Method).
(ii) Acquisition of Facilities and Space Planning: To implement MIS at the users
workstation, various facilities such as office, computer room and computer library are
required. Therefore, the MIS managers also need to do space planning. The MIS managers
also need to decide the location of the computer room and its safety and security factors.
(iii) Developing MIS Organization and Procedure: Now MIS manager starts recruiting other
required human resources for the MIS. The MIS manager also starts developing
procedures for various other activities such as evaluating and selecting hardware and
buying or developing required software.
(iv) User Training: For successfully implementing MIS, the MIS manager must arrange
training for the users according to the user’s requirement.
(v) Acquisition of Hardware and Software: Immediately after deciding the MIS design
specifications, the process of purchasing or developing the required hardware and software
starts. The MIS manager should ensure that the prerequisite such as computer room,
electric connections and communication lines, required to install the hardware are

fulfilled. The MIS manager should also ensure that other consumables such as papers and
optical media are available as required.
(vi) Creating Forms and Database: Database is used to store data, and forms are used for
transmitting data. Forms are used to input data to MIS also receive the output data from
the MIS. Therefore, database and forms must be generated for the MIS and these database
and forms are generated in context of the entire MIS.
(vii) Testing: Testing is a process that is performed to find out whether or not each and every
element of MIS such as equipments, programs and forms, are working according to their
design specifications.
(viii) The testing also calculates accuracy, range of inputs, frequency of inputs, operating
conditions and reliability factors of the MIS.
(ix) Change Over: after performing the testing, the last step is to put the MIS at the user’s
workstation. The process of placing the newly developed MIS at the workstation differs
depending on the following two situations:
a) Placing only the new MIS system.
b) Replacing an existing MIS system by the new one.
This is the one process for implementation of MIS. For better understanding the differentiated
process of
MIS implementation, here we have another one process. In which implementation plan for which
consist of the following steps:













Prepare organizational plans.
Planning of flow of work.
Training of personnel.
Software development.
Acquiring computer hardware.
Design the format for data collection.
Data files construction.
Parallelization of common operation of new and old system.
Phasing out the old system and inducting the new system.
Testing of new system.
Evaluation of new system.
Maintenance and control of new system.

29.7 Impact of MIS
The impact of MIS on the functions is in its management. With a good MIS support, the
management of
marketing, finance, production and personnel becomes more efficient, the tracking and
monitoring the
functional targets becomes easy. The functional managers are informed about the progress,
achievements
and shortfalls in the activity and the targets. The manager is kept alert by providing certain
information
indicating the probable trends in the various aspects of business. This helps in forecasting and
long-term
perspective planning. The manager’’ attention is brought to a situation which is exceptional in
nature,
inducing him to take an action or a decision in the matter. A disciplined information reporting
system creates a structured database and a knowledge base for all the people in the organization.

The information is available in such a form that it can be used straight away or by blending and
analysis, saving the manager’s valuable time.
The MIS creates another impact in the organization which relates to the understanding of the
business itself.
The MIS begins with the definition of a data entity and its attributes. It uses a dictionary of data,
entity and attributes, respectively, designed for information generation in the organization. Since
all the information systems use the dictionary, there is common understanding of terms and
terminology in the organization bringing clarity in the communication and a similar
understanding of an event in the organization.
The MIS calls for a systemization of the business operations for an effective system design. This
leads to
streamlining of the operations which complicate the system design. It improves the administration
of the
business by bringing a discipline in its operations everybody is required to follow and use
systems and
procedures. This process brings a high degree of professionalism in the business operations.
Since the goals and objective of the MIS are the products of business goals and objectives, it
helps indirectly to pull the entire organization in one direction towards the corporate goals and
objectives by providing the relevant information to the people in the organization.
A well designed system with a focus on the manager makes an impact on the managerial
efficiency. The
fund of information motivates an enlightened manager to use a variety of tools of the
management. It helps him to resort to such exercises as experimentation and modeling. The use of
computers enables him to use the tools and techniques which are impossible to use manually. The
ready-made packages make this task simpler. The impact is on the managerial ability to perform.
It improves the decision making ability considerably.
29.8 Evaluation of MIS
The Management Information System Evaluation Process assesses the maturity of a given
Management
Information System, that is, the degree to which they are defined, implemented, evaluated and
continuously improved. It takes time for a system to be developed and fully deployed – the point
at which behavioral and performance results are realized. The life cycle of a Management
Information System consists of five phases of maturity:
 Development: documentation of policies and procedures
 Implementation: Policies and procedures are put into use
 Verification: Demonstrated wide-spread use and acceptance
 Behavioral Impacts: Change in culture, attitudes, and work habits
 Performance Results: Improved operational performance
Management Information Systems are evaluated against three criteria:
 Definition,
 Implementation,
 Planning,
 Assessment & Improvement.
Definition
The Development Phase of system maturity is captured primarily in the Definition criteria; the
other phases are captured jointly by the Implementation and Planning, Assessment &
Improvement criterion.

Definition
refers to how the MIS is designed. What processes/functions are included, are all roles and
responsibilities defined and assigned; are responsible personnel properly trained and educated?
Approaches should respond
to all internal and external drivers, be consistent across similar activities, reflect a systematic
response to
changes in requirements, and be aligned with other MIS and operations. The Sub-elements of
Definition
are Documentation, Requirements Management, and Alignment.
 Documentation: This refers to the degree to which the MIS Processes, Responsibilities,
Controls and related procedures are codified/published and periodically reviewed and
updated to reflect changing requirements. The point of this sub element is that whatever the
format of the control, the document is reviewed and kept current in a systematic manner.
 Requirements Management: This refers to the degree to which the MIS responds to
applicable changes in internal and external requirements. There should be a defined process
for reviewing potential and pending changes, analyzing their impact and implementing
appropriate changes in the operation of the MIS.
 Alignment/Integration: This refers to the degree to which the MIS is aligned with the other
MIS programs. References and links to other MIS need to be correct. Processes of one MIS
should not conflict with those of other MIS. Also, a MIS should use to processes of other
MIS and Programs to avoid duplication of activities.
Implementation
Implementation refers to how well the processes and functions of the system are being
followed/used, and
how the MIS gathers information from users and stakeholders about the processes and functions.
Are all
Departments/Divisions working within the MIS? If not, what parts/programs are not, and why?
Also
included is information about feedback – what kind of feedback is being received regarding the
MIS? Are
planning and decision making processes being affected appropriately to meet the requirements of
the MIS?
The Sub-elements of Deployment/Implementation are Awareness, Implementation/Integration,
and Feedback.
 Awareness: This refers to the degree to which employees, guests and visitors are aware of
the functions of the MIS and their role in working within the system.
 Implementation: This refers to the degree to which employees, guests, and visitors are
performing activities and following the processes of the MIS.
 Acceptance Indicators: This refers to how the MIS gather information about the
awareness and implementation of the processes. What do they do with that information?
How is it incorporated into the MIS? What is the satisfaction level of the users and
stakeholders with those processes? Is the system effective, are some things “falling
through the cracks”, are the requirements/paperwork/ controls too onerous or inefficient?
Do users have the training to get the most out the system, as well as work within its
expectations?
Planning, Assessment & Improvement

This criterion refers to the planning, assessment and improvement processes used to continually
monitor/
improve the MIS. What operational performance information is used and how improvements are
made.
Again, the focus is on a consistent process for accomplishing these tasks. One goal/benefit of
having a
robust Planning, Assessment and Improvement process is to use that to work for a reduction in
external
assessments. The Sub-elements of this criterion are Assessment/ Operational Performance, and
Improvement.
 Planning: This element refers to the degree, scope and regularity of the planning process.
Is planning both for the short and long term? Does it take into consideration Lab level
goals/initiatives as well as Critical Outcomes, stakeholder input and external drivers?
How are resource needs considered?
 Assessment: This refers to the degree to which there is a periodic review of the processes,
functions and activities within the MIS. The term assessment should be interpreted very
broadly to include any activity that provides information about the performance of the
MIS – from formal audits and assessments to facility walk-through, to the review of
performance metrics, to discussions with stakeholders, to customer satisfaction surveys.
Also included is Operational Performance - quantitative data indicating how the MIS is
performing and includes items such as Critical Outcome performance, customer
satisfaction ratings, training and qualification statistics, trends based on assessment
results/ findings and corrective actions. It also includes operational metrics, as applicable.
 Improvement: This refers to how improvements are made based on assessment results,
operational performance indicators, and feedback from stakeholders. What is the process
for determining appropriate improvements and/or corrective actions, prioritizing
improvements? How is the implementation of improvements tracked to closure and
evaluated for effectiveness? Is worker and customer input solicited in the development
and implementation of improvements? Are lessons learned from the experiences of other
organizations, both on-site and off-site reviewed/applied as appropriate? Are lessons
learned from the operation of this MIS shared as appropriate?
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30.0 Objectives
After completing this unit, you would be able to:
• Learn and appreciate Management Information System (MIS), their importance and
characteristics;
• Follow various types of MIS;
• Determine the enterprise applications of MIS;
• Discover the advantages and limitations of MIS.

30.1 Introduction : Levels of Information
Information can be categorized in different levels accordingly. These levels are based on
the levels of management and their functions. So according to different management
levels, information can be categorized as:
(i) Strategic Information: It helps in making strategy for a company for future. It may
be for around years or may exceed.
(ii) Tactical Information: As the name suggest it helps to lay out tactics for period of
around 1-4 years. It lays foundation or base to take decision related to implementation of
strategic plans.
(iii) Operational Information: It deals with allotting the task and responsibility to the
individuals. The individuals are explained and told about the goals of the company and
their department. This information may also contain the details of employees.

(iv) Scheduling Information: It helps in planning day to day work of individuals and
their department.
It may include, responsibilities, time frame of the task.
However, need for information in management system can be extrapolated reviewing
with following points:
i. The fundamental tasks or the organizational goals of the management.
ii. The fundamental functions of the management seeking the objectives to fulfill and
implement basic tasks.
iii. Deciphering the role of the flow of information (communication) within a
management process.
Characteristics or Economics of Information
Economy, value and characteristics are the three words that are inter-related and are of great
importance.
Economy or value of information is judged on the basis of characteristics. If the information
obtained by the
users has the following characteristics then it is of great value to him:
(i) Timeliness: This means on time, if the information you received at the time that is usable to
you but
in a situation when you not got information on time, may be possible the information will be a
waste
to you.
(ii) Availability: The information should be available when and whenever required. Some time it
might
happen that a person who receives information is new, and then it is of great importance for him.
(iii) Accuracy: The information obtained should be error free and correct. Because incomplete or
faulty information may result in great losses to the company.
(iv) Adequacy: Adequacy of information is used to determine that the information presented to
the
MIS is adequate as per the information required by an organization. Adequacy of information
also
insures that a report that a report generated in an organization represents complete picture of
operational processes in execution.
(v) Presentation: The information should always be presented in more meaningful manner, as it
becomes
clearer, valuable and adds meaning to it.
30.2 Role of Information Systems in Business
Study of information system has become a necessarily in business field. Below we give some
main reasons for studying it in business. Information system in business is as much important as
the other subjects like accounting, finance, operation research, marketing, human resource
management etc. Information systems have become an important part of successful businesses.
So it becomes an essential field of study in business management. To understand the different
functional area in business, it is necessary to have a basic understanding of information system.
An information system is an arrangement of people, data, processes, interfaces, networks and
technology that interacts to support and improve both day to day operations in a business as well
as support the problem-solving and decision-making needs of management.
An information system collects, processes, analyzes and disseminates information for a specific
purpose.

Any business firm requires physical resources such as men, machines, materials and money for its
functioning. In addition to these, an abstract resource, information, is also needed for the
functioning of a business organization. Employees working in an organization need to use
information. Information has to be managed effectively in the same manner just like any other
resource. For managing the information effectively, it is essential to know when and what
information to acquire, how to use it and when to discard it. Information has a cost. Therefore,
handling of information cannot be ignored. Managing information is called information
management and the systems used to present information in the required from are called
information systems. Information system plays three vital roles in the field of business. That is,
they support business operations, strategic advantages and managerial decision making of an
organization. Those three roles are described below:
(i) Business Operation: It provides the record of customer purchase, keep track of inventory,
record
of pay of employees and evaluates sales trends, etc.

(ii) Managerial Decision Making: After analyzing all the stored records helps the
manager to make better decisions.
(iii) Strategic Advantages: It is not only based on managerial decision but also keeps
them looking for ways to gain advantages over the other retailers in the competition.

Figure 30.1 : Information Systems in Business

30.3 Information Systems Challenges
Although information technology is advancing at a blinding pace, there is nothing easy or
mechanical about building and using information systems.

There are five major challenges confronting managers:
• The Information Systems Investment Challenge: Not all companies realize good
returns from information systems investments. It is obvious that one of the greatest
challenges facing managers today is ensuring that their companies do indeed obtain
meaningful returns on the money they spend on information systems. It’s one thing to use
information technology to design, produce, deliver, and maintain new products. It’s
another thing to make money doing it. How can organization s obtain a sizable payoff
from their investment in information systems? How can management ensure that
information systems contribute to corporate value?
• The Strategic Business Challenge: Despite heavy information technology
investments, many organizations are not realizing significant business value from their
systems, because they lack — or fail to appreciate—the complementary assets required to
make their technology assets work. The power of computer hardware and software has
grown much more rapidly than the ability of organizations to apply and use this
technology. To benefit fully from information technology, realize genuine productivity,
and become competitive and effective, many organizations actually need to be
redesigned. They will have to make fundamental changes in employee and management
behavior, develop new business models, retire obsolete work rules, and eliminate the
inefficiencies of outmoded business processes and organizational structures. New
technology alone will not produce meaningful business benefits.
• The Globalization Challenge: The rapid growth in international trade and the
emergence of a global economy call for information systems that can support both
producing and selling goods in many different countries. In the past, each regional office
of a multinational corporation focused on solving its own unique information problems.
Given language, cultural, and political differences among countries, this focus frequently
resulted in chaos and the failure of central management controls. To develop integrated,
multinational, information systems, businesses must develop global hardware, software,
and communications standards; create cross-cultural accounting and reporting structures;
and design transnational business processes.
• The Information Technology Infrastructure Challenge: How can organizations
develop an information technology infrastructure that can support their goals when
business conditions and technologies are changing so rapidly? Many companies are
saddled with expensive and unwieldy information technology platforms that cannot adapt
to innovation and change. Their information systems are so complex and brittle that they
act as constraints on business strategy and execution.
• Ethics and Security: How can organizations ensure that their information systems are
used in an ethically and socially responsible manner? How can we design information
systems that people can control and understand? Although information systems have
provided enormous benefits and efficiencies, they have also created new ethical and
social problems and challenges. A major management challenge is to make informed
decisions that are sensitive to the negative consequences of information systems as well
to the positive ones.

30.4 Management Information Systems
When information systems are designed to provide information needed for effective
decision making by managers, they are called management information systems. MIS is a

formal system for providing management with accurate and timely information necessary
for decision making. The system provides information on the past, present and project
future and on relevant events inside and outside the organization. It may be
defined as a planned and integrated system for gathering relevant data, converting it in to
right information and supplying the same to the concerned executives. The main purpose
of MIS is to provide the right information to the right people at the right time.
The Concept of management information systems originated in the 1960s and become the
byword of almost all attempts to relate computer technology and systems to data
processing in business. During the early 1960s, it became evident that the computer was
being applied to the solution of business problem in a piecemeal fashion, focusing almost
entirely on the computerization of clerical and record – keeping tasks. The concept of
management information systems was developed to counteract such in efficient
development and in effective use of the computer. The MIS concept is vital to efficient
and effective computer use in business of two major reasons:
• It serves as a systems framework for organizing business computer applications.
Business applications of computers should be viewed as interrelated and integrated
computer – based information systems and not as independent data processing job.
• It emphasizes the management orientation of electronics information processing in
business. The primary goal of computer based information systems should be the
processing of data generated by business operations.
A management information system is an integrated man – machine systems that provides
information to support the planning and control function of manager in an organization.
The output of an MIS is information that sub-serves managerial functions. When a
system provides information to persons who are not managers, then it will not be
considered as part of an MIS. For example, an organization often processes a lot of data
which it is required by law to furnish to various government regulatory agencies. Such a
system, while it may have interfaces with an MIS, would not be a part of it. Instances of
such systems are salary disclosures and excise duty statements. By the same token to
sophisticated computer – aided design system for engineering purposes would also not be
a part of an MIS.
Generally, MIS deals with information that is systematically and routinely collected in
accordance with a well-defined set of rules. Thus, and MIS is a part of the formal
information network in an organization. Information that has major managerial planning
significance is sometimes collected at golf courses. Such information is not part of MIS;
however, one- shot market research data collected to gauge the potential of a new product
does not come within the scope of an MIS by our definition because although such
information may be very systematically collected, it is not collected on a regular basis.
Generally, MIS is concerned with planning and control. Often there are elaborate systems
for information that assists operations. For example, the car manufacturer will have a
system for providing information to the workers on the shop floor about the job that
needs to be done on a particular batch of material. There may be route sheets, which
accompany the rate materials and components in their movement through various
machines. This system per se provides only information to support operation. It has no
managerial decision-making significance. It is not part of an MIS. If, however, the system
does provide information on productivity, machine utilization or rejection rates, then we
would say that the system is part of an MIS. According to James A.O’ Brein,

Management Information Systems, also called information reporting systems, were the
original type of management support systems, and are still a major category of
information systems.
MIS produce information products that support many of the day-to-day decision making
needs of management. Reports, displays, and responses produced by such systems
provide information that managers have specified in advance as adequately meeting their
information needs. Thus, Management Information System (MIS) is an Information
System that generates accurate, timely and organized information to help managers make
decisions, control processes, solve problems, supervise activities, and track progress. MIS
are often integrated with transaction processing systems and other information systems.

Figure 30.2 : Management Information Systems
Need of Management Information Systems
The management needs to know happenings in the company. However they should not be
overburdened
with too much operational and transactional data. The data should be processed into information
i.e.
analysis, summary, and exception reporting. The bottom line is that the information systems
should enable
them to implement, control, and monitor plans, strategies, tactics, new products, new business
models or
new business ventures. The reporting should be made periodically. They, should however be
alerted
immediately when significant events occur.
Management needs to get information for:
• Activity forecasting
• Monitoring Performance
• Customer satisfaction
• Setting revenue goals
• Market penetration

• Cost
MIS aids in decision making such as:
• Setting earnings targets
• Making business continuity plans
• Compensation plans
• Performance measures
Objectives of Management Information Systems
When any organization wishes to establish the MIS, it must be very clear about the need of
information
required by the different levels of management. Following are the reasons for objectives for
adoption of the MIS in any organization:
• To provide the logical support in decision making, in both structured and unstructured problems
• To provide information for planning, organizing, and controlling purposes.
• To store and manage data efficiently from all the functional areas of business.
• To process the collected data and derive information out of them.
• To provide information quickly as and when required.
• To reduce the risk and uncertainties in the managerial decision making.
• To collect and store the data for purpose of internal research and development.
• To assist in identifying the managerial problems and their solution.
• To provide information regarding work force planning.
• To smooth up the flow of data through various levels of the organization.
• To speed up the execution of the results with the reliable data available.
• To provide information regarding production and inventory.
• To provide the information regarding the financial health of the business organization.
• To provide information regarding sales and other marketing aspects i.e. product, price,
promotion,
market, physical distribution, payment collection, market segmentation etc.

• To help in highlighting the critical factors.
• To provide information at all management levels.
Importance of Management Information Systems
In present business organization, MIS play a very important role. It is a process of
collection and storing the data useful for organization. Executives retrieve these data,
when required and processed them for generating information. Executives determine the
future course of action of organization over the long and short term periods. The
responsibility of corporate executives is decision making, laying down policy, planning,
organizing, directing, controlling, communicating, motivating, evaluating and gathering
things done to meet the overall objectives of organization. MIS provides the information
regarding all these aspects of managing business.
In this context, the following points can summarize the importance of MIS:
• Information primarily geared to assist managerial decisional process and control.
• Flexibility of an information system to incorporate future requirements of management
on need
basis.
• Basic function of MIS, it helps in minimizing risk in decision making.
• It processes the data and derives information about the various aspects of business.
• It helps the executives to avail the information regarding the functional areas quickly.

• The database of MIS helps in conducting research. The data stored can be used as
secondary data.
• It provides sound information regarding the financial health of business organization.
• It helps in preparing various corporate reports for the analysis of final performance
either in financing or in marketing.
• The data regarding production helps the production manager in deciding about capacity
utilization, number of rejection per batch, frequency of break down, status of shipment of
processed order and product, region wise.
• It provides information regarding inventory position, and ensures that the chances of
inventory out of stock may be minimized.
• It provides timelines of Information (delayed information may be contrived or obsolete
and therefore useless for decision making process).
• It helps the HRD manager in finding the requirement of the human resource, their
wages and salary, PA (Performance Appraisal), training, promotion, absenteeism and
employees turnover, which is useful in drafting sound HRP (Human Resource Policies).
At present, every business organization is giving due importance to IT department and
focusing the MIS part. The credit of growth and development of many of business
organizations goes to selection of right MIS. If organization underestimates the
importance of MIS, they may have greater changes of generating negative profit.
Managers can receive information at their workstations that support their decision
making activities. This information takes the forms of periodic, exception, and demand
reports and immediate responses to inquiries. Application programs and database
management software provide access to information in the corporate database of
organization.
Pre-requisites of an Effective MIS
An effective MIS means the information system which is highly supportable and flexible
for higher level management in strategy formation. Essential requirements of an effective
MIS are following described:
(i) Qualified systems and management staff.
(ii) Control and maintenance of MIS in integrated environment.
(iii) Common database for all users by a good network.
(iv) Understanding a better evolution process for MIS architecture.
(v) Proper support and monitoring by top management.
(vi) Expert’s advice and system audit with proper schedule.

30.5 MIS: A Control and Tool Device
The process of management requires a lot of data and information for execution of the plan. The
decisions
or actions are prompted due to the feedback given by the control system incorporated in
management
system. The control of overall performance is made possible by way of budget summaries and
reports. The summery showing sales, cost profit and return on investment throw light on the
direction of organization is moving to. The exception reports identify the weakness in the system
of management.
The MIS should provide the support to act and to act decisively. It should support management in
terms of basic business information at the corporate level and meet the specific needs of the
managers. It should

highlight on the critical success factor (CSF) and support key areas of management. MIS should
have,
wherever possible, decision support system (DSS) to help the manager in decision making.
Modern Management systems rely on MIS. The complexity of business management and
competitive
nature of business requires handling of business operations with skill and foresight to avert the
crisis. Modern business management (MBM) requires shift from the traditional control to
managerial and realistic control. MBM has become more technology oriented wherein the
manager is required to be up-to-date on technological advancement, not only in his field of
operations but also in other technologies. A good MIS is designed for such a support is absolutely
essential. MIS is a tool for effective execution of management process, or as a controlling device.
30.6 Characteristics of MIS
It should be apparent that information systems are vital to company operation. It can be said that
today few, if any, enterprises –can operate without information systems. The first step in
understanding their potential impact on the business operation is to break through the semantic
barriers. Few important characteristic are explained below:
• Business Driven: A fundamental tenet of meaningful and successful Information System (IS) is
that it be driven by the business and not the other way around. The plans of IS must be linked to
the overall business plans of the enterprise. The strategies of the corporation must set the IS
priorities.
• Management Oriented/Directed: This is most significant characteristic of managing with
information. The system is designed from the top down. This does not mean that the system will
be geared to providing information directly to top management; rather, it means that the system
development starts from an appraisal of management needs and overall business objectives.
Because of management orientation of IS, it is imperative that management actively direct the
system development efforts. In terms of the preceding examples, management must determine
what sales information is necessary to improve its control of management operations.
• Integrated: Integration of information subsystem provides more meaningful management
information.
One can start an IS by attacking a specific subsystem, but unless its place in the total system is
realized and properly reflected, serious shortcomings may result. Thus an integrated system that
blends information from several operational area is necessary element of IS.
• Common Data Flows: Because of integration concept of IS, there is an opportunity to avoid
duplication and redundancy in data gathering, storage and dissemination. System designers are
aware that a few key source document account for much of the information flow and affect many
functional areas.
• Flexibility and Ease of Use: Despite of careful analysis of management information needs, it is
impossible to predict what is desired in three to five year hence. This is true in most industries,
and especially in industries with rapid change patterns. It is native to think that anyone possesses
the omniscience to predict the future.
• Data Base: The database is the mortar that holds the functional systems together. Each system
requires access to a master file of data covering inventory, personnel, vendors, customers, general
ledger, work in process and so on. If the data is stored efficiently and with common usage in
mind, one master can provide the data needed by any of the functional systems.
• Distributed System: The majority of companies implementing IS have a geographic network of
sales offices, distribution points, manufacturing plants, divisions and subdivisions etc. Some of
these entities are operated in completely independent fashion and therefore, may not be a part of
integrated Information System (IS). In order to create an effective IS without arbitrary geographic
boundaries, some form of Distributed Systems (DS) is necessary.

• Feedback System: A MIS should provide feedback about its own efficiency and effectiveness.
The reporting of computer malfunctions and transaction processing error rates is a simple
example of their feedback.
• Information as a Resource: The Information Resource Management (IRM) concept is overriding
philosophy. Pervading the entire organization must be the concept that information is valuable
resource, particularly in management control and strategic planning areas, and must be properly
managed.

30.7 Classification of MIS
The discipline of MIS is in its evolutionary stage. MIS is a concept, which is a matter of
degree rather than an absolute one. In management, there are perhaps few other areas
other than MIS which have evoked such a controversy. Over the years, it has evolved
from an elementary concept to an advanced discipline of today. Following are the points
of MIS classification:
(i) Operation Support Systems: As and when they take place in an organization, data,
which is byproduct of a transaction, is generated. Also, business operations are carried
out using data. In order to process such data, information systems are required, which are
called operations support systems. These systems produce various types of information
products for internal and external use. However, such systems do not lay emphasis on
producing the specific information products that can be used by the managers. Following
are a brief description of various forms of operations support systems:
(a) Transaction Processing Systems: As the name indicates, transaction processing
system (TPS) records and process data, and produces reports. It represents the automation
of the fundamental, routine processing used to support business operations. It does not
provide any information to the user for his/her decision making. These systems process
transactions either in batch processing or in real time processing.
(b) Process Control Systems: The systems which monitor and control physical process
physical are known as process control system (PCS). For example, pharmaceutical
manufacturing company uses electronic sensors linked to computers to monitor chemical
processes and make the required adjustments.
(c) Office Automation Systems: Office automation refers to the application of computer
and communication technology to office functions. Office automation systems are meant
to improve the productivity of managers at various levels of management by providing
secretarial assistance and better communication facilities.
(ii) Management Support Systems: MSS are the information system’ applications that
focus on
providing information and decision support for effective decision-making by managers.
There are various types of information systems that support a variety of decision making
process. Following are a brief description of various forms of management support
systems:
(a) Decision Support Systems: A decision support systems (DSS) is an information
system application that assist decision making. DSS tends to be used in planning, analysis
alternatives, and trial and error search for solutions. Such systems are generally operated
through terminal based interactive dialogues with users. They incorporate a variety of
decision models and thus are capable of performing ‘What-if’ analysis for managers.
Here is a simple Model of DSS for our better understanding.

(b) Executive Support Systems: Executive support system (ESS) is widely known as
Executive Information System (EIS) also. ESS is an extension of management
information system, which is a special kind of DSS and provides critical information
from various inter and intra sources in easy to use displays. An ESS is specially tailored
for the use of chief executive of an organization to support his decision-making.
(c) Business Expert Systems: Business expert systems (BES), which are based on
artificial intelligence (AI), are advanced information systems. Artificial intelligence may
be referred to as the capability that makes computers display intelligent, human like
behavior. Below given diagram can give you a better understanding of the concept.
(iii) General Support Systems: The above mentioned categories of information systems
have been defined on the basis of their role in operations and management of a business.
However, there are many other applications of information systems which fall in both
categories, as they provide support in operations as well as managing of the business.
Following are few examples of IS forms:
(a) Strategic Information Systems: Strategic information systems (SIS) apply
information technology to the products, services or business processes of an organization
to help the organization gain a strategic advantage over its competitor. Thus SIS can be
any kind of IS that uses IT to help an organization gain competitive advantages.
(b) Knowledge Management Systems: Knowledge management systems (KMS) are IS
those are knowledge based and, thus, support creation, organization and dissemination of
business knowledge to managers and other employees of the organization. Here is a
channel diagram for KMS.
The classification of MIS is depicted in Figure below:

Figure 30.3 : Classification of MIS

30.8 Enterprise Applications of MIS
The enterprise applications of MIS are discussed below:
• Supply Chain Management (SCM) systems enable more efficient management of the
supply chain by integrating the links in a supply chain. This may include suppliers,
manufacturer, wholesalers, retailers and final customers.
• Enterprise Systems, also known as enterprise resource planning (ERP) systems
provide an organization with integrated software modules and a unified database which
enable efficient planning, managing, and controlling of all core business processes across
multiple locations. Modules of ERP systems may include finance, accounting, marketing,
human resources, production, inventory management and distribution.
• Customer Relationship Management (CRM) systems help businesses manage
relationships with potential and current customers and business partners across
marketing, sales, and service.

• Knowledge Management System (KMS) helps organizations facilitate the collection,
recording, organization, retrieval, and dissemination of knowledge. This may include
documents, accounting records, and unrecorded procedures, practices and skills.
The enterprise applications of MIS are diagrammatically shown below:

Figure 30.4 : Enterprise Applications of MIS

30.9 Advantages of MIS
Effective management information systems are needed by all business organization
because of the increased complexity and rate of change of today’s business environment.
For example, marketing manager need information about sales performance and trends,
financial manager returns, production managers needs
information for analyzing resources requirement and worker productivity and personnel
manager requires information concerning employee compensation and professional
development. Thus, effective management information systems must be developed to
provide modern managers with the specific marketing, financial, production and
personnel information products they require to support their decision making
responsibilities. Management information systems have changed the dynamics of running
businesses efficiently. Decentralization is one of the biggest advantages; it allows
monitoring of operations at low levels and frees up resources for departmental managers
to devote time to strategic activities. Coordination of specialized projects and activities is
much better and decision makers in the organization are aware of issues and problems in
all departments.
Another advantage of MIS is that it minimizes information overload, which can be quite
common with conventional businesses in the modern era.
An MIS provides the following advantages.

• It Aids in Decision Making: The purpose of MIS is to generate synthesized and
processed information from computerized/automated and certain manual systems.
Information distribution to all levels of corporate managers, professionals and key
executives becomes quite seamless with streamlined MIS. Managers are able to make
quick, timely and informed decisions. Top management and board members can take
strategic decisions, plan future growth and business expansion activities based on the data
and information generated by MIS.
• It Facilitates Planning: MIS improves the quality of plants by providing relevant
information for sound decision–making. Due to increase in the size and complexity of
organizations, managers have lost personal contact with the scene of operations.
• It Minimizes Information Overload: MIS change the larger amount of data in to
summarized
form and thereby avoids the confusion which may arise when managers are flooded with
detailed
facts.
• MIS Encourages Decentralization: Decentralization of authority is possibly when
there is a system for monitoring operations at lower levels. MIS is successfully used for
measuring performance and making necessary change in the organizational plans and
procedures.
• It Brings Coordination: MIS facilities integration of specialized activities by keeping
each department aware of the problem and requirements of other departments. It connects
all decision
centers in the organization.
• It Facilitates Better Planning and Control: MIS has to be designed and managed in
such way
that it aggregates information, monitors the company’s activities and operations and
enhances
communication and collaboration among employees. This ensures better planning for all
activities and better ways to measure performance, manage resources and facilitate
compliance with industry and government regulations. Control helps in forecasting,
preparing accurate budgets and providing the tools and vital information to employees,
top management and business partners.
• MIS assembles, process, stores, retrieves, evaluates and disseminates the information
efficiently and effectively.

30.10 Limitations of MIS
Depending on organization deployment, usage and extraneous factors, some
disadvantages related to Management Information Systems can come to the fore.
Allocation of budgets for MIS upgrades, modifications and other revisions can be quite
tricky at times. If budgets are not allocated uniformly or as per immediate requirements,
key functionalities might get affected and benefits might not be realized consistently.
Integration issues with legacy systems can affect the quality of output and vital business
intelligence reports. Following are limitations or drawbacks of MIS:
• Change in management, exits or departures of department managers and other senior
executives has a broad effect on the working and monitoring of certain organization
practices including MIS systems. Since MIS is a critical component of an organization’s
risk management strategy and allied systems, constant monitoring is necessary to ensure

its effectiveness. Quality of inputs into MIS needs to be monitored; otherwise consistency
in the quality of data and information generated gets affected. Managers are not able to
direct business, operational and decision-making activities with the requisite flexibility.
• MIS takes into account mainly quantitative factors, thus it ignores the non-quantitative
factors like morale, attitudes of members of the organization, which have an important
bearing on the decision making process of executives.
• MIS is less useful for making non-programmed decision making. Such type of decision
is not of routine type and thus they require information, which may not be available from
existing MIS to executives.
• MIS effectiveness decreases due to frequent changes in top management, organizational
structure and operational team.
• MIS is not a substitute for effective management. It means that it can not replace
managerial judgment in making decisions in different functional areas. It is merely an
important tool in the hands of executives for decision making and problem solving.
• The qualities of the outputs of MIS are basically governed by the quality of inputs and
processes.
• MIS may not have requisite flexibility to quickly update itself with the changing needs
of time,
especially in a fast changing and complex environment.
• The effectiveness of MIS is reduced in organization, where the culture of hoarding
information and not sharing with others hold.
• MIS cannot provide tailor made information packages suitable for the purpose of every
type of
decision made by executives.

CHAPTER 31
INFORMATION SYSTEM AND THEIR
CLASSIFICATION
LEARNING OBJECTIVES

After completing this unit, students would be able to:
• Understand the concept of information system;
• Categories different components of information systems;
• Classify the various information systems;
• Focus towards the information systems and their applications in real world situations;
• Learn differentiated technological terms and their usage of the era;
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31.2 Different Kind of Information System
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31 Introduction
In the present era information systems does have wide scope and utilities for proper business
functioning. Business enterprises use information system for their regular operations and routine
reporting. Information System is a combination of two English words that are Information and
System. Information means usable allocation of data. System is still a crucial issue.
The term system has been derived from Greek language Systema which means organized
relationship among differentiated but associated elements. Existence of system is to achieve one
or more objectives which have been decided before designing of system.
“A system is an orderly grouping in interdependent components linked together according to a
plan to achieve a specific objective.” – Barry Boheam
“A system is the set of elements in the form of ideas, things and people which are interrelated
and part of a cohesive set-up, those synergies to achieve a specific goal or goals.” – Raymond
Mcleod
A system is essentially a set of elements which are interconnected or interdependent. In the same
way, business organization is a system and parts (section, division, department and functional
unit etc.) are the sub-systems, which direct the organizational efforts towards the achievement of
its objectives. Modern business has achieved a very high degree of automation and joining of
subsystems in scientific mechanical and factory manufacturing operations.
The study of system concepts has following three basic implications:
(i) A system must be designed to achieve a predetermined objective.
(ii) Interrelationship and interdependence must exist among the components.
(iii) The objectives of organization as a whole have a higher priority than the objectives of its
subsystems.

Figure 31.1 : Conceptual Design of System
Evolution of Computer Application for Information System
Information systems are virtual systems that enable management to control the operations of the
physical system of the firm.
The physical system of the firm consists of tangible resources- materials, personnel, machines,
and money. The soft virtual system consists of the information resources that are used to
represent the physical system. For example, an inventory storeroom containing inventory items is
a physical system, and the computer base inventory file is a virtual system that represents the
physical system. Figure 31.2 shows the physical system of a firm that transforms input resources
into output resources. The input resources come from the internal environment, a transformation
or process occurs, and then the output resources are returned to the same environment.
Although figure 31.2 represents a hereditary firm, it is easy to see how it fits a manufacturing
operation which raw materials are transformed into finished products. Three other physical
resources-machines, money, and human resources-flow through the system as well.

Figure 31.2 : Physical System of Business Organization

(a) Transaction Processing System: Before the computer came into existence, the firm’s virtual
systems were a combination of manual processes. Those combinations are made of key-driven
bookkeeping machines, and punch-card systems that processed the firm’s data. Data consist of
facts and figures. Which are generally unusable because of their large volume and unprocessed
in nature. Pre-computer systems processed inventory, billing data and general ledger records.
This system was able to record regular transactions of their organizations. It was natural that
these processes would become the first computer applications. After all, these processes were
well understood, and speed and accuracy were increased because of improved computer system.

Figure 31.3 : Model of a Transaction Processing System (Adopted from Raymond, 2007)
The first computer-based systems were called Electronic Data Processing (EDP) systems. Later
it is named as accounting information system (AIS). Now a day, the term Transaction Processing
System (TPS) is common. These systems share a common bond in that they process data that
reflects the functionality of the firm.
Figure 13.3 shows a model of a transaction processing system. The input, transformation, and
output elements of the physical system of the firm are at the bottom. Data processing software
transforms the data into information for the firm’s management and for individuals and
organizations in the firm’s environment. Information is processed data that is meaningful; it
usually tells users something that they did not already know; it creates a knowledge base for
users and the application for organizations.
It is important to recognize the information flow of the environment. Much of the information
produced by the TPS is intended for use by persons or organizations outside the firm.
(b) Management Information Systems: Information specialists and computer manufactures
wanted to increase computing activity, so they sought new application areas. It did not take them
long to realize that the information output of transaction processing systems left much to be
desired.
The systems were generally incapable of transforming the volumes of data into sorted,
organized,
and processed information needed by managers.
Because of consistent development, managers learned more about the computers they became
aware of the underlying logic of the processes, which they were following in solving problems.
This activity was helpful in better describing their informational needs. Information specialists
learned the basics of management and how to work with managers in designing information
systems. The information systems were redesigned so that they fit more closely to the managers’
needs. Such systems eventually became established as a major computer application area.
We can define a management information system (MIS) as a computer-based system that makes
information available to users with similar needs. MIS users usually comprise a formal
organizational entity. The information provided by the MIS describes the firm or one of its major
systems in terms of what has happened in the past, what is happening now, and what is likely to
happen in the future.
The MIS produces the information through the use of two types of software. Following are they:
i) Report Writing Software: This tool produces both periodic and special reports. Periodic
reports are coded in a programming language and are prepared according to a schedule. Special
reports are prepared in response to unanticipated information needs. Today’s database
management systems have features that quickly generate reports in response to requests for
specific data or information.
ii) Mathematical Models: This software produces information as a result of simulations of the
firm’s operations. Mathematical models describe the firm’s operations, it can be written in any
programming language. Special modeling languages make the task easier and faster.
The output information generated is used by problem solvers (both managers and professionals)
to make decisions to solve the firm’s problems.
Consider the MIS model in Figure 31.4 the database contains the data provided by the
transaction processing system. In addition, both data and information are entered from the
environment. The environment becomes involved when the firm interacts with other

organizations, like suppliers, to form an Inter-Organizational System (IOS). In that situation, the
MIS supplies information to other members of the IOS as well as to the firm’s users.

Figure 31.4 : An MIS Model (Adopted from Raymond, 2007)

Components of Information System
We are now ready to apply the system concepts we have learned to help us better understand
how an information system works. For example, we have said that an information system is a
system is a system that accepts data resources as input and processes them into information
products as output. How does an information system accomplish this? What system components
and activities are involved?
Figure 31.5 illustrates an information system model that expresses a fundamental conceptual
framework for the major components and activities of information systems. An information
system depends on the resources of people (end users and IS specialists), hardware (machine and
media), software (programs and procedures),
data (data and knowledge bases), and networks (communications media and network support) to
perform input. Processing, output, storage, and control activities that convert data resources into
information products.
This information system model highlights the relationships among the components and activities
of information systems. It provides a framework that emphasizes four major concepts that can be
applied to all types of information systems:
• People, hardware, software, data, and networks are the five basic resources of information
systems.

• People resources include end users and IS specialists, hardware resources consist of machines
and media, software resources include both programs and procedures, data resources can include
data and knowledge base, and network resources include communications media and networks.
• Data resources are transformed by information processing activities into a variety of
information products for end users.
• Information processing consists of the system activities of input, processing, output, Storage,
and control.

Figure 31.5 : Components of an Information System (Adopted from O’Brien, J. A. and Marakas, G. M.,
2007)

Information System Resources
Our basic IS 1model shows that an information system consists of five major resources: people,
hardware, software, data, and networks. Let’s briefly discuss several basic concepts and
examples of the roles these resources play as the fundamental components of information
systems. You should be able to recognize these five components at work in any type of
information system you encounter in the real world. Table 31.1 outlines several examples of
typical information system resources and products.
Table 31.1: Resources and Products of Information System

Resource and Products
People (R)
Resource

Handler
Specialist
End Users

Hardware(R)
Resources

Machines

Medias

Software(R)
Resource

Programs

Procedures

Data (R)
Resource
Network (R)
Resource

Information(P)
Project

Explanation
System
analyst,
Software
Developers, System Operators.
Anyone else who use information
systems.
Computers, Video monitors,
magnetic disk drives, printers and
optical scanners.
Floppy disks, magnetic tapes,
optical disks, plastic cards, paper
forms.
Operating system programs,
spreadsheet programs, word
processing, payroll programs.
Data entry procedures, error
correction procedures, paycheck
distribution procedures.
Product description, customers
records,
employee
files,
inventory databases.
Communication
media,
communication
processors,
network access and control
software.
Managing reports and business
documents using text and
graphics
displays,
audio
responses and paper forms.

1. People Resources: People are the essential ingredient for the successful operation of all
information systems. These people resources include end-users and Information System
Specialists (ISS).
• End users (also called users or clients) are people who use an information system or the
information it produces. They can be customers, salespersons, engineers, clerks, accountants, or
managers, Most of us are information system end users. And most end users in business are
knowledge workers, that is, people who spend most of their time communicating and
collaborating in teams and workgroups and creating, using, and distributing information.
• IS specialists are people who develop and operate information systems. They include systems
analysts, software developers, system operators, and other managerial, technical, and clerical IS
personnel. Briefly, systems analysts design information systems based on the information
requirements of end users, software developers create computer programs based on the
specifications of systems analysts, and system operators help to monitor and operate large
computer systems and networks.
2. Hardware Resources: The concept of hardware resources includes all physical devices and
materials used in information processing. Specifically, it includes not only machines, such as
computers
and other equipment, but also all data media, that is, tangible objects on which data are recorded,

from sheets of paper to magnetic or optical disks. Examples of hardware in computer-based
information systems are:
• Computer systems, which consist of central processing units containing microprocessors, and a
variety of interconnected peripheral devices. Examples are handheld, laptop, or desktop
microcomputer systems, midrange computer systems, and large mainframe computer systems.
• Computer peripherals, which are devices such as a keyboard or electronic mouse for input of
data and commands, a video screen or printer for output of information, and magnetic or optical
disks for storage of data resources.
3. Software Resources: The concept of software resources includes all set of information
processing instructions. This generic concept of software includes not only the sets of operating
instructions called programs, which direct and control computer hardware, but also the sets of
information processing instructions called procedures that people need.
It is important to understand that even information systems that don’t use computers have a
software resource component. This is true even for the information systems of ancient times, or
the manual and machine-supported information systems still used in the world today. They all
require software resources in the form of information processing instructions and procedures in
order to properly capture, process, and disseminate information to their users.
The following are examples of software resources:
• System software, such as an operating system program, which controls and supports the
operations of a computer system.
• Application software, which are programs that direct processing for a particular use of
computers by end users. Examples are a sales analysis program, a payroll program, and a word
processing program.
• Procedures, which are operating instructions for the people who will use an information
system.Examples are instructions for filling out a paper form or using a software package.
4. Data Resources: Data are more than the raw material of information systems. The concept of
data resources has been broadened by managers and information systems professionals; they
realize that data constitute valuable organizational resources. Thus, you should view data as data
resources that must be managed effectively to benefit all end users in an organization.
The concept of data as an organizational resource has resulted in a variety of changes in the
modern organization. Data that were previously captured as a result of a common transaction are
now stored, processed, and analyzed using sophisticated software applications that can reveal
complex relationships about sales, customers, competitors, and markets. In today’s wired world,
the data to create a simple list of an organization’s customers are protected with the same energy
as the cash in a bank vault. Data is the lifeblood of today’s organizations and the effective and
efficient management of data is considered an integral part of organizational strategy.
Data can take many forms, including traditional alphanumeric data, composed of numbers and
alphabets and other characters that describe business transactions and other events and entities.
Text data, consisting of sentences and paragraphs used in written communications, image data,
such as graphic shapes and figures, and photographic and video images, and audio data, the
human voice and other sounds, are also important forms of data.
The data resources of information systems are typically organized, stored, and accessed by a
variety of data resource management technologies into:
• Database that hold processed and organized data.
• Knowledge bases that hold knowledge in a variety of forms such as facts, rules, and case
examples about successful business practices.

5. Network Resources: Telecommunications technologies and networks like the Internet
intranets, and extranets are essential to the successful electronic business and commerce
operations of all types of organizations and their computer-based information systems.
Telecommunications networks consist of computers, communications processors, and other
devices interconnected by communications media and controlled by communications software.
The concept of network resources emphasizes that communications technologies and networks
are a fundamental resource component of all information systems. Network resources include:
• Communications media. Examples include twisted-pair wire, coaxial and fiber-optic cables;
and microwave, cellular, and satellite wireless technologies.
• Network infrastructure. This generic category emphasizes that many hardware, software, and
data technologies are needed to support the operation and use of a communications network.
Examples include communications processors such as modems and internetwork processors, and
communications control software such as network operating systems and Internet browser
packages.
Different Kind of Information System
Conceptually, the applications of information systems that are implemented in today’s business
world can be classified in several different ways. For example, several types of information
systems can be classified as either operations or functions.
Conceptual classification systems applications, information systems are categorized this way to
spotlight the major roles each plays in the operations and management of a business at various
levels. Let’s look briefly at some examples of such information systems categories. See figure
13.6. Operations Support Systems: information systems have always been needed to process data
generated by, and used in, business operations. Such operations support systems produce a
variety of information products for internal and external use. However, they do not emphasize
producing the specific information products that can best be used by managers; further
processing by management information systems is usually required. The role of a business firm’s
operation support system is to efficiently process business transactions, control industrial
processes, support enterprise communications and collaboration, and update corporate database.
Transaction processing systems are an important example of operations support systems that
record and process data resulting from business transactions. They process transactions in two
basic ways. In batch processing, transaction data are accumulated over a period of time and
processed periodically. In real-time (or online) processing, data are processed immediately after
a transaction occurs. For example, point-of sale (POS) systems at many retail stores uses
electronic cash register terminals to electronically capture and transmit sales data over
telecommunications links to regional computer centers for immediate (real-time) or nightly
(batch) processing.
Process control systems monitor and control physical processes. For example, a petroleum
refinery uses electronic sensors linked to computers to continually monitor chemical processes
and make instant (realtime) adjustments that control the refinery process. Enterprise
collaboration systems enhance team and workgroup communications and productivity, and
include applications that are sometimes called office automation systems. For example,
knowledge workers in a project team may use electronic mail to send and receive electronic
messages, and video conferencing to hold electronic meetings to coordinate their activities.

Figure 31.6: Classification of Information System
Management Support Systems: When information system managerial decisions such as loan
portfolio management. Knowledge management systems are knowledge-base information
systems that support the creation, organization, and dissemination of business knowledge to
employees and mangers throughout a company. Information systems that focus on operational
and managerial applications in support of basic business functions such as accounting or
marketing are known as functional business systems. Finally, strategic information systems
apply information technology to a firm’s products, services, or business processes to help it gain
a strategic advantage over its competitors.
It is also important to realize that business applications of information systems in the real world
are typically integrated combinations of the several types of information systems we have just
mentioned. That’s because conceptual classifications of information systems are designed to
emphasize the many different roles of information systems. In practice, these roles combined
into integrated or cross-functional information systems that provide a variety of functions. Thus,
most information systems are designed to produce information and support decision making for
various levels of management and business function, as well as do recordkeeping and transaction
processing chores. So whenever you analyze an information system, you will probably see that it
provides information for a variety of managerial levels and business functions.
(a) Executive Information System
Executive information systems (EIS) are information systems that combine many of the features
of management information systems and decision support systems. However, when they were
first developed, their focus was on meeting the strategic information needs of top management.
Thus, the first goal of executive information systems was to provide top executives with
immediate and easy access to information about a firm’s critical success factors (CSFs), that is,
key factors that are critical to accomplishing an organization’s strategic objectives. For example,
the executive of a department store chain would probably consider factors such as its sales
promotion efforts and its product line mix to be critical to its survival and success.
Components of an EIS: Executive workstations in an EIS are typically networked to mainframe
or midsize systems or LAN servers for access to EIS software. The EIS package works with
database management and telecommunications software to provide easy access to internal,
external, and special management database (such as multidimensional analytical databases) with
almost instantaneous response times. Executive
information systems provide information about the current status and projected trends in a
company’s critical success factors, as determined by its executive users. An analytical modeling

capability to evaluate alternatives for decision support is also provided by newer EIS packages,
as are some expect system features, such as an explain capability.
In an EIS, information is presented in forms tailored to the preferences of the executives using
the system. For example, most executive information systems stress the use of a graphical user
interface and graphics displays that can be customized to the information preferences of
executives using the EIS. Other information presentation methods used by an EIS include
exception reporting and trend analysis. The ability to drill down, which allows executives to
quickly retrieve displays of related information at lower levels of detail, is another important
capability of an EIS.

Figure 31.7: Components of EIS (Adopted from O’Brein, 1993)
Key Factors Needed For a Successful EIS: There are many factors behind a successful executive
information system. EIS requires a lot of things for its best performance. Few of these are
described following:
(i) Involvement and Commitment of Top Management: Identify a dedicated executive sponsor
with a strategic use of Information Technology (IT).
(ii) Identifying Data Sources: A successful EIS implementation depends on the availability of
accurate and complete data.
(iii) Focused Only Important things: Organization CSFs (Critical Success Factors), exception
reporting, accessing information with drill-down capability are a key to success of an EIS.
(iv) Response Time: A successful EIS will increase in use, functionality, and scope over time.
EIS has to decrease it response time according to data requirement.
(v) Computer Literacy Level of Executives: Dictates presentation format, degree of use of
graphics, text mouse, touch screen, etc. the EIS must be easy to use.
(vi) Learning Curve of Development Team: Tools to be used are key, especially if developing a
system. Familiar tools are best. Vendor support for an EIS package is essential.

(vii) Ongoing Support: EIS cannot be implemented and forgotten. Continuing support is critical
to satisfy changing needs.
(b) Management Information System
With the completion of planning process clarity in action programs, clarity in units of measure
for each activity and the time period, control finally completes the feedback system and helps an
organization accomplish its objective.
There are following three steps in controlling process with MIS paradigm:
(i) Establishing standards or measures of performance for each activity or goal.
(ii) Actual measurement of performance.
(iii) Correcting deviations of reinforcing conformity.
The following diagram pictorially demonstrates the control process in organizations as a
feedback system or you can say the tools of measurement with the help of MIS scenario.
Concept of MIS: Management Information System (MIS) is a system, which is designed to
provide information to various organizational levels, to assist them in decision making. This is
certainly not a new system. Many firms have customer information system (CIS), accounting
information system (AIS), and marketing information system also. These levels use the use the
information for purpose of decision making. As the business organization grow in complexity,
managers depend more heavily upon various external and internal sources of information. The
growing complexity of the business organizations also increases the
quantum of point at which decision must be made, Ranging from individual decision maker at
the lowest operating levels to strategic decision-maker. Few definitions of different experts are
given below:
“MIS is a planned system of collecting, processing, storing and disseminating data in the form of
information needed carry out the functions of management”
- F.B. Cornish
“Management Information System is an integrated men-machine system for providing
information to support the operations, management and decision making function in an
organization.”
- G.B. Davis
“MIS is a system that aids management in making, carrying out and controlling decisions.”
- Jerome Kanter
According to James A.O’ Brein, Management Information Systems, also called information
reporting systems,
were the original type of management support systems, and are still a major category of
information systems. MIS produce information products that support many of the day-to-day
decision making needs of management. Reports, displays, and responses produced by such
systems provide information that managers have specified in advance as adequately meeting
their information needs. See figure 31.8.
Managers can receive information at their workstations that support their decision making
activities. This information takes the forms of periodic, exception, and demand reports and
immediate responses to inquiries. Application programs and database management software
provide access to information in the corporate database of organization. One of a typical MIS’s
diagram given below:

Figure 31.8 : Conceptual framework of Management Information System
Characteristics of MIS: It should be apparent that information systems are vital to company
operation. It can be said that today few, if any, enterprises –can operate without information
systems. The first step in understanding their potential impact on the business operation is to
break through the semantic barriers.
Few important characteristic are explained below:
(i) Business Driven: A fundamental tenet of meaningful and successful Information System (IS)
is that it be driven by the business and not the other way around. The plans of IS must be linked
to the overall business plans of the enterprise. The strategies of the corporation must set the IS
priorities.
(ii) Management Oriented/Directed: This is most significant characteristic of managing with
information. The system is designed from the top down. This does not mean that the system will
be geared to providing information directly to top management; rather, it means that the system
development starts from an appraisal of management needs and overall business objectives.
Because of management orientation of IS, it is imperative that management actively direct the
system development efforts Involvement ids not enough. In terms of the preceding examples,
management must determine what sales information is necessary to improve its control of
management operations.
(iii) Integrated: Integration of information subsystem provides more meaningful management
information. One can start an IS by attacking a specific subsystem, but unless its place in the
total system is realized and properly reflected, serious shortcomings may result. Thus an
integrated system that blends information from several operational area is necessary element of
IS.
(iv) Common Data Flows: Because of integration concept of IS, there is an opportunity to avoid
duplication and redundancy in data gathering, storage and dissemination. System designers are
aware that a few key source document account for much of the information flow and affect many
functional areas.
(v) Flexibility and Easy to Use: Despite of careful analysis of management information needs, it
is impossible to predict what is desired in three to five year hence. This is true in most industries,

and especially in industries with rapid change patterns. It is native to think that anyone possesses
the omniscience to predict the future.
(vi) Data Base: The database is the mortar that holds the functional systems together. Each
system requires access to a master file of data covering inventory, personnel, vendors, customers,
general ledger, work in process and so on. If the data is stored efficiently and with common
usage in mind, one master can provide the data needed by any of the functional systems.
(vii) Distributed System: The majority of companies implementing IS have a geographic
network of sales offices, distribution points, manufacturing plants, divisions and subdivisions
etc. Some of these entities are operated in completely independent fashion and therefore, may not
be a part of integrated Information System (IS).
In order to create an effective IS without arbitrary geographic boundaries, some form of
Distributed Systems (DS) is necessary.
(viii) Feedback System: A MIS should provide feedback about its own efficiency and
effectiveness. The reporting of computer malfunctions and transaction processing error rates is a
simple example of their feedback.
(ix) Information as a Resource: The Information Resource Management (IRM) concept is
overriding philosophy. Pervading the entire organization must be the concept that information is
valuable resource, particularly in management control and strategic planning areas, and must be
properly managed.
(c) Office Automation System
An office performs many important functions of an organization. All the management and
administrative tasks are performed at office. These tasks may be categorized into different types
as document handling, data storage and manipulation and communication within or outside the
organization. Office automation is the application of computer and related technologies like
communication and networking to integrate the general office tasks so that the efficiency of
office work is improved.
Office work includes many administrative and management activities the preparation,
distribution, processing and review of documents are the common activities of an organization.
Prior to the advent of computer, these office activities were either performed manually or with
the help of mechanical and electrical machines.
During the past few decades, the basic nature of office has changed remarkably. Office
automation deals in application of latest technologies in improving the overall proficiency of the
office. We may define office automation as follows:
Office automation does not mean just to install computers and communication devices in an
office, but it is much more than that. We will discuss in later part of this chapter, how an office
can be automated in a real sense.
Needs for Office Automation: Office automation is needed to do various administrative and
management tasks in a better and organized way.
Although all the work of a small or big office can be performed manually, but it is very difficult
or even impossible today for an organization to compete in the market without office automation.
There are many essential requirements of today’s office environment, which are listed below:
(i)To reduce cost of administrative overheads.
(ii) To increase the efficiency of office tasks.
(iii) To provide better service to the customers.
(iv) To provide accurate information to the management.
(v) To provide best and fastest way of communication.

The above requirements cannot be achieved without using latest technologies and therefore,
office automation in needed for an organization.
Office automation systems are telecommunications based information systems that collect,
process, store, and distribute electronic messages, documents, and other forms of
communications among individuals, work groups, and organizations. Such systems can improve
the collaboration and productivity of end users and work groups by significantly reducing the
time and effort needed to produce, distribute, and share
business communications. Other outgrowths of office automation are soft benefits such as
improved customer service, better marketing information, faster research and development.
Process of Office Automation: Many types of functions are performed in an office. The
function goes with certain process. The process of office automation is described following:
(i)Document Generation: In all offices, many documents are needed to be performed, typed and
printed. Typewriters, computers and printers are widely used in automating this routine task of
offices.
(ii) Document Processing: Documents are also needed to be processed in order to extract useful
information required for MIS and other official purposes. Many office automation tools like
word processing, desktop publishing etc. are used to perform this task.
(iii) Document Distribution: All offices require an electronic distribution system for
transferring documents and data within and outside the organization. The main office automation
tools for distribution of documents are photocopiers, fax machines.
(iv) Archival Storage: The office documents are also needed to be stored for a long period, so
that they can be retrieved when required. This task is achieved by the use of different storage
devices like tapes, disks, etc.
Types of Office Automation Systems: For achieving the basic functions of an office, different
types of office automation systems are used. These systems can be broadly classified into
following four types:
(i)Document Management Systems: These systems include computerized tools for generation,
storage, processing and distribution of documents.
(ii) Communication Systems: These systems are used for sending messages, documents and
data within and outside the organization.
(iii) Teleconferencing Systems: An electronic means of communication for conducting
seminars and training programmers in an organization is achieved through various
teleconferencing systems.
(iv) Support Systems: Besides the above major office automation systems, certain support
systems for managing the activities of work groups are also used in some offices.
Advantages of Office Automation: Office automation improves the effectiveness of office work.
Office automation provides many advantages to the organization. Some of the main benefits of
office automation are:
(i) Increased productivity due to better utilization of human resources.
(ii) Improved qualities of work and decisions due to computerized storage/ retrieval of
information.
(iii) Improved organizational effectiveness due to better communication systems.
(iv) Better services to customers due to fast work.
(v) Elimination of manual work of filing and searching of documents.
(vi) Better utilization of time and money.

(vii) Elimination of manual storage systems and spaces.
(viii) Better management control.
(ix) Reduction in travel cost due to telecommunication facilities.
(x) Reduction in costs of conducting in-house meeting due to teleconferencing.
Besides the above main advantages, office automation provides many additional benefits, which
depend upon the technology used. In short, office automation improves the effectiveness of all
office work and makes the organization most competitive.
Disadvantages of Office Automation: Office automation make the staff dependent on machines.
Like all other technologies, office automation systems also have certain disadvantages. Some of
the drawbacks of office automation systems are:
(i)Office staff becomes dependent on computers and other technologies, they do not want to do
work manually or mostly even cannot do work manually in case of failure of automation
systems.
(ii) Office automation systems are generally expensive than manual systems if not appropriately
installed and implemented and without considering the financial resources of the organization.
(iii) Automated offices can also create health problems to the employees if they continuously
work on computers for a long time.
(d) Decision Support System
The Decision Support System (DSS) concept originated in the late years of 1960s with computer
time sharing. For the first time the person could interact directly with the computer without
having to go through information specialists.
It was not frequently used till 1971, the term DSS is originated by G. Anthony Gorry and
Michael S. Scott Morton, both was from MIT. They felt a need for framework to channel
computer applications toward management decision making and they developed what has
become known as the Gorry and Scott Morton grid. The grid is based on both Simon’s concept
of programmed and non programmed decisions and management theorist Robert N. Anthony’s
concept of management levels.

Figure 31.9 : Process of Decision Support System
Decision support systems are a major category of management support systems. They are
computer based Information Systems (IS) that provide interactive information support to
managers during the decision making process. DSS uses following tools:
(i)Analytical model.
(ii) Specialized database.
(iii) A decision maker’s own insights and judgments.
(iv) An interactive, computer based modeling process.
They are designed to be ad-hoc, quick response systems that are initiated and controlled by
managerial end users. DSS are thus able to directly support the specific types of decisions and
the personal decision making styles and needs of individual managers.
Characteristics and Capabilities of DSS: Different scholars and executives have defined the
characteristics and capabilities of DSS differently. Following are the major points to study:
(i)Support is provided for various managerial levels, ranging from top executives to line
managers.
(ii) Support is provided to individuals as well as to groups.
(iii) DSS provide support to several interdependent and/or sequential decisions. The decision
may be made once, several times, or repeatedly.
(iv) Effective problem solving is interactive and is enhanced by a dialogue between the users and
the system.
(v) DSS provide support for decision makers mainly in semi-structured and unstructured
situation by bringing together human judgments and computerized information.
(vi) DSS support all phases of decision making process like intelligence, design, choice and
implementation.
(vii) DSS support a variety of decision making process and styles.
(viii) DSS must support the manager but not replace their judgment.
(ix) DSS are adaptive over time. DSS are flexible, and so user can add, delete, combine, change,
or rearrange basic elements.
(x) User must feel user-friendliness environment with maximum graphical capabilities and chart
representation.
(xi) A DSS usually utilizes models for analyzing decision making situations.
(xii) End user should be able to construct and modify simple systems by themselves. Larger
systems can be built with assistance from information system specialist.
Needs Decision Support System: DSS is having many reasons to its existence for a long time.
These systems have become necessary for today’s manager because of following reasons:
(i)Fast Computation: A decision maker can perform a large number of computations very
quickly and that too at a low cost with the help of computer support systems. Because modern
scenario says “time is the essence”.
(ii) Enhanced Productivity: DSS can enhance the productivity of supporting staff and also enable
the group members to discuss the problems among themselves at a distance.
(iii) Competitive Edge: Decision support systems enable the users to get a competitive edge over
their whole market as these systems enable organizations to change their operations frequently,
reengineer processes and structures, empower employees and innovate.
(iv) Better Decision Environment: Computer support systems can help a decision maker in
arriving
at a better decision.

(v) Data Transmission: Sometimes the data, which may be stored at different locations, may be
required to be transmitted quickly from distant locations. DSS can search, store and transmit the
required data quickly and economical with computers support systems.
(vi) Comparative Analysis: At the time when we have more alternatives to choose, confusion’s
condition, with DSS we can compare the data in form of graphs, charts and various diagrams.
(e) Transaction Processing System
Transaction processing systems (TPS) are the basic business systems that serve the operational
level of the organization. A transaction processing system is a computerized system that
performs and records the daily routine transaction necessary to the conduct of the business.
Example is sales order entry, hotel reservation systems, client information, and shipping.
Transaction is events that occur as part of doing business, such as sales, purchases, deposits,
withdrawals, refunds and payments. Think e.g. of the data generated whenever a business sells
something to a customer on credit. Data about the customer, product, salesperson, and store and
so on, must be captured and processed. This is turn causes additional transactions, such as
checks, customer billing, inventory changes, and increases in accounts receivable balances that
generate even more data. Thus, transaction processing activities are needed to capture and
process such data, or the operations of a business would grind to a halt. Therefore, transaction
processing systems play a vital role in supporting the operations of an organization.
Transaction Processing Cycle: Transaction processing system captures and process data
describing business transaction. Then they update organizational files and data bases, and
produce a variety of information products for internal and external use.
In the transaction processing cycle systems go through a five-stage cycle.
(i)Data entry activities.
(ii) Transaction processing activities.
(iii) File and database processing activities.
(iv) Document and report generation.
(v) Inquiry processing.
Data Entry Process: The input activity in transaction processing system involves a data entry
process. In this process, data are captured or collected by recording, coding, and editing
activities. Data may then be converted to a form that can be entered up to a computer system. It
has always been a problem getting data into computers accurately and quickly enough to match
awesome processing speeds. Thus manual methods are replaced by direct automated methods
which are more efficient and reliable and known as data automation.
Figure shows how business transactions such as sales to customers and purchases from suppliers
are generated by the physical operations systems of this manufacturing firm. Documents
describing such transactions are subsequently processed by the firm’s transaction processing
system resulting in updated database and a variety of information products.
Figure shows that transaction processing systems use a five-stage cycle of data entry, transaction
processing database maintenance, document and report generation, and inquiry processing
activities. Many companies have found that real time or online transaction processing systems,
which capture and process transactions immediately can help them provide superior service to
customers. This capability adds value to their products and services, and thus gives them an
important way to differentiate themselves from their competitors.
All organizations have these five kinds of TPS. It is difficult to imagine a modern organization
without a transaction processing system. These systems are often so central to a business that in
the 1960s it was estimated that organization might survive for only a day without functioning

computer systems. In the 1990s, TPS failure for a few hours can spell the demise of a firm and
perhaps other firms linked to it.
Two features of TPS are noteworthy.
(i)Many TPS span the boundary between the organization and its environment. They connect
customers to the firm’s, warehouse, factory and management. If TPS do not work well, the
organization fails
either to receive input from the environment (orders) or to deliver outputs (assembled goods) .
(ii) TPS are major producers of information for the other types of system. Because TPS track
relations with the environment, they are the only place where managers can obtain both up to the
minute assessments or organizational performance and long-term records of past performance.
TPS can be viewed as “organizational message processing systems”, informing managers about
the status of internal operations and about the firm’s relations with the external environment, and
supporting other information systems that facilitate management decision making.
(f) Other Kind of Information System
The above mentioned categories of information systems have been defined on the basis of their
role in operations and management of a business. However, there are many other applications of
information systems which fall in both categories, as they provide support in operations as well
as managing of the business. Following are few examples of IS forms:
(i) Strategic Information Systems: Strategic information systems (SIS) apply information
technology to the products, services or business processes of an organization to help the
organization gain a strategic advantage over its competitor. Thus SIS can be any kind of IS that
uses IT to help an organization gain competitive advantages.
(ii) Knowledge Management Systems: Knowledge management systems (KMS) are IS those
are knowledge based and, thus, support creation, organization and dissemination of business
knowledge to managers and other employees of the organization. Here is a channel diagram for
KMS.

31.4 Role of Information System
Support Business Processes: As a consumer, you regularly encounter information systems that
support the business processes and operations at the many retail stores where you shop. For
example, most retail stores now use computer-based information systems to help them record
customer purchases, keep track of inventory, pay employees, buy new merchandise, and evaluate
sales trends. Store operations would grind to a halt without the support of such information
systems.
Support Decision Making: Information systems also help store managers and other business
professionals make better decisions, for example, decisions on what line of merchandise need to
be added or discontinued, or on what kind of investment they require, are typically made after an
analysis provided by computer based information systems. This not only supports the decision
making of store managers, buyers, but also helps them look for ways to gain an advantage over
other retailers in the competition for customers.
Support Competitive Advantage: Gaining a strategic advantage over competitors requires
innovative application of information technologies. For example, store management might make
a decision to install touch-screen kiosks in all of their stores, with links of their e-commerce
website for online shopping. This might attract new customers and build customer loyalty
because of the ease of shopping and buying

merchandise provided by such information systems. Thus, strategic information systems can help
provide products and services that give a business a comparative advantage over its competitors

31.5 Structure of Information System’s Organization
We have used the term information services (IS) to describe the unit of the firm that has
responsibility for the majority of the information resources. Other names-MIS division or MIS
department and specially IT (Information Technology) -are also popular.
1. The Information Resources: In earlier chapters, we identified information resources as
encompassing computer hardware, computer software, information specialist, users, facilities,
database and information. An abundance of these resources are typically located in information
services and are the responsibility of the chief information officer (CIO). Information resources
located in user areas are the responsibility of the user-area managers.
2. The Information Specialist: We use the term information specialist to describe the employee
whose full-time responsibility is to contribute to the availability of information resources in the
firm. The original information specialists included the systems analyst, programmer, and
operator. Subsequently, the database administrator, network specialist, and webmaster were
added.
i) Systems Analysts: These specialists work with the users to develop new systems and improve
existing systems. Systems analysts are expert at defining problems and in preparing written
documentation on how the computer will assist in solving the problems.
ii) Database Administrators: An information specialist who has responsibility for the database
is called a database administrator (DBA). The duties of the DBA fall into four major areas:
planning, implementation, operation, and security. We will describe these duties in chapter six
when we address database resources.
iii) Webmasters: The webmasters are responsible for the content and presentation of the firm’s
website. The webmaster must work with network specialists to ensure that the communications
network between the firm and its customer and/or business partner is always open. Web sites rely
heavily on images, and the webmaster will generally have some expertise in graphics
manipulation or design.
Often a subordinate of the webmaster will be responsible for making images available that are
consistent and complementary among all of the pages on the website.
An important duty of the webmaster is to track people who come to the firm’s web pages. These
statistics can provide important information about the Web site’s effectiveness. For example, the
statistics may reveal that many customers begin the purchase process but cancel their transaction
after moving from one page to another. This information and the sequence of pages accessed
combined with the amount of time spent on each Web page can lead to a different design of the
site.
Customer relations can be greatly improved by Web sites that operate all day, every day, but
poor Web site design can quickly wipe out any benefits.
iv) Network Specialists: Network specialists work with systems analysts and users in
establishing the data communications network that tie together widespread computing resources.
Network specialists combine expertise from the fields of computing and telecommunications.
Maintaining network requirements for Web-based applications are especially difficult, because
much of the communications take place beyond the boundaries of the firm.
v) Programmes: Programmers use the documentation prepared by the systems analysts to code
computer programs that transform the data into information that is needed by the user. Some

firms combine the functions of the systems analyst and programmer, creating a programmer
analyst position.
vi) Operators: Operators run the large-scale computing equipment, such as mainframe
computers and servers that is usually located in the firm’s computing facilities. The operators
monitor the consoles, change paper forms in the printers, manage libraries of tape and disk
storage, and perform other similar duties.
All of these information specialists typically are combined with representatives of the user
organization to form project teams that develop the systems. The specialists also have
responsibility for maintaining the systems after they are implemented.
31.5 Challenges in Developing an Information System
The development of any type of information system can be a challenge but when the system
spans international boundaries developers must address several unique constraints. The term
global information system (GIS) has been coined to describe an information system that consists
of networks that cross national boundaries.
The following are just some of the constraints that GIS developers must address.
1. Politically Imposed Constraints: The national governments in the countries where subsidiaries
are located can impose a variety of restrictions that make it difficult for the parent firm to include
subsidiaries in the network. A common restriction is limited access to high- speed
communications. Because the telephone infrastructure is frequently owned and operated by the
government, not private firms, this can be a formidable barrier.
2. Cultural and Communications Barriers: Interaction with technology can vary greatly among
cultures. GIS interfaces need to be consistent even as different languages are used. As a result,
most GIS interfaces rely on graphics and icons for interactions with users and less on commands
typed into fields. In addition, the issue of GIS design may be settled by offering multiple formats
that yield the same functionality. If a firm decides to establish a GIS, it must be willing to adapt
its systems to the varying needs of a global population. Cultural barriers also influence the design
of a GIS. In some societies, technology use is considered a menial task, whereas in others it is
seen as a sign of social importance.
i) Restrictions on Hardware Purchases and Imports: National governments seek to protect local
manufacturers and stimulate foreign investment in local manufacturing by specifying that only
equipment produced or assembled in that country is to be used. This requirement can affect the
interoperability of different hardware and software systems.
ii) Restriction on Data Processing: National policy may dictate that data be processed within the
country, rather than transmitted out of the country and processed elsewhere.
iii) Restrictions on Data Communications: The most publicized data communications restriction
is that put on transborder data flows. Transborder data flow, or TDF, is the movement of
machine readable data across national boundaries. TDF legislation, which began in the 1970s,
has been enacted by many countries as a way to protect the personal privacy of their citizens.
3. Technological Problems: MNCs are often plagued with problems related to the level of
technology that exists in subsidiary countries. In some countries, reliable power sources are not
available, resulting in frequent power outages. Telecommunications circuits often can only
transmit data at slow speeds, and the transmission quality may be poor. Software can also be a
problem. Because many countries do not honor software copyrights and condone black-market
software, some software vendors refuse to do business in certain countries.

4. Lack of Support from Subsidiary Managers: The managers of subsidiary offices often are
part of the problem. Some are convinced that they can run their subsidiaries without help, and
they view headquarters imposed regulations as unnecessary. Some subsidiaries managers are
paid based on profitability, and they will drag their feet when they think that corporate solutions
will reduce their earnings. Foreign office management may also view the GIS as a “Big Brother”
type of surveillance. Middle-level managers may fear being bypassed by the new information
links that funnel operational data to the parent.

CHAPTER 32
INTRODUCTION TO MULTIMEDIA
LEARNING OBJECTIVES
 Definition of Multimedia
 Classification of Media.
 Important issues in Multimedia System.
 Real-time and Multimedia System.
 Multimedia Authoring Tools & Types of Authoring Tools.

Definition
Multimedia is the media that uses multiple forms of information content and information
processing (e.g. text, audio, graphics, animation, and video, interactivity) to inform or
entertain the user. Multimedia also refers to the use of electronic media to store and
experience multimedia content. Multimedia is similar to traditional mixed media in fine
art, but with a broader scope. The term "rich media" is synonymous for interactive
Multimedia.
Multimedia System
Medium: An intervening substance through which some thing is transmitted or carried
on.
Computer System medium:
1. Text
2. Image
3. Sound
4. Video
Representation Dimension of media:
Media are divided into two types in respect to time in their representation space:
1. Time independent (discrete): Information is expressed only in its individual value.
E.g.: text, image, etc.
2. Time dependent (continuous): Information is expressed not only it’s individual value,
but also by the time of its occurrences. E.g.: sound and video.
Multimedia system is defined by computer controlled, integrated production,
manipulation, presentation, storage and communication of independent information,
which is encoded at least through a continuous and discrete media.
Classification of Media:
1. The perception media
2. The representation Media
3. The Presentation Media
4. The storage media
5. The transmission media

6. The information Exchange media
Perception media: Perception media help human to sense their environment. The central
question is how human perceive information in a computer environment. The answer is
through seeing and hearing.
Seeing: For the perception of information through seeing the usual such as text, image
and video are used.
Hearing: For the perception of information through hearing media such as music noise
and speech are used.
Representation media: Representation media are defined by internal computer
representation of information. The central question is how the computer information is
coded? The answer is that various format are used to represent media information in
computer.
i. Text, character is coded in ASCII code
ii. Graphics are coded according to CEPT or CAPTAIN video text standard.
iii. Image can be coded as JPEG format
iv. Audio video sequence can be coded in different TV standard format(PAL,
NTSC,SECAM
and stored in the computer in MPEG format)
Presentation Media: Presentation media refer to the tools and devices for the input and
output of the information. The central question is, through which the information is
delivered by the computer and is introduced to the computer.
Output media: paper, screen and speaker are the output media.
Input Media: Keyboard, mouse, camera, microphone are the input media.
Storage media: Storage Media refer to the data carrier which enables storage of
information.
The central question is, how will information be stored? The answer is hard disk, CDROM, etc.
Transmission media: Transmission Media are the different information carrier that
enables continuous data transmission. The central question is, over which information
will be transmitted? The answer is co-axial cable, fiber optics as well as free air.
Information exchange media: Information exchange media includes all information
carrier for transmission, i.e. all storage and transmission media. The central question is,
which information carrier will be used for information exchange between different
places? The answer is combine uses of storage and transmission media. E.g. Electronic
mailing system.
Multimedia system architecture
Multimedia operating system is the system software that handles multimedia data and
multimedia devices.
Important issues in Multimedia System:
1. Appropriate scheduling method should be applied: In contrast to the traditional real
time operating system, multimedia operating systems also have to consider task without
hard timing restriction under the aspects of fairness.
2. Communication and synchronization between processes must meet the restriction of
the real-time requirement and timing relations between different Medias.

3. In multimedia system, memory management has to provide access to data within a
guaranteed timing delay and efficient data manipulation function.
4. Data management is a important component in multimedia system, however database
management system abstracts the details of storing data on the secondary media storage.
Therefore database management should depend on file management services provided by
multimedia operating system.
Real-time system:
Real time process is the process which delivers the result of processing in a given time.
Main characteristics of real time system are the correctness of computation and fixed
response time. Deadline represent the latest acceptable time for the presentation of the
processing result. Real time system has both hard and soft deadline.
Soft deadline is the type of deadline which in some cases is missed and may be tolerated
as long as.
Hard deadline should never be violated. Hard deadline violation is the system failure.
Characteristics of Real time system:
1. Predictably fast response to time critical event and accurate timing information.
2. High degree of schedulability :
Schedulability refers to the degree of resource utilization at which or below which
deadline of each time critical task can be taken into account. Under system overload,
processing of the critical task most be done.
3. Management of manufacturing process and control of the military system are the
application area of real time system.
Real-time and Multimedia System:
1. A piece of music most be played back at a constant speed.
2. To fulfill the timing requirement of the continuous media, the operating system most
use real time scheduling techniques.
3. The real-time requirements of traditional real-time scheduling techniques and control
system in application areas such as factory automation, air craft piloting have high
demand of security and fault tolerance.
4. The requirement desire from this demand somehow differentiates real time scheduling
efforts applied to continuous media.
5. Multimedia system uses the different scenario then traditional real time operating
system in real time requirements.
Digital Media
Digital media is a form of electronic media where data are stored in digital form. It can
refer to the technical aspect of storage and transmission (e.g. hard disk drives or computer
networking) of information or to the "end product", such as digital video, augmented
reality, digital signage, digital audio, or digital art .Definition of digital media is "the
creative convergence of digital arts, science, technology and business for human

expression, communication, social interaction and education". Examples of digital media
types include:
Windows Media Audio (WMA), Windows Media Video (WMV), MP3, JPEG, and AVI.
For information about the digital media types supported by Windows Media Player, see
the article “Information about the Multimedia file types that Windows Media Player
supports.
Hypermedia
Hypermedia is used as a logical extension of the term hypertext in which graphics, audio,
video, plain text and hyperlinks intertwine to create a generally non-linear medium of
information. This contrasts with the broader term multimedia, which may be used to
describe non-interactive linear presentations as well as hypermedia. It is also related to
the field of electronic literature. The term was first used in a 1965 article by Ted Nelson.
The World Wide Web is a classic example of hypermedia, whereas a noninteractive
cinema presentation is an example of standard multimedia due to the absence of
hyperlinks.
The first hypermedia work was, arguably, the Aspen Movie Map.
Atkinson's HyperCard popularized hypermedia writing, while a variety of literary
hypertext and hypertext works, fiction and nonfiction, demonstrated the promise of links.
Most modern hypermedia is delivered via electronic pages from a variety of systems
including media players, web browsers, and stand-alone applications (i. e., software that
does not require network access). Audio hypermedia is emerging with voice command
devices and voice browsing.
Image Authoring tools
Image Authoring tools is so known as authorware, a program that helps you write
hypertext or multimedia applications. Authoring tools usually enable you to create a final
application merely by linking together objects, such as a paragraph of text, an
illustration, or a song. By defining the objects' relationships to each other, and by
sequencing them in an appropriate order, authors (those who use authoring tools) can
produce attractive and useful graphics applications. Most authoring systems also support
a scripting language for more sophisticated applications. The distinction between
authoring tools and programming tools is not clear-cut. Typically, though, authoring tools
require less technical knowledge to master and are used exclusively for applications that
present a mixture of textual, graphical, and audio data.
Multimedia Authoring Tools
Multimedia authoring tools provide the important framework you need for organizing
and editing the elements of multimedia like graphics, sounds, animations and video clips.
Authoring tools are used for designing interactivity and the user interface, for
presentation your project on screen and assembling multimedia elements into a single
cohesive project. Authoring software provides an integrated environment for binding
together the content and functions of your project. Authoring systems typically include

the ability to create, edit and import specific types of data; assemble raw data into a
playback sequence or cue sheet and provide structured method or language for
responding to user input.
Types of Authoring Tools
The various authoring tools can be classified in three categories based on the metaphor
used for sequencing or organizing multimedia elements and events.
• Card or page based tools
• Icon base, event driven tools
• Time base and presentation tools
Card or page based tools
In these authoring systems, elements are organized as pages of a book or a stack of cards.
These tools are best used when the bulk of your content consists of elements that can be
viewed individually, like the pages of a book or cards in a card file. The authoring system
lets you link these pages or cards into organized sequences. You can jump, on command,
to any page you wish in the structured navigation pattern. It allows you to play sound
elements and launch animations and digital video.
Icon based, event driven tools Multimedia Systems
In these authoring system, multimedia elements and interactions cues are organized as
objects in a structural framework or process. Icon base, event-driven tools simplify the
organization of your project and typically display flow diagrams of activities along
branching paths. In complicate structures, thischarting is particularly useful during
development.
Time based tools
In these authoring systems, elements and events are organized along a timeline, with
resolutions as high or higher than 1/30 second. Time based tools are best to use when you
have a message with a beginning and an end. Sequentially organized graphic frames are
played back at a speed that you can set. Other elements are triggered back at a given time
or location in the sequence of events. The more powerful time based tools let you
program jumps to any location in a sequence, thereby adding navigation and interactive
control.
Features of Authoring Tools
Features of multimedia authoring tools are as mention below:
• Editing features
• Organizing features
• Programming features
• Interactive features
• Performance tuning features
• Playback features

• Delivery features
• Cross-Platform features
• Internet Playability
Now let us discuss each of them in detail.
Editing features
The elements of multimedia – image, animation, text, digital audio and MIDI music and
video clips –need to be created, edited and converted to standard file formats and the
specialized applications provide these capabilities. Editing tools for these elements,
particularly text and still images are often included in your authoring system.
Organizing features
The organization, design and production process for multimedia involves storyboarding
and flowcharting. Some authoring tools provide a visual flowcharting system or overview
facility for illustrating your project’s structure at a macro level. Storyboards or navigation
diagrams too can help organize a project. Because designing the interactivity and
navigation flow of you project often requires a great deal of planning and programming
effort, your story board should describe not just graphics of each screen but the
interactive elements as well. Features that help organize your material, such as those
provided by Super Edit, Authorware, IconAuthor and other authoring systems, are a plus.
Programming features
Authoring tools that offer a very high level language or interpreted scripting environment
for navigation control and for enabling user inputs – such as Macromedia Director,
Macromedia Flash, HyperCard, MetaCard and ToolBook are more powerful. The more
commands and functions provided in the scripting language, the more powerful the
authoring system. As with traditional programming tools looks for an authoring package
with good debugging facilities, robust text editing and online syntax reference. Other
scripting augmentation facilities are advantages as well. In complex projects you may
need to program custom extensions of the scripting language for direct access to the
computer’s operating system. Some authoring tools offer direct importing of
preformatted text, including facilities, complex text search mechanisms and hyper
linkage tools. These authoring systems are useful for development of CD-ROM
information products online documentation products, online documentation and help
systems and sophisticated multimedia enhanced publications With script you can perform
computational tasks; sense and respond to user input; create character, icon and motion
animation; launch other application; and control external multimedia devices.
Interactivity features
Interactivity empowers the end users of your project by letting them control the content
and flow of information. Authoring tools should provide one or more levels of
interactivity: Simple branching, which offers the ability to go to another section of the
multimedia production. Conditional branching, which supports a go-to based on the result
of IF-THEN decision or events. A structured language that supports complex

programming logic, such as nested IF-THENs, subroutines, event tracking and message
passing among objects and elements.
Performance tuning features
Complex multimedia projects require extra synchronization of events. Accomplishing
synchronization is difficult because performance varies widely among the different
computers used for multimedia development and delivery. Some authoring tools allow
you to lock a production’s playback speed to specified computer platform, but other
provides no ability what so ever to control performance on various systems.
Playback features
When you are developing multimedia project, your will continually assembling elements
and testing to see how the assembly looks and performs. Your authoring system should
let you build a segment or part of your project and then quickly test it as if the user were
actually using it.
Delivery features
Delivering your project may require building a run-time version of the project using the
multimedia authoring software. A run-time version allows your project to play back
without requiring the full authoring software and all its tools and editors. Many times the
run time version does not allow user to access or change the content, structure and
programming of the project. If you are going to distribute your project widely, you should
distribute it in the run-time version.
Cross-Platform features
It is also increasingly important to use tools that make transfer across platforms easy. For
many developers, the Macintosh remains the multimedia authoring platform of choice,
but 80% of that developer’s target market may be Windows platforms. If you develop on
a Macintosh, look for tools that provide a compatible authoring system for Windows or
offer a run-time player for the other platform.
Internet Playability
Due to the Web has become a significant delivery medium for multimedia, authoring
systems typically provide a means to convert their output so that it can be delivered
within the context of HTML or DHTML, either with special plug-in or embedding Java,
JavaScript or other code structures in the HTML document.
Image file formats
Image file formats are standardized means of organizing and storing digital images.
Image files are composed of digital data in one of these formats that can be rasterized for
use on a computer display or printer. An image file format may store data in
uncompressed, compressed, or vector formats. Once rasterized, an image becomes a grid
of pixels, each of which has a number of bits to designate its color equal to the color
depth of the device displaying it.

Image File Size
Generally speaking, in raster images, Image file size is positively correlated to the
number of pixels in an image and the color depth, or bits per pixel, of the image. Images
can be compressed in various ways, however. Compression uses an algorithm that stores
an exact representation or an approximation of the original image in a smaller number of
bytes that can be expanded back to its uncompressed form with a corresponding
decompression algorithm. Considering different compressions, it is common for two
images of the same number of pixels and color depth to have a very different compressed
file size. Considering exactly the same compression, number of pixels, and color depth
for two images, different graphical complexity of the original images may also result in
very different file sizes after compression due to the nature of compression algorithms.
With some compression formats, images that are less complex may result in smaller
compressed file sizes. This characteristic sometimes results in a smaller file size for some
lossless formats than lossy formats. For example, graphically simple images (i.e images
with large continuous regions like line art or animation sequences) may be losslessly
compressed into a GIF or PNG format and result in a smaller file size than a lossy JPEG
format.
Vector images, unlike raster images, can be any dimension independent of file size. File
size increases only with the addition of more vectors.
Image file compression
There are two types of image file compression algorithms: lossless and lossy.
Lossless compression
Lossless compression algorithms reduce file size while preserving a perfect copy of
the original uncompressed image. Lossless compression generally, but not
exclusively, results in larger files than lossy compression. Lossless compression
should be used to avoid accumulating stages of re-compression when editing images.
Lossy compression
Lossy compression algorithms preserve a representation of the original uncompressed
image that may appear to be a perfect copy, but it is not a perfect copy. Often lossy
compression is able to achieve smaller file sizes than lossless compression. Most
lossy compression algorithms allow for variable compression that trades image
quality for file size.
Major Graphic File Formats
Including proprietary types, there are hundreds of image file types. The PNG, JPEG, and
GIF formats are most often used to display images on the Internet. These graphic formats
are listed and briefly described below, separated into the two main families of graphics:
raster and vector.

In addition to straight image formats, Metafile formats are portable formats which can
include both raster and vector information. Examples are application-independent formats
such as WMF and EMF. The metafile format is an intermediate format. Most Windows
applications open metafiles and then save them in their own native format. Page
description language refers to formats used to describe the layout of a printed page
containing text, objects and images. Examples are PostScript, PDF and PCL.
Raster formats
JPEG/JFIF
JPEG (Joint Photographic Experts Group) is a compression method; JPEG-compressed
mages are usually stored in the JFIF (JPEG File Interchange Format) file format. JPEG
compression is (in most cases) lossy compression. The JPEG/JFIF filename extension is
JPG or JPEG. Nearly every digital camera can save images in the JPEG/JFIF format,
which supports 8-bit grayscale images and 24-bit color images (8 bits each for red, green,
and blue). JPEG applies lossy compression to images, which can result in a significant
reduction of the file size. The amount of compression can be specified, and the amount of
compression affects the visual quality of the result. When not too great, the compression
does not noticeably detract from the image's quality, but JPEG files suffer generational
degradation when repeatedly edited and saved. (JPEG also provides lossless image
storage, but the lossless version is not widely supported.)
JPEG 2000
JPEG 2000 is a compression standard enabling both lossless and lossy storage. The
compression methods used are different from the ones in standard JFIF/JPEG; they
improve quality and compression ratios, but also require more computational power to
process. JPEG 2000 also adds features that are missing in JPEG. It is not nearly as
common as JPEG, but it is used currently in professional movie editing and distribution
(some digital cinemas, for example, use JPEG 2000 for individual movie frames).
Exif
The Exif (Exchangeable image file format) format is a file standard similar to the JFIF
format with TIFF extensions; it is incorporated in the JPEG-writing software used in
most cameras. Its purpose is to record and to standardize the exchange of images with
image metadata between digital cameras and editing and viewing software. The metadata
are recorded for individual images and include such things as camera settings, time and
date, shutter speed, exposure, image size, compression, name of camera, color
information. When images are viewed or edited by image editing software, all of this
image information can be displayed.
The actual Exif metadata as such may be carried within different host formats, e.g. TIFF,
JFIF (JPEG) or PNG. IFF-META is another example.
TIFF
The TIFF (Tagged Image File Format) format is a flexible format that normally saves 8
bits or 16 bits per color (red, green, blue) for 24-bit and 48-bit totals, respectively, usually
using either the TIFF or TIF filename extension. TIFF's flexibility can be both an

advantage and disadvantage, since a reader that reads every type of TIFF file does not
exist TIFFs can be lossy and lossless; some offer relatively good lossless compression for
bi-level (black&white) images. Some digital cameras can save in TIFF format, using the
LZW compression algorithm for lossless storage. TIFF image format is not widely
supported by web browsers. TIFF remains widely accepted as a photograph file standard
in the printing business. TIFF can
handle device-specific color spaces, such as the CMYK defined by a particular set of
printing press inks. OCR (Optical Character Recognition) software packages commonly
generate some (often monochromatic) form of TIFF image for scanned text pages.
RAW
RAW refers to raw image formats that are available on some digital cameras, rather than
to a specific format. These formats usually use a lossless or nearly lossless compression,
and produce file sizes smaller than the TIFF formats. Although there is a standard raw
image format, (ISO 12234-2, TIFF/EP), the raw formats used by most cameras are not
standardized or documented, and differ among camera manufacturers.
Most camera manufacturers have their own software for decoding or developing their raw
file format, but there are also many third-party raw file converter applications available
that accept raw files from most digital cameras. Some graphic programs and image
editors may not accept some or all raw file formats, and some older ones have been
effectively orphaned already.
Adobe's Digital Negative (DNG) specification is an attempt at standardizing a raw image
format to be used by cameras, or for archival storage of image data converted from
undocumented raw image formats, and is used by several niche and minority camera
manufacturers including Pentax, Leica, and Samsung. The raw image formats of more
than 230 camera models, including those from manufacturers with the largest market
shares such as Canon, Nikon, Phase One, Sony, and Olympus, can be converted to
DNG.[1] DNG was based on ISO 12234-2, TIFF/EP, and ISO's revision of TIFF/EP is
reported to be adding Adobe's modifications and developments made for DNG into
profile 2 of the new version of the
standard.
As far as video cameras are concerned, ARRI's Arriflex D-20 and D-21 cameras provide
raw 3K-resolution sensor data with Bayer pattern as still images (one per frame) in a
proprietary format (.ari file extension). Red Digital Cinema Camera Company, with its
Mysterium sensor family of still and video cameras, uses its proprietary raw format called
REDCODE (.R3D extension), which stores still as well as audio+video information in
one lossy-compressed file.
GIF
GIF (Graphics Interchange Format) is limited to an 8-bit palette, or 256 colors. This
makes the GIF format suitable for storing graphics with relatively few colors such as
simple diagrams, shapes, logos and cartoon style images. The GIF format supports
animation and is still widely used to provide image animation effects. It also uses a
lossless compression that is more effective when large areas have a single color, and
ineffective for detailed images or dithered images.

BMP
The BMP file format (Windows bitmap) handles graphics files within the Microsoft
Windows OS. Typically, BMP files are uncompressed, hence they are large; the
advantage is their simplicity and wide acceptance in Windows programs.
PNG
The PNG (Portable Network Graphics) file format was created as the free, open-source
successor to GIF. The PNG file format supports 8 bit paletted images (with optional
transparency for all palette colors) and 24 bit true color (16 million colors) or 48 bit true
color with and without alpha channel - while GIF supports only 256 colors and a single
transparent color. Compared to JPEG, PNG excels when the image has large, uniformly
colored areas. Thus lossless PNG format is best suited for pictures still under edition and the lossy formats, like JPEG, are best for the final distribution of photographic
images, because in this case JPG files are usually smaller than PNG files. The Adam7interlacing allows an early preview, even when only a small percentage of the image data
has been transmitted. PNG provides a patent-free replacement for GIF and can also
replace many common uses of TIFF. Indexed-color, grayscale, and true color images are
supported, plus an optional alpha channel.
PNG is designed to work well in online viewing applications like web browsers so it is
fully streamable with a progressive display option. PNG is robust, providing both full file
integrity checking and simple detection of common transmission errors. Also, PNG can
store gamma and chromaticity data for improved color matching on heterogeneous
platforms. Some programs do not handle PNG gamma correctly, which can cause the
images to be saved or displayed darker than they should be. Animated formats derived
from PNG are MNG and APNG. The latter is supported by Mozilla Firefox and Opera
and is backwards compatible with PNG.
PPM, PGM, PBM, PNM and PFM
Netpbm format is a family including the portable pixmap file format (PPM), the
portable gray map file format (PGM) and the portable bitmap file format (PBM).
These are either pure ASCII files or raw binary files with an ASCII header that provide
very basic functionality and serve as a lowest common denominator for converting
pixmap, graymap, or bitmap files between different platforms. Several applications refer
to them collectively as PNM or PAM format (Portable Any Map). PFM was invented
later in order to carry floating point- based pixel information (as used inHDR).
PAM
A late addition to the PNM family is the PAM format (Portable Arbitrary Format).
WEBP
WebP is a new open image format that uses both lossless and lossy compression. It was
designed by Google to reduce image file size to speed up web page loading: its principal
purpose is to supersede JPEG as the primary format for photographs on the web. WebP
now supports animated images and alpha channel (transparency) in lossy images. WebP
is based on VP8's intra-frame coding and uses a container based on RIFF.

HDR Raster formats
Most typical raster formats cannot store HDR data (32 bit floating point values per pixel
component), which is why some relatively old or complex formats are still predominant
here, and worth mentioning separately. Newer alternatives are showing up, though.
RGBE (Radiance HDR)
The classical representation format for HDR images, originating from Radiance and also
supported by Adobe Photoshop.
IFF-RGFX
IFF-RGFX the native format of SView5 provides a straightforward IFF-style
representation of any kind of image data ranging from 1-128 bit (LDR and HDR),
including common meta data like ICC profiles, XMP, IPTC or EXIF.
Multimedia Elements
Multimedia means that computer information can be represented through audio, graphics,
image, video and animation in addition to traditional media (text and graphics).
Hypermedia can be considered as one type of particular multimedia application
Categories of Multimedia
Multimedia may be broadly divided into linear and non-linear categories. Linear active
content progresses without any navigation control for the viewer such as a cinema
presentation. Non-linear content offers user interactivity to control progress as used with
a computer game or used in self-paced computer based training. Non-linear content is
also known as hypermedia content. Multimedia presentations can be live or recorded. A
recorded presentation may allow interactivity via a navigation system. A live multimedia
presentation may allow interactivity via interaction with the presenter or performer.
Features of Multimedia
Multimedia presentations may be viewed in person on stage, projected, transmitted, or
played locally with a media player. A broadcast may be a live or recorded multimedia
presentation. Broadcasts and recordings can be either analog or digital electronic media
technology. Digital online multimedia may be downloaded or streamed. Streaming
multimedia may be live or on-demand. Multimedia games and simulations may be used
in a physical environment with special effects, with multiple users in an online network,
or locally with an offline computer, game system, or simulator. Enhanced levels of
interactivity are made possible by combining multiple forms of media content But
depending on what multimedia content you have it may vary Online multimedia is
increasingly becoming objectoriented and data-driven, enabling applications with
collaborative end-user innovation and personalization on multiple forms of content over
time. Examples of these range from multiple forms of content on web sites like photo
galleries with both images (pictures) and title (text) user-updated, to simulations whose
co-efficient, events, illustrations, animations or videos are modifiable, allowing the
multimedia "experience" to be altered without reprogramming.

Multimedia Applications
Multimedia finds its application in various areas including, but not limited to,
advertisements, art, education, entertainment, engineering, medicine, mathematics,
business, scientific research and spatial, temporal applications. A few application areas of
multimedia are listed below:
Creative industries
Creative industries use multimedia for a variety of purposes ranging from fine arts, to
entertainment, to commercial art, to journalism, to media and software services provided
for any of the industries listed below. An individual multimedia designer may cover the
spectrum throughout their career. Request for their skills range from technical, to
analytical and to creative.
Commercial
Much of the electronic old and new media utilized by commercial artists is multimedia.
Exciting presentations are used to grab and keep attention in advertising. Industrial,
business to business, and interoffice communications are often developed by creative
services firms for advanced multimedia presentations beyond simple slide shows to sell
ideas or liven-up training. Commercial multimedia developers may be hired to design for
governmental services and nonprofit services applications as well.
Entertainment and Fine Arts
In addition, multimedia is heavily used in the entertainment industry, especially to
develop special effects in movies and animations. Multimedia games are a popular
pastime and are software programs available either as CD-ROMs or online. Some video
games also use multimedia features. Multimedia applications that allow users to actively
participate instead of just sitting by as passive recipients of information are called
Interactive Multimedia.
Education
In Education, multimedia is used to produce computer-based training courses (popularly
called CBTs) and reference books like encyclopaedia and almanacs. A CBT lets the user
go through a series of presentations, text about a particular topic, and associated
illustrations in various information formats. Edutainment is an informal term used to
describe combining education with entertainment, especially multimedia entertainment.
Engineering
Software engineers may use multimedia in Computer Simulations for anything from
entertainment to training such as military or industrial training. Multimedia for software
interfaces are often done as collaboration between creative professionals and software
engineers.
Industry
In the Industrial sector, multimedia is used as a way to help present information to
shareholders, superiors and coworkers. Multimedia is also helpful for providing

employee training, advertising and selling products all over the world via virtually
unlimited web-based technologies.
Mathematical and Scientific Research
In Mathematical and Scientific Research, multimedia is mainly used for modeling and
simulation. For example, a scientist can look at a molecular model of a particular
substance and manipulate it to arrive at a new substance. Representative research can be
found in journals such as the Journal of Multimedia.
Medicine
In Medicine, doctors can get trained by looking at a virtual surgery or they can simulate
how the human body is affected by diseases spread by viruses and bacteria and then
develop techniques to prevent it.
Convergence of Multimedia (Virtual Reality)
At the convergence of technology and creative invention in multimedia is virtual reality,
or VR. Goggles, helmets, special gloves, and bizarre human interfaces attempt to place
you “inside” a lifelike experience. Take a step forward, and the view gets closer, turn
your head, and the view rotates. Reach out and grab an object; your hand moves in front
of you. Maybe the object explodes in a 90-decibel crescendo as you wrap your fingers
around it. Or it slips out from your grip, falls to the floor, and hurriedly escapes through a
mouse hole at the bottom of the wall. VR requires terrific computing horsepower to be
realistic. In VR, your cyberspace is made up of many thousands of geometric objects
plotted in three-dimensional space: the more objects and the more points that describe the
objects, the higher resolution and the more realistic your view. As the user moves about,
each motion or action requires the computer to recalculate the position, angle size, and
shape of all the objects that make up your view and many thousands of computations
must occur as fast as 30 times per second to seem smooth.
Following are the four basic stages of multimedia project development :
1. Planning and Costing : This stage of multimedia application is the first stag which
begins with an idea or need. This idea can be further refined by outlining its messages
and objectives. Before starting to develop the multimedia project, it is necessary to plan
what writing skills, graphic art, music, video and other multimedia expertise will be
required. It is also necessary to estimate the time needed to prepare all elements of
multimedia and prepare a budget accordingly. After preparing a budget, a prototype or
proof of concept can be developed.
2. Designing and Producing : The next stage is to execute each of the planned tasks and
create a finished product.
3. Testing :Testing a project ensure the product to be free from bugs. Apart from bug
elimination another aspect of testing is to ensure that the multimedia application meets
the objectives of the project. It is also necessary to test whether the multimedia project
works properly on the intended deliver platforms and they meet the needs of the clients.
4. Delivering : The final stage of the multimedia application development is to pack the
project and deliver the completed project to the end user. This stage has several steps
such as implementation, maintenance, shipping and marketing the product.

Multimedia Building Blocks
Any multimedia application consists any or all of the following components :
1. Text : Text and symbols are very important for communication in any medium. With
the recent explosion of the Internet and World Wide Web, text has become more the
important than ever. Web is HTML (Hyper text Markup language) originally designed to
display simple text documents on computer screens, with occasional graphic images
thrown in as illustrations.
2. Audio : Sound is perhaps the most element of multimedia. It can provide the listening
pleasure of music, the startling accent of special effects or the ambience of a moodsetting background.
3. Images : Images whether represented analog or digital plays a vital role in multimedia.
It is expressed in the form of still picture, painting or a photograph taken through a digital
camera.
4. Animation : Animation is the rapid display of a sequence of images of 2-D artwork or
model positions in order to create an illusion of movement. It is an optical illusion of
motion due to the phenomenon of persistence of vision, and can be created and
demonstrated in a number of ways.
5. Video : Digital video has supplanted analog video as the method of choice for making
video for multimedia use. Video in multimedia are used to portray real time moving
pictures in a multimedia project.
Text in Multimedia
Words and symbols in any form, spoken or written, are the most common system of
communication. They deliver the most widely understood meaning to the greatest number
of people. Most academic related text such as journals, e-magazines are available in the
Web Browser readable form.
Fonts and Faces
A typeface is family of graphic characters that usually includes many type sizes and
styles. A font is a collection of characters of a single size and style belonging to a
particular typeface family. Typical font styles are bold face and italic. Other style
attributes such as underlining and outlining of characters, may be added at the users
choice. The size of a text is usually measured in points. One point is approximately 1/72
of an inch i.e. 0.0138. The size of a font does not exactly describe the height or width of
its characters. This is because the xheight (the height of lower case character x) of two
fonts may differ.
Typefaces of fonts can be described in many ways, but the most common characterization
of a typeface is serif and sans serif. The serif is the little decoration at the end of a letter
stroke. Times, Times New Roman, Bookman are some fonts which comes under serif
category. Arial, Optima, Verdana are some examples of sans serif font. Serif fonts are
generally used for body of the text for better readability and sans serif fonts are generally
used for headings. The following fonts shows a few categories of serif and sans serif
fonts.
Computers and text:

Fonts :
Postscript fonts are a method of describing an image in terms of mathematical constructs
(Bezier curves), so it is used not only to describe the individual characters of a font but
also to describe illustrations and whole pages of text. Since postscript makes use of
mathematical formula, it can be easily scaled bigger or smaller. Apple and Microsoft
announced a joint effort to develop a better and faster quadratic curves outline font
methodology, called true type In addition to printing smooth characters on printers,
TrueType would draw characters to a low resolution (72 dpi or 96 dpi) monitor.
Character set and alphabets:
ASCII Character set
The American standard code for information interchange (SCII) is the 7 bit character
coding system most commonly used by computer systems in the United states and
abroad. ASCII assigns a number of value to 128 characters, including both lower and
uppercase letters, punctuation marks, Arabic numbers and math symbols. 32 control
characters are also included. These control characters are used for device control
messages, such as carriage return, line feed, tab and form feed.
The Extended Character set
A byte which consists of 8 bits, is the most commonly used building block for computer
processing. ASCII uses only 7 bits to code is 128 characters; the 8th bit of the byte is
unused. This extra bit allows another 128 characters to be encoded before the byte is used
up, and computer systems today use these extra 128 values for an extended character set.
The extended character set is commonly filled with ANSI (American National Standards
Institute) standard characters, including frequently used symbols.
Unicode
Unicode makes use of 16-bit architecture for multilingual text and character encoding.
Unicode uses about 65,000 characters from all known languages and alphabets in the
world. Several languages share a set of symbols that have a historically related
derivation, the shared symbols of each language are unified into collections of symbols
(Called scripts). A single script can work for tens or even hundreds of languages.
Microsoft, Apple, Sun, Netscape, IBM, Xerox and Novell are participating in the
development of this standard and Microsoft and Apple have incorporated Unicode into
their operating system.
Sound Introduction
Sound is perhaps the most important element of multimedia. It is meaningful “speech” in
any language, from a whisper to a scream. It can provide the listening pleasure of music,
the startling accent of special effects or the ambience of a mood setting background.
Sound is the terminology used in the analog form, and the digitized form of sound is
called as audio.
Power of Sound
When something vibrates in the air is moving back and forth it creates wave of pressure.
These waves spread like ripples from pebble tossed into a still pool and when it reaches

the eardrums, the change of pressure or vibration is experienced as sound. Acoustics is
the branch of physics that studies sound. Sound pressure levels are measured in decibels
(db); a decibel measurement is actually the ratio between a chosen
Multimedia Sound Systems
The multimedia application user can use sound right off the bat on both the Macintosh
and on a multimedia PC running Windows because beeps and warning sounds are
available as soon as the operating system is installed. On the Macintosh you can choose
one of the several sounds for the system alert. In Windows system sounds are WAV files
and they reside in the windows\Media subdirectory. There are still more choices of audio
if Microsoft Office is installed. Windows makes use of WAV files as the default file
format for audio and Macintosh systems use SND as default file format for audio.
Digital Audio
Digital audio is created when a sound wave is converted into numbers – a process
referred to as digitizing. It is possible to digitize sound from a microphone, a synthesizer,
existing tape recordings, live radio and television broadcasts, and popular CDs. You can
digitize sounds from a natural source or prerecorded. Digitized sound is sampled sound.
Even the fraction of a second, a sample of sound is taken and stored as digital
information in bits and bytes. The quality of this digital recording depends upon how
often the samples are taken.
Preparing Digital Audio Files
Preparing digital audio files is fairly straight forward. If you have analog source materials
– music or sound effects that you have recorded on analog media such as cassette tapes.
The first step is to digitize the analog material and recording it onto a computer readable
digital media. It is necessary to focus on two crucial aspects of preparing digital audio
files:
Balancing the need for sound quality against your available RAM and Hard disk
resources.
Editing Digital Recordings
Once a recording has been made, it will almost certainly need to be edited. The basic
sound editing operations that most multimedia procedures needed are described in the
paragraphs that follow
1. Multiple Tasks: Able to edit and combine multiple tracks and then merge the tracks
and export them in a final mix to a single audio file.
2. Trimming: Removing dead air or blank space from the front of a recording and an
unnecessary extra time off the end is your first sound editing task.
3. Splicing and Assembly: Using the same tools mentioned for trimming, you will
probably want to remove the extraneous noises that inevitably creep into recording.
4. Volume Adjustments: If you are trying to assemble ten different recordings into a
single track there is a little chance that all the segments have the same volume.
5. Format Conversion: In some cases your digital audio editing software might read a
format different from that read by your presentation or authoring program.

6. Re sampling or down sampling: If you have recorded and edited your sounds at 16 bit
sampling rates but are using lower rates you must resample or down sample the file.
7. Equalization: Some programs offer digital equalization capabilities that allow you to
modify a recording frequency content so that it sounds brighter or darker.
8. Digital Signal Processing: Some programs allow you to process the signal with
reverberation, multi tap delay, and other special effects using DSP routines.
Making MIDI Audio
MIDI (Musical Instrument Digital Interface) is a communication standard developed for
electronic musical instruments and computers. MIDI files allow music and sound
synthesizers from different manufacturers to communicate with each other by sending
messages along cables connected to the devices. Creating your own original score can be
one of the most creative and rewarding aspects of building a multimedia project, and
MIDI (Musical Instrument DigitalInterface) is the quickest, easiest and most flexible tool
for this task.the process of creating MIDI music is quite different from digitizing existing
audio. To make MIDI scores, however you will need sequencer software and a sound
synthesizer. The MIDI keyboard is also useful to simply the creation of musical scores.
An advantage of structured data such as MIDI is the ease with which the music director
can edit the data.
Audio File Formats
A file format determines the application that is to be used for opening a file.
Following is the list of different file formats and the software that can be used for
opening a
specific file.
1. *.AIF, *.SDII in Macintosh Systems
2. *.SND for Macintosh Systems
3. *.WAV for Windows Systems
4. MIDI files – used by north Macintosh and Windows
5. *.WMA –windows media player
6. *.MP3 – MP3 audio
7. *.RA – Real Player
8. *.VOC – VOC Sound
9. AIFF sound format for Macintosh sound files
10. *.OGG – Ogg Vorbis
Software used for Audio
Software such as Toast and CD-Creator from Adaptec can translate the digital files of red
book Audio format on consumer compact discs directly into a digital sound editing file,
or decompress MP3 files into CD-Audio. There are several tools available for recording
audio. Following is the list of different software that can be used for recording and
editing audio ;
Image

Still images are the important element of a multimedia project or a web site. In order to
make a multimedia presentation look elegant and complete, it is necessary to spend ample
amount of time to design the graphics and the layouts. Competent, computer literate skills
in graphic art and design are vital to the success of a multimedia project.
Digital Image
A digital image is represented by a matrix of numeric values each representing a
quantized intensity value. When I is a two-dimensional matrix, then I(r,c) is the intensity
value at the position corresponding to row r and column c of the matrix. The points at
which an image is sampled are known as picture elements, commonly abbreviated as
pixels. The pixel values of intensity images are called gray scale levels (we encode here
the “color” of the image). The intensity at each pixel is represented by an integer and is
determined from the continuous image by averaging over a small neighborhood around
the pixel location. If there are just two intensity values, for example, black, and white,
they are represented by the numbers 0 and 1; such images are called binary-valued
images. If 8-bit integers are used to store each pixel value, the gray levels range from 0
(black) to 255 (white).
Digital Image Format
There are different kinds of image formats in the literature. We shall consider the image
format that comes out of an image frame grabber, i.e., the captured image format, and the
format when images are stored, i.e., the stored image format. Captured Image Format The
image format is specified by two main parameters: spatial resolution, which is specified
as pixels (eg. 640x480)and color encoding, which is specified by bits per pixel. Both
parameter values depend on hardware and software for input/output of images.
Stored Image Format
When we store an image, we are storing a two-dimensional array of values, in which each
value represents the data associated with a pixel in the image. For a bitmap, this value is a
binary digit.
Bitmaps
A bitmap is a simple information matrix describing the individual dots that are the
smallest elements of resolution on a computer screen or other display or printing device.
A one-dimensional matrix is required for monochrome (black and white); greater depth
(more bits of information) is required to describe more than 16 million colors the picture
elements may have, as illustrated in following figure. The state of all the pixels on a
computer screen make up the image seen by the viewer, whether in combinations of
black and white or colored pixels in a line of text, a photograph-like picture, or a simple
background pattern.
Clip Art
A clip art collection may contain a random assortment of images, or it may contain a
series of graphics, photographs, sound, and video related to a single topic. For example,
Corel, Micrografx, and Fractal Design bundle extensive clip art collection with their
image-editing software.

Multiple Monitors
When developing multimedia, it is helpful to have more than one monitor, or a single
high-resolution monitor with lots of screen real estate, hooked up to your computer. In
this way, you can display the full-screen working area of your project or presentation and
still have space to put your tools and other menus. This is particularly important in an
authoring system such as Macromedia Director, where the edits and changes you make in
one window are immediately visible in the presentation window-provided the
presentation window is not obscured by your editing tools.
Making Still Images
Still images may be small or large, or even full screen. Whatever their form, still images
are generated by the computer in two ways: as bitmap (or paint graphics) and as vector
drawn (or just plain drawn) graphics. Bitmaps are used for photo-realistic images and for
complex drawing requiring fine detail. Vector-drawn objects are used for lines, boxes,
circles, polygons, and other graphic shapes that can be mathematically expressed in
angles, coordinates, and distances. A drawn object can be filled with color and patterns,
and you can select it as a single object. Typically, image files are compressed to save
memory and disk space; many image formats already use compression within the file
itself – for example, GIF, JPEG, and PNG. Still images may be the most important
element of your multimedia project. If you are designing multimedia by yourself, put
yourself in the role of graphic artist and layout designer.
Bitmap Software
The abilities and feature of image-editing programs for both the Macintosh and Windows
range from simple to complex. The Macintosh does not ship with a painting tool, and
Windows provides only the rudimentary Paint (see following figure), so you will need to
acquire this very important software separately – often bitmap editing or painting
programs come as part of a bundle when you purchase your computer, monitor, or
scanner Capturing and Editing Images The image that is seen on a computer monitor is
digital bitmap stored in video memory, updated about every 1/60 second or faster,
depending upon monitor’s scan rate.
When the images are assembled for multimedia project, it may often be needed to capture
and store an image directly from screen. It is possible to use the Prt Scr key available in
the keyboard to capture a image.
Scanning Images
After scanning through countless clip art collections, if it is not possible to find the
unusual background you want for a screen about gardening. Sometimes when you search
for something too hard, you don’t realize that it’s right in front of your face. Open the
scan in an image-editing program and experiment with different filters, the contrast, and
various special effects. Be creative, and don’t be afraid to try strange combinations –
sometimes mistakes yield the most intriguing results.
Vector Drawing
Most multimedia authoring systems provide for use of vector-drawn objects such as lines,
rectangles, ovals, polygons, and text. Computer-aided design (CAD) programs have

traditionally used vector-drawn object systems for creating the highly complex and
geometric rendering needed by architects and engineers. Graphic artists designing for
print media use vector-drawn objects because the same mathematics that put a rectangle
on your screen can also place that rectangle on paper without jaggies. This requires the
higher resolution of the printer, using a page description language such as PostScript.
Programs for 3-D animation also use vector-drawn graphics. For example, the various
changes of position, rotation, and shading of light required to spin the extruded.
How Vector Drawing Works
Vector-drawn objects are described and drawn to the computer screen using a fraction of
the memory space required to describe and store the same object in bitmap form. A
vector is a line that is described by the location of its two endpoints. A simple rectangle,
for example, might be defined as follows:
Color
Color is a vital component of multimedia. Management of color is both a subjective anda
technical exercise. Picking the right colors and combinations of colors for your project
can involve many tries until you feel the result is right.
Understanding Natural Light and Color
The letters of the mnemonic ROY G. BIV, learned by many of us to remember the colors
of the rainbow, are the ascending frequencies of the visible light spectrum: red,orange,
yellow, green, blue, indigo, and violet. Ultraviolet light, on the other hand, is beyond the
higher end of the visible spectrum and can be damaging to humans. The color white is a
noisy mixture of all the color frequencies in the visible spectrum. The cornea of the eye
acts as a lens to focus light rays onto the retina. The light rays stimulate many thousands
of specialized nerves called rods and cones that cover the surface of the retina. The eye
can differentiate among millions of colors, or hues, consisting of combination of red,
green, and blue.
Additive Color
In additive color model, a color is created by combining colored light sources in three
primary colors: red, green and blue (RGB). This is the process used for a TV or computer
monitor.
Subtractive Color
In subtractive color method, a new color is created by combining colored media such as
paints or ink that absorb (or subtract) some parts of the color spectrum of light and reflect
the others back to the eye. Subtractive color is the process used to create color in printing.
The printed page is made up of tiny halftone dots of three primary colors,cyan, magenta
and yellow (CMY).
Image File Formats
There are many file formats used to store bitmaps and vectored drawing. Following is a
list of
few image file formats.

Format Extension
Microsoft Windows DIB .bmp .dib .rle
Microsoft Palette .pal
Autocad format 2D .dxf
JPEG .jpg
Windows Meta file .wmf
Portable network graphic .png
Compuserve gif .gif
Apple Macintosh .pict .pic .pct

ANIMATION
Introduction
Animation makes static presentations come alive. It is visual change over time and can
add great power to our multimedia projects. Carefully planned, well-executed video clips
can make a dramatic difference in a multimedia project. Animation is created from drawn
pictures and video is created using real time visuals.
Principles of Animation
Animation is the rapid display of a sequence of images of 2-D artwork or model positions
in order to create an illusion of movement. It is an optical illusion of motion due to the
phenomenon of persistence of vision, and can be created and demonstrated in a number
of ways. The most common method of presenting animation is as a motion picture or
video program, although several other forms of presenting animation also exist
Animation is possible because of a biological phenomenon known as persistence of
vision and a psychological phenomenon called phi. An object seen by the human eye
remains chemically mapped on the eye’s retina for a brief time after viewing. Combined
with the human mind’s need to conceptually complete a perceived action, this makes it
possible for a series of images that are changed very slightly and very rapidly, one after
the other, to seemingly blend together into a visual illusion of movement. The following
shows a few cells or frames of a rotating logo. When the images are progressively and
rapidly changed, the arrow of the compass is perceived to be spinning. Television video
builds entire frames or pictures every second; the speed with which each frame is
replaced by the next one makes the images appear to blend smoothly into movement. To
make an object travel across the screen while it changes its shape, just change the shape
and also move or translate it a few pixels for each frame.
Animation Techniques
When you create an animation, organize its execution into a series of logical steps. First,
gather up in your mind all the activities you wish to provide in the animation; if it is
complicated, you may wish to create a written script with a list of activities and required
objects. Choose the animation tool best suited for the job. Then build and tweak your
sequences; experiment with lighting effects. Allow plenty of time for this phase when
you are experimenting and testing. Finally, post-process your animation, doing any
special rendering and adding sound effects.
Cel Animation

The term cel derives from the clear celluloid sheets that were used for drawing each
frame, which have been replaced today by acetate or plastic. Cels of famous animated
cartoons have become sought-after, suitable-for-framing collector’s items. Cel animation
artwork begins with key frames (the first and last frame of an action). For example, when
an animated figure of a man walks across the screen, the balances the weight of his entire
body on one foot and then the other in a series of falls and recoveries, with the opposite
foot and leg catching up to support the body.
The animation techniques made famous by Disney use a series of progressively different
on each frame of movie film which plays at 24 frames per second. A minute of animation
may thus require as many as 1,440 separate frames. The term cel derives from the clear
celluloid sheets that were used for drawing each frame, which is been replaced today by
acetate or plastic. Cel animation artwork begins with key frames.
Computer Animation
Computer animation programs typically employ the same logic and procedural concepts
as cel animation, using layer, keyframe, and tweening techniques, and even borrowing
from the vocabulary of classic animators. On the computer, paint is most often filled or
drawn with tools using features such as gradients and antialiasing. The word links, in
computer animation terminology, usually means special methods for computing RGB
pixel values, providing edge detection, and layering so that images can blend or
otherwise mix their colors to produce special transparencies, inversions, and effects.
Computer Animation is same as that ofthe logic and procedural concepts as cel animation
and use the vocabulary of classic cel animation – terms such aslayer, Keyframe, and
tweening. The primary difference between the animation software program is in how
much must be drawn by the animator and how much is automatically generated by the
software In 2D animation the animator creates an object and describes a path for the
object to follow. The software takes over, actually creating the animation on the fly as the
program is being viewed by your user. In 3D animation the animator puts his effort in
creating the models of individual and designing the characteristic of their shapes and
surfaces. Paint is most often filled or drawn with tools using features such as gradients
and anti- aliasing.
Kinematics
It is the study of the movement and motion of structures that have joints, such as a
walking man. Inverse Kinematics is in high-end 3D programs, it is the process by which
you link objects such as hands to arms and define their relationships and limits. Once
those relationships are set you can drag these parts around and let the computer calculate
the result.
Morphing
Morphing is popular effect in which one image transforms into another. Morphing
application and other modeling tools that offer this effect can perform transition not only
between still images but often between moving images as well The morphed images were
built at a rate of 8 frames per second, with each transition taking a total of 4 seconds.
Animation File Formats

Some file formats are designed specifically to contain animations and the can be ported
among application and platforms with the proper translators.
Director *.dir, *.dcr
AnimationPro *.fli, *.flc
3D Studio Max *.max
SuperCard and Director *.pics
CompuServe *.gif
Flash *.fla, *.swf
Following is the list of few Software used for computerized animation:
3D Studio Max
Flash
AnimationPro
Video
Analog versus Digital
Digital video has supplanted analog video as the method of choice for making video for
multimedia use. While broadcast stations and professional production and postproduction
houses remain greatly invested in analog video hardware (according to Sony, there are
more than 350,000 Betacam SP devices in use today), digital video gear produces
excellent finished products at a fraction of the cost of analog. A digital camcorder
directly connected to a computer workstation eliminates the image-degrading analog-todigital conversion step typically performed by expensive video capture cards, and brings
the power of nonlinear video editing and production to everyday users.
Broadcast Video Standards
Four broadcast and video standards and recording formats are commonly in use around
the world: NTSC, PAL, SECAM, and HDTV. Because these standards and formats are
not easily interchangeable, it is important to know where your multimedia project will be
used.
PAL
The Phase Alternate Line (PAL) system is used in the United Kingdom, Europe,
Australia, and South Africa. PAL is an integrated method of adding color to ablack-andwhite television signal that paints 625 lines at a frame rate 25 framesper second.
SECAM
The Sequential Color and Memory (SECAM) system is used in France, Russia,and few
other countries. Although SECAM is a 625-line, 50 Hz system, it differsgreatly from both
the NTSC and the PAL color systems in its basic technologyand broadcast method.
Shooting and Editing Video
To add full-screen, full-motion video to your multimedia project, you will need to invest
in specialized hardware and software or purchase the services of a professional video
production studio. In many cases, a professional studio will also provide editing tools and
post-production capabilities that you cannot duplicate with your Macintosh or PC.
Video Tips

A useful tool easily implemented in most digital video editing applications is
“bluescreen,” “Ultimate,” or“chromo key” editing. Blue screen is a popular technique for
rmaking multimedia titles because expensive sets are not required. Incredible
backgrounds can be generated using 3-D modeling and graphic software, and one or more
actors, vehicles, or other objects can be neatly layered onto that background. Applications
such as Video Shop, Premiere, Final Cut Pro, and I Movie provide this capability.
Recording Formats S-VHS video In S-VHS video, color and luminance information are
kept on two separate tracks. The result is a definite improvement in picture quality. This
standard is also usedin Hi-8. still, if your ultimate goal is to have your project accepted by
broad cast stations, this would not be the best choice.
Component (YUV)
In the early 1980s, Sony began to experiment with a new portable professional video
format based on Betamax. Panasonic has developed their own standard based on a similar
technology, called “MII,” Betacam SP has become the industry standard for professional
video field recording. This format may soon be eclipsed by a new digital version called
“Digital Betacam.”
Digital Video
Full integration of motion video on computers eliminates the analog television form of
video from the multimedia delivery platform. If a video clip is stored as data on a hard
disk, CD-ROM, or other mass-storage device, that clip can be played back on the
computer’s monitor without overlay boards, videodisk players, or second monitors. This
playback of digital video is accomplished using software architecture such as QuickTime
or AVI, a multimedia producer or developer; you may need to convert video source
material from its still common analog form (videotape) to a digital form manageable by
the end user’s computer system. So an understanding of analog video and some special
hardware must remain in your multimedia toolbox. Analog to digital conversion of video
can be accomplished using the video overlay hardware described above, or it can be
delivered direct to disk using FireWire cables. To repetitively digitize a full-screen color
video image every 1/30 second and store it to disk or RAM severely taxes both
Macintosh and PC processing capabilities– special hardware, compression firmware, and
massive amounts of digital storage space are required.
Video Compression
To digitize and store a 10-second clip of full-motion video in your computer requires
transfer of an enormous amount of data in a very short amount of time. Reproducing just
one frame of digital video component video at 24 bits requires almost 1MB of computer
data; 30 seconds of video will fill a gigabyte hard disk. Full-size, full-motion video
requires that the computer deliver data at about 30MB per second. This overwhelming
technological bottleneck is overcome using digital video compression schemes or codecs
(coders/decoders). A codec is the algorithm used to compress a video for delivery and
then decode it in real-time for fast playback.
Real-time video compression algorithms such as MPEG, P*64, DVI/Indeo, JPEG,
Cinepak, Sorenson, ClearVideo, RealVideo, and VDOwave are available to compress
digital video information. Compression schemes use Discrete Cosine Transform (DCT),

an encoding algorithm that quantifies the human eye’s ability to detect color and image
distortion. All of these codecs employ lossy compression algorithms. In addition to
compressing video data, streaming technologies are being implemented toprovide
reasonable quality low-bandwidth video on the Web. Microsoft, RealNetworks,
VXtreme, VDOnet, Xing, Precept, Cubic, Motorola, Viva, Vosaic, and Oracle are
actively pursuing the commercialization of streaming technology on the Web.
QuickTime, Apple’s software-based architecture for seamlessly integrating sound,
animation, text, and video (data that changes over time), is often thought of as
acompression standard, but it is really much more than that.
MPEG
The MPEG standard has been developed by the Moving Picture Experts Group, a
working group convened by the International Standards Organization (ISO) and the
International Electro-technical Commission (IEC) to create standards for digital
representation of moving pictures and associated audio and other data.
MPEG1andMPEG2 are the current standards. Using MPEG1, you can deliver 1.2 Mbps
of video and250 Kbps of two-channel stereo audio using CD-ROM technology. MPEG2,
a completely different system from MPEG1, requires higher data rates (3 to 15 Mbps) but
delivers higher image resolution, picture quality, interlaced video formats,
multiresolution scalability, and multichannel audio features.DVI/Indeo DVI is a property,
programmable compression/decompression technology based on the Intel i750 chip set.
This hardware consists of two VLSI (Very Large Scale Integrated)chips to separate the
image processing and display functions.
Two levels of compression and decompression are provided by DVI: Production Level
Video (PLV) and Real Time Video (RTV). PLV and RTV both use variable compression
rates. DVI’s algorithms can compress video images at ratios between 80:1 and 160:1.DVI
will play back video in full-frame size and in full color at 30 frames per second.
Input devices
Often, input devices are under direct control by a human user, who uses them to
communicate commands or other information to be processed by the computer, which
may then transmit feedback to the user through an output device. Input and output
devices together make up the hardware interface between a computer and the user or
external world. Typical examples of input devices include keyboards and mice. However,
there are others which provide many more degrees of freedom. In general, any sensor
which monitors, scans for and accepts information from the external world can be
considered an input device, whether or not the information is under the direct control of a
user.
Format
AVI

File
.avi

Description
AVI (Audio Video Interleave) was developed by
Microsoft. AVI is supported by all computers
running Windows, and by the most popular
web browsers. It is a very common format on the
Internet, but not always
possible to play on non-Windows computers

WMV

.wmv

MPEG

.mpg
.mpeg

QuickTime

.mov

RealVideo

.rm
.ram

Flash

.swf
.flv

MP4

.mp4

MIDI

.mid
.midi

WMV (Windows Media Video) was developed
by Microsoft. WMV is a
common format on the Internet, but it cannot be
played on non-Windows
computer without an extra (free) component
installed. Some later WMVs
cannot play at all on non-Windows computers
because no player is
available
The MPEG (Moving Pictures Expert Group)
format is the most popular format on the
Internet. It is cross-platform, and supported by
all major
browsers
QuickTime was developed by Apple. QuickTime
is a common format on the
Internet, but QuickTime movies cannot be
played on a Windows computer
without an extra (free) component installed.
Real Video was developed by Real Media. Real
Video allows streaming of
video (online video, Internet TV) with low
bandwidths. Because of the low
bandwidth priority, the quality is often reduced
Flash was developed by Macromedia. Flash
requires an extra component
to play. This component comes preinstalled with
all major browsers
Mpeg-4 (MP4) is the new format for the internet.
YouTube recommends
using MP4. YouTube accepts multiple formats,
and then converts them all to .flv or .mp4 for
distribution
MIDI (Musical Instrument Digital Interface) is a
format for electronic music devices
like synthesizers and PC sound cards. MIDI files
do not contain sound, but digital musical
instructions (notes) that can be played by
electronics (like your PC's sound card).
Since MIDI files only contains instructions; they
are extremely small. The example above is only
23K in size, but it plays for nearly 5 minutes.
MIDI is supported by many software
systems/platforms. MIDI is supported by all the
most popular Internet
browsers.

MP3

.mp3

RealAudio

.rm
.ram

WAV

.wav

WMA

.wma

MP3 files are actually the sound part of MPEG
files. MPEG was originally developed for video
by the Moving Pictures Experts Group. MP3 is
the most popular format for music. The encoding
system combines good compression (small files)
with high quality
RealAudio was developed Real Media. It allows
streaming of audio (online music, Internet radio)
with low bandwidths. Because of the low
bandwidth priority, the quality is often reduced
WAVE (more known as WAV) was developed
by IBM and Microsoft. WAVs are
compatible with Windows, Macintosh, and
Linux operating systems
WMA (Windows Media Audio), compares in
quality to MP3, and is compatible with most
players, except the iPod. WMA files can be
delivered as a continuous flow of data, which
makes it practical for use in Internet radio or online music.
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33.1 INTRODUCTION
To fulfill their purpose, most buildings must be divided into rooms of various proportions
that are connected by halls, doors, and stairs. The organization and proportions are the
duty of the architect. But the architecture of a building is more that engineering: it must
also express a fundamental desire for beauty, ideals, and aspirations. This is analogous to
the architectural design of computers.
Computer architecture is concerned with the selection of basic building blocks (such as
processor, memory, and input/output subsystems) and the way that these blocks interact
with each other. A computer architect selects and interconnects the blocks based on
making trade-offs among a set of criteria, such as visible characteristics, cost, speed, and
reliability. The architecture of a computer should specify what functions the computer
performs and even the speed and data items with which those functions are accomplished.
Computer architecture is changing rapidly and has advanced a great deal in a very short
time. As a result, computers are becoming more powerful and more flexible each year.
Today, a single chip performs operations 100,000 times faster than a computer that would
have been as large as a movie theater 40 years ago.
Significant Historical Computers. John Atanasoff and his assistant, Clifford Berry, are
credited with building the first electronic computer at Iowa State University in 1939,
which they named the ABC (Atanasoff-Berry Computer). It was not large compared to
the computers that would soon follow, and it was built solely for the purpose of solving
tedious physics equations, not for general purposes. Today, it would be called a
calculator, rather than a computer. Still, its design was based on binary arithmetic, and its
memory consisted of capacitors that were periodically refreshed, much like modern
dynamic random access memory (RAM).
A second important development occurred during World War II when John Mauchly
from University of Pennsylvania, who knew the U.S. government was interested in
building a computer for military purposes, received a grant from the U.S. Army for just
that reason. With the help of J. Presper Eckert, he build the ENIAC (Electronic
Numerical Integrator and Calculator). Mauchly and Eckert were unable to complete the
ENIAC until 1946, a year after the war was over. One reason may have been its size and
complexity.
The ENIAC contained over 18,000 vacuum tubes and weighed 30 tons. It was able to
perform around 5000 additions per second. Although the ENIAC is important from a

historical prospective, it was hugely inefficient because each instruction had to be
programmed manually by humans working outside the machine.
In 1949, the world's first stored-program computer, called the Electronic Delay Storage
Automatic Calculator (EDSAC), was built by Maurice Wilkes of England's Cambridge
University. This computer used about 3000 vacuum tubes and was able to perform
around 700 additions per second. The EDSAC was based on the discovery of the
mathematician John von Neumann. Von Neumann discovered the concept
of storing program instructions in memory along with the data on which those
instructions operate. The design of EDSAC was a vast improvement over the prior
machines (such as the ENIAC) that required rewiring to be reprogrammed.
In 1951, the Remington-Rand Corporation built the first commercialized derivative of the
EDSAC, called the UNIVersal Automatic Computer (UNIVAC I). The UNIVAC I was
sold to the U.S. Bureau of the Census, where it was used 24 hours a day, seven days a
week. Similar to EDSAC, this machine was also made of vacuum tubes; however, it was
able to perform nearly 4000 additions per second.
Computer generations. The UNIVAC I and the machines that were built within the
period of late 1940s and mid 1950s are often referred to as the first generation of
computers. In 1955, near the end of the firstgeneration period, the IBM 704 was produced
and became a commercial success. The IBM 704 used
parallel binary arithmetic circuits and a floating-point unit to significantly boost
arithmetic speed-up over traditional arithmetic logic units (ALU). Although the IBM 704
had advanced arithmetic operations, the input/output (I/O) operations were still slow, thus
bottlenecking the ALU from computing independently of slow I/O operations. To reduce
the bottleneck, I/O processors (later called channels) were introduced in subsequent
models of the IBM 704 and its successor, the IBM 709. I/O processors were used to
process reading and printing of data from and to the slow I/O devices. An I/O processor
could print blocks of data from main memory while the ALU could continue working.
Because the printing occurred while the ALU continued to work, this process became
known as a spool (simultaneous print operation on line).
From 1958 to 1964, the second generation of computers was developed based on
transistor technology. The transistor, which was invented in 1947, was a breakthrough
that enabled the replacement of vacuum tubes. A transistor could perform most of the
functions of a vacuum tube, but was much smaller in size, much faster, and much more
energy efficient. As a result, a second generation of computers emerged.
During this phase, IBM reengineered its 709 to use transistor technology and named it the
IBM 7090. The 7090 was able to calculate close to 500,000 additions per second. It was
very successful and IBM sold about 400 units.
In 1964, the third generation of computers was born. This new generation was based on
integrated circuit (IC) technology, which was invented in 1957. An IC device is a tiny
chip of silicon that hosts many transistors and other circuit components. The silicon chip
is encased in a sturdy ceramic (or other nonconductive) material. Small metallic legs that
extrude from the IC plug into the computer's circuit board, connecting the encased chip to
the computer. Through the last three decades, refinements of this device have made it
possible to construct faster and more flexible computers. Processing speed has increased
by an order of magnitude each year. In fact, the ways in which computers are structured,

the procedures used to design them, the trade-offs between hardware and software, and
the design of computational algorithms have all been affected by the advent and
development of integrated circuits and will continue to be greatly affected by the coming
changes in this technology.
An IC may be classified according to the number of transistors or gates imprinted on its
silicon chip.
Gates are simple switching circuits that, when combined, form the more complex logic
circuits that allow the computer to perform the complicated tasks now expected. Two
basic gates in common usage, for example, are the NAND and NOR gates. These gates
have a simple design and may be constructed from relatively few transistors. Based on
the circuit complexity, ICs are categorized into four classes: SSI, MSI, LSI, and VLSI.
SSI (small-scale integration) chips contain 1 to10 gates; MSI (medium-scale integration)
chips contain 10 to100 gates; LSI (large-scale integration) chips contain 100 to100,000
gates; and VLSI (very large-scale integration) chips include all ICs with more than
100,000 gates. The LSI and VLSI technologies have moved computers from the third to
new generations. The computers that were developed within 1972 to 1990 are referred to
as the fourth generation of computers; from 1991 to present is referred to as fifth
generation.
Today, a VLSI chip can contain millions of transistors. They are expected to contain
more than 100 million transistors by the year 2000. One main factor contributing to this
increase in integrated circuits is the effort that has been invested in the development of
computer-aided design (CAD) systems for IC design. CAD systems are able to simplify
the design process by hiding the low-level circuit theory and physical details of the
device, thereby allowing the designer to concentrate on functionality and ways of
optimizing the design.
The progress in increasing the number of transistors on a single chip continues to
augment the computational power of computer systems, in particular that of the small
systems (Personal Computers and workstations). Today, as a result of improvements in
these small systems, it is becoming more economical to construct large systems by
utilizing small systems processors. This allows some large systems companies to use the
high-performance, inexpensive processors already on the market so that they do not have
to spend thousands or millions of dollars for developing traditional large systems
processor units. (The term performance refers to the effective speed and the reliability of
a device.) The large systems firms are now placing more emphasis on developing systems
with multiple processors for certain applications or general purposes. When a computer
has multiple processors, they may operate simultaneously, parallel to each other.
Functioning this way, the processors may work independently on different tasks, or
process different parts of the same task. Such a computer is referred to as a parallel
computer or parallel machine.
There are many reasons for this trend toward parallel machines, the most common of
which is to increase overall computer power. Although the advancement of the
semiconductor and VLSI technology has substantially improved performance of single
processor machines, these machines are still not fast enough to perform certain
applications within a reasonable time period, such as biomedical analysis, aircraft testing,
real-time pattern recognition, real-time speech recognition, and systems of partial
differential equations. Another reason for the trend is the physical limitations in VLSI

technology and the fact that basic physical laws limit the maximum speed of the
processors' clock which governs how quickly instructions can be executed. One gigahertz (one clock cycle every billionth of a second) may be an absolute limit that can be
obtained for the clock speed.
In addition to faster speed, some parallel computers provide more reliable systems than
do single processor machines. If a single processor on the parallel system fails, the
system can still operate (at a slightly diminished capacity), whereas if the processor on a
uniprocessor system fails, the whole system fails.
Parallel computers have built-in redundancy, meaning that many processors may be
capable of performing the same task. Computers with a high degree of redundancy are
more reliable and robust and are said to be fail-safe machines. Such machines are used in
situations where failure would be catastrophic. Computers that control shuttle launches or
monitor nuclear power production are good examples.
The preceding advantages of parallel computers have led many companies to design such
systems.
Today, numerous parallel computers are commercially available, and there will be many
more in the near future. The following section represents a classification of such
machines.
33.2 TAXONOMIES OF PARALLEL ARCHITECTURES
One of the most well known taxonomies of computer architectures is called Flynn's
taxonomy. Michael Flynn [FLY 72] classifies architectures into four categories based on
the presence of single or multiple streams of instructions and data. (An instruction stream
is a set of sequential instructions to be executed by 1a single processor, and the data
stream is the sequential flow of data required by the instruction stream.)
Flynn's four categories are as follows;
1. SISD (single instruction stream, single data stream). This is the von Neumann concept
of serial computer design in which only one instruction is executed at any time. Often,
SISD is referred to as a serial scalar computer. All SISD machines utilize a single
register, called the program counter, that enforces serial execution of instructions. As
each instruction is fetched from memory, the program counter is updated to contain the
address of the next instruction to be fetched and executed in serial order. Few, if any,
pure SISD computers are currently manufactured for commercial purposes. Even
personal computers today utilize small degrees of parallelism to achieve greater
efficiency. In most situations, they are able to execute two or more instructions
simultaneously.
2. MISD (multiple instruction stream, single data stream). This implies that several
instructions are operating on a single piece of data. There are two ways to interpret the
organization of MISD-type machines. One way is to consider a class of machines that
would require that distinct processing units receive distinct instructions operating on the
same data. This class of machines has been challenged by many computer architects as
impractical (or impossible), and at present there are no working examples of this type.
Another way is to consider a class of machines in which the data flows through a series
of processing units. Highly pipelined architectures, such as systolic arrays and vector
processors, are often classified under this machine type. Pipeline architectures perform

vector processing through a series of stages, each of which performs a particular function
and produces an intermediate result. The reason that such architectures are labeled as
MISD systems is that elements of a vector may be considered to belong to the same piece
of data, and all pipeline stages represent multiple instructions that are being applied to
that vector.
3. SIMD (single instruction stream, multiple data stream). This implies that a single
instruction is applied to different data simultaneously. In machines of this type, many
separate processing units are invoked by a single control unit. Like MISD, SIMD
machines can support vector processing. This is accomplished by assigning vector
elements to individual processing units for concurrent computation. Consider the payroll
calculation (hourly wage rate * hours worked) for 1000 workers. On an SISD machine,
this task would require 1000 sequential loop iterations. On an SIMD machine, this
calculation could be performed in parallel, simultaneously, on 1000 different data streams
(each representing one worker).
4. MIMD (multiple instruction stream, multiple data stream). This includes machines
with several processing units in which multiple instructions can be applied to different
data simultaneously. MIMD machines are the most complex, but they also hold the
greatest promise for efficiency gains accomplished through concurrent processing. Here
concurrency implies that not only are multiple processors operating simultaneously, but
multiple programs (processes) are being executed in the same time frame, concurrent to
each other, as well.
Flynn's classification can be described by an analogy from the manufacture of
automobiles. SISD is analogous to the manufacture of an automobile by just one person
doing all the various tasks, one at a time.
MISD can be compared to an assembly line where each worker performs one specialized
task or set of specialized tasks on the results of the previous workers accomplishment.
Workers perform the same specialized task for each result given to them by the previous
worker, similar to an automobile moving down an assembly line. SIMD is comparable to
several workers performing the same tasks concurrently.
After all workers are finished, another task is given to the workers. Each worker
constructs an automobile by himself doing the same task at the same time. Instructions
for the next task are given to each worker at the same time and from the same source.
MIMD is like SIMD except the workers do not perform the same task concurrently, each
constructs an automobile independently following his own set of instructions.
Flynn's classification has proved to be a good method for the classification of computer
architectures for almost three decades. This is evident by its widespread use by computer
architects. However, advancements in computer technologies have created architectures
that cannot be clearly defined by Flynn's taxonomy. For example, it does not adequately
classify vector processors (SIMD and MISD) and hybrid architectures. To overcome this
problem, several taxonomies have been proposed [DAS 90, HOC 87, SKI 88, BEL 92].
Most of these proposed taxonomies preserve the SIMD and MIMD features of Flynn's
classification. These two features provide useful shorthand for characterizing many
architectures.
Figure 33.1 shows a taxonomy that represents some of the features of the proposed
taxonomies. This taxonomy is intended to classify most of the recent architectures, but is
not intended to represent a complete characterization of all parallel architectures.

Figure 33.1. Classification of parallel processing architectures.
As shown in Figure 33.1, the MIMD class of computers is further divided into four types
of parallel machines: multiprocessors, multicomputers, multi-multiprocessors, and data
flow machines. For the SIMD class, it should be noted that there is only one type, called
array processors. The MISD class of machines is divided into two types of architectures:
pipelined vector processors and systolic arrays. The remaining parallel architectures are
grouped under two classes: hybrid machines and special-purpose processors.
Each of these architectures is explained next.
The multiprocessor can be viewed as a parallel computer consisting of several
interconnected processors that can share a memory system. The processors can be set up
so that each is running a different part of a program or so that they are all running
different programs simultaneously. A block diagram of this architecture is shown in
Figure 33.2. As shown, a multiprocessor generally consists of n processors and m
memory modules (for some n>1 and m>0). The processors are denoted as P1, P2, ..., and
Pn, and memory modules as M1, M2, ..., and Mm. The interconnection network (IN)
connects each processor to some subset of the memory modules. A transfer instruction
causes data to be moved from each processor to the memory to which it is connected. To
pass data between two processors, a programmed sequence of data transfers, which
moves the data through intermediary memories and processors, must be executed.

Figure 33.2 Block diagram of a multiprocessor.
In contrast to the multiprocessor, the multicomputer can be viewed as a parallel computer
in which each processor has its own local memory. In multicomputers the main memory
is privately distributed among the processors. This means that a processor only has direct
access to its local memory and cannot address the local memories of other processors.
This local, private addressability is an important characteristic that distinguishes
multicomputers from multiprocessors. A block diagram of this architecture is shown in
Figure 33.3. In this figure, there are n processing nodes (PNs), and each PN consists of a
processor and a local memory. The interconnection network connects each PN to some
subset of the other PNs. A transfer instruction causes data to be moved from each PN to
one of the PNs to which it is connected. To move data between two PNs that cannot be
directly connected by the interconnection network, the data must be passed through
intermediary PNs by executing a sequence of data transfers.

Figure 33.3 Block diagram of a multicomputer.
The multi-multiprocessor combines the desired features of multiprocessors and
multicomputers. It can be viewed as a multicomputer in which each processing node is a
multiprocessor. In the data flow architecture an instruction is ready for execution when
data for its operands have been made available. Data availability is achieved by

channeling results from previously executed instructions into the operands of waiting
instructions. This channeling forms a flow of data, triggering instructions to be executed.
Thus instruction execution avoids the controlled program counter type of flow found in
the von Neumann machine.
Data flow instructions are purely self-contained; that is, they do not address variables in a
global shared memory. Rather, they carry the values of variables with themselves. In a
data flow machine, the execution of an instruction does not affect other instructions ready
for execution. In this way, several ready instructions may be executed simultaneously,
thus leading to the possibility of a highly concurrent computation.
Figure 33.4 is a block diagram of a data flow machine. Instructions, together with their
operands, are kept in the instruction and data memory (I&D). Whenever an instruction is
ready for execution, it is sent to one of the processing elements (PEs) through the
arbitration network. Each PE is a simple processor with limited local storage. The PE,
upon receiving an instruction, computes the required operation and sends the result
through the distribution network to the destination in the memory.

Figure 33.4 Block diagram of a data flow machine.

Figure 33.5 represents the generic structure of an array processor. An array processor
consists of a set of processing nodes (PNs) and a scalar processor that are operating under
a centralized control unit. The control unit fetches and decodes instructions from the main
memory and then sends them either to the scalar processor or the processing nodes,
depending on their type. If a fetched instruction is a scalar instruction, it is sent to the
scalar processor; otherwise, it is broadcast to all the PNs. All the PNs execute the same
instruction simultaneously on different data stored in their local memories. Therefore, an
array processor requires just one program to control all the PNs in the system, making it
unnecessary to duplicate program codes at each PN. For example, an array processor can
be defined in terms of a grid in which each intersection represents a PN and the lines
between intersections are communication paths. Each PN in the array can send (receive)
data to (from) the four surrounding PNs. A processor, known as a control unit, handles
the decisions on what operation the PNs are to do during each processing cycle, as well
as data transfer between the PNs.

Figure 33.5. Block diagram of an array processor.
The idea behind an array processor is to exploit parallelism in a given problem's data set
rather than to parallelize the problem's sequence of instruction execution. Parallel
computation is realized by assigning each processor to a data partition. If the data set is a
vector, then a partition would simply be a vector element. Array processors increase
performance by operating on all data partitions simultaneously. They are able to perform
arithmetic or logical operations on vectors. For this reason, they are also referred to as
vector processors.
A pipelined vector processor is able to process vector operands (streams of continuous
data) effectively. This is the primary difference between an array or vector processor and
a pipelined vector processor. Array processors are instruction driven, while pipelined
vector processors are driven by streams of continuous data. Figure 33.6 represents the

basic structure of a pipelined vector processor. There are two main processors: a scalar
processor and a vector processor. Both rely on a separate control unit to provide
instructions to execute. The vector processor handles execution of vector instructions by
using pipelines, and the scalar processor deals with the execution of scalar instructions.
The control unit fetches and decodes instructions from the main memory, and then sends
them either to scalar processor or vector processor, depending on their type.

Figure 33.6. Block diagram of a pipelined vector processor.
Pipelined vector processors make use of several memory modules to supply the pipelines
with a continuous stream of data. Often, a vectorizing compiler is used to arrange the data
into a stream that can then be used by the hardware.
Figure 33.7 represents a generic structure of a systolic array. In a systolic array there are a
large number of identical processing elements (PEs). Each PE has limited local storage,
and in order not to restrict the number of PEs placed in an array, each PE is only allowed
to be connected to neighboring PEs through interconnection networks. Thus, all PE's are
arranged in a well organized pipelined structure such as a linear or two-dimensional
array. In a systolic array the data items and/or partial results flow through the PEs during
execution time consisting of several processing cycles. At each processing cycle, some
of the PEs perform the same relatively simple operation (like multiplication and addition)
on their data items, and send these items and/or partial results to other neighboring PEs.

Figure 33.7. Block diagram of a systolic array.
Hybrid architectures incorporate features of different architectures to provide better
performance for parallel computations. In general, there are two types of parallelism for
performing parallel computations:
control parallelism and data parallelism. In control parallelism two or more operations are
performed simultaneously on different processors. In data parallelism the same operation
is performed on many data partitions by many processors simultaneously. MIMD
machines are ideal for implementation of control parallelism. They are suited for
problems which require different operations to be performed on separate data
simultaneously. In an MIMD computer, each processor independently executes its own
sequence of instructions. On the other hand, SIMD machines are ideal for implementation
of data parallelism. They are suited for problems in which the same operation can be
performed on different portions of the data simultaneously. MISD machines are also
suited for data parallelism. They support vector processing through pipeline design.
In practice, the greatest rewards have come from data parallelism. This is because data
parallelism exploits parallelism in proportion to the quantity of data involved in the
computation. However, sometimes it is impossible to exploit fully the data parallelism
inherent in many application programs, and so it becomes necessary to use both control
and data parallelism. For example, some application programs may perform best when
divided into subparts where each subpart makes use of data parallelism and all subparts
together make use of control parallelism in the form of a pipeline. One group of
processors gather data and perform some preliminary computations. They then pass their
result to a second group of processors that do more intense computations on the result.
The second group then passes their result to a third group of processors, where the final
result is obtained. Thus, a parallel computer that incorporates features of both MIMD and
SIMD (or MISD) architectures is able to solve a broad range of problems effectively.
An example of a special purpose device is an artificial neural network (ANN). Artificial
neural networks consist of a large number of processing elements operating in parallel.
They are promising architectures for solving some of the problems that the von Neumann
computer performs poorly, such as emulating natural information and recognizing
patterns. These problems require enormous amounts of processing to achieve human-like
performance. ANNs utilize one technique for obtaining the processing power required:

using large numbers of processing elements operating in parallel. They are capable of
learning, adaptive to changing environments, and able to cope with serious disruptions.
Figure 33.8 represents a generic structure of an artificial neural network. Each PE mimics
some of the characteristics of the biological neuron. It has a set of inputs and one or more
outputs. To each input a numerical weight is assigned. This weight is analogous to the
synaptic strength of a biological neuron. All the inputs of a PE are multiplied by their
weights and then are summed to determine the activation level of the neuron. Once the
activation level is determined, a function, referred to as activation function, is applied to
produce the output signal. The combined outputs from a preceding layer become the
inputs for the next layer where they are again summed and evaluated. This process is
repeated until the network has been traversed and some decision is reached.

Figure 33.8. Block diagram of an artificial neural network.
Unlike von Neumann design where the primary element of computation is processor, in
ANNs is the
connectivity between the PEs. For a given problem, we would like to determine the
correct values for the weights in order the network be able to perform necessary
computation. Often, finding the proper values for weights is done by iterative adjustment
of the weights in a manner to improve network performance.
The rule of adjustment of the weights is referred to as learning rule, and the whole
process of obtaining the proper weights is called learning. Another example of a special
purpose device results from the design of a processor based on fuzzy logic. Fuzzy logic is
concerned with formal principles of approximate reasoning, while classical two-valued
logic (true/false) is concerned with formal principles of reasoning. Fuzzy logic attempts
to deal effectively with the complexity of human cognitive processes and it overcomes
some of the inconveniences associated with classical two-valued logic which tend not to
reflect true human cognitive processes. It is making its way through many applications
ranging from home appliances to decision support systems. Although software
implementation of fuzzy logic in itself provides good results for some applications,
dedicated fuzzy processors, called fuzzy logic accelerators, are required for implementing
high-performance applications.

33.3 Performance and Quality Measurements
Performance of a computer refers to its effective speed and its hardware/software
reliability. In general, it is unreasonable to expect that a single number could characterize
performance. This is because performance of a computer depends on the interactions of a
variety of its components, and the fact that different users are interested in different
aspects of a computer's ability, One of the measurements that are commonly used to
represent performance of a computer is MIPS (million instructions per second). The
notion MIPS represents the speed of a computer by indicating the number of "average
instructions" that it can execute per second [SER_86]. To understand the meaning of
"average instruction", let's consider the inverse of MIPS measure, i.e. execution time of
an average instruction. The execution time of an average instruction can be calculated by
using frequency and execution time for each instruction class. By tracing execution of a
large number of benchmark programs, it is possible to determine how often an instruction
is likely to be used in a program. As an example, let's assume that Figure 1.9 represents
the frequency of instructions that occur in a program. Note that in this figure, the
execution time of the instructions of each class is represented in terms of cycles per
instruction (CPI). The CPI denotes the number of clock cycles that a processor requires to
execute a particular instruction. Different processors may require different number of
clock cycles to execute the same type of instruction. Assuming a clock cycle takes t
nanoseconds, the execution time of an instruction can be expressed as CPI*t
nanoseconds. Now, considering Figure 33.9, the execution time of an average instruction
can be represented as:
1
=
× 1000.
×
×
In the above expression, a reasonable MIPS rating is obtained by finding the average
execution time of each class of instructions and weighting that average by how often each
class of instructions is used.

Figure 33.9. An example for calculating MIPS rate.

Although MIPS rating can give us a rough idea of how fast a computer can operate, it is
not a good representative for computers that perform scientific and engineering
computation such as vector processors. For such computers is important to measure the
number of floating-point operations that they can execute per second. To indicate such a
number, FLOPS (floating-point operations per second) notation is often used. Mega
FLOPS (MFLOPS) stands for million floating-point operations per second, and giga
FLOPS (GFLOPS) stands for billions of floating-point operations per second.
MIPS and FLOPS figures are useful for comparing members of the same architectural
family. They are not a good representative for comparing computers with different
instruction sets and different clock cycles. This is because programs may be translated
into different number of instructions on different computers. Besides MIPS and FLOPS,
often other measurements are used in order to have a better picture of the system. The
most commonly used are: throughput, utilization, response time, memory bandwidth,
memory access time, and memory size.
Throughput of a processor is a measure that indicates the number of programs (tasks or
requests) the processor can execute per unit of time. Utilization of a processor refers to
the fraction of time the processor is busy executing programs. It is the ratio of busy time
and total elapsed time over a given period. Response time is the time interval between the
time a request is issued for service and the time the service is completed. Sometimes
response time is referred to as turnaround time. Memory bandwidth indicates the number
of memory words that can be accessed per unit time. Memory access time is the average
time that takes the processor to access the memory, usually expressed in terms of
nanoseconds (ns). Memory size indicates capacity of the memory, usually expressed in
terms of megabytes (Mbytes). It is an indication of the volume of data that the memory
can hold. In addition to the above performance measurements, there are a number of
quality factors that have also influence over the success of a computer. Some of these
factors are: generality, ease of use, expandability, and compatibility.
Generality is a measure that determines the range of applications for an architecture.
Some architectures are good for scientific purposes and some good for business
applications. It is more marketable when the architecture supports variety of applications.
Ease of Use is a measure of how easy is for the system programmer to develop software
(such as: operating system and compiler) for the architecture.
Expandability is a measure of how easy is to add to the capabilities of an architecture,
such as, processors, memory, I/O devices. Compatibility is a measure of how compatible
the architecture is with previous computers of the same family. Reliability is a measure
that indicates the probability of faults or the mean time between errors. The above
measures and properties are usually used to characterize capability of computer systems.
Every year, these measures and properties are enhanced with better hardware/software
technology, innovative architectural features, and efficient resources management.

CHAPTER 34
THE BASICS OF CRYPTOGRAPHY
LEARNING OBJECTIVES
 Encryption and decryption
 What is cryptography?
 How does cryptography work?
 Caesar’s Cipher
 Public key cryptography
 How PGP works
 Digital signatures
 What is a passphrase?
When Julius Caesar sent messages to his generals, he didn't trust his messengers. So he
replaced every A in his messages with a D, every B with an E, and so on through the
alphabet. Only someone who knew the “shift by 3” rule could decipher his messages.
And so we begin.

Encryption and decryption
Data that can be read and understood without any special measures is called
plaintext or cleartext. The method of disguising plaintext in such a way as to hide its
substance is called encryption. Encrypting plaintext results in unreadable gibberish called
ciphertext. You use encryption to ensure that information is hidden from anyone for
whom it is not intended, even those who can see the encrypted data. The process of
reverting ciphertext to its original plaintext is called decryption.
Figure 34-1 illustrates this process.

Figure 34-1. Encryption and decryption

What is cryptography?
Cryptography is the science of using mathematics to encrypt and decrypt data.
Cryptography enables you to store sensitive information or transmit it across insecure

networks (like the Internet) so that it cannot be read by anyone except the intended
recipient.
While cryptography is the science of securing data, cryptanalysis is the science of
analyzing and breaking secure communication. Classical cryptanalysis involves an
interesting combination of analytical reasoning, application of mathematical tools, pattern
finding, patience, determination, and luck.
Cryptanalysts are also called attackers. Cryptology embraces both cryptography and
cryptanalysis.

Strong cryptography
“There are two kinds of cryptography in this world: cryptography that will stop
your kid sister from reading your files, and cryptography that will stop major
governments from reading your files. This book is about the latter.”
--Bruce Schneier, Applied Cryptography: Protocols, Algorithms, and Source Code in C.
PGP is also about the latter sort of cryptography.
Cryptography can be strong or weak, as explained above. Cryptographic strength
is measured in the time and resources it would require to recover the plaintext. The result
of strong cryptography is cipher text that is very difficult to decipher without possession
of the appropriate decoding tool. How difficult?
Given all of today’s computing power and available time—even a billion
computers doing a billion checks a second—it is not possible to decipher the result of
strong cryptography before the end of the universe.
One would think, then, that strong cryptography would hold up rather well against even
an extremely determined crypt analyst. Who’s really to say? No one has proven that the
strongest encryption obtainable today will hold up
under tomorrow’s computing power. However, the strong cryptography employed by
PGP is the best available today. Vigilance and conservatism will protect you better,
however, than claims of impenetrability.

How does cryptography work?
A cryptographic algorithm, or cipher, is a mathematical function used in the
encryption and decryption process. A cryptographic algorithm works in combination with
a key—a word, number, or phrase—to encrypt the plaintext.
The same plaintext encrypts to different cipher text with different keys. The security of
encrypted data is entirely dependent on two things: the strength of the cryptographic
algorithm and the secrecy of the key.
A cryptographic algorithm, plus all possible keys and all the protocols that make it work
comprise a cryptosystem. PGP is a cryptosystem.

Conventional cryptography
In conventional cryptography, also called secret-key or symmetric-key
encryption, one key is used both for encryption and decryption. The Data Encryption
Standard (DES) is an example of a conventional cryptosystem that is widely employed by
the Federal Government. Figure 34-2 is an illustration of the conventional encryption
process.

Figure 34-2. Conventional encryption

Caesar’s Cipher
An extremely simple example of conventional cryptography is a substitution
cipher. A substitution cipher substitutes one piece of information for another. This is
most frequently done by offsetting letters of the alphabet. Two examples are Captain
Midnight’s Secret Decoder Ring, which you may have owned when you were a kid, and
Julius Caesar’s cipher. In both cases, the algorithm is to offset the alphabet and the key is
the number of characters to offset it.
For example, if we encode the word “SECRET” using Caesar’s key value of 3, we offset
the alphabet so that the 3rd letter down (D) begins the alphabet. So starting with
ABCDEFGHIJKLMNOPQRSTUVWXYZ
and sliding everything up by 3, you get
DEFGHIJKLMNOPQRSTUVWXYZABC
where D=A, E=B, F=C, and so on.
Using this scheme, the plaintext, “SECRET” encrypts as “VHFUHW.” To allow
someone else to read the cipher text, you tell them that the key is 3. Obviously, this is
exceedingly weak cryptography by today’s standards, but hey, it worked for Caesar, and
it illustrates how conventional cryptography works.

Key management and conventional encryption
Conventional encryption has benefits. It is very fast. It is especially useful for
encrypting data that is not going anywhere. However, conventional encryption alone as a
means for transmitting secure data can be quite expensive simply due to the difficulty of
secure key distribution.

Recall a character from your favorite spy movie: the person with a locked briefcase
handcuffed to his or her wrist. What is in the briefcase, anyway? It’s probably not the
missile launch code/bio toxin formula/invasion plan itself. It’s the key that will decrypt
the secret data.
For a sender and recipient to communicate securely using conventional encryption, they
must agree upon a key and keep it secret between themselves. If they are in different
physical locations, they must trust a courier, the Bat Phone, or some other secure
communication medium to prevent the disclosure of the secret key during transmission.
Anyone who overhears or intercepts the key in transit can later read, modify, and forge
all information encrypted or authenticated with that key. From DES to Captain
Midnight’s Secret Decoder Ring, the persistent problem with conventional encryption is
key distribution: how do you get the key to the recipient without someone intercepting it?

Public key cryptography
The problems of key distribution are solved by public key cryptography, the
concept of which was introduced by Whitfield Diffie and Martin Hellman in 1975. (There
is now evidence that the British Secret Service invented it a few years before Diffie and
Hellman, but kept it a military secret—and did nothing
with it.) Public key cryptography is an asymmetric scheme that uses a pair of keys for
encryption: a public key, which encrypts data, and a corresponding private, or secret key
for decryption. You publish your public key to the world while keeping your private key
secret. Anyone with a copy of your public key can then encrypt information that only you
can read. Even people you have never met.
It is computationally infeasible to deduce the private key from the public key.
Anyonewho has a public key can encrypt information but cannot decrypt it.
Only the person who has the corresponding private key can decrypt the information.

Figure 34-3. Public key encryption

The primary benefit of public key cryptography is that it allows people who have no
preexisting security arrangement to exchange messages securely. The need for sender and
receiver to share secret keys via some secure channel is eliminated; all communications
involve only public keys, and no private key is ever transmitted or shared. Some
examples of public-key cryptosystems are Elgamal (named for its inventor, Taher
Elgamal), RSA (named for its inventors, Ron Rivest, Adi Shamir, and Leonard
Adleman), Diffie-Hellman (named, you guessed it, for its inventors), and DSA, the
Digital Signature Algorithm (invented by David Kravitz).
Because conventional cryptography was once the only available means for relaying
secret information, the expense of secure channels and key distribution relegated its use
only to those who could afford it, such as governments and large banks (or small children
with secret decoder rings). Public key encryption is the technological revolution that
provides strong cryptography to the adult masses. Remember the courier with the locked
briefcase handcuffed to his wrist? Public-key encryption puts him out of business
(probably to his relief).

How PGP works
PGP combines some of the best features of both conventional and public key
cryptography. PGP is a hybrid cryptosystem. When a user encrypts plaintext with PGP,
PGP first compresses the plaintext.
Data compression saves modem transmission time and disk space and, more
importantly, strengthens cryptographic security. Most cryptanalysis techniques exploit
patterns found in the plaintext to crack the cipher. Compression reduces these patterns in
the plaintext, thereby greatly enhancing resistance to cryptanalysis. (Files that are too
short to compress or which don’t compress well aren’t compressed.)
PGP then creates a session key, which is a one-time-only secret key. This key is a random
number generated from the random movements of your mouse and the keystrokes you
type. This session key works with a very secure, fast conventional encryption algorithm
to encrypt the plaintext; the result is cipher text. Once the data is encrypted, the session
key is then encrypted to the recipient’s public key. This public key-encrypted session key
is transmitted along with the cipher text to the recipient.

Figure 34-4. How PGP encryption works
Decryption works in the reverse. The recipient’s copy of PGP uses his or her private key
to recover the temporary session key, which PGP then uses to decrypt the conventionallyencrypted cipher text.

Figure 35-5. How PGP decryption works
The combination of the two encryption methods combines the convenience of public key
encryption with the speed of conventional encryption. Conventional encryption is about
1,000 times faster than public key encryption. Public key encryption in turn provides a
solution to key distribution and data transmission issues. Used together, performance and
key distribution are improved without any sacrifice in security.

Keys
A key is a value that works with a cryptographic algorithm to produce a specific
cipher text. Keys are basically really, really, really big numbers. Key size is measured in
bits; the number representing a 1024-bit key is darn huge.
In public key cryptography, the bigger the key, the more secure the cipher text.
However, public key size and conventional cryptography’s secret key size are totally
unrelated. A conventional 80-bit key has the equivalent strength of a 1024-bit public key.
A conventional 128-bit key is equivalent to a 3000-bit public key. Again, the bigger the
key, the more secure, but the algorithms used for each type of cryptography are very
different and thus comparison is like that of apples to oranges.
While the public and private keys are mathematically related, it’s very difficult to
derive the private key given only the public key; however, deriving the private key is
always possible given enough time and computing power. This makes it very important
to pick keys of the right size; large enough to be secure, but small enough to be applied
fairly quickly. Additionally, you need to consider who might be trying to read your files,
how determined they are, how much time they have, and what their resources might be.
Larger keys will be cryptographically secure for a longer period of time.
If what you want to encrypt needs to be hidden for many years, you might want to
use a very large key. Of course, who knows how long it will take to determine your key
using tomorrow’s faster, more efficient computers? There was a time when a 56-bit
symmetric key was considered extremely safe.
Keys are stored in encrypted form. PGP stores the keys in two files on your hard
disk; one for public keys and one for private keys. These files are called key rings. As
you use PGP, you will typically add the public keys of your recipients to your public
keyring. Your private keys are stored on your private keyring. If you lose your private
keyring, you will be unable to decrypt any information encrypted to keys on that ring.

Digital signatures
A major benefit of public key cryptography is that it provides a method for
employing digital signatures. Digital signatures enable the recipient of information to
verify the authenticity of the information’s origin, and also
verify that the information is intact. Thus, public key digital signatures provide
authentication and data integrity. A digital signature also provides non-repudiation,
which means that it prevents the sender from claiming that he
or she did not actually send the information.
These features are every bit as fundamental to cryptography as privacy, if not
more. A digital signature serves the same purpose as a handwritten signature. However, a
handwritten signature is easy to counterfeit. A digital signature is superior to a
handwritten signature in that it is nearly impossible to counterfeit, plus it attests to the
contents of the information as well as to the identity of the signer.
Some people tend to use signatures more than they use encryption. For example,
you may not care if anyone knows that you just deposited $1000 in your account, but you
do want to be darn sure it was the bank teller you were dealing with.
The basic manner in which digital signatures are created is illustrated in Figure
34-6. Instead of encrypting information using someone else’s public key, you encrypt it

with your private key. If the information can be decrypted with your public key, then it
must have originated with you.

Figure 34-6. Simple digital signatures

Hash functions
The system described above has some problems. It is slow, and it produces an
enormous volume of data—at least double the size of the original information. An
improvement on the above scheme is the addition of a one-way hash function in the
process. A one-way hash function takes variable-length input—in this case, a message of
any length, even thousands or millions of bits—and produces a fixed-length output; say,
160-bits. The hash function ensures that, if the information is changed in any way—even
by just one bit—an entirely different output value is produced.
PGP uses a cryptographically strong hash function on the plaintext the user is signing.
This generates a fixed-length data item known as a message digest. (Again, any change to
the information results in a totally different digest.) Then PGP uses the digest and the
private key to create the “signature.” PGP
transmits the signature and the plaintext together. Upon receipt of the message, the
recipient uses PGP to re-compute the digest, thus verifying the signature. PGP can
encrypt the plaintext or not; signing plaintext is useful if
some of the recipients are not interested in or capable of verifying the signature.
As long as a secure hash function is used, there is no way to take someone's signature
from one document and attach it to another, or to alter a signed message in any way. The
slightest change in a signed document will cause the
digital signature verification process to fail.

Figure 34-7. Secure digital signatures
Digital signatures play a major role in authenticating and validating other PGP users’
keys.

Digital certificates
One issue with public key cryptosystems is that users must be constantly vigilant
to ensure that they are encrypting to the correct person’s key. In an environment where it
is safe to freely exchange keys via public servers, man-in-the-middle attacks are a
potential threat. In this type of attack, someone
posts a phony key with the name and user ID of the user’s intended recipient. Data
encrypted to— and intercepted by—the true owner of this bogus key is now in the wrong
hands.
In a public key environment, it is vital that you are assured that the public key to
which you are encrypting data is in fact the public key of the intended recipient and not a
forgery.You could simply encrypt only to those keyswhich have been physically handed
to you. But suppose you need to exchange
information with people you have never met; how can you tell that you have the correct
key?

Digital certificates, or certs, simplify the task of establishing whether a public key
truly belongs to the purported owner.
A certificate is a form of credential. Examples might be your driver’s license,
your social security card, or your birth certificate. Each of these has some information on
it identifying you and some authorization stating that someone else has confirmed your
identity. Some certificates, such as your passport, are important enough confirmation of
your identity that you would not want to lose them, lest someone use them to impersonate
you.
A digital certificate is data that functions much like a physical certificate. A
digital certificate is information included with a person’s public key that helps others
verify that a key is genuine or valid. Digital certificates are used to thwart attempts to
substitute one person’s key for another.
A digital certificate consists of three things:
• A public key.
• Certificate information. (“Identity” information about the user, such as name, user ID,
and so on.)
• One or more digital signatures.
The purpose of the digital signature on a certificate is to state that the certificate
information has been attested to by some other person or entity. The digital signature
does not attest to the authenticity of the certificate as a whole; it vouches only that the
signed identity information goes along with, or is bound to, the public key.
Thus, a certificate is basically a public key with one or two forms of ID attached, plus a
hearty stamp of approval from some other trusted individual.

Figure 34-8. Anatomy of a PGP certificate

Certificate distribution
Certificates are utilized when it’s necessary to exchange public keys with
someone else. For small groups of people who wish to communicate securely, it is easy
to manually exchange diskettes or emails containing each owner’s public key. This is
manual public key distribution, and it is practical only to a certain point. Beyond that
point, it is necessary to put systems into place that can provide the necessary security,
storage, and exchange mechanisms so coworkers, business partners, or strangers could
communicate if need be.
These can come in the form of storage-only repositories called Certificate Servers, or
more structured systems that provide additional key management features and are called
Public Key Infrastructures (PKIs).

Certificate servers
A certificate server, also called a cert server or a key server, is a database that
allows users to submit and retrieve digital certificates. A cert server usually provides
some administrative features that enable a company to maintain its security policies—for
example, allowing only those keys that meet certain

requirements to be stored.

Public Key Infrastructures
A PKI contains the certificate storage facilities of a certificate server, but also
provides certificate management facilities (the ability to issue, revoke, store, retrieve, and
trust certificates). The main feature of a PKI is the introduction of what is known as a
Certification Authority, or CA, which is a human entity—a person, group, department,
company, or other association—that an organization has authorized to issue certificates to
its computer users. (ACA’s role is analogous to a country’s government’s Passport
Office.) A CA creates certificates and digitally signs them using the CA’s private key.
Because of its role in creating certificates, the CA is the central component of a
PKI.Using the CA’s public key, anyone wanting to verify a certificate’s authenticity
verifies the issuing CA’s digital signature, and hence, the integrity of the contents of the
certificate (most importantly, the public key and the identity of the certificate holder).

Certificate formats
A digital certificate is basically a collection of identifying information bound together
with a public key and signed by a trusted third party to prove its authenticity. A digital
certificate can be one of a number of different formats. PGP recognizes two different
certificate formats:
• PGP certificates
• X.509 certificates
PGP certificate format
A PGP certificate includes (but is not limited to) the following information:
• The PGP version number—this identifies which version of PGP was used to create the
key associated with the certificate.
• The certificate holder’s public key—the public portion of your key pair, together with
the algorithm of the key: RSA, DH (Diffie-Hellman), or DSA (Digital Signature
Algorithm).
• The certificate holder’s information—this consists of “identity” information about the
user, such as his or her name, user ID, photograph, and so on.
• The digital signature of the certificate owner—also called a self-signature, this is the
signature using the corresponding private key of the public key associated with the
certificate.
• The certificate’s validity period—the certificate’s start date/time and expiration
date/time; indicates when the certificate will expire.
• The preferred symmetric encryption algorithmfor the key—indicates the encryption
algorithm to which the certificate owner prefers to have information encrypted. The
supported algorithms are CAST, IDEA or Triple-DES.
You might think of a PGP certificate as a public key with one or more labels tied to it
(see Figure 34-9 ). On these ‘labels’ you’ll find information identifying the owner of the
key and a signature of the key’s owner, which states that the key and the identification go
together. (This particular signature is called a self-signature; every PGP certificate
contains a self-signature.) One unique aspect of the PGP certificate format is that a single

certificate can contain multiple signatures. Several or many people may sign the
key/identification pair to attest to their own assurance that the public key definitely
belongs to the specified owner. If you look on a public certificate server, you may notice
that certain certificates, such as that of PGP’s creator, Phil Zimmermann, contain many
signatures.
Some PGP certificates consist of a public key with several labels, each of which contains
a different means of identifying the key’s owner (for example, the owner’s name and
corporate email account, the owner’s nickname and home email account, a photograph of
the owner—all in one certificate). The list of signatures of each of those identities may
differ; signatures attest to the authenticity that one of the labels belongs to the public key,
not that all the labels on the key are authentic. (Note that ‘authentic’ is in the eye of its
beholder—signatures are opinions, and different people devote different levels of due
diligence in checking authenticity before signing a key.)

Figure 34-9. A PGP certificate

X.509 certificate format
X.509 is another very common certificate format. All X.509 certificates comply with the
ITU-T X.509 international standard; thus (theoretically) X.509 certificates created for
one application can be used by any application complyingwith X.509. In practice,
however, different companies have created their own extensions to X.509 certificates, not
all of which work together.

A certificate requires someone to validate that a public key and the name of the key’s
owner go together. With PGP certificates, anyone can play the role of validator.With
X.509 certificates, the validator is always a Certification Authority or someone
designated by a CA. (Bear inmind that PGP certificates also fully support a hierarchical
structure using a CA to validate certificates.)
An X.509 certificate is a collection of a standard set of fields containing information
about a user or device and their corresponding public key. The X.509 standard defines
what information goes into the certificate, anddescribes how to encode it (the data
format). All X.509 certificates have the
following data:
• The X.509 version number—this identifies which version of the X.509 standard applies
to this certificate, which affects what information can be specified in it. The most current
is version 3.
• The certificate holder’s public key—the public key of the certificate holder, together
with an algorithm identifier which specifies which cryptosystem the key belongs to and
any associated key parameters.
• The serial number of the certificate—the entity (application or person) that created the
certificate is responsible for assigning it a unique serial number to distinguish it from
other certificates it issues. This information is used in numerous ways; for example when
a certificate is revoked, its
serial number is placed in a Certificate Revocation List or CRL.
• The certificate holder’s unique identifier— (or DN—distinguished name). This name is
intended to be unique across the Internet. This name is intended to be unique across the
Internet. A DN consists of multiple subsections and may look something like this:
CN=Bob Allen, OU=Total Network Security Division, O=Network
Associates, Inc., C=US
(These refer to the subject's Common Name, Organizational Unit, Organization, and
Country.)
• The certificate’s validity period—the certificate’s start date/time and expiration
date/time; indicates when the certificate will expire.
• The unique name of the certificate issuer—the unique name of the entity that signed the
certificate. This is normally a CA. Using the certificate implies trusting the entity that
signed this certificate. (Note that in some cases, such as root or top-level CA certificates,
the issuer signs its own certificate.)
• The digital signature of the issuer—the signature using the private key of the entity that
issued the certificate.
• The signature algorithm identifier—identifies the algorithm used by the CA to sign the
certificate.
There are many differences between an X.509 certificate and a PGP certificate, but the
most salient are as follows:
• you can create your own PGP certificate; you must request and be issued an X.509
certificate from a Certification Authority .
• X.509 certificates natively support only a single name for the key’s owner.
• X.509 certificates support only a single digital signature to attest to the key’s validity.

To obtain an X.509 certificate, you must ask a CA to issue you a certificate. You provide
your public key, proof that you possess the corresponding private key, and some specific
information about yourself. You then digitally sign the
information and send the whole package—the certificate request—to the CA.
The CA then performs some due diligence in verifying that the information you provided
is correct, and if so, generates the certificate and returns it.
You might think of an X.509 certificate as looking like a standard paper certificate
(similar to one you might have received for completing a class in basic First Aid) with a
public key taped to it. It has your name and some
information about you on it, plus the signature of the person who issued it to you.

Figure 34-10. An X.509 certificate
Probably the most widely visible use of X.509 certificates today is in web browsers.

Validity and trust
Every user in a public key system is vulnerable to mistaking a phony key
(certificate) for a real one. Validity is confidence that a public key certificate belongs to
its purported owner. Validity is essential in a public key environment where you must
constantly establish whether or not a particular certificate is authentic.

When you’ve assured yourself that a certificate belonging to someone else is valid, you
can sign the copy on your key ring to attest to the fact that you’ve checked the certificate
and that it’s an authentic one. If you want others to know that you gave the certificate
your stamp of approval, you can export the signature to a certificate server so that others
can see it.
As described in the section, “Public Key Infrastructures.” some companies designate one
or more Certification Authorities (CAs) to indicate certificate validity. In an organization
using a PKI with X.509 certificates, it is the job of the CA to issue certificates to users—a
process which generally entails responding to a user’s request for a certificate. In an
organization using PGP certificates without a PKI, it is the job of the CA to check the
authenticity of all PGP certificates and then sign the good ones. Basically, the main
purpose of a CA is to bind a public key to the identification information contained in the
certificate and thus assure third parties that some measure of care was taken to ensure that
this binding of the identification information and key is valid. The CA is the Grand Poohbah of validation in an organization; someone whom everyone trusts, and in some
organizations, like those using a PKI, no
certificate is considered valid unless it has been signed by a trusted CA.

Checking validity
One way to establish validity is to go through some manual process. There are
several ways to accomplish this. You could require your intended recipient to physically
hand you a copy of his or her public key. But this is often inconvenient and inefficient.
Another way is to manually check the certificate’s fingerprint. Just as every human’s
fingerprints are unique, every PGP certificate’s fingerprint is unique. The fingerprint is a
hash of the user’s certificate and appears as one of the certificate’s properties. In PGP,
the fingerprint can appear as a hexadecimal number or a series of so-called biometric
words, which are phonetically distinct and are used to make the fingerprint identification
process a little easier. You can check that a certificate is valid by calling the key’s owner
(so that you originate the transaction) and asking the owner to read his or her key’s
fingerprint to you and verifying that fingerprint against the one you believe to be the real
one. This works if you know the owner’s voice, but, how do you manually verify the
identity of someone you don’t know? Some people put the fingerprint of their key on
their business cards for this very reason.
Another way to establish validity of someone’s certificate is to trust that a third individual
has gone through the process of validating it. A CA, for example, is responsible for
ensuring that prior to issuing to a certificate, he or she carefully checks it to be sure the
public key portion really belongs to the purported owner. Anyone who trusts the CA will
automatically consider any certificates signed by the CA to be valid. Another aspect of
checking validity is to ensure that the certificate has not been revoked. For more
information, see the section, ”Certificate Revocation”.

Establishing trust
You validate certificates. You trust people.More specifically, you trust people to
validate other people’ certificates. Typically, unless the owner hands you the certificate,
you have to go by someone else’s word that it is valid.

Meta and trusted introducers
In most situations, people completely trust the CA to establish certificates’
validity. This means that everyone else relies upon the CA to go through the whole
manual validation process for them. This is fine up to a certain number of users or
number of work sites, and then it is not possible for the CA to maintain the same level of
quality validation. In that case, adding other validators to the system is necessary.
A CA can also be a meta-introducer. A meta-introducer bestows not only validity on
keys, but bestows the ability to trust keys upon others. Similar to the king who hands his
seal to his trusted advisors so they can act on his authority, the meta-introducer enables
others to act as trusted introducers. These trusted introducers can validate keys to the
same effect as that of the meta-introducer. They cannot, however, create new trusted
introducers.
Meta-introducer and trusted introducer are PGP terms. In an X.509 environment, the
meta-introducer is called the root Certification Authority (root CA) and trusted
introducers subordinate Certification Authorities.
The root CA uses the private key associated with a special certificate type called a root
CA certificate to sign certificates. Any certificate signed by the root CA certificate is
viewed as valid by any other certificate signed by the root. This validation process works
even for certificates signed by other CAs in the system—as long as the root CA
certificate signed the subordinate CA’s certificate, any certificate signed by the CA is
considered valid to others within the hierarchy. This process of checking back up through
the system to see who signed whose certificate is called tracing a certification path or
certification chain.

Trust models
In relatively closed systems, such as within a small company, it is easy to trace a
certification path back to the root CA. However, users must often communicate with
people outside of their corporate environment, including some whom they have never
met, such as vendors, customers, clients, associates, and so on. Establishing a line of trust
to those who have not been explicitly trusted by your CA is difficult. Companies follow
one or another trust model, which dictates how users will go about establishing certificate
validity. There are three different models:
• DirectTrust
• Hierarchical Trust
• AWebofTrust

Direct Trust
Direct trust is the simplest trust model. In this model, a user trusts that a key is
valid because he or she knows where it came from. All cryptosystems use this form of
trust in some way. For example, in web browsers, the root Certification Authority keys
are directly trusted because theywere shipped by the manufacturer. If there is any form of
hierarchy, it extends from these directly trusted certificates.
In PGP, a user who validates keys herself and never sets another certificate to be a trusted
introducer is using direct trust.

Figure 34-11. Direct trust

Hierarchical Trust
In a hierarchical system, there are a number of “root” certificates from which trust
extends. These certificates may certify certificates themselves, or they may certify
certificates that certify still other certificates down some chain. Consider it as a big trust
“tree.” The “leaf” certificate's validity is verified by tracing backward from its certifier, to
other certifiers, until a directly trusted
root certificate is found.

Figure 34-12. Hierarchical trust

Web of Trust
A web of trust encompasses both of the othermodels, but also adds the notion that
trust is in the eye of the beholder (which is the real-world view) and the idea that more
information is better. It is thus a cumulative trust model. A certificate might be trusted
directly, or trusted in some chain going back to a directly trusted root certificate (the
meta-introducer), or by some group of introducers.
Perhaps you’ve heard of the term six degrees of separation, which suggests that
any person in the world can determine some link to any other person in the world using
six or fewer other people as intermediaries. This is a web of introducers.
It is also the PGP view of trust. PGP uses digital signatures as its form of
introduction. When any user signs another’s key, he or she becomes an introducer of that
key. As this process goes on, it establishes a web of trust.

In a PGP environment, any user can act as a certifying authority.Any PGP user can
validate another PGP user’s public key certificate. However, such a certificate is only
valid to another user if the relying party recognizes the
validator as a trusted introducer. (That is, you trust my opinion that others’ keys are valid
only if you consider me to be a trusted introducer. Otherwise, my opinion on other keys’
validity is moot.) Stored on each user’s public keyring are indicators of
• whether or not the user considers a particular key to be valid
• the level of trust the user places on the key that the key’s owner can serve as certifier of
others’ keys
You indicate, on your copy of my key, whether you think my judgement counts. It’s
really a reputation system: certain people are reputed to give good signatures, and people
trust them to attest to other keys’ validity.
Levels of trust in PGP
The highest level of trust in a key, implicit trust, is trust in your own key pair.
PGP assumes that if you own the private key, you must trust the actions of its related
public key. Any keys signed by your implicitly trusted key are valid. There are three
levels of trust you can assign to someone else’s public key:
• Complete trust
• Marginal trust
• Notrust(orUntrusted)
To make things confusing, there are also three levels of validity:
• Valid
• Marginally valid
• Invalid
To define another’s key as a trusted introducer, you
1. Start with a valid key, one that is either
• signed by you or
• signed by another trusted introducer and then
2. Set the level of trust you feel the key’s owner is entitled. For example, suppose your
key ring contains Alice’s key. You have validated Alice’s key and you indicate this by
signing it. You know that Alice is a real stickler for validating others’ keys. You
therefore assign her key with Complete trust. This makes Alice a Certification Authority.
If Alice signs another’s key, it appears as Valid on your keyring.
PGP requires one Completely trusted signature or two Marginally trusted
signatures to establish a key as valid. PGP’s method of considering two Marginals equal
to one Complete is similar to amerchant asking for two forms of ID. Youmight
considerAlice fairly trustworthy and also consider Bob fairly trustworthy. Either one
alone runs the risk of accidentally signing a counterfeit key, so you might not place
complete trust in either one. However, the odds that both individuals signed the same
phony key are probably small.

Certificate Revocation
Certificates are only useful while they are valid. It is unsafe to simply assume that a
certificate is valid forever. In most organizations and in all PKIs, certificates have a
restricted lifetime. This constrains the period in which a system is vulnerable should a
certificate compromise occur. Certificates are thus created with a scheduled validity
period: a start date/time and an expiration date/time. The certificate is expected to be
usable for its entire validity period (its lifetime).When the certificate expires, it will no
longer be valid, as the authenticity of its key/identification pair are no longer assured.
(The certificate can still be safely used to reconfirm information that was encrypted or
signed within the validity period—it should not be trusted for cryptographic tasks moving
forward, however.) There are also situations where it is necessary to invalidate a
certificate prior to its expiration date, such as when an the certificate holder terminates
employment with the company or suspects that the certificate’s corresponding private key
has been compromised. This is called revocation. A revoked certificate is muchmore
suspect than an expired certificate. Expired certificates are unusable, but do not carry the
same threat of compromise as a revoked certificate.
Anyone who has signed a certificate can revoke his or her signature on the certificate
(provided he or she uses the same private key that created the signature).Arevoked
signature indicates that the signer no longer believes the public key and identification
information belong together, or that the certificate’s public key (or corresponding private
key) has been compromised. A revoked signature should carry nearly as much weight as
a revoked certificate. With X.509 certificates, a revoked signature is practically the same
as a revoked certificate given that the only signature on the certificate is the one that
made it valid in the first place—the signature of the CA. PGP certificates provide the
added feature that you can revoke your entire certificate (not just the signatures on it) if
you yourself feel that the certificate has been compromised.
Only the certificate’s owner (the holder of its corresponding private key) or someone
whom the certificate’s owner has designated as a revoker can revoke a PGP certificate.
(Designating a revoker is a useful practice, as it’s often the
loss of the passphrase for the certificate’s corresponding private key that leads a PGP user
to revoke his or her certificate—a task that is only possible if one has access to the
private key.) Only the certificate’s issuer can revoke an X.509 certificate.

Communicating that a certificate has been revoked
When a certificate is revoked, it is important to make potential users of the
certificate aware that it is no longer valid. With PGP certificates, the most common way
to communicate that a certificate has been revoked is to post it on a certificate server so
others who may wish to communicate with you are warned not to use that public key.
In a PKI environment, communication of revoked certificates is most commonly
achieved via a data structure called a Certificate Revocation List, or CRL, which is
published by the CA. The CRL contains a time-stamped, validated list of all revoked,
unexpired certificates in the system. Revoked certificates remain on the list only until
they expire, then they are removed from the list—this keeps the list from getting too long.
The CA distributes the CRL to users at some regularly scheduled interval (and
potentially off-cycle,whenever a certificate is revoked). Theoretically, thiswill prevent

users from unwittingly using a compromised certificate. It is possible, though, that there
may be a time period between CRLs in which a newly compromised certificate is used.

What is a passphrase?
Most people are familiar with restricting access to computer systems via a
password, which is a unique string of characters that a user types in as an identification
code. A passphrase is a longer version of a password, and in theory, a more secure one.
Typically composed of multiple words, a passphrase is more secure against standard
dictionary attacks, wherein the attacker tries all the words in the dictionary in an attempt
to determine your password.
The best passphrases are relatively long and complex and contain a combination
of upper and lowercase letters, numeric and punctuation characters. PGP uses a
passphrase to encrypt your private key on your machine. Your private key is encrypted
on your disk using a hash of your passphrase as the secret key. You use the passphrase to
decrypt and use your private key.
A passphrase should be hard for you to forget and difficult for others to guess. It
should be something already firmly embedded in your long-term memory, rather than
something you make up from scratch.Why? Because if you forget your passphrase, you
are out of luck. Your private key is totally and absolutely useless without your
passphrase and nothing can be done about it. Remember the quote earlier in this chapter?
PGP is cryptography that will keepmajor governments out of your files. Itwill certainly
keep you out of your files, too. Keep that inmindwhen you decide to change your
passphrase to the punchline of that joke you can never quite remember.

Key splitting
They say that a secret is not a secret if it is known to more than one person. Sharing a
private key pair poses such a problem. While it is not a recommended practice, sharing a
private key pair is necessary at times. Corporate Signing Keys, for example, are private
keys used by a company to sign—for example—legal documents, sensitive personnel
information, or press releases to authenticate their origin. In such a case, it is worthwhile
for multiple members of the company to have access to the private key. However, this
means that any single individual can act fully on behalf of the company. In such a case it
is wise to split the key among multiple people in such a way
that more than one or two people must present a piece of the key in order to reconstitute it
to a usable condition. If too few pieces of the key are available, then the key is unusable.
Some examples are to split a key into three pieces and require two of them to reconstitute
the key, or split it into two pieces and require both pieces. If a secure network connection
is used during the reconstitution process, the key’s shareholders need not be physically
present in order to rejoin the key.

